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ABSTRACT 

JONATHAN WAGNER. Integrating Random Linear Code Based Encryption Scheme 
Rlce Algorithm Into Post-quantum Openssl. 

(Under the direction of DR. YONGGE WANG)

This thesis discusses how the post-quantum encryption algorithm Random Linear 

Code-based Encryption scheme (RLCE) was integrated into both forks of Open Quantum 

Safe project’s liboqs library and a post-quantum fork of the OpenSSL repository, “open-

quantum-safe/openssl” on Github, along with several tests of this algorithm conducted by 

the same forks of the liboqs library and the “open-quantum-safe/openssl” Github 

repositories on an Amazon Web Services (AWS) Elastic Compute Cloud (EC2) instance. 

Specific tests included testing RLCE’s keypair generation, encryption, and decryption 

using the “keypair”, “encaps” and “decaps” algorithms of the OQS_KEM Application 

Programming Interface (API) from the liboqs library using the “test_kem” test, and also 

testing the speed of RLCE’s keypair generation, encryption, and decryption using tests 

from both the liboqs library and the “open-quantum-safe/openssl” fork repositories; 

Chapter 3 details these test results with provided screenshots. 

A fork of the liboqs library was created where code was inserted in order for the 

RLCE algorithm to be integrated, just as other post-quantum cryptographic algorithms 

for both key encapsulation mechanism (KEM) and signature schemes were integrated 

into the liboqs library; a code implementation of the RLCE algorithm was also added as a 

separate folder within the liboqs library. Steps are shown of how RLCE code was added 

to the liboqs library fork in order to build and install the liboqs library fork that includes 

RLCE. Steps are also shown for how code was inserted and generated for a fork of the 

“open-quantum-safe/openssl” fork Github repository where the fork was 
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tested with the “apps/openssl speed” test for the RLCE algorithm. After the steps are 

shown for integrating code into forks of the liboqs library and the “open-quantum-safe/

openssl” repositories (Chapter 2), then the test results are presented for the RLCE 

algorithm using the tests from the liboqs library and the “open-quantum-

safe/openssl” fork.  
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CHAPTER 1: INTRODUCTION 

The asymmetric cryptography within the Transport Layer Security (TLS) protocol 

is at risk of being broken from future quantum computer attacks, specifically algorithms 

used for both key exchange and for authentication. Luckily, for symmetric cryptography, 

defense against such quantum computer attacks can easily be avoided by increasing the 

key length.  However, asymmetric algorithms such as Rivest-Shamir-Adleman (RSA) or 

Elliptic Curve Diffie-Hellman will be vulnerable to a considerably-sized quantum 

computer that uses Shor’s algorithm [1].  

Therefore, the evolution to post-quantum cryptography (referred to synonymously 

as quantum-resistant cryptography and quantum-safe cryptography by the Open Quantum 

Safe project for the algorithms used in their OpenSSL fork) is vital for TLS in order for 

classic asymmetric cryptography to be eventually replaced; the Open-Quantum Safe 

(OQS) Project, which is directed by University of Waterloo researchers in collaboration 

with corporations including Microsoft and Amazon Web Services, aims at testing and 

developing quantum-resistant cryptography [1][2][3]. 

The OQS project has created a fork of the OpenSSL Project’s “openssl/openssl” 

Github repository, called OQS-OpenSSL_1_1_1, which is OpenSSL 1.1.1’s fork (see 

source [3] for this Github repository). OpenSSL is TLS but as an open-source application 

[1]. OQS-OpenSSL_1_1_1 (specifically in reference to Github repository branch OQS-

OpenSSL_1_1_1-stable, see source [3]) conducts testing of TLS 1.3 using post-quantum 

algorithms that can be used for either key encapsulation mechanisms or for signature 

schemes; the liboqs library (another Github repository created by the OQS project) 

includes these post-quantum algorithms [4][3]. 
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The focus of this thesis is integrating the Random Linear Code-based Encryption 

scheme RLCE algorithm into the liboqs library, where test results are shown for two of 

the liboqs library’s tests when performed on the RLCE algorithm. Code was then added 

to a fork (and also generated when cloned) of OQS-OpenSSL_1_1_1-stable where one 

test tested the speed of the RLCE algorithm’s keypair generation, encryption, and 

decryption. 
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CHAPTER 2: METHODOLOGY 

In order to build and install forks of the liboqs library and the “open-quantum-safe/

openssl” repository, an AWS EC2 instance with an Ubuntu Sever 20.04 LTS Amazon 

Machine Image (AMI) was used. The following details the procedure of adding code to 

both forks to integrate the RLCE algorithm, and at the end conducting three tests 

provided by the liboqs library and the “open-quantum-

safe/openssl” repository . The test results are also included again in Chapter 3 for 

convenience: 

Step 1: First clicked on “Fork” in top right corner of [4] (The Open Quantum Safe Project 

prefers the liboqs to be cited as [5], so this is also included in the References section): 

Fig. 1: liboqs library repository on Github. Source: see [4]. 
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Step 2: Clicked “Create fork” green button below 

Fig. 2: Creating liboqs fork 

Result: https://github.com/jwagrunner/liboqs

Fig. 3: “jwagrunner/liboqs” fork created  

https://github.com/jwagrunner/liboqs
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Step 3: Then navigated to “liboqs/src/kem/kem.h”: 

Fig. 4: kem.h 

Step 4: Next clicked “Edit this file”, and added lines 59 and 60, where line 59 is based off 

of line 57 below. Line 60 is based off of line 58 below: 

Fig. 5: Adding code to kem.h to integrate RLCE (Part 1). Source: see [4]. 
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Step 5: Added three spaced lines below line 335. Then used line 333 to make line 336 

below, and also used line 334 to make line 337 below along with lines 333 below, 335 

below, and my 336 below to make line 338 below. Used rlce.h shown on [6] to add to 

line 337: 

Fig. 6: Adding code to kem.h to integrate RLCE (Part 2). Source: see [4] and [6]. 

Step 6: Then clicked “Commit changes” green button. 

Step 7: You will now see “liboqs/src/kem/kem.h” updated (of “jwagrunner/liboqs” fork), 

meaning the following lines will now appear: 

Fig. 7: New changes in kem.h 

Step 8: Reached “liboqs/src/kem/kem.c” of “jwagrunner/liboqs” fork, and then clicked 

pencil icon in the bottom right corner to edit kem.c 
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Step 9: Added line 30 based on line 58 (see Step 4) and line 29 below. I used my own 

line 60 (see Step 4) to make line 30 below: 

Fig. 8: New change in kem.c. Source: see [4]. 

Step 10: Created line 168 below based off of line 162 below and line 29 (see Step 9). 

Used line 333 (see Step 5), used my line 336 (see Step 5), and line 163 below to make 

line 169 below. Used line 164 below to make line 170 below. Line 165 below was used 

to make line 171 below. Line 166 below was used to make line 172 below. Line 167 was 

used to make Line 173 below: 

Fig. 9: More changes in kem.c. Source: see [4]. 



8 

Step 11: Used line 162 (see Step 10), line 540 below, and my line 168 (see Step 10) to 

create line 546 below. Used line 163 (see Step 10), line 541 below, and my line 169 (see 

Step 10) to make line 547 below. Used lines 540 and 542 below, and also used my line 

546 below to create line 548 below. Used line 543 below to create line 549 below. Used 

line 544 below to create line 550 below. Used line 545 below to create line 551 below: 

Fig. 10: Other changes in kem.c. Source: see [4]. 

Step 12: Clicked “Commit changes” green button. 
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Step 13: liboqs/src/kem/kem.c of my liboqs fork has been confirmed to be updated with 

the following changes: 

Fig. 11: kem.c new committed changes 

Step 14: Went to “liboqs/src/CMakeLists.txt” page, then clicked on Pencil icon to edit 

this file. 
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Step 15: Used line 333 (see Step 5), my line 336 (see Step 5), and line 29 below to create 

line 33 below. Used line 30 below and [6] to help create line 34 below. Used line 31 

below to make line 35 below. Line 32 below was used to make Line 36 below: 

Fig. 12: Code added to CMakeLists.txt. Source: see [4]. 

Step 16: Clicked on green button for “Commit changes”. 

Step 17: CMakeLists.txt is now updated. 

Step 18: Details of the commit are shown as: 

Fig. 13: Commit details 
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Step 19: Went to “liboqs/src/oqsconfig.h.cmake”, and clicked on pencil icon in the 

bottom right of figure to edit this file. 

Step 20: Used line 101 below to create line 123 below (also added extra space after on 

line 124): 

Fig. 14: Adding code to oqsconfig.h.cmake. Source: see [4]. 

Step 21: Next clicked “Commit changes” green button. 

Step 22: “liboqs/src/oqsconfig.h.cmake” is now updated. 

Step 23: My commit listed: 
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Fig. 15: oqsconfig.h.cmake Commit 

Step 24: Navigated to liboqs/CMakeLists.txt, then clicked on the pencil icon to edit this 

file. 

Step 25: Used line 148 below to make line 151 below (also used line 101 and my line 123 

from Step 20 to doublecheck this line 151 I made). Used line 149 below to make line 152 

below (used my line 34 from Step 15 to help me doublecheck this line 152 I made). Used 

line 150 to make line 153 below: 

Fig. 16: Added code to liboqs/CMakeLists.txt. Source: see [4] and [9]. 
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Step 26: Next clicked the green button “Commit changes”. 

Step 27: “liboqs/CMakeLists.txt” is now updated. 

Step 28: My commit listed: 

Fig. 17: CMakeLists.txt Commit 

Step 29: Navigated to liboqs/src/kem, then clicked “Add file”, then “Create new 

file” (used [7] to help me to create a new file): 

Fig. 18: Creating a new file in liboqs/src/kem 
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Step 30: Entered “RLCE/” which created a folder in “liboqs/src/kem”. 

Step 31: Downloaded https://github.com/yonggewang/RLCE to local drive and uploaded 

all files within “RLCEv1” to the RLCE folder and clicked the “Commit changes” button. 

Step 32: What now appears: 

Fig. 19: After Commit 

Step 33: Went to “liboqs/.CMake/alg_support.cmake”, and clicked on the pencil icon in 

the bottom right to edit “liboqs/.CMake/alg_support.cmake”. 

Step 34: Used line 92 below in the file being edited and also line 148 from Step 25 and 

my line 151 from Step 25 to make line 163 below: 

Fig. 20: Classic McEliece line of code used. Source: see [4]. 

https://github.com/yonggewang/RLCE
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Fig. 21: RLCE line of code made. Source: see [4]. 

Step 35: Then click green button “Commit changes”. 

Step 36: The Commit I made: 

Fig. 22: .CMake/alg_support.cmake Commit 
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Step 37: Went to rlce.h, and pressed the pencil icon in the bottom right below: 

Fig. 23: To edit rlce.h 

Step 38: Next added a large gap after line 314: 

Fig. 24: First code modification to rlce.h 
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Step 39: Used lines 107, 108, 109, 110, 111, 112 from liboqs/ 

src/kem/classic_mceliece/kem_classic_mceliece.h to make lines 316, 317, 318, 319, 320, 

321 below: 

Fig. 25: Second code modification to rlce.h 

Fig. 26: Lines 107, 108, 109, 110, 111, 112 from kem_classic_mceliece.h. Source: see 

[4]. 

Step 40: Inputted “OQS_API” and “OQS_STATUS” in lines 322, 323, and 324 below 

that came from lines 113, 114, and 115 in Fig. 26. Also used line 116 in Fig. 26 to create 

line 325 below: 
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Fig. 27: Third code modification to rlce.h. Source: see [4]. 

Step 41: Clicked “Commit changes”. What I committed: 

Fig. 28: rlce.h Commit 
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Step 42: Went to link rlceCode.c, and clicked on pencil icon in the bottom right: 

Fig. 29: Now editing rlceCode.c 

Step 43: Added a large space from line 1897 to 1920 below (I did this based on lines 7 to 

31 in “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c”) 

Fig. 30: Added spacing. Source: see [4]. 
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Step 44: Used lines 7, 9, 11, 12, 13, 14, 15, 16, 21, 22, 23, 24 from 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” to make lines 

below 1897, 1899, 1901, 1902, 1903, 1904, 1905, 1906, 1908, 1909, 1910, 1911 

Fig. 31: Added rlceCode.c code. Source: see [4]. 

Step 45:  Lines 26, 27, 28 from 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” is used to make 

lines 1913, 1914, 1915 below (also used lines 322, 323, and 324 from Step 38 to create 

lines 1913, 1914, and 1915 below: 

: 

Fig. 32: More rlceCode.c code added. Source: see [4] and [6]. 
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Step 46: Used lines 30 and 31 from 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c”  to create lines 

1917 and 1918 below: 

Fig. 33: Other rlceCode.c code added. Source: see [4]. 

Step 47: Line 43 from 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c”  was used to add 

“OQS_API” and “OQS_STATUS” to line 1920 below (I also chose line 1920 since lines 

43 and 1920 share the word “keypair”: 

Fig. 34: "OQS_API OQS_STATUS" code added. Source: see [4]. 

Step 48: Line 59 from 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” was used to add 

“OQS_API” and “OQS_STATUS” to line 1975 below (I also used line 1975 below since 

line 59 includes “encaps” and line 1975 includes the  “rlce_encrypt” which I thought is 

related:  

Fig. 35: Added another "OQS_API OQS_STATUS" code. Source: see [4]. 
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Step 49: Line 75 from 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” was used to add 

OQS_API OQS_STATUS to line 2117 below (line 2117 was chosen since line 75 had the 

word “decaps” which I thought was closely related to “decrypt” in line 2117): 

Fig. 36: More "OQS_API OQS_STATUS" code. Source: see [4]. 

Step 50: Added #endif from line 91 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” to line 2211 

below: 

Fig. 37: last rlceCode.c code added. Source: see [4]. 

Step 51: Next clicked “Commit changes” green button. 

Step 52: What I committed: 



23 

Fig. 38: Commit 
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Step 53: Selected Ubuntu Server 20.04 LTS: 

Fig. 39: Selecting AMI 

Step 54: Next clicked “Review and Launch”: 

Fig. 40: Clicked “Review and Launch” 
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Step 55: Next clicked the blue button “Launch”. 

Step 56: Logged into instance with my local Command Prompt. 

The following commands were executed in the instance: 

• sudo apt-get update

• openssl version -v

• sudo apt install cmake gcc libtool libssl-dev make ninja-build git

• sudo apt-get install libtext-template-perl

• sudo apt-get install python3-tabulate

• sudo apt install valgrind

• sudo apt-get install qemu

• sudo apt-get install qemu-kvm

• apt show qemu-system-x86

• kvm -version

• git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-

quantum-safe/openssl.git oqs-openssl

• sudo apt install astyle cmake gcc ninja-build libssl-dev python3-pytest

python3-pytest-xdist unzip xsltproc doxygen graphviz python3-yaml

• git clone --branch main https://github.com/jwagrunner/liboqs.git

Source for git clone commands and other commands above: see [3] and [4] 
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Step 57: Navigated to liboqs/src/kem/RLCE, then clicked “Create new file” 

Step 58: Named the file “CMakeLists.txt” (since when I executed “cmake -GNinja -

DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs ..” (see source [3] for this command), it 

shows in output that there needs to be a “CMakeLists.txt file” in liboqs/src/kem/RLCE ). 

Then entered the following lines of code in that new file: 

set(_RLCE_OBJS "") 
if(OQS_ENABLE_KEM_rlce_rlcev1) 

add_library(RLCE OBJECT reedsolomon.c GaloisField.c fieldPoly.c 
bta.c list.c fieldMatrix.c sha.c drbg.c rlceCode.c aes.c FFT.c) 

target_include_directories(RLCE PRIVATE 
${PROJECT_SOURCE_DIR}/src/kem/RLCE) 

set(_RLCE_OBJS ${_RLCE_OBJS} $<TARGET_OBJECTS:RLCE>) 
endif() 
set(RLCE_OBJS ${_RLCE_OBJS} PARENT_SCOPE) 

Fig. 41: “liboqs/src/kem/RLCE/CMakeLists.txt” 

Here are the sources that helped me add those lines of code: Used 

“liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) for the code of lines 1 – 3 

and 5 - 7 below including the use of add_library and to input rlceCode.c within 

add_library, where I structured my CMakeList.txt exactly how it is in that path. 

Also the below .c files in the third line are from line 20 of “RLCE/RLCEv1/Makefile” 

file in [6] and also rlce.h from line 21 of that path (also used [8] to help make the below 

third line, specifically the use of add_library and the fact that I can include a rlce.h file 

along with the .c files. That same link is also used to input RLCE (for the target) within 

add_library in the third line). 
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Used libRLCE.a from “RLCE/RLCEv1/Makefile” since it is specified in the Makefile as 

"TARGET_LIB", thus I specifically used this in the third line where you see "add_library 

RLCE" where I removed the "lib" and ".a" from libRLCE.a to get just "RLCE". 

Used line 9 of “liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) to have no 

square brackets around PROJECT along with have no ".a" at end of RLCE below: 

Used “liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) (including lines 6, 9, 

15, 16, 228 of link (and also third line below)) to help make first line, fifth line, sixth , 

and seventh line below. 

Using line 7 from “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” 

(see [4]), line 206 from “liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]), and 

line 1897 from “liboqs/src/kem/RLCE/rlceCode.c” of the “jwagrunner/liboqs” fork, I 

created line 2's code: 

Inputted rlceCode.c in the third line with the help of lines 1920, 1975, and 2117 that 

contain "OQS_API OQS_STATUS" in “liboqs/src/kem/RLCE/rlceCode.c”, line 9 of 

“liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) that mentions 

"kem_classic_mceliece_348864.c" (see link at end that ends in 4.c), lines 43, 59, and 75 

of both links “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see 

[4]) and “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_348864.c” (see [4]) that 

contain "OQS_API OQS_STATUS"). 

Used “liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) to see how OBJECT 

was used in line 207 in that source for line 3 below. 
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Used line 206 of “liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) to help with 

line 2 below. 

Used code from line 152 of “liboqs/CMakeLists.txt” (see [4]) and lines 208 - 209 in 

“liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) for the code for line 4 below; 

help with this code also came from line 207 of 

“liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]), source [17] , 

“liboqs/src/kem/classic_mceliece/pqclean_mceliece8192128f_vec/” (see [4]) , source 

[18], and source [19]. 

Result: 

Fig. 42: CMakeLists.txt within RLCE folder 

Step 59: Navigated to “liboqs/CMakeLists.txt” and then clicked on pencil icon in the 

bottom right to edit this file. 

Step 60: Added the highlighted yellow code below in “liboqs/CMakeLists.txt” (with the 

help of lines 125 – 133 below, line 152 itself below (see [4]), and also [9]): 
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Fig. 43: Adding code relating to config.h

Note: I chose this file because of “include/oqs” mentioned below in the same file (this is 

the directory where I see all the .h files when listing the contents of the 

“liboqs/build/include/oqs” directory after executing “ninja” (see [3] and [4])) and also 

that PUBLIC_HEADERS mentioned in line 183 below matches the first 

PUBLIC_HEADERS in line 152 above, thus it appears that rlce.h is being copied to 

include/oqs in line 183 based on what is shown in [10] with the use of the copy 

command. Therefore, I need to do the same for config.h. 

Fig. 44: Lines 181 - 185 
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Step 61: Clicked “Commit changes” green button. What I committed: 

Fig. 45: The Commit 

Step 62: Executed the following commands in the AWS Linux terminal (most commands 

received from [3] and [4]): 

$ rm -r liboqs [you usually have to enter “y” twice when you execute this] 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

Fig. 46: Executed ninja 



31 

Note: It states in [11] that there must be a unique namespace after #define and gives 

examples of this. Therefore, “enc” (as shown in the errors above) must be redefined 

uniquely.  

 “enc” will be changed to “encr” in both rlce.h and rlce.c. 

Step 63: I then visited “rlce.h”, and then clicked on the pencil icon in the bottom right to 

edit this file. 

Step 64: Next scrolled down to line 397 (recall error in Step 62), then changed “enc” 

below to “encr”: 

Fig. 47: “enc” before change 

Fig. 48: “encr” after change 

Step 65: Then clicked green button “Commit changes”. What I committed: 

Fig. 49: Result of Commit 

Step 66: Navigated to “liboqs/src/kem/RLCE/rlce.c”, then clicked on pencil icon in the 

bottom right below to edit this file. 
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Step 67: Changed line 18 below from “enc” (Fig. 50) to “encr” (Fig. 51) 

Fig. 50: Before change to “enc” 

Fig. 51: After change to “encr” 

Step 68: Changed yellow highlighted below (Fig. 52) to now changed yellow highlighted 

code (Fig. 53): 

Fig. 52: “enc” before change 

Fig. 53: “encr” after change 

Step 69:  Changed yellow highlighted code below (Fig. 54) to now changed yellow 

highlighted code (Fig. 55): 

Fig. 54: “enc” before change 
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Fig. 55: “encr” after change 

Step 70: Clicked green “Commit changes” button. What I committed: 
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Fig. 56: The Commit 

Step 71: After commit, execute the following commands: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

Fig. 57: Executed ninja 

Step 72: Navigated to “liboqs/src/kem/RLCE/rlce.h” to edit this file. 

Step 73: Changed “1357824” on line 317 (Fig. 58) to “118441” (just as shown on line 2 

in [12]) (Fig. 59): 
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Fig. 58: RLCE public key size 

Fig. 59: RLCE public key size after change 

Step 74: Changed “14080” on line 318 (Fig. 60) to “179946” (just as shown on line 1 in 

[12]) (Fig. 61): 

Fig. 60: RLCE secret key size  

Fig. 61: RLCE secret key size after change 

Step 75: Changed “32” on line 320 (Fig. 62) to “64” (Fig. 63): 
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Fig. 62: RLCE shared secret size 

Fig. 63: RLCE shared secret size after change 

Note: “64” was obtained from line 3 in [12] for CRYPTO_BYTES. CRYPTO_BYTES is 

referenced in lines 22, 23, 29 of [13] which helped me with the above step. Line 26 in 

that same link is linked to “encaps” method in [14] which helped me with the above step. 

Note: Naming of figures stops here due to an exceedingly amount of figures in this 

thesis.  

Step 76: Changed “240” on line 319 

to  “785”: 

Note: “785” was obtained from line 4 in [12] for CRYPTO_CIPHERTEXTBYTES. 

CRYPTO_CIPHERTEXTBYTES is referenced in line 24 and 26 in [13], which helped 

me figure out the above step to change the value. Line 26 is the encaps method 
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mentioned in [14], where the first parameter of “ciphertext” helped me with the above 

step.  

Step 77: Took lines 322 – 324 below: 

and moved them above line 320 below (with extra space in between). Note that I kept all 

three “OQS_API OQS_STATUS” untouched and did not move them: 
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Step 78: Added line 325 below, using lines 320 – 324. Used line 5 in [12] to help make 

this code. 

Step 79: Added the yellow highlighted code below (using the exact code from line 16 in 

[15]). Also used lines 322 – 324 (line 316 – 318 after move) of Step 77 to help me with 

this code: 

Step 80: Added blue highlighted code below (using exact code from line 39 in [15]); also 

added a semicolon at the end: 

Step 81: Added yellow highlighted below (“int”) since line 16 shows it in [15]: 

Step 82: Added blue highlighted code below (exactly as shown in line 60 in [15]); also 

added a semicolon at the end: 
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Step 83: Decided to remove all the yellow-highlighted “int”s below: 

Before: 

After: 

Note: I did the above after seeing line 14 in 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4]) and line 43 in 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_348864.c” (see [4]). 

Step 84: Next clicked “Commit changes” green button. What I committed: 
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Step 85: Navigated to liboqs/src/kem/RLCE/rlceCode.c, and clicked on pencil icon in the 

bottom right to edit this file. 

Step 165: Removed #endif from line 2211: 

Before: 

After: 
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Step 86: Added #endif on line 1920 below (yellow-highlighted) and also added a blank 

line on line 1919: 

Note: Recall Step 50 where I added #endif in “rlceCode.c” . Used 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) to help 

me move #endif. 

Step 87: Removed “OQS API OQS_STATUS” from line 1922: 

Before: 

After: 
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Step 88: Removed “OQS_API OQS_STATUS” from line 1977 below (along with the 

extra space in front of it) 

Before: 

 

After: 

 

 

Step 89: Removed “OQS_API OQS_STATUS” from line 2119 below (along with the 

extra space in front of it) 

Before: 

 

After: 

 

 

Step 90: Copied lines 16 to 37 below which is from [15] (used crypto_kem_keygenerate 

below to match to “keypair” in [14]): 
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then pasted it all at line 1920 back in liboqs/src/kem/RLCE/rlceCode.c:  

Step 91: Copied lines 39 to 58 of [15] (matched crypto_kem_encapsulate below to encaps 

in [14]): 
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and pasted it at line 1943 at liboqs/src/kem/RLCE/rlceCode.c: 

 

 

 

 

Step 92: Copied lines 60 to 70 in [15] (matched crypto_kem_decapsulate below to decaps 

in [14] ): 
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and pasted it at line 1964 of liboqs/src/kem/RLCE/rlceCode.c : 

Note: I inputted all code in Steps 90 – 92  in between the #if at line 1897 and #endif 

(which is now at line 1976), just as all functions of encaps, decaps, and keypairs 

(originally defined in [14]) are defined between “#if” (on line 7) and “#endif” in 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) . 

Step 93:  Added “OQS_API OQS_STATUS” in line 1920 below: 
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Step 94: Added “(OQS_STATUS)” in line 1923 below (yellow highlighted): 

 

Note: Used lines 26, 38, 43, 48, and 57 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) for the 

above steps of Step 93 and 94; also used lines 26 and 49 of 

“liboqs/src/kem/kyber/kem_kyber_512.c” (see [4]); and finally line 14 of 

“liboqs/src/kem/kyber/kem_kyber.h” (see [4]).  

 

Step 95: Inputted “OQS_API OQS_STATUS” into line 1943 below (yellow highlighted) 

(used line 27 and 59 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) for 

inputting code into this step): 

 

 

 

 

Step 96: Inputted “(OQS_STATUS)” into line 1946 below (yellow highlighted) (used 

lines 59, 64, and 73 of 
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“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) to input 

code into this step): 

 

 

Step 97: Inputted “OQS_API OQS_STATUS” into line 1964 below (yellow highlighted) 

(using the help of lines 7, 75, and 91 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4])) 

 

 

Step 98: Added “(OQS_STATUS)”  in line 1973 below (see yellow highlighted) (Used 

lines 75, 80, and 89 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) to help 

inputting the code): 

 

 

Step 99: Removed “int” from line 1964 below (see yellow highlighted): 
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Before: 

 

After: 

 

 

Step 100: Removed “int” from line 1943 below (see yellow highlighted): 

Before: 

 

After: 

 

 

Step 101: Removed “int” from line 1920 below (see yellow highlighted) 

Before: 

 

After: 

 

 

Step 102: Copied lines 8 to 14 in [15]: 
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And pasted them at line 1897 at liboqs/src/kem/RLCE/rlceCode.c: 

Step 103: Replaced “rlce_keypair” in line 1921 with “crypto_kem_keygenerate” (used 

line 1928 from same file being edited (liboqs/src/kem/RLCE/rlceCode.c), lines 26 and 43 

from “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) to 

help me add this code): 

Before: 

After: 

Step 104: Replaced “rlce_encrypt” in line 1922 with “crypto_kem_encapsulate” (used 

line 1951 from same file being edited (liboqs/src/kem/RLCE/rlceCode.c), lines 27 and 59 
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from “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) to 

help me add this code): 

Before: 

After: 

Step 105: Replaced “rlce_decrypt” in line 1923 with “crypto_kem_decapsulate” (used 

line 1972 from same file being edited (liboqs/src/kem/RLCE/rlceCode.c), lines 28, 75, 

89, and 91 from “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” 

(see [4]) to help me add this code): 

Before: 

After: 

Step 106: Next went to file being edited and clicked on “Commit changes”. What I 

committed: 
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Step 107: Navigated to “liboqs/src/kem/RLCE/rlceCode.c” and then clicked on pencil 

icon in the bottom right to edit this file. 

Step 108: Changed CRYPTO_PUBLICKEYBYTES on line 1945 to 

OQS_KEM_RLCE_length_public_key (Used Step 73 to help with adding this code along 

with line 2 in [12]): 

Before: 
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After: 

 

 

Step 109: Changed CRYPTO_PUBLICKEYBYTES on line 1960 to 

OQS_KEM_RLCE_length_public_key (just as done in the previous step): 

Before: 

 

After: 

 

 

Step 110: Changed “CRYPTO_SECRETKEYBYTES” in line 1944 to 

“OQS_KEM_RLCE_length_secret_key” (Used Step 74 and line 1 in [12] to help with 

adding this code): 

Before: 

 

After: 
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Step 111: Changed “CRYPTO_SECRETKEYBYTES” in line 1974 to 

“OQS_KEM_RLCE_length_secret_key” (just as done in the previous step): 

Before: 

 

After: 

 

 

 

 

Step 112: Changed “CRYPTO_BYTES” on line 1964 to 

“OQS_KEM_RLCE_length_shared_secret” (Step 75 and line 3 in [12] was used to help 

with adding the code): 

Before: 

 

After: 

 

 

Step 113: Changed “CRYPTO_BYTES” on line 1980 to 

“OQS_KEM_RLCE_length_shared_secret” (just as done in the previous step)  
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Before: 

 

After: 

 

 

 

 

Step 114: Changed “CRYPTO_CIPHERTEXTBYTES” on line 1978 to 

“OQS_KEM_RLCE_length_ciphertext” (Used Step 76 and line 4 in [12] to help adding 

this code): 

Before: 

 

After: 

 

 

Step 115: Changed “CRYPTO_CIPHERTEXTBYTES” on line 1965 to 

“OQS_KEM_RLCE_length_ciphertext” (just as done in the previous step): 

Before: 
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After: 

 

 

 

 

Step 116: Changed “CRYPTO_RANDOMBYTES” on line 1929 to 

“OQS_KEM_RLCE_length_random_bytes” (Used Step 78 and line 5 in [12] to help add 

this code): 

Before: 

 

After: 

 

 

Step 117: Changed “CRYPTO_RANDOMBYTES” on line 1930 to 

“OQS_KEM_RLCE_length_random_bytes” (just as the previous step): 

Before: 

 

After: 
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Step 118: Changed “CRYPTO_RANDOMBYTES” on line 1942 to 

“OQS_KEM_RLCE_length_random_bytes” (just as done in the previous step): 

Before: 

After: 

Step 119: Changed “CRYPTO_RANDOMBYTES” below on lines 1952 and 1953: 

to “OQS_KEM_RLCE_length_random_bytes” (just as done in the previous step): 

Step 120: Changed “CRYPTO_RANDOMBYTES” on line 1967 to 

“OQS_KEM_RLCE_length_random_bytes” (just as done in the previous step): 

Before: 
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After: 

Step 121: Next clicked “Commit changes”. What I committed: 
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Step 122: Next navigated to liboqs/src/kem/RLCE/rlce.h, then clicked on the pencil icon 

to edit this file. 
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Step 123: Inputted the exact code from line 1934 of “rlceCode.c” (except for the bracket 

“{” ) into line 330 below (and added a semicolon) (also used line 127 in [16] to check 

this): 

Step 124: The exact code from line 1957 of “rlceCode.c” (except for curly bracket “{”) , 

was inputted into line 331 below (and added a semicolon at the end) (line 129 in [16] was 

used to cross check this code): 

Step 125: Next inputted the exact code from line 1893 in “rlceCode.c” (except for “{”) 

into line 320 below (I had to make space between rlce_decrypt and #ifdef): 
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Step 126: Next clicked on “Commit changes”. What I committed: 

  

Step 127: Logged back into instance from my local Command Prompt (after starting the 

instance after stopping it for a time period). Execute the following commands: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 128: Navigated to liboqs/src/kem/RLCE/rlceCode.c, then clicked on the pencil icon 

at the bottom right to edit this file. 

Step 129: Added “(OQS_STATUS)” to lines 1975 and 1979 below (see yellow 

highlighted) just as it shows next to “return” on line 1981 (and at all return statements 

between lines 43 to 89 in 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]); also used 

lines 26 – 28 at the same link for help adding this code): 

 

Step 130: Clicked on “Commit changes”. What I committed: 
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Step 131: Executed the following commands: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja  

Step 132: Navigated to liboqs/src/kem/RLCE/rlceCode.c, then clicked on pencil icon in 

the bottom right to edit this file. 

Step 133: Commented out lines 1921-1923 
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Step 134: Clicked on “Commit changes” green button. What I committed: 

Step 135: Executed the following commands: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 136: Went to liboqs/src/kem/RLCE/rlceCode.c , and clicked on pencil icon in the 

bottom right to edit this file. 

Step 137: Commented out lines 1928 – 1932: 

Step 138: Commented out lines 1934 – 1949: 

Step 139: Commented out lines 1957 – 1970: 

Step 140: Commented out lines 1972 – 1982: 
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Step 141: Clicked on “Commit changes”.  What I committed: 
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Step 142: Executed the following commands 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 143: Navigated to liboqs/src/kem/RLCE/rlceCode.c, and then clicked on the bottom 

right pencil icon to edit this file. 

Step 144: Commented out lines 1951 – 1955: 

 

Step 145: Clicked on “Commit changes” green button. What I committed: 
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Step 146: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

Step 147: Clicked on pencil icon in bottom right of liboqs/src/kem/RLCE/rlceCode.c to 

edit this file. 

Step 148: Uncommented lines 1921 – 1923: 

 

Step 149: Uncommented lines 1928 – 1932: 

 

Step 150: Uncommented lines 1934-1949: 
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Step 151: Uncommented lines 1957 – 1970: 

 

Step 152: Uncommented lines 1972 – 1982: 

 

Step 153: Uncommented lines 1951 – 1955: 
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Step 154: Clicked “Commit changes” green button. Here is a part of what I committed: 
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Step 155: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 156: Clicked on pencil icon in liboqs/src/kem/kem.c to edit this file. 

Step 157: Commented out line 549 below, and used the exact code from line 543 (see [4]) 

for line 550’s new code below: 

 

Step 158: Clicked green button “Commit changes”. What I committed: 

 

Step 159: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 160: Executed ninja, and now it appears that the bottom two RLCE errors that 

appeared in Step 155’s output is now gone below. So the issue is now verified that Step 

157’s line 549’s commented out code is the issue of those two RLCE errors. 

 

 

Step 161: Clicked on pencil icon in the bottom right for liboqs/src/kem/kem.c to edit this 

file. 

Step 162: Uncommented line 549: 

 

 

Step 163: Then deleted line 550: 

Before: 
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After: 

 

 

Step 164: Clicked “Commit changes” green button. What I committed: 

 

 

Step 165: Clicked on pencil icon in the lower right of liboqs/src/kem/RLCE/rlceCode.c to 

edit this file. 

Step 166: Inputted “OQS_KEM_alg_RLCE” for alg_version (used the same code as in 

line 1913 below). Used lines 15 and 16 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) to help 

make this code: 
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Step 167: Inputted line 1916 below (which is the same exact line of code that came from 

line 18 of “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see 

[4])) 

 

Step 168: Inserted at line 1917 new code (and moved everything else down when adding 

this line). Used the same exact code from line 19 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) : 
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Step 169: Clicked on “Commit changes” green button. What I committed: 

 

 

Step 170: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 171: Navigated to “liboqs/src/kem/RLCE/Makefile”, and then clicked on the trash 

symbol at the bottom right. 

Step 172: Then clicked “Commit changes”. What I committed: 

 

Step 173: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

Step 174: Navigated to “liboqs/src/kem/RLCE/rlce.h”, then clicked on pencil icon in the 

bottom right to edit this file. 



80 
 

Step 175: Removed line 320: 

Before: 

 

After: 

 

 

Step 176: Copied lines 322 – 334 below, then removed those lines (shown below is 

before I removed those lines): 

 

Step 177: Then pasted those copied lines on line 23 (had to make some space for them 

too) (received this idea after seeing lines 3 - 17 in 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4])): 
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Step 178: Copied line 1897 in “rlceCode.c” (except for the bracket), and pasted it at line 

35 below (orange highlighted), along with adding a semicolon at the end: 

Step 179: Copied line 6 from “liboqs/src/kem/classic_mceliece/kem_classic_mceliece.h” 

(see [4]), and pasted it at line 23 (and made some space for this): 

Note: I added the code at line 23 above since this same code was added at line 6 after 

what is shown on lines 3 and 4 (see [4]): 

which is what I tried to replicate by adding this code after line 20  (#ifndef _RLCEH_) 

and line 21 (#define _RLCEH_) 
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Step 180: Clicked the green button “Commit changes”.  What I committed: 

 

 

 

Step 181: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 182: Clicked on pencil icon in the bottom right for 

“liboqs/src/kem/RLCE/rlceCode.c” to edit this file.  

Step 183: Copied line 3 from 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_348864.c” (see [4]) and pasted 

it in line 19 below (where I pushed all code below line 19 down by two spaces). : 

 

Note: I did the above step to mirror what is seen at the source [4] I used above: 
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Step 184: Next took line 21: 

 

then modified it to be: 

 

Note: Used line 5 in “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_348864.c” 

(see [4]) to modify the above code 

 

Step 185: Next copied lines 1907 – 1989, then removed those lines. Then pasted them at 

line 23 (also made some space after line 105): 
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Step 186: Clicked on green button “Commit changes”. What I committed: 
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Step 187: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 188: Clicked on bottom right pencil icon in “liboqs/src/kem/RLCE/rlceCode.c” to 

edit this file.  

Step 189: Commented out lines 25 – 47: 

 

Step 190: Clicked “Commit changes” green button. What I committed: 
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Step 191: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Step 192: Clicked on pencil icon in the lower right of liboqs/src/kem/RLCE/rlceCode.c to 

edit this file. 

Step 193: Took away “/*” from line 25, but added it to line 23: 

 

Step 194: Removed “*/” from line 47, but added it to line 105: 
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Step 195: Clicked “Commit changes” green button. What I committed: 

 

 

 

Step 196: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 



92 
 

 

 

Step 197: Clicked on bottom right pencil icon in “liboqs/src/kem/RLCE/rlce.h” to edit 

this file.  

Step 198: Commented out lines 25 – 38: 

 

 

Step 199: Clicked “Commit changes” green button. What I committed: 
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Step 200: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 201: Clicked on bottom right pencil icon in “liboqs/src/kem/RLCE/rlce.h” to edit 

this file. 

Step 202: Uncommented lines 25 – 38: 

 

Step 203: Clicked “Commit changes” green button. What I committed: 

 

 

Step 204: Clicked on pencil icon in the bottom right in 

“liboqs/src/kem/RLCE/rlceCode.c” to edit this file.  
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Step 205: Removed “/*” from line 23 (and also an extra space): 

Before: 

 

After: 

 

 

Step 206: Removed “*/” from line 105” (and also an extra space): 

Before: 

 

After: 

 

Step 207: Clicked “Commit changes” green button. What I committed: 
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Step 208: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

Step 209: Navigated to “liboqs/src/kem/RLCE/rlce.h”, then clicked on edit icon in the 

bottom right to edit this file. The following is the committed changes: 

 

 



97 
 

Step 210: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Step 211: Clicked on bottom right pencil icon in “liboqs/src/kem/kem.h” to edit this file. 

The following is the committed changes. 
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Step 212: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Step 213: Clicked the bottom right pencil icon in “liboqs/src/kem/RLCE/rlce.h” to edit 

this file. 
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Step 214: Eliminated line 23 below, and moved all lines at line 25 and below up by two: 

Before: 

 

After: 

 

 

Step 215: Eliminated “#endif” at line 133 below, and moved all lines at line 135 and 

below up by two: 

Before: 
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After: 

 

 

Step 216: Added “#endif” at line 334 below” 

 

 

Step 217: Clicked the “Commit changes” green button. What I committed: 
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Step 218: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

 

 

Step 219: Navigated to “liboqs/src/kem/RLCE/GaloisField.c”, then clicked on pencil icon 

in the bottom right to edit this file. The following are the committed changes: 
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Step 220: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 221: Clicked on bottom right pencil icon in “liboqs/src/kem/RLCE/GaloisField.c” to 

edit this file. The following is the committed changes: 

 

Step 222: Navigated to “liboqs/src/kem/RLCE/rlce.h”, and clicked on the bottom right 

pencil icon to edit this file. The following are committed changes: 
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Step 223: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Step 224: Clicked on bottom right pencil icon below in 

“liboqs/src/kem/RLCE/fieldPoly.c” to edit this file. The following are committed 
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changes:

 

Note: I decided to input “unsigned” in front of “int n”, after seeing someone remove the 

same error I received when inputting “unsigned int” in front of “size” in [20]. 

 

Step 225: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Step 226: Clicked bottom right pencil icon in “liboqs/src/kem/RLCE/rlce.h” below to edit 

this file. The following are the committed changes. 
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Step 227: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Note: Used the output above from executing “ninja” to help make the following changes 

to bta.c file in the RLCE directory: 

Step 228: Clicked on bottom right pencil icon below in “liboqs/src/kem/RLCE/bta.c” to 

edit this file. 

Step 229: Eliminated the parameter “field_t a” within “trace” in line 92: 

Before: 

 

After: 

 

 

Step 230: Eliminated “u” from “trace” in line 117 below: 

Before: 

 

After: 
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Step 231: Changed “unsigned int pos0” to just “int pos0”: 

Before: 

 

After: 

 

 

Step 232: Removed “unsigned” from line 380 below: 

Before: 

 

After: 

 

 

Step 233: Removed “elog” from line 517 below (and also the comma too that goes before 

it): 

Before: 

 

After: 
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Step 234: Put “unsigned int” before “elog” in line 529 below: 

Before: 

 

After: 

 

 

Step 235: Clicked green “Commit changes” button. The committed results: 
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Step 236: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Note: Used the output above from executing “ninja” to help make the following changes 

to bta.c file in the RLCE directory: 

Step 237: Clicked on bottom right pencil icon below in “liboqs/src/kem/RLCE/bta.c” to 

edit this file. 

Step 238: Added “, elog” after “clog” in line 517 (see yellow highlighted): 

Before: 

 

After: 

 

 

Step 239: Removed “unsigned int” in line 529: 

Before: 

 

After: 
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Step 240: Clicked green “Commit changes” button.  What I committed: 

 

Step 242: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Note: Used the output above from executing “ninja” to help make the following changes 

to bta.c file in the RLCE directory: 

Step 243: Clicked bottom right pencil icon in “liboqs/src/kem/RLCE/bta.c” to edit this 

file.  

Step 244: Set pos0 to 0: 

Before: 

 

After: 

 

 

Step 245: Set pos0 to 0 on line 380, then moved pos1 onto line 381 and set it equal to 0: 

Before: 

 

After: 

 

Step 246: Removed elog from line 518 (along with the space and comma before it), and 

added it to line 519 and set it equal to 0 (along with “unsigned it” before it with a 

semicolon at the end): 
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Before: 

 

After: 

 

Step 247: Clicked “Commit changes” green button. What I committed: 

 

 

Step 248: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Note: Used the output above from executing “ninja” to help make the following changes 

to list.c file in the RLCE directory: 

Step 249: Visited “liboqs/src/kem/RLCE/list.c”, then clicked the bottom right pencil icon 

to edit this file. 

Step 250: Removed “, tmp =1” from line 59: 

Before: 

 

After: 

 

Step 251: Added “unsigned int tmp = 1;” to line 60 (yellow highlighted), moved previous 

line 60 and all lines below down by one: 



116 
 

 

 

Step 252: Removed “int k” from line 161 (yellow highlighted) (and also removed the 

comma before it too): 

Before: 

 

After: 

 

 

Step 253: Removed “, int n, int k” from line 195 (yellow highlighted): 

Before: 

 

After: 

 

 

Step 254: Removed “, betalog” from line 241 (yellow highlighted): 

Before: 

 



117 
 

After: 

 

 

Step 255: Added “int betalog = 0;” to line 242 (yellow highlighted) (and pushed previous 

line 242 and all lines below by one): 

 

Step 256: Clicked green “Commit changes” button. What I committed: 
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Step 257: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Note: Used the output above from executing “ninja” to help make the following changes 

to fieldMatrix.c file in the RLCE directory: 
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Step 258: Clicked on pencil icon in the bottom right of 

liboqs/src/kem/RLCE/fieldMatrix.c to edit this file. 

Step 259: Removed “, int nRB” from line 401 (yellow highlighted): 

Before: 

 

After: 

 

 

Step 260: Removed “, int nRB” from line 342 (yellow highlighted): 

Before: 

 

After: 

 

 

Step 261: Removed “, nRB” from line 352 (yellow highlighted): 

Before: 
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After: 

 

Step 262: Removed “i, ” from line 450 (yellow highlighted): 

Before: 

 

After: 

 

 

Step 263:  Added “int i;” to line 451 below (previous line 451 and all lines below were 

pushed down by one line): 

 

 

Step 264: Added “unsigned” in line 529 below (yellow highlighted): 

 

 

Step 265: Added “unsigned” in line 621 below (yellow highlighted): 
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Step 266: Added “unsigned” in line 697 below (yellow highlighted): 

 

 

Step 267: Added “unsigned” in line 753 below (yellow highlighted): 

 

 

Step 268: Added “unsigned” in line 805 below (yellow highlighted): 

 

 

Step 269: Added “unsigned” in line 905 below (yellow highlighted): 

 

 

Step 270: Added “unsigned” in line 985 below (yellow highlighted): 

 

 

Step 271: Added “unsigned” in line 1022 below (yellow highlighted): 
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Step 272: Clicked “Commit changes” green button. What I committed: 
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Step 273: Clicked on pencil icon in the bottom right of liboqs/src/kem/RLCE/rlce.h” to 

edit this file. The following are committed changes. 

 

Step 274: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. The following are committed changes: 
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Step 275: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Note: Used the output above from executing “ninja” to help make the following changes 

to fieldMatrix.c file in the RLCE directory: 
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Step 276: Clicked on pencil icon in the bottom right of 

liboqs/src/kem/RLCE/fieldMatrix.c to edit this file. The following are committed 

changes.  
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Step 277: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Note: Used the output above from executing “ninja” to help make the following changes 

to drbg.c file in the RLCE directory: 

Step 278: Clicked on pencil icon in the bottom right of liboqs/src/kem/RLCE/drbg.c to 

edit this file. 

Step 279: Changed “unsigned long” to “int” in line 243 (see yellow highlighted below) 

(used line 1018, 1064 of “RLCE/RLCEv1/rlceCode.c” (see [6]) for help with this): 

Before: 
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After: 

 

 

Step 280: Removed semicolon at the end of line 380: 

Before: 

 

After: 

 

 

Step 281: Removed “unsigned” from line 486 (see yellow highlighted below) and also 

the extra space after “unsigned” too: 

Before: 

 

After: 

 

 

Step 282: Added “long unsigned” on line 522 (see yellow highlighted below): 



130 
 

 

 

Step 283: Added “long unsigned” in line 558 below (see yellow highlighted) (used 

previous step for help with this): 

 

 

Step 284: Removed semicolon from line 631: 

Before: 

 

After: 

 

Step 285: Removed semicolon from line 648: 

Before: 

 

After: 
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Step 286: Added the yellow highlighted code below in line 248 (including the space 

before “=”) (used [21] to help me set unsigned char to 0).  

 

 

Step 287: Clicked green “Commit changes” button. What I committed: 
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Step 288: Clicked on bottom right pencil icon in “liboqs/src/kem/RLCE/rlce.h” to edit 

this file. The following is the committed changes: 

 

Step 289: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/drbg.c to edit this 

file. The following are the committed changes: 
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Note: The above change was necessary after the previous change to line 248 was marked 

with errors when running “ninja”, and did not resolve with my previous correction to that 

line. 

Step 290: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Use the above output to make changes to the following code: 

Step 291: Clicked on pencil icon in the bottom right of liboqs/src/kem/RLCE/rlceCode.c 

to edit this file. 

Step 292: Removed “ i,” from line 657: 

Before: 

After: 

Step 293:  Added “unsigned int i;” to line 658, and moved previous line 658 and all lines 

below by one line: 

Step 294: Added “ = 0” in line 657 below (see yellow highlighted below): 

Step 295: Removed “i,” from line 679 below (see yellow highlighted): 

Before: 

After: 
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Step 296: Added “unsigned int i;” to line 680, and pushed previous line 680 and all lines 

below down by one line: 

 

 

Step 297: Added “=0” to line 679 below: 

 

Step 298: Added “unsigned” in front of “int” in line 719 (see yellow highlighted below): 

 

 

Step 299: Added “unsigned” to lines 681 and 683 below (yellow highlighted): 

 

 

Step 300: Added “long long unsigned” in line 741 (yellow highlighted) (used "blen" 

parameter from line 729 to help with modifying this line): 
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Step 301: Added “unsigned long long” in line 758 (yellow highlighted) (used "blen" 

parameter from line 752 to help with modifying this line and also lines 66 and 74 of 

“rlce.h”): 

 

Step 302: Clicked “Commit changes” green button. What I committed: 
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Used the output from Step 290 to make the following code changes: 

Step 301: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

Step 302: Removed “,RLCEmlen” from line 88 below (yellow highlighted): 

Before: 

 

After: 

 

 

Step 303: Removed “, mlen” from line 2109 (yellow highlighted): 

Before: 

 

After: 

 

 

Step 304: Removed “, unsigned long long msgLen” from line 1075 (yellow highlighted): 

Before: 
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After: 

 

 

Step 305: Removed “,mlen” from line 2143 (yellow highlighted): 

Before: 

 

After: 

 

 

Step 306: Added “unsigned” to lines 1764 – 1766 below (yellow highlighted): 

 

 

Step 307: Add “unsigned” to lines 1830 – 1832 below (yellow highlighted) (used the 

parameters bytesLen (line 1825), randLen (line 1828), paddedLen (line 1826) to help 

modify these three lines of code): 
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Step 308: Added “unsigned” to lines 1796 – 1798 below (yellow highlighted) (Used 

parameter "encodedLen" on line 1791 to help with these three lines of 1796, 1797, 1798): 

 

 

Step 309: Clicked green “Commit changes” green button. What I committed: 

 

 



141 
 

 

 

 

Step 310: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this 

file. The following is the committed changes: 
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Step 311: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/test.c to edit this 

file. The following is the committed change (there was output that displayed errors for 

test.c.o when running “ninja”, prior to Step 290, that was used to help make this change): 

 

Step 312: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceKAT.c to edit 

this file. The following is the committed change:

 

Used the output from Step 290 to make the following code changes: 

Step 313: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

Step 314: Added “=0” in line 1344 (yellow highlighted): 
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Step 315: Added “ = {0,0}” in line 1622 (yellow highlighted) (Used line 46 from “rlce.h” 

and code in [22] to help write this code): 

 

 

Step 316: Added “=0” in line 763: 

 

 

Step 317: Added “unsigned” in line 2274 (yellow highlighted): 

 

 

Step 318: Added “unsigned” in line 2195 (yellow highlighted) (used "numBlocks" from 

line 2229 for help with adding this code): 

 

 

Step 319: Added “unsigned” in line 2056 (yellow highlighted) (used "totalLen" from line 

2072 for help with adding this code): 
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Step 320: Added “unsigned” in line 2154 (yellow highlighted) (used "totalLen" from line 

2072 for help with adding this code): 

 

Step 321: Commented out line 2142 (error appears in output when including this when 

executing the "ninja" command, where a note references to another "nonce" declared in 

line 2084, so we are commenting out this for now) 

 

Step 322: Added “unsigned” to line 1919 (yellow highlighted) (used line 1921 to help 

add this code): 

 

 

Step 323: Added “long long unsigned” in line 1870 (yellow highlighted): 

 

 

Step 324: Added “unsigned” in both lines 1871 and 1872 (yellow highlighted) (used 

encodedLen parameter from line 1866 and the code from line 1874 for help): 

 

 



145 
 

Step 325: Clicked “Commit changes” green button. What I committed: 
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Step 326: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

Step 327: Added “long long” in line 1796 (used the error output in Step 290 to help with 

this): 

 

Step 328: Added “unsigned long long” in line 1709 (yellow highlighted) (used "*blen" 

parameter in line 1694 to help me add this code and also the previous output in Step 290): 

 

Step 329: Added “unsigned long long” in line 1687 (yellow highlighted) (used blen 

parameter in line 1684 to help me to add this code): 

 

Step 330: Added “unsigned long long” in line 794 (yellow highlighted) (used "blen" 

parameter on line 752 for help with adding this code): 

 

Step 331: Removed “i,” from line 763 (yellow highlighted): 

Before: 

 

After: 
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Step 332: Inputted “unsigned int i;” into line 764 (and pushed previous line 764 and all 

lines below by one line) 

 

Step 333: Removed “i,” from line 730 (yellow highlighted): 

Before: 

 

After: 

 

 

Step 334: Inputted into line 731 “unsigned int i;” (and pushed previous line 731 and all 

lines below down by one line): 
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Step 335: Clicked green “Commit changes” button. What I committed: 
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Step 336: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Used the above output to help make the following changes to rlceCode.c: 

Step 337: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

Step 338: Added “unsigned” to lines 766 -768 below: 

 

Step 339: Changed “{0,0}” on line 1624 to “{0}” (see yellow highlighted below) (Used 

[23] to help with code): 

Before: 

 

After: 
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Step 340: Added “unsigned” to line 1765 below: 

 

Step 341: Added “long long unsigned” in line 1797 (yellow highlighted below) (used 

code from line 1798 to add this code): 

 

Step 342: Added “unsigned” in line 1835 below (yellow highlighted): 

 

Step 343: Added “long long unsigned” in line 1875 below (yellow highlighted) (used the 

"long long unsigned int" code from line 1872 to help add this code): 

 

Step 344: Added “unsigned” to “bytesize” parameter in line 1920 (yellow highlighted): 

 

Step 345: Added “unsigned” to “bytesize” parameter in line 128 (yellow highlighted): 

 

Step 346: Removed “ SnumR=0,” from line 769 (yellow highlighted): 

Before: 

 

After: 
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Step 347:  Added “unsigned int SnumR = 0;” in line 770 (and pushed previous line 770 

and all lines below down by one line): 

 

Step 348: Added “int a = (int) i;” in line 681 (yellow highlighted), and pushed previous 

line 681 and all lines below down by one line (Used [24] to help with adding this code): 

 

Step 349: Changed “i” in line 709 (yellow highlighted below) to “a” (yellow highlighted 

in “After” below): 

Before: 

 

After: 
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Step 350: Clicked green “Commit changes” button. What I committed: 
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Step 351: Clicked on bottom right pencil icon below in liboqs/src/kem/RLCE/rlceKAT.c 

to edit this file. The following are committed changes: 

 

 

 

 

 



155 
 

Step 352: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Step 353: Clicked on pencil icon in the bottom right of liboqs/src/kem/RLCE/rlceCode.c 

to edit this file. The following are committed changes (used the exact the exact code from 

line 11 of “rlce.h” to input line 20 below, and also sources [25], [26], and [27] to help me 

decide to include this code; also used the above error output to help me correct line 681): 
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Step 354: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

Use the output above to make the following changes to rlceCode.c: 

 

Step 355: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

 

Step 356: Wrote the following new code in line 1707 (yellow highlighted) (the previous 

line 1707 and all lines below are pushed down by one line): 
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Note: Used the "if" and brackets "(", ")", and "return NULL;" code from line 1701 and 

also line 1700 to create the code on line 1707. Also used source [28] where I used the 

logic of how if the number returns "differs from the nmemb parameter" (our blen[0] 

parameter) “then either an error had occurred or the End Of File was reached". Also used 

the idea from source [29] of checking a return value of a code for my code I added. Also 

used source [30] to manipulate the use of lines 1702 and 1703 in “rlceCode.c” to use "!= 

blen[0]" in my code. 

 

Step 357: Clicked green “Commit changes” button. What I committed: 

 

 

Step 358: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Use the output above to make the following changes to rlceCode.c: 

Step 359: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

 

Step 360: Inputted “size_t z = ” in front of “fread” in line 1706: 

 

 

Step 361: Removed the yellow highlighted below in 1707: 

 

to be just “z” (yellow highlighted below): 
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Note: The “size_t [variable] =” code added in line 1706 came from [31]. The idea to use 

the variable in the if statement (line 1707 above) also came from that same source.  

 

Step 362: Clicked green “Commit changes” button. What I committed: 

 

 

Step 363: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Note: Use the output above to make the following changes to rlceCode.c: 

Step 364: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

 

Step 365: Added “size_t x = ” code below in line 2089 right before “fread” (yellow 

highlighted): 

 

 

Step 366: Added new line of code on line 2090 below (yellow highlighted) (pushed 

previous line 2090 and all lines below by one line): 

 

 

Step 367: Added “size_t w = ” before “fread” in line 2228 (yellow highlighted): 

 

 

Step 368: Added new code on line 2229 below (this is all new code below). Pushed 

previous line 2229 and all lines below by one line: 
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Step 369: Added “char *b = ” before “fgets” in line 1981 below (yellow highlighted): 

 

 

Step 370: Added a new line of code in line 1982 (all line 1982 code below is all new 

code). Pushed previous line 1982 code and all lines below down by one line: 

 

 

Note: Added the new code in Step 369 based on the logic in [32]. Added the code in Step 

370 using the same logic in the link where fgets is supposed to return the first parameter, 

and NULL otherwise which is what I used. 

 

Step 371: Clicked green “Commit changes” button. What I committed: 
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Step 372: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Use the above output to make the following changes to rlceCode.c: 

Step 373: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 
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Step 374: Changed “NULL” in line 1982 to “-1” (yellow highlighted) (used line 1976 to 

help me add this code): 

Before: 

 

After: 

 

 

Step 375: Changed “NULL” to “-1” in line 2091 (yellow highlighted) (used line 2058 to 

help me add this code): 

Before: 

 

After: 

 

 

Step 376: Changed “NULL” to “-1” in line 2230 (see yellow highlighted) (Used line 

2201 to help me add this code): 

Before: 
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After: 

 

 

Step 377: Added “unsigned” in line 2226 (yellow highlighted) (used “unsigned int” code 

from line 2061 and also line 2091 to help me add this code): 

 

 

Step 378: Clicked green “Commit changes” button. What I committed: 
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Step 379: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

Use the output above to make the following change in alg_support.cmake to resolve the 

errors. 

Step 380: Clicked on the bottom right pencil icon in liboqs/.CMake/alg_support.cmake to 

edit this file. 

 

Step 381: Added “ family” in line 163 below (yellow highlighted)  

(Note: I added this since almost all times “algorithm family” is mentioned in the same 

file there is also “option” included in the same line of code (line 165 as shown below, for 

example), so this explains why I included “family” (also lines 3, 5, and 7 from 

“liboqs/scripts/copy_from_upstream/src/oqsconfig.h.cmake/add_alg_enable_defines.frag

ment” (see [4]) is also the reason too)): 
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Step 382: Clicked green “Commit changes” button.  What I committed: 

 

Step 383: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 384: Navigated to liboqs/src/oqsconfig.h.cmake, and clicked on the bottom right 

pencil icon to edit this file. The following are the committed changes: 

 

Note: Used the classic mceliece code defined in lines 101 and 102 in the same link to 

help me define my code and also used lines 103 - 121 to help me too (see [4]). 

 

Step 385: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. The following are the committed changes: 

 

Note: Used line 7 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) with help 

with the code above 
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Step 386: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this 

file. The following are the committed changes: 

 

Note: Used line 107 of “liboqs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see 

[4]) and line 7 of “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” 

(see [4]) to help with this code above. 

 

Step 387: Clicked on the bottom right pencil icon in liboqs/src/kem/kem.c to edit this file.  

The following are the committed changes: 
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Note: Used line 164 of this same kem.c file and also line 162 of “liboqs/src/kem/kem.c” 

(see [4]) for help with this code above on line 170. Used line 549 of the same file along 

with lines 162, 534, 535 of “liboqs/src/kem/kem.c” (see [4]) to help with the code above 

on line 548. 

 

Step 388: Clicked on bottom right pencil icon for liboqs/.CMake/alg_support.cmake to 

edit this file. The following is the committed change:

 

Note: Used lines 47 - 65 to help me with the code above, and used the exact code from 

line 159 and also line 95 of “liboqs/.CMake/alg_support.cmake” (see [4]) to help me with 

the code above; also used source [33] to help me define my code above. 

 

Step 389: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 390: Navigated to “liboqs/tests/test_kem.c”, and clicked on the bottom right pencil 

icon to edit this file. The following are the committed changes: 

 

Note: Since “Classic-McEliece” is defined in line 238 above and is also listed in lines 40 

– 58 in “liboqs/src/kem/kem.h” (see [4]), I decided to input “RLCE” above just as it is 

shown in the same source at line 60. 

 

Step 391: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 
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Step 392: After changing directories (to “lib” directory) and executed “nm -A liboqs.a”, a 

large amount of output is displayed. Scrolling down leads to the following where 

“OQS_KEM_RLCE_new” is displayed at the top (highlighted yellow): 
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Note: Above only shows part of the large output. Used source [34] to execute “nm -A 

liboqs.a” along with sources [35] and [36] to help with the command. 

Also, lines 5 – 16 above have matches to lines 476, 482, 489, 495, 501, 507, 513, 519, 

525, 531, 537, 543 of “liboqs/src/kem/kem.c” (see [4]). Therefore, it is necessary to 

change “OQS_KEM_RLCE_new()” (line 549 at the same link) to 

“OQS_KEM_rlce_new()” based on the lower case shown for “OQS_KEM_bike” and 

“OQS_KEM_classic_mceliece”, and also due to the fact that “OQS_KEM_RLCE_new” 

is placed at the very top in the first screenshot above. 
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Step 393: Clicked on the bottom right pencil icon in liboqs/src/kem/kem.c to edit this file. 

The following is the committed change. 

 

Step 394: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this 

file. The following is the committed changes: 

 

Step 395: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. The following is the committed changes: 
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Step 396: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

 

Step 397: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this 

file. The following is the committed changed: 

 

Note: Line 19’s code is the exact code from line 6 of 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4]). 
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Step 398: Executed: 

$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=oqs-openssl/oqs .. 
$ ninja 

 

Step 399: Executed “ninja install”: 

 

 

Note: Followed Step 5 in Linux of Quickstart in [4] in above command which is also in 

Step 1 in Linux of Quickstart in [3]. 
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Step 400: Changed directories then executed: 

 

Step 401: Then executed “make -j”: 
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Note: Followed Step 2 for Ubuntu in [3] for the commands in steps 400 and 401 above 

 

Step 402: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl [you usually have to enter “y” two or three times when you execute this] 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

 

 

Note: notice that CMAKE_INSTALL_PREFIX is now set to “../../oqs-openssl” to 

hopefully clear the previous errors. 

 

https://github.com/jwagrunner/liboqs.git
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Step 403: Executed: 

 

Step 404: Executed: 
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Step 405: Executed “make -j” (however, this process would not finish executing, no 

matter how many times I entered CTRL-C, so I had to close out my local command 

prompt): 

 

Step 406: After logging back into my AWS instance in a new command prompt, 

executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

 

 

 

 

https://github.com/jwagrunner/liboqs.git
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Step 407: Executed: 

 

 

Step 408: Executed: 
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Step 409: Executed (not showing the whole large output as the process freezes and will 

not finish executing): 

 

 

Step 410: Closed out local command prompt, then stopped my instance. Then right 

clicked on my instance and navigated to “Instance settings”, then “Change instance 

type”: 
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Step 411: Changed “Instance type” to “t2.medium”, then clicked Apply button: 

 

Step 412: After logging back into my instance (after starting it) in a new local command 

prompt, executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm  
$ make -j 
 

 

…….. 

https://github.com/jwagrunner/liboqs.git
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Note: The output above was used to help make the following changes to all of the below 

files: 
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Step 413: Clicked on the bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit 

this file. The following are committed changes: 

 

Step 414: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlce.c to edit this 

file. The following are committed changes: 
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Step 415:  Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/aes.c to edit this 

file. The following are committed changes: 

 

 

Step 416: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. The following are committed changes: 
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Step 417: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/drbg.c to edit this 

file. The following are committed changes: 
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Step 418: Clicked bottom right pencil icon in liboqs/src/kem/RLCE/test.c to edit this file. 

The following are committed changes: 
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Step 419: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openss .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm  
$ make -j 

 

 

At the end of the large output (did not include all output): 

 

 

 

https://github.com/jwagrunner/liboqs.git
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Use the output above to make the following changes to rlce.h, drbg.c, fieldMatrix.c, 

sha.c, and test.c: 

Step 420: Clicked on pencil icon in the bottom right of liboqs/src/kem/RLCE/rlce.h to 

edit this file. The committed changes are: 

 

 

Step 421: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/drbg.c to edit this 

file. The committed changes are: 
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Step 422: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/fieldMatrix.c to 

edit this file. The committed changes are: 

 

 

Step 423: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/sha.c to edit this 

file. The committed changes are: 
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Step 424: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/test.c to edit this 

file. The committed changes are: 

 

 

Step 425: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm  
$ make -j 

https://github.com/jwagrunner/liboqs.git
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At end of large output (did not include all here): 

 

Use the above output to make the following changes to rlce.h, drbg.c, test.c, sha.c, 

rlceCode.c, and fieldMatrix.c: 
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Step 426: Clicked bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this file. 

The committed changes are: 

 

Step 427: Clicked bottom right pencil icon in liboqs/src/kem/RLCE/drbg.c to edit this 

file. The committed changes are: 
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Step 428: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/test.c to edit this 

file.  The committed changes are: 
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Step 429: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/sha.c to edit this 

file. The committed changes are: 
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Step 430: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. The committed changes are: 

 

 

 

Step 431: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/fieldMatrix.c to 

edit this file. The committed changes are: 
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Step 432: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm  
$ make -j 

 

 

At end of output (did not put all of output here): 

 

https://github.com/jwagrunner/liboqs.git
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Step 433: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm  
$ make -j 

 

 

At end of large output are errors (did not include all of output here, just the last part): 

 

https://github.com/jwagrunner/liboqs.git
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Note: When I execute cmake above, I added “/oqs” just as shown in Step 1 for Linux in 

[3]. 
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Step 434: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:kyber512:ED448”\  
 

Note that the “DOQS_DEFAULT_GROUPS” and “ED448” code came from [3] and the 

“X25519:kyber512” code is from source [37]): 

 

 

Step 435: After executing the Configure command previously three times (I changed the 

command a little bit each time to see if I got different results), I decided to start over 

again in case anything weird happened. Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm —DOQS_DEFAULT_GROUPS=\”X25519:kyber512:ED448\” 
$ make -j 

https://github.com/jwagrunner/liboqs.git
https://github.com/jwagrunner/liboqs.git
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At end of large output (did not include all output here): 
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Note: For the Configure command above, I put “DOQS_DEFAULT_GROUPS” at the 

end of this command along with including \” and \” as defined in [38]. 
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Step 436: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ sudo apt-get install qemu 
$ sudo apt-get install qemu-kvm 
$ apt show qemu-system-x86 
$ kvm -version 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests 
 

 

…… 

https://github.com/jwagrunner/liboqs.git
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…… 

 

…… 
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…… 
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…… 

 

…… 



209 
 

 

…… 
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…… 
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…… 
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…… 
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Note: The qemu and kvm commands came from source [39]; I did these commands since 

it is mentioned in [4] that test_portability program requires qemu. 

 

Step 438: Navigated to liboqs/docs/algorithms/kem, and clicked “Add file” and then 

“Create new file” (highlighted blue): 
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Step 439: Created a new file “rlce.yml”. 

The following contents is the most up-to-date version of rlce.yml: 

 

Note: Code from lines 1, 2, 23 - 30 from 

“liboqs/docs/algorithms/kem/classic_mceliece.yml” (see [4]) was used for lines 1 – 2, 

and 5 - 12 above. Current values from lines 25 – 28 from “rlce.h” were used for lines 9 – 

12 above. The use of IND-CCA2 was used above as it is mentioned in Dr. Yongge 

Wang’s RLCEspec.pdf (see [40]). I also looked at page 61 in [41] that mentions RLCE-

KEM-128A and RLCE-KEM-128B having a NIST security level of 1, thus that is why I 

put “claimed-nist-level” as 1 in line 5 above.  

Also used source [46] (and download a RLCE zip file to see that there is a 

“RLCE_KEM_192B” folder) to determine that the above code on lines 3 and 4 is a 

Round 1 Submission. Used lines 19 and 20 code from 

“liboqs/docs/algorithms/kem/classic_mceliece.yml” (see [4]) (and also the code in line 19 

of liboqs/docs/algorithms/kem/frodokem.yml” (see [4])) to help me add the code on lines 

3 and 4 above. 
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Step 440: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/config.h to edit 

this file. The following are the committed changes: 

Step 441: Clicked on the bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to 

edit this file. The committed changes are: 

Step 442: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests 

https://github.com/jwagrunner/liboqs.git
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RLCE tests PASS/FAIL/SKIPPED: 
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Rest of output (not showing all output here): 

 

 

…… 
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222 
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…… 
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227 
 

 

 

Step 443: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. The committed changes are: 

Note: link “liboqs/src/kem/classic_mceliece/kem_classic_mceliece_8192128f.c” (see [4]) 

was used to help me add “#endif” to the end of the file in rlceCode.c (after seeing #endif 

in this link along with “#if defined(OQS_ENABLE_KEM_classic_mceliece_8192128f)” 

and based the placement of #endif off of this). 
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Step 444: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests 

 
 

Only showing the failed tests below: 

 

https://github.com/jwagrunner/liboqs.git
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At the very bottom of output: 

 

 

Step 445: Clicked bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit 

this file. 

Step 446: Changed the parameters for crypto_kem_keygenerate in line 50 from being 

“unsigned char” type to “uint8_t” (yellow highlighted): 

Before: 

 

After: 
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Note: Used line 43 in same file along with lines 848 and 852 from 

“liboqs/src/kem/kem.c” (see [4]) to modify the code above. 

 

Step 447: Changed the types of the first two parameters in 

crypto_kem_keygenerate_KAT in line 56 from “unsigned char” to “unit8_t” (yellow 

highlighted): 

Before: 

 

After: 

 

Note: Used line 50 from above and also line 53 from the same file for changes to line 56 

above. 

 

Step 448: Changed all “unsigned char” to “uint8_t” in line 73 (yellow highlighted): 

Before: 

 

After: 

 



231 
 

Note: Used line 44 from the same file and lines 856 and 860 from 

“liboqs/src/kem/kem.c” (see [4]) to help with changing the above code. 

 

Step 449: Changed the types of the first three parameters of 

crypto_kem_encapsulate_KAT below to “uint8_t” (yellow highlighted): 

Before: 

 

After: 

 

Note: Used lines 73 and 76 from the same file to make code changes above. 

 

Step 450: Changed all the parameter types in crypto_kem_decapsulate in line 94 below 

from “unsigned char” to “uint8_t” (yellow highlighted): 

Before: 

 

After: 

 

Note: Lines 864 and 868 from in “liboqs/src/kem/kem.c” (see [4]) helped with changes to 

the code above along with line 45 from the rlceCode.c file. 
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Step 451: Clicked green “Commit changes” button. What I committed: 

 

 

Step 452: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this 

file. 

Step 453: Changed crypto_kem_keygenerate parameter types from “unsigned char” to 

“uint8_t” in line 31 (yellow highlighted below): 

Before: 
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After: 

 

 

Note: Used exact code from line 50 in “rlceCode.c” to help make the above code changes 

 

Step 454: Changed parameters in crypto_kem_encapsulate from “unsigned char” to 

“uint8_t” in line 32 (yellow highlighted): 

Before: 

 

After: 

 

 

Note: Used exact code from line 73 in “rlceCode.c” to make these code changes above 

 

Step 455: Changed parameter types in crypto_kem_decapsulate from “unsigned char” to 

“uint8_t” in line 33 (yellow highlighted): 

Before: 

 

After: 



234 
 

 

 

Note: Used exact code from line 94 in “rlceCode.c” to help make the code changes above 

 

Step 456: Changed the first two parameter types in crypto_kem_keygenerate_KAT in 

line 34 from “unsigned char” to “uint8_t” (yellow highlighted): 

Before: 

 

After:  

 

Note: Used the exact code from line 56 in “rlceCode.c” to make the above changes. 

 

Step 457: Changed the first three parameters in crypto_kem_encapsulate_KAT in line 35 

from “unsigned char” to “uint8_t” (yellow highlighted): 

Before: 

 

After: 

 

Note: Used exact code from lines 79 and 80 in “rlceCode.c” to make the above changes. 
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Step 458: Clicked “Commit changes” green button. What I committed: 

 

Step 459: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests 

 

What Failed: 

 

 

https://github.com/jwagrunner/liboqs.git
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At bottom of output (did not include all): 

 

 

Step 460: Clicked bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this file. 

Step 461: Changed value in line 25 to “188001” (yellow highlighted): 

Before: 

 

After: 

 

Note: Used the exact value shown for Kpublic for RLCE-KEM-128B in page 61 of 

source [41]  
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Step 462: Changed the value in line 26 to “310116” (yellow highlighted): 

Before: 

 

After: 

 

Note: Used the value listed for Kprivate for RLCE-KEM-128B in page 61 of source [41].  

 

Step 463: Changed the value on line 27 to 988 

Before: 

 

After: 

 

Note: Used the value for “c” for RLCE-KEM-128B in page 61 of source [41]. 

 

Step 464: Clicked green “Commit changes” button. What I committed: 
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Step 465: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests 

 
 

Failures: 

 

 

https://github.com/jwagrunner/liboqs.git


239 
 

 

 

 

 

 

 

Bottom of output (not showing all output here, just the last part): 

 

Note: the top failure clears when the public key, ciphertext, and secret key values are 

corrected. 

Step 466: Clicked on the bottom right pencil icon in liboqs/docs/algorithms/kem/rlce.yml 

to edit this file. 

Step 467: Clicked green button to Commit changes. What I committed: 

 



240 

Step 468: Edited liboqs/src/kem/RLCE/rlce.h as follows: 

Step 469: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests 

What failed: 

https://github.com/jwagrunner/liboqs.git
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At bottom of output (not including all output): 

 

 

Step 470: Changed directories and executed the following: 
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Step 471: Executed: 

 

 

Step 472: Click on the bottom right pencil icon in liboqs/tests/test_kem.c to edit this file. 

The committed changes are: 

 

Step 473: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$./test_kem RLCE [in tests directory] 

https://github.com/jwagrunner/liboqs.git
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Step 474: edited the file src/kem/RLCE/rlceCode.c as follows: 

 

Step 475: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./test_kem RLCE [in tests directory]  
 

https://github.com/jwagrunner/liboqs.git
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Step 476: Edit the src/kem/RLCE/rlceCode.c as follows: 

 

 

Step 477: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 

https://github.com/jwagrunner/liboqs.git
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$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Use the output above to make the following changes to rlce.h and rlceCode.c: 

Step 478: edit the src/kem/RLCE/rlce.h as follows:  

 

Step 479: edit the src/kem/RLCE/rlceCode.c as follows:  
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Step 480: Executed: 

$ rm -r oqs-openssl 
$ rm -r liboqs 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./test_kem RLCE [in the test directory] 

 

Step 481: edited src/kem/RLCE/fieldMatrix.c as follows: 

 

https://github.com/jwagrunner/liboqs.git
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Step 482: edit the src/kem/RLCE/rlce.h as follows: 

 

Step 483: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./test_kem RLCE [in test directory] 
 

 
 

 

 

 

Step 484: edit src/kem/RLCE/rlce.h as follows:  

https://github.com/jwagrunner/liboqs.git
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Note: Used the values listed on line 9, 10, 11, 12 in 

“liboqs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4]) for the above values 

in lines 25, 26, 27, and 28, respectively. 

 

 

Step 485: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$./test_kem RLCE [in tests directory] 
 

 

https://github.com/jwagrunner/liboqs.git
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Step 486: Executed: 

 

 

test_kem RLCE failure: 
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At end of output: 

 

 

Step 487: edit the src/kem/RLCE/config.h as follows:  
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Step 488: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$./test_kem RLCE [in tests directory] 
 

 

 

Step 489: Executed: 

 

 

https://github.com/jwagrunner/liboqs.git
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Step 490: Executed: 

 

 

Step 491: edit the src/kem/RLCE/rlceCode.c as follows: 

 

 

 

Step 492: edit src/kem/RLCE/rlceCode.c as follows:  
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Step 493: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

 

Step 494: edit the src/kem/RLCE/rlceCode.c as follows: 

 

https://github.com/jwagrunner/liboqs.git
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Step 495: edit the src/kem/RLCE/rlceCode.c as follows 

 

Step 496: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 497: Executed “./test_kem RLCE”, and notice now that it prints “Not equal to 1!”: 

 

Step 498: edit src/kem/RLCE/rlce.h as follows: 

https://github.com/jwagrunner/liboqs.git
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Note: Used the values listed for RLCE-KEM-192B in page 58 of source [41] for the 

above values for lines 25 and 27.  

 

Step 499: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 500: Executed: 

 

Use the output above to make the following change: 

 

 

 

https://github.com/jwagrunner/liboqs.git
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Step 501: edit the src/kem/RLCE/rlceCode.c as follows:  

 

 

Step 502: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

Step 503: Executed (notice how it states that sklen is “747393”): 

 

Use the output above to make the following change to rlce.h: 

 

 

 

 

https://github.com/jwagrunner/liboqs.git
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Step 504: edit src/kem/RLCE/rlce.h as follows: 

 

 

Step 505: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

Step 506: Executed: 

 

Used previous output to make the following change to rlceCode.c: 

 

Step 507: edit the file src/kem/RLCE/rlceCode.c as follows: 

https://github.com/jwagrunner/liboqs.git


259 
 

 

 

Step 508: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

 

Use the output above to make the following change to rlceCode.c: 

 

Step 509: edit the file src/kem/RLCE/rlceCode.c as follows: 

 

https://github.com/jwagrunner/liboqs.git
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Note: Used [42] for help with above code. 

 

Step 510: edited the file src/kem/RLCE/rlceCode.c as follows: 

 

 

Step 511: Executed the following: 

 

Step 512:  
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Step 513: 

 

 

Step 514: Executed: 

 

 

 

 

 

 

Step 515: edit the file src/kem/RLCE/rlceCode.c as follows: 
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Step 516: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

Step 517: Executed: 

 

 

Step 518: edited the file src/kem/RLCE/rlceCode.c as follows: 

https://github.com/jwagrunner/liboqs.git
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Step 519: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 520: Executed: 
 

 
 

https://github.com/jwagrunner/liboqs.git
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Step 521: edited the following file (based on “j” used in lines 726 and 727):  

 

Step 522: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 523: Executed: 
 

 
 
 
Used the above output for the following code changes: 
 
 
 
 
 
 
 
 
 

https://github.com/jwagrunner/liboqs.git
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Step 524: edited the following file: 
 

 

 

Step 525: 

$ rm -r oqs-openssl 
$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

Step 526: Executed 

 

 

 

 

https://github.com/jwagrunner/liboqs.git
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Step 527: edit the following file: 

 

Note: Used lines 732 and 733 above to make the code changes above. 

Step 528: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

 

 

 

 

 

 

https://github.com/jwagrunner/liboqs.git
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Use the above output to make the following changes to rlceCode.c: 

Step 529: edited the following file: 

 

 

Step 528: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

 

Use the above output to make the following change to rlceCode.c: 

Step 529: edited the following file: 

 

https://github.com/jwagrunner/liboqs.git
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Step 530: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

 

Used the above output to make the following change to rlceCode.c: 

Step 531: edited the following file: 

 

Step 532: Executed the following: 

$ rm -r oqs-openssl 
$ rm -r liboqs 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

https://github.com/jwagrunner/liboqs.git
https://github.com/jwagrunner/liboqs.git
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Used the above output to make the following changes to rlceCode.c: 

Step 533: edited the following file: 

 

 

 

Step 534: Executed: 

$ rm -r oqs-openssl 
$ rm -r liboqs 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

https://github.com/jwagrunner/liboqs.git
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Used the above output to make the following changes to rlceCode.c: 

Step 535: edit the following file:

 

 

Step 536: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./test_kem RLCE [in tests folder] 
 

https://github.com/jwagrunner/liboqs.git
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Use the above output to make the following change in rlce.h: 

Step 537: edit the following file: 

 

Step 538: Executed the following:  

 

 



272 
 

Step 539: Executed the following: 

 

 

Step 540: Executed: 

 

 

Step 541: Executed: 
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Step 542: edited the following file: 
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Step 543: Executed the following: 

 

 

Step 544: Executed the following: 
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Step 545: Executed: 

 

Use the output above to make the following change to rlceCode.c: 

Step 546: Clicked on bottom right pencil icon: 

 

 

Step 547: Removed yellow highlighted code below: 

Before: 

 

After: 
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Step 548: Clicked green “Commit changes” button. What I committed: 

 

 

Step 549: Executed the following: 
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Step 550: Executed the following: 

Step 551: Executed: 

Step 552: Executed: 
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Step 553: Executed: 

 

 

Step 554: Executed (to compare previous step): 

 

 

Step 555: Executed: 
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Step 556: Executed (to compare to above): 

 

 

Step 557: Executed: 

 

 

Step 558: Executed (to compare to above): 
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Step 559: Executed: 
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Step 560: edited the following file: 

 

Note: Used NIST security level mentioned for RLCE-KEM-192B in page 69 of source 

[41] for the above changed value. 

Step 562: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests  
 

 

https://github.com/jwagrunner/liboqs.git
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Passed RLCE tests: 

 

 

 

 

Failed: 
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Bottom of output (did not include all output that was displayed): 

 

 

…… 
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…… 
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…… 
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Step 563: Executed 

$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm  
$ make -j 
 

At bottom of output for “make -j” (did not include all output, just the very bottom): 
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Step 564: edit the following file: 

 

Note: the hash I inputted came from lines 1224 and 1659 of 

“liboqs/src/kem/RLCE/rlceKAT.c” ; I also used source [43] to help me decide to input an 

entry for RLCE above. 

 

Step 565: Executed the following: 

 

Only showing last part of output (where all of output is too large to capture): 
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Step 566: Executed: 

 

Showing last part of output (did not include all output here): 



296 
 

 

Step 567: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$./kat_kem RLCE 
 

 

Bottom of output (did not include all output): 

 

https://github.com/jwagrunner/liboqs.git
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Step 568: Executed: 

 

 

Bottom of output (did not include all output here): 

 

 

Step 569: Notice the hash that was displayed in the output above: 
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I will include this as the new value set in kats.json: 

First clicked on bottom right pencil icon: 

 

 

Step 570: Finished editing the following file: 

 

 

Step 571: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./kat_kem RLCE 

https://github.com/jwagrunner/liboqs.git
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Bottom of output (did not include all output here): 

 

 

Step 572: Executed: 

 

RLCE tests passing: 
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What failed: 

 

 

 

 

Listed at end of output: 
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…… 
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…… 
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…… 
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Step 573: Executed: 

$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:kyber512:ED448\” 
$ make -j  

 

At bottom of output: 
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Step 574: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
 

Step 575: Executed the following (this time, I am git cloning the main branch of liboqs to 

see if it same errors appear when executing “make -j”): 

 

Step 576: Executed the following: 

$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:kyber512:ED448\” 
$ make -j 
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Bottom of output (not showing all output): 
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309 
 

 

 

Step 577: Executed: 

 

Step 578: Executed “sudo apt-get install libtext-template-perl”: 

Step 579: Executed “sudo apt install valgrind” (along with entering “y” to continue): 

Step 580: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:kyber512:ED448\” 
$ make -j 
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Step 581: Hit CTRL-C after seeing the following in output (did not include all output 

from previous step): 

 

 

Step 582: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:kyber512:ED448\” 
$ make 
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At end of large output (did not include all output here): 
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Step 583: Executed “make test”: 

…… 
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Step 584: Executed: 

 

 

Step 585: Then executed “sudo make install” (could not display me executing this 

command since there was a large amount of output that did not allow me to scroll back in 

my local Command prompt): 

Last part of output after executing command (not showing all output here): 
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Step 586: Clicked “Fork” at the top right of the open-quantum-safe/openssl page: 

 

 

Result (https://github.com/jwagrunner/openssl) . 

Step 587: edited the file “openssl/oqs-template/generate.yml” by adding line 41—43 and 

45 – 46 (line 44 is added later): 

 

Note: Used line 35’s code to create line 40 code. Used line 36 code to create line 42’s 

code (along with how “frodo1344shake” is written in source [3] for key exchange 

algorithms supported by liboqs (and another algorithm was used to ). Code from line 37 

https://github.com/jwagrunner/openssl
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was used to create line 43 (and used the Windows calculator and the “kem_nid_end” 

code mentioned in line 455). Finally, line 39 and line 32 in “rlceCode.c” was used to help 

create line 45’s code (along with line 9, and line 15 from 

“liboqs/src/kem/frodokem/kem_frodokem640aes.c” (see [4]) was used as reference to 

help create this code). 

Used code from line 38 from the same file to help me with this code along with Windows 

calculator to calculate a hex value less than “kem_nid_hybrid_end” (line 462). 

Step 588: Executed: 

Note: Command came from source [44] with help from source [45] 

Step 589: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$python3 oqs-template/generate.py 
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Step 590: Executed: 

 

Step 591: Executed: 

$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

 

 

Step 592: Removed “libcrypto.a”: 

 

Note: Received command above after following source [47] 
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Step 593: Executed the following: 

 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
~/oqs-openssl$ python3 oqs-template/generate.py 
$ ./Configure no-shared linux-x86_64 -lm —DOQS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
 
 

 

Step 594: Executed “make”: 
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Step 595: Executed: 

~/oqs-openssl $ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:kyber512:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
~/oqs-openssl$ make  
 

 

 

Step 596: edited the following file, openssl/apps/s_cb.c: 

 

Note: Used code from line 479 above to help add line 480. Used line 516’s code to help 

me add line 517, along with the error output that was listed in Step 595. 

Step 597: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 

https://github.com/jwagrunner/liboqs.git


319 

$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
~/oqs-openssl$ python3 oqs-template/generate.py 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
$ make 

 At end of output (did not include all output): 
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Step 598: Executed: 

 

…… 

 

 

Step 599: After executing “sudo make install” (only showing last part of output): 
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Using RLCE in TLS Demo (as stated in source [3]): 

Step 600: Executed: 

~/oqs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=oqstest CA” -days 365 -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj 
“/CN=oqstest server” -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey 
dilithium2_CA.key -CAcreateserial -days 365 
~/oqs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3 

 

 

 

 

 

Step 601: Logged into AWS instance from another local command prompt, and executed: 

~/oqs-openssl$ apps/openssl s_client -groups rlce  -CAfile dilithium2_CA.crt 
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What appears in the server window (the last two lines below is the new part that shows): 

 

Step 602: Hit CTRL-C on the server side: 

 

 

Performance testing (Empty TLS handshakes): 

Step 603: Executed for server: 

 

 

Step 604: Then on other local command prompt: 

 

 

Result on server (bottom two lines below are the results): 

 

 

Step 605: Hit CTRL-C on server: 
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Measuring speed of KEM algorithms: 

Step 606: Executed: 

 

 

Step 607: Then executed: 

 

 

Back to troubleshooting: 

Step 608: Executed for server (just to test using another KEM algorithm): 
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Step 609: Then executed in client side (other local command prompt window): 
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Step 610: Hit CTRL-C on client side: 

 

 

 

Step 611: Executed for server (chose TLS1.2 instead of TLS1.3): 

 

 

 

 

 

 



327 
 

Step 612: Executed in other local command prompt: 

 

 

What appears for server (bottom two line): 

 

 

 

Step 613: Hit CTRL-C for server: 

 

 

Step 614: Executed for server (using tls1_1): 
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Step 615: Executed on other local command prompt: 

 

 

What appears for server (bottom line below is new line that appears): 

 

 

Step 616: Hit CTRL-C for server: 

 

 

Step 617: Executed for server: 
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Step 618: Executed on other local command prompt: 

What appears for server (bottom line): 

Step 619: Executed: 
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Step 620: In other command prompt: 
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Step 621: Hit CTRL-C for Client: 

Step 622: Hit CTRL-C for Server: 
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Step 623: Executed: 

 

 

Step 624: Executed: 

 

 

Step 625: edit the following file, src/kem/RLCE/config.h: 

 

Note: Above value is based on CRYTO_SCHEME being set to 2, which originally came 

from api.h file for RLCE_KEM_192B of RLCE zip file which came from source [48]. 
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Step 626: Executed: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
$ make 
$ make test 
$ sudo make install 
 
Step 627: Executed: 
~/oqs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=oqstest CA” -days 365 -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj 
“/CN=oqstest server” -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey 
dilithium2_CA.key -CAcreateserial -days 365 
~/oqs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3 
 
 
Step 628: Logged into AWS instance in another command prompt and executed: 

 

 

Step 629: What appears for server: 
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Step 630: Hit CTRL-C on server, then executed: 

 

Step 631: In other command prompt window executed: 

 

What appears for server (bottom line): 

 

 

Step 632: Hit CTRL-C for server, then executed for server: 

 

 



336 
 

Step 633: Then executed for client: 

 

What appears for server (bottom line): 

 

 

Step 634: Hit ctrl-C on server, then executed: 

 

Step 635: Then executed on client: 
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What appears for server (bottom line): 

 

Step 636: Hit CTRL-C on server, then executed: 

 

Step 637: Executed: 
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Step 638: Executed: 

 

 

Step 639: edit the following file: 

 

Step 640: Executed the following: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs  
$ rm -r oqs-openssl  
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Step 641: Executed: 

 

Step 642: Executed (then hit CTRL-C after seeing RLCE): 
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Step 643: edited the file liboqs/src/kem/RLCE/config.h: 

 

Note: The “0” value is from where scheme is set to “0” in line 139 in “rlceCode.c” . This 

is in order to use RLCE_KEM_128B . 

Step 644: edited the file: 

 

Note: Obtained value above from RLCE-KEM-128B of page 61 in source [41]  
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Step 645: edited the file: 

Note: Changes values were obtained from api.h of RLCE_KEM_128B of RLCE zip file 

(mentioned earlier) from source [48] and also line 155 from “rlceCode.c”  

Step 646: Edited the file “openssl/apps/s_cb.c”: 

Note: Used code from lines 511 and 512 to help add this code above along with help 

from source that states using a “p256” with a quantum algorithm that has “L1 security”: 

[3]
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Step 647: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$vninja 

Step 648: Executed: 

 

Step 649: Executed: 

 

End of output (did not include all): 
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Step 650: Executed (then hit CTRL-C after seeing RLCE results): 

 

…… 
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Step 651: Executed: 

 

 

Bottom of results (did not include all): 

 

Step 652: edited the file liboqs/tests/KATS/kem/kats.json: 
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Note: Used the value from Steps 651’s output above for line 10’s value in this commit 

above 

Step 653: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

Step 654: Executed: 

 

Bottom of output (not including all output): 
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Step 656: Executed: 

 

Bottom of output (not showing all): 

 

 

Step 657: Executed: 

$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
~/oqs-openssl$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
~/oqs-openssl$ make 
~/oqs-openssl$ make test 
~/oqs-openssl$ sudo make install 
 
Step 658: Executed: 

~/oqs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=oqstest CA” -days 365 -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj 
“/CN=oqstest server” -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey 
dilithium2_CA.key -CAcreateserial -days 365 
~/oqs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3 

 



349 
 

Step 659: Logged into AWS instance from another local command prompt, and executed: 

 

Step 660: What appears for server (bottom two lines are new): 

 

Step 661: After hitting CTRL-C on server, executed: 

 

Step 662: On client executed: 

 

 

What appears for server (bottom line): 
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Step 663: Hit CTRL-C on server, then executed: 

 

Step 664: Executed on client: 

 

 

What appears for server (bottom line is new): 

 

 

Step 665: Hit CTRL-C on server, then executed: 
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Step 666: Executed: 

 

 

Step 667: Executed: 
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Step 668: Next executed: 

 

Step 669: edited the file: 

 

 

Step 670: edited the file: 
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Step 671: Executed: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 672: Executed: 
 

 

Used the output above to make the following changes to rlceCode.c: 
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Step 673: edited the file: 

 

Note: Used code from source [49] and [50] to help add the above code on line 103, and 

also used code from source [51] for the above changed code value on line 1083. 

 

 

Step 674: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. (I believe I executed this at this step) 
$ ninja 
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Made the following change based on the above output: 

Step 675: edited the file: 

Step 676: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

Step 677: Executed: 

https://github.com/jwagrunner/liboqs.git
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Step 678: edited the file: 

  

Note: Used line 73 to help me add line 74 above. 

Step 679: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 680: Executed: 
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Step 681: Executed again: 

Step 682: Executed again: 
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Step 683: edited the file: 

Note: Used crypto_kem_encapsulate code on line 76 and crypto_kem_decapsulate code 

from line 109 to help me define line 92 and 106 above, respectively. 

Step 684: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
 $cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

Step 685: Executed: 
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Step 686: edit the file: 

Note: Used line 92 to create the code in this Commit. 

Step 687: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

Step 688: Executed: 
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Step 689: edited the file: 

 

Note: Used line 98 above to create line 99, and used line 103 to create line 104 in this 

Commit. 

Step 690: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 691: Executed the following: 
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Step 692: Then executed: 

 

Step 693: edited the file liboqs/tests/test_kem.c: 

 

Note: Used lines 136, 137, and 141 above (see [4]) to help create the code in this 

Commit. 

Step 694: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
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$ ninja 
 
Step 695: Executed: 
 

 

Step 696: edited the file: 

 

Step 697: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Step 698: Executed: 

 

Step 699: Executed: 

 

At end of output (did not include all output): 
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Step 700: edited the file: 

 

Note: line 74 was copied and pasted at line 82 and modified for the Commit above. Also, 

line 82 was copied and pasted at line 95 and modified for the Commit above. 

Step 701: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
 

Step 702: Executed: 
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Step 703: edited liboqs/tests/CMakeLists.txt 

 

Note: code from lines 64 and 65 was used to make the above code. See [4]. 

 

Step 704: edited the file liboqs/tests/test_cmdline.py: 

 

Note: Used line 9 itself above to add the example_kem_rlce code (see [4]) 
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Step 705: Clicked “Create new file” (blue highlighted): 

 

 

Step 706: Named the file “example_kem_rlce.c” (yellow highlighted below): 

 

Note: This name is based off of “example_kem.c” from liboqs/tests/example_kem.c (see 

[4]) 
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Step 707: Copied lines 1 – 20 from “liboqs/tests/example_kem.c” (see [4]), and pasted 

them below: 

 

 

 

Step 708: Copied lines 41 – 84 from “liboqs/tests/example_kem.c” (see [4]), and pasted 

them below in lines 22 – 65 below: 
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Step 706: Copied lines 156 – 170 from “liboqs/tests/example_kem.c” (see [4]), and 

pasted it in the lines below: 

Step 707: Clicked “Commit new file”. 

Step 708: edited the file: 
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The changes I made: 

 

 

Note: The RLCE code is from variables from lines 24, 38 – 41 from rlceCode.c in my 

liboqs fork, which is also defined in lines 24 - 28 in rlce.h of my liboqs fork. 

 

Step 709: edited the file: 
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Note: Line 26 and 28, 31 – 32 from rlce.h of my liboqs fork was used to help make the 

changes above (also same as code in lines 39, 41, 43 – 44 in rlceCode.c of my liboqs 

fork. 

 

Step 710: edited the file: 

 

Note: lines 26, 28, and 33 from rlce.h of my liboqs fork was used to help change code 

above to variables from those lines (same as code from lines 39, 41, and 45 from 

rlceCode.c of my liboqs fork). 
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Step 711: edited the file: 

 

 

Note: Lines 24, 26 and 28 from rlce.h of my liboqs fork was used to help make the 

changes above (also same as lines 24, and 39, 41 from rlceCode.c of my liboqs fork).  

 

Step 712: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Step 713: Executed: 
 

 
 

Step 714: edited the file: 

 

Step 715: Made space between lines 20 and 22: 

Before: 

 

After: 
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Step 716: Copied lines 22 - 24 from “liboqs/tests/example_kem.c” (see [4]), and pasted it 

in lines 22 – 24 below: 
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Step 717: Copied lines 95 – 154 from “liboqs/tests/example_kem.c” (see [4]), and pasted 

them starting at line 71 below (had to first push everything from line 71 and all lines 

below that line by one line): 
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Step 718: Copied lines 172 – 183 from “liboqs/tests/example_kem.c” (see [4]), and 

pasted them starting at line 148 below: 

 

 

Step 719: Clicked Commit changes button. The following appears for what I committed: 
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Step 720: edited the file: 

 

 

Note: Lines 24 and 32 from rlceCode.c of my liboqs fork are used to help make changes 

to lines 81 and 125, and line 79, respectively (Lines 81 and 125 changes above are also 

defined on line 24 in rlce.h of my liboqs fork). Also copied code from line 157 from 

“liboqs/tests/example_kem.c” (see [4]), and pasted it in line 133 (yellow highlighted). 

 

Step 721: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Step 722: Executed: 

 

Step 723: Then executed: 
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Step 724: edited the file: 
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Step 723: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
$ ./Configure no-shared linux-x86_64 -lm -DOQS_DEFAULT_GROUPS=\”X25519:rlce:p256_rlce:ED448\” 
$ make generate_crypto_objects 
$ make 
$ make test 
$ sudo make install 
 
Step 724: Executed the following: 
 
~/oqs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=oqstest CA” -days 365 -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj 
“/CN=oqstest server” -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey 
dilithium2_CA.key -CAcreateserial -days 365 
~/oqs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3 
 
 
Step 725: Logged into AWS instance from another local command prompt, and executed: 

 

What appears for server (two bottom lines new): 
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Step 726: Hit ctrl-C for server, then executed for server: 

 

 

Step 727: Then executed for client: 

 

What appears for server (bottom line new): 

 

Step 728: After hitting ctrl-C for server, then executed: 
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Step 729: edited the file: 

 

Step 730: Executed both: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 

 

Use the above output to make the following changes: 

https://github.com/jwagrunner/liboqs.git
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Step 731: edited the file: 

 

 

Step 732: Modified lines 118 and 119 (yellow highlighted where I added both asterisks 

and changed the colon to a semicolon): 

 

 

Step 733: Made space between lines 108 and 110 to add the following lines (copied from 

lines 118 and 119): 

 

 

Step 734: Made space between lines 100 and 102 to add the following lines (copied lines 

again): 
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Step 735: Made space between lines 128 and 129. Then added all code in the below lines 

(copied lines once again): 

 

Step 736: Clicked green Commit changes button. What I committed: 

 

 

Step 737: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
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$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 738: Executed: 
 

 
 

Step 739: edited the file (Using my lines 102 and 103 previously, and modifying this 

code): 
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Step 740: edited the file (Used line 106 to make lines 109, 110, and 114): 

 

 

Step 741: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Step 742: Executed the following: 

Step 743: Executed: 
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Step 744: Executed: 

 

 

Step 745: Executed: 
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Step 746: Executed: 

 

Step 747: Executed (ignore the first part of the first line): 
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Step 748: edit the file: 

 

Note: Changed value to “32” after seeing this value in “liboqs/src/kem/bike/kem_bike.h” 

(see [4]) and “liboqs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4]) for 

their shared secret keys. 

 

Step 749: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./test_kem rlce 
 

 

https://github.com/jwagrunner/liboqs.git


393 
 

Step 750:  
 
$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
$ ./Configure no-shared linux-x86_64 -lm -DQOS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
$ make 
$ make test 
$ sudo make install 
 
 
Step 751: Executed the following: 

~/oqs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=oqstest CA” -days 365 -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj 
“/CN=oqstest server” -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey 
dilithium2_CA.key -CAcreateserial -days 365 
~/oqs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3 
 
 

Step 752: Executed for client (logged into AWS instance from another command 

prompt): 

 

What appears for server (bottom three lines are new): 
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Step 753: Hit ctrl-C, then executed for server: 

 

Step 754: Executed for client: 

 

 

 

Step 755: What appears for server (bottom line new): 

 

 

Step 756: Executed for server again: 

 

 

Step 757: Executed for client: 
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What appears for server: 

 

 

Step 758: Executed: 

 

 

What appears at end (did not include all): 
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Step 759: edited the file: 

 

 

Step 760: edited the file: 

 

Note: Received the above “%llu” code on line 108 from source [52]. Also used lines 109 

and 119 from rlceCode.c of my liboqs fork for lines 112 and 114 above. Also used line 

116 from rlceCode.c of my liboqs fork for adding line 108 above. 

 

Step 761: Executed: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 

https://github.com/jwagrunner/liboqs.git
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$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
$ ./Configure no-shared linux-x86_64 -lm -DQOS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
$ make 
$ make test 
$ sudo make install 

Step 762: Executed the following:
~/oqs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=oqstest CA” -days 365 -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj 
“/CN=oqstest server” -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey 
dilithium2_CA.key -CAcreateserial -days 365 
~/oqs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3 

Step 763: Executed the following for client (logged into AWS instance from another 

command prompt): 

Step 764: What appears for server: 



398 
 

Step 765: edited the file: 

 

 

Step 766: Executed: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
~/oqs-openssl$ ./Configure no-shared linux-x86_64 -lm -DQOS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
~/oqs-openssl$ make 
~/oqs-openssl$ make test 
~/oqs-openssl$ sudo make install 
 
 

Step 767: Executed: 

~/oqs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=oqstest CA” -days 365 -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj 
“/CN=oqstest server” -config apps/openssl.cnf 
~/oqs-openssl$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey 
dilithium2_CA.key -CAcreateserial -days 365 
~/oqs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3 
 

https://github.com/jwagrunner/liboqs.git


399 

Step 768: Executed for client (logged into AWS instance in another command prompt): 

What appears for server: 

Step 769: Executed: 
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Step 770: edited the file: 

 

Step 771: Executed: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git  
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./test_kem rlce 
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Step 772: edited the file: 

 

Used line 109 and 121 from rlceCode.c of my liboqs fork to add the above code. 

 

Step 773: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Step 774: Executed: 
 

 

Step 775: edited the file (used line 115 and line 117 below to help with this change): 

 

Step 776: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
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Step 777: edited the file: 

 

Step 778: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 779: Executed: 
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Step 780: edit the file: 

 

 

Note: Used lines 96, 97, 115, and 116 from rlceCode.c from my liboqs library to help 

create the code in line 108. Copied line 106 above and pasted it at line 109 in this 

Commit. Used code that was deleted in Step 777 for line 118’s code above. 

Step 781: Executed: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

https://github.com/jwagrunner/liboqs.git
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Step 782: Executed: 
 

 

 

Step 783: edited the file liboqs/src/kem/RLCE/config.h: 

 

Step 784: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 

https://github.com/jwagrunner/liboqs.git
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$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 

Step 785: Executed: 
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Step 786: edited the file: 

Step 787: edited the file liboqs/src/kem/RLCE/config.h: 

Step 788:  edited the file: 
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Note: Used values shown on line 348 and 350 from rlceCode.c of my liboqs fork for the 

above changed values. 

Step 789: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
 
Step 790: Executed the following: 
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Step 791: edited the file liboqs/src/kem/RLCE/config.h: 

Note: Change value is based off of line 335 from rlceCode.c of my liboqs fork, since 

CRYPTO_SCHEME is past as the second parameter in line 152’s function 

getRLCEparameters (see line 60). Therefore, that is why CRYPTO_SCHEME is changed 

to the value of 3 to execute line 335’s case. 

Step 792: Executed the following: 

$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ./test_kem rlce 

https://github.com/jwagrunner/liboqs.git
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Step 793: Executed the following: 

$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
~/oqs-openssl$ ./Configure no-shared linux-x86_64 -lm -DQOS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
~/oqs-openssl$ make 
~/oqs-openssl$ make test 
~/oqs-openssl $sudo make install 
 
 
Step 794: Executed the following: 
 

 

 

Step 795: Logged into AWS instance in another command prompt, and executed: 
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What appears for server: 

Step 796: edited the file: 

Step 797: edited the file liboqs/src/kem/RLCE/config.h: 
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Step 798: After hitting ctrl-C for server, executed: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$./test_kem rlce 
 

 

 
 
 
Step 799: Executed: 
 
$ ./example_kem_rlce 
 

https://github.com/jwagrunner/liboqs.git
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Step 800: Executed: 
 
$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
~/oqs-openssl$ ./Configure no-shared linux-x86_64 -lm -DQOS_DEFAULT_GROUPS=\”X25519:rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
~/oqs-openssl$ make 
~/oqs-openssl$ make tests 
~/oqs-openssl$ sudo make install 
 
 

Step 801: Executed the following: 
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Step 802: Logged into AWS instance from another local command prompt, and executed 

the following: 

 

Step 803: What appears for server: 

 

Then hit CTRL-C for the server. 

Step 804: Executed: 

 

Step 805: Then executed in another local command prompt: 
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What appears in other prompt (bottom line is new line that appears):  

 

 

Step 806: First executed the following (after hitting ctrl-C for the server) 

 

 

Step 807: Then executed in separate command prompt: 

 

 

What appears for server (bottom three lines are new): 

 

 

Hit ctrl-C for server. 
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Step 808: Executed for server: 

 

 

Step 809: Executed the following in other command prompt: 

 

 

What appears for server (bottom four lines below are new): 

 

Note: Used source [53] to add “-curves rlce” to this step and the previous step. 

Hit ctrl-C for server. 

Step 810: Executed (this time using p256_rlce): 
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Step 811: Then executed in separate command prompt: 

What appears for server (bottom four lines is new): 

Hit ctrl-C for server. 
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Step 812: edited the file: 
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Step 813: edited the file: 
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Step 814: edited the file: 

Note: Used the values that came from api.h of the RLCE_KEM_128A (within 

Optimization Implementation) of the zip folder mentioned before. 

Step 815: edited the file: 

Note: Value above in line 25 is based off of line 409 in rlceCode.c of my fork liboqs, and 

line 26 is based off of line 407 in rlceCode.c 
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Step 816: edited the file: 

Used api.h for RLCE_KEM_128B (of Optimized Implementation folder) from zip file 

mentioned before, for the above values. 

Step 817: Executed: 

/usr/local/lib$ sudo rm libcrypto.a 
/usr/local/lib$ sudo rm liboqs.a 
$ rm -r liboqs 
$ rm -r oqs-openssl 
$ git clone https://github.com/jwagrunner/openssl.git oqs-openssl 
$ git clone --branch main https://github.com/jwagrunner/liboqs.git 
$ cd liboqs 
$ mkdir build && cd build 
$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../oqs-openssl/oqs .. 
$ ninja 
$ ninja run_tests

https://github.com/jwagrunner/liboqs.git
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Failures: 

Failures in detail (bottom of output is below, but I do not include rest of the large output. 

Only 4 failures): 
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…… 
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…… 
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…… 

Step 818: Executed: 

$./test_kem rlce 

test_kem test: 

Step 819: Executed: 

$./example_kem_rlce 

example_kem_rlce test: 
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Step 820: Executed: 

$ ninja install 
~/oqs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/liboqs/docs 
~/oqs-openssl$ python3 oqs-template/generate.py 
~/oqs-openssl$ ./Configure no-shared linux-x86_64 -lm -DQOS_DEFAULT_GROUPS=\”X25519:rlce:p256_rlce:ED448\” 
~/oqs-openssl$ make generate_crypto_objects 
~/oqs-openssl$ make 
~/oqs-openssl$ make test 
~/oqs-openssl$ sudo make install 

Step 821: Executed “apps/openssl speed rlce” (after executing 

this command many times before, decaps repeatedly was killed, but worked this time 

around): 

Same results (larger here to be easier seen): 
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Step 822: Next executed “./speed_kem rlce”: 

Same results, but zoomed in on table above: 
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Step 823: Next executed for Classic-McEliece-348864 (to compare): 

Same table but larger: 

Note: these three tests were chosen since “test_kem”, 

“speed_kem”, and “openssl speed” is shown under “Benchmarking” testing for KEM: see 

[54]. RLCE was used to compare against the Classic McEliece family for all three tests ( 

see [55], [56], and [57]). 
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CHAPTER 3: RESULTS 

The following are test results for the RLCE algorithm using two tests from the liboqs 

library: 

test_kem (as shown before in Step 818 of Chapter 2): 

Executed “./speed_kem rlce” (as referenced in Step 822 of Chapter 2): 



430 

The following are the test results for the RLCE algorithm using one of OQS-

OpenSSL_1_1_1-stable’s test: 

Execution of “apps/openssl speed rlce” (as referenced in Step 821 of Chapter 

2): 
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