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ABSTRACT
JONATHAN WAGNER. Integrating Random Linear Code Based Encryption Scheme
Rlce Algorithm Into Post-quantum Openssl.
(Under the direction of DR. YONGGE WANG)

This thesis discusses how the post-quantum encryption algorithm Random Linear
Code-based Encryption scheme (RLCE) was integrated into both forks of Open Quantum
Safe project’s libogs library and a post-quantum fork of the OpenSSL repository, “open-
quantum-safe/openssl” on Github, along with several tests of this algorithm conducted by
the same forks of the libogs library and the “open-quantum-safe/openssl” Github
repositories on an Amazon Web Services (AWS) Elastic Compute Cloud (EC2) instance.
Specific tests included testing RLCE’s keypair generation, encryption, and decryption
using the “keypair”, “encaps” and “decaps” algorithms of the OQS KEM Application
Programming Interface (API) from the libogs library using the “test kem” test, and also
testing the speed of RLCE’s keypair generation, encryption, and decryption using tests
from both the libogs library and the “open-quantum-safe/openssl” fork repositories;
Chapter 3 details these test results with provided screenshots.

A fork of the libogs library was created where code was inserted in order for the
RLCE algorithm to be integrated, just as other post-quantum cryptographic algorithms
for both key encapsulation mechanism (KEM) and signature schemes were integrated
into the libogs library; a code implementation of the RLCE algorithm was also added as a
separate folder within the libogs library. Steps are shown of how RLCE code was added
to the libogs library fork in order to build and install the libogs library fork that includes

RLCE. Steps are also shown for how code was inserted and generated for a fork of the

“open-quantum-safe/openssl” fork Github repository where the fork was



v

tested with the “apps/openssl speed” test for the RLCE algorithm. After the steps are
shown for integrating code into forks of the libogs library and the “open-quantum-safe/
openssl” repositories (Chapter 2), then the test results are presented for the RLCE
algorithm using the tests from the libogs library and the “open-quantum-

safe/openssl” fork.
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CHAPTER 1: INTRODUCTION

The asymmetric cryptography within the Transport Layer Security (TLS) protocol
is at risk of being broken from future quantum computer attacks, specifically algorithms
used for both key exchange and for authentication. Luckily, for symmetric cryptography,
defense against such quantum computer attacks can easily be avoided by increasing the
key length. However, asymmetric algorithms such as Rivest-Shamir-Adleman (RSA) or
Elliptic Curve Diffie-Hellman will be vulnerable to a considerably-sized quantum
computer that uses Shor’s algorithm [1].

Therefore, the evolution to post-quantum cryptography (referred to synonymously
as quantum-resistant cryptography and quantum-safe cryptography by the Open Quantum
Safe project for the algorithms used in their OpenSSL fork) is vital for TLS in order for
classic asymmetric cryptography to be eventually replaced; the Open-Quantum Safe
(OQS) Project, which is directed by University of Waterloo researchers in collaboration
with corporations including Microsoft and Amazon Web Services, aims at testing and
developing quantum-resistant cryptography [1][2][3].

The OQS project has created a fork of the OpenSSL Project’s “openssl/openssl”
Github repository, called OQS-OpenSSL 1 1 1, which is OpenSSL 1.1.1°s fork (see
source [3] for this Github repository). OpenSSL is TLS but as an open-source application
[1]. OQS-OpenSSL 1 1 1 (specifically in reference to Github repository branch OQS-
OpenSSL 1 1 1-stable, see source [3]) conducts testing of TLS 1.3 using post-quantum
algorithms that can be used for either key encapsulation mechanisms or for signature
schemes; the libogs library (another Github repository created by the OQS project)

includes these post-quantum algorithms [4][3].



The focus of this thesis is integrating the Random Linear Code-based Encryption
scheme RLCE algorithm into the libogs library, where test results are shown for two of
the libogs library’s tests when performed on the RLCE algorithm. Code was then added
to a fork (and also generated when cloned) of OQS-OpenSSL 1 1 1-stable where one
test tested the speed of the RLCE algorithm’s keypair generation, encryption, and

decryption.



CHAPTER 2: METHODOLOGY

In order to build and install forks of the libogs library and the “open-quantum-safe/
openssl” repository, an AWS EC2 instance with an Ubuntu Sever 20.04 LTS Amazon
Machine Image (AMI) was used. The following details the procedure of adding code to
both forks to integrate the RLCE algorithm, and at the end conducting three tests
provided by the libogs library and the “open-quantum-

safe/openssl” repository . The test results are also included again in Chapter 3 for

convenience:

Step 1: First clicked on “Fork™ in top right corner of [4] (The Open Quantum Safe Project

prefers the libogs to be cited as [5], so this is also included in the References section):

@ & github.com/open-quantum-safe/libogs 2 %« » 0@

Search or jump to.. /|| Pull requests lssues Marketplace Explore

open-quantum-safe / liboqs ' Public ® Watch 66 ~ % Fork 268 7 Star 950 @~
> Code (2 Issues 20 11 Pullrequests 3 Discussions () Actions [ Projects [0 Wiki () Security |2 Insights

¥ main ~ ¥ 2 branches © 18 tags Go to file Add file ~ m About

C library for prototyping and
@2 vaentsch and Martyrshot Correct 0QS_DIST_BUILD for ARM (#1202) v 2deses3 13daysago {91225 commits experimenting with quantum-resistant
cryptography

CMake ARMVE optimized Dilithium (#1194) 2 months ago

& openquantumsafe.org/
circlel§ skip sphincs,rainbow in shortened weekly testing (#1176) 4 months ago

a post-quant
Suppress ¢ it time check fi trix generat (yber AV. 3 mon

.github Suppress constant time check for public matrix generation on Kyber AV... 3 months ago isogenies key-exchange-algorithms
docs ARMVE optimized Dilithium (#1194) 2 months age lattice-based-crypto
scripts ARMVE optimized Dilithium (#1194) 2 months ago 0 Readme

Fig. 1: libogs library repository on Github. Source: see [4].



Step 2: Clicked “Create fork™ green button below

C @ github.com/open-quantum-safe/libogs/fork 2 % »0@

<h or jump to Pull requests Issues Marketplace Explore

open-quantum-safe / libogs ' public ©Watch 66 v | ¥ Fork 268 | Yr Star 950 -

Code (O lIssues 20 11 Pullrequests ) Discussions (® Actions [ Projects OO0 Wiki @ Security [+ Insights

Create a new fork
is a copy of a repository. Forking a repository allows you to freely experiment with changes without
affecting the original project. View existing forks.

Owner * Repository name *
@ iwagrunner =/ | liboas

By default, forks are named the same as their parent repository. You can customize the name to distinguish it
further.

Description (optional)

Clibrary for prototyping and with q ptograpl

Fig. 2: Creating libogs fork

Result: https://github.com/jwagrunner/liboqs

< @ & githubcom/jwagrunner/libogs e« » 0@ !

O Search or jump to... /| Pullrequests Issues Marketplace Explore

% jwagrunner / libogs ' Public <2 Pin @ Watch 0 ~

forked from open-quantum-safe/libags

<> Code I Pullrequests () Actions [ Projects [0 Wiki @ Security |+ Insights 8 Settings

$° main ~ ¥ 2branches ©18 tags Go to file Add file = m About @

C library for prototyping and
This branch is up to date with open-quantum-safe/libogs:main. 19 Contribute = {7 Fetch upstream experimenting with quantum-resistant

cryptography

& openquantumsafe.org/

@R baentsch and Martyrshot Correct OQS_DIST_BUILD for ARM (open-guantum-s adeasas 13 daysago {1225 commits

[0 Readme
CMake ARMVB optimized Dilithium (open-quantum-safe#1194) 2 months ago

a5 View license
circllE skip sphincs,rainbow in shortened weekly testing (open-quantum-safe#. 4 months ago fr Ostars
_github Supprass constant time check for public matrix generation on Kyber AV. 3 months ago @ 0watching

% 269 forks
docs ARMVE optimized Dilithium (open-quantum-safe#1194) 2 months ago
scripts ARMVB optimized Dilithium (open-quantum-safe#1194) 2 months ago

Releases
sic Correct 0QS_DIST_BUILD for ARM (open-quantum-safe#1202) 13 days ago

18 tags

se10m

Fig. 3: “ywagrunner/liboqgs” fork created


https://github.com/jwagrunner/liboqs

Step 3: Then navigated to “liboqs/src/kem/kem.h’:

&« c @ github.com/jwagrunner/libogs/blob/main/src/kem/kem.h

O Search or jump to... ! Pull requests Issues Marketplace Explore

% jwagrunner/ libogs ' Public

forked from open-quantum-safe/libogs

<> Code I7 Pullrequests () Actions [ Projects [ Wiki @ Security | Insights 8 Settings

¥ main ~  libogs / src/ kem / kem.h
B baentsch adding ntruhps40961229 ntruhrss1373 ...

mizeentivuors D @ @ © @ £ @LUHEGe

365 lines (339 sloc) m

1

z * \file kem.h

3 * \brief Key encapsulation mechanisms

4

5 * The file “tests/example_kem.c  contains two examples on using the OQS_KEM API.
&

7 # The first example directly and uses

8 * no dynamic memory

Fig. 4: kem.h

Step 4: Next clicked “Edit this file”, and added lines 59 and 60, where line 59 is based off

of line 57 below. Line 60 is based off of line 58 below:

57  J*% Algorithm identifier for (lassic-McEliece-8192128F KEM. */

58  #define 0Q5_KEM_alg_clessic_mceliece §192128F "Classic-McEliece-8192125F"
59  f*#A]gorithm identifier for RLCE. */

68  #define DQ5_KEM_alg RLCE "RLCE"|

Fig. 5: Adding code to kem.h to integrate RLCE (Part 1). Source: see [4].



Step 5: Added three spaced lines below line 335. Then used line 333 to make line 336
below, and also used line 334 to make line 337 below along with lines 333 below, 335
below, and my 336 below to make line 338 below. Used rlce.h shown on [6] to add to

line 337:

333 #ifdef 0Q5_EMABLE_KEM_CLASSIC_MCELIECE

334  #include <ogs/kem_classic_mceliece.h>

335  #endif /* OQS_EMABLE_KEM CLASSIC_MCELIECE */
336  #ifdef 0QS_EMABLE_KEM RLCE

337  #include <ogs/rlce.h:

338 #endif /¥ DQS_EMAELE_KEM_RLCE +/|

Fig. 6: Adding code to kem.h to integrate RLCE (Part 2). Source: see [4] and [6].

Step 6: Then clicked “Commit changes” green button.

Step 7: You will now see “libogs/src/kem/kem.h” updated (of “jwagrunner/libogs” fork),

meaning the following lines will now appear:

56 /**Algorithm identifier for R

#define DQS_KEM_alg RLCE "RLCE"

336 #ifdef 0QS_ENABLE_KEM_RLCE
337  #include <ogs/rlce.h»
#endif /* OQS_EMABLE_KEM_RLCE */

Fig. 7: New changes in kem.h

Step 8: Reached “libogs/src/kem/kem.c” of “jwagrunner/libogs” fork, and then clicked

pencil icon in the bottom right corner to edit kem.c



Step 9: Added line 30 based on line 58 (see Step 4) and line 29 below. I used my own

line 60 (see Step 4) to make line 30 below:

|_&
38 0Q5_KEM alg RLCE,

Fig. 8: New change in kem.c. Source: see [4].

Step 10: Created line 168 below based off of line 162 below and line 29 (see Step 9).
Used line 333 (see Step 5), used my line 336 (see Step 5), and line 163 below to make
line 169 below. Used line 164 below to make line 170 below. Line 165 below was used
to make line 171 below. Line 166 below was used to make line 172 below. Line 167 was

used to make Line 173 below:

162 ¥ else if (@ == strcasecmp(method_name, 005 KEM slg classic_mceliece 8192128fF)) {
163 gifdef OQ5 _EMABLE_KEM_classic_mceliece 81921281

154 return 1;

185 felse

166 return 8;

167 gendif

168 } else if (@ == strcasecmp(method_name, 0Q5_KEM_zlg RLCE)) £
169  #ifdef 0QS_EMABLE_KEM RLCE

178 return 1;

171 felse

172 return B8;

173 sendifff]

Fig. 9: More changes in kem.c. Source: see [4].



Step 11: Used line 162 (see Step 10), line 540 below, and my line 168 (see Step 10) to
create line 546 below. Used line 163 (see Step 10), line 541 below, and my line 169 (see
Step 10) to make line 547 below. Used lines 540 and 542 below, and also used my line
546 below to create line 548 below. Used line 543 below to create line 549 below. Used

line 544 below to create line 550 below. Used line 545 below to create line 551 below:

548 } else if (@ == strcasecmpimethod_name, 0Q5_KEM_alg_classic_mceliece_8182128F)) {
541  #ifdef 005 _EMABLE_KEM classic_mceliece 8192128F

542 return 005_KEM_classic_mceliece_8192128F_new();

c43 felse

a4 return MULL;

545 gendif

546 } else if (@ == strcasecmp(method_name, 0Q5_KEM_alg RLCE)) {
547 #ifdef OQS_EMNABLE_KEM RLCE

548 return 0Q5_KEM _RLCE_new();

549 Felse

558 return MULL;

551 #endifff]

Fig. 10: Other changes in kem.c. Source: see [4].

Step 12: Clicked “Commit changes” green button.



Step 13: libogs/src/kem/kem.c of my libogs fork has been confirmed to be updated with

the following changes:

Update kem.c

¥ main

(f Jjwagrunner committed 13 minutes ago | Verified

Showing 1 changed file with 13 additions and 0 deletions.

v 13 MEEEE src/ken/kem.c (D)

1
27 27
28 28
29 29
39
30 31
31 32

167
168
169
178
171
172
173
167 174

88 -27,6 +27,7 @@ 0QS_API const char *0Q5_KEM_alg_identifier(si

0QS_KEM_alg_classic_mceliece 6968119F,

0QS_KEM_alg_classic_mceliece 8192128,

0QS_KEM_alg_classic_mceliece 8192128F,
+ 0QS_KEM_alg RLCE,

0QS_KEM_alg_hgc_128,

0Q5_KEM_alg_hgc_192,

0Q5_KEM_alg_hgc_256,

99 -164,6 +165,12 @8 0QS_API int 0QS_KEM_alg is_snabled(const char *method_name) {

#else
return @;
#endif
- } else if (B == strcasecmp(method_name, 0QS_KEM_alg RLCE)} {
+ #ifdef 0QS_EMABLE_KEM RLCE

- return 1;
+ gelse
- return @;
+ gendif

} else if (@ == strcasecmp(method_name, 0QS_KEM_alg_hgc_128)) {

#ifdef OQS_ENABLE_KEM_hqc_128

return 1;
@@ -536,6 +543,12 @@ 0Q5_APT 0QS_KEM +0QS_KEM new(const char *method_name) {

#else

return HULL;
#endif

} else if (B == strcasecmp(method_name, 0Q5_KEM alg RLCE)) {

#ifdef 0QS_ENABLE_KEM_RLCE

return 0QS_KEM_RLCE_new();
#else

return HULL;
#endif

} else if (@ == strcasecmp(method_name, 0QS_KEM_alg_hgc_128)) {
#1fdef OQS_ENABLE_KEM_hqc_128
return 0QS_KEM_hac_128_new();

0 comments on cﬂmit df36274

@ .

Preview

Leave a comment

Fig. 11: kem.c new committed changes

1 parent cc93a8l

H B I

Browse files

commit df362746Bc2a95673e8ba02912916e1152735C85

Split  Unified

B Lock conversation

= O @ = =

@ g «-

Step 14: Went to “libogs/src/CMakeLists.txt” page, then clicked on Pencil icon to edit

this file.
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Step 15: Used line 333 (see Step 5), my line 336 (see Step 5), and line 29 below to create

line 33 below. Used line 30 below and [6] to help create line 34 below. Used line 31

below to make line 35 below. Line 32 below was used to make Line 36 below:

20 if(005_EMABLE_KEM_CLASSIC_MCELIECE)

3a add_subdirectory{kem/classic_mcellece)
31 set(KEM_0BIS ${KEM_OBJS} ${CLASSIC_MCELIECE_OBIS})

32 endif()

33 if(0QS_ENABLE_KEM_RLCE)

34 add_subdirectory{kem/RLCE)

35 set (KEM_0BJS ${KEM_OBJS} ${RLCE_OBIS})
36 endif()

Fig. 12: Code added to CMakeL.ists.txt. Source: see [4].

Step 16: Clicked on green button for “Commit changes”.
Step 17: CMakelLists.txt is now updated.

Step 18: Details of the commit are shown as:

C @ github.com/jwagrunner/libogs/commit/2d45e57da714ife4f0dfTdTeTccd33d576b557a6 2 % » 0@
|

% jwagrunner/ libogs ' Public X Pin | OWach 0 ~ ¥ Fork 269 7 Star 0

orked from open-quantum-safe/libogs

<» Code [ Pullrequests (® Actions [ Projects O wiki @ Security |~ Insights €3 Settings

Update CMakeLists.txt Browse files

¥ main

tj’ jwagrunner committed 4 minutes age  Verified 1 parent df36274  commit 2d45e574B714ffedfRdf7d7e7cca33d5760557a6
Showing 1 changed file with 4 additions and 0 deletions. Split  Unified
v -} 4 mmmmC sro/CHakeLists.txt (B

£(0QS_ENABLE_KEM_CLASSIC_MCELIECE)

irectory(kem/classic_meeliece)

31 31 Set(KEM_0B]S ${KEM_0BIS} ${CLASSIC_MCELIECE_OBIS})
2 enaif()

33+ 17(0Q5_ENABLE_KEM_RLCE)

EX add_subdirectory (kem/RLCE)

3 . set(KEM_081S ${KEM_0BIS} ${RLCE_0BJS})

36 dif

37 1 (0QS_ENABLE_KEM_HQC)

34 38 add_subdirectory (kem/hac)
5 set(KEM_081S ${KEM_0BIS} ${HQC_DBIS}H)

Fig. 13: Commit details



Step 19: Went to “liboqs/src/ogsconfig.h.cmake”, and clicked on pencil icon in the

bottom right of figure to edit this file.

Step 20: Used line 101 below to create line 123 below (also added extra space after on

line 124):

1@l #cmakedefine OQS_EMNABLE_KEM_CLASSIC_MCELIECE 1

162  #cmakedefine OQ5_ENABLE_KEM_classic_mceliece 348364 1

183  #cmakedefine 005 _EMABLE_KEM_classic_mceliece 348864 avx 1
184  #cmakedefine CQ5_EMABLE_KEM_classic_mceliece_348864F 1

185  #cmakedefine 005 EMABLE_KEM_classic_mceliece 348864F _avx 1
186  #cmakedefine OQ5_EMABLE_KEM_ classic_mceliece 460836 1

187  #cmakedefine COQ5_EMABLE_KEM_classic_mceliece 468896 _avx 1
188  #cmakedefine 005 _EMABLE_KEM_classic_mceliece d68895F 1

189  #cmakedefine COQS_EMABLE_KEM_classic_mceliece_46@889&f_avx 1
118 #cmakedefine 005 _EMABLE_KEM_classic_mceliece 6688128 1

111  #cmakedefine OQS_EMABLE_KEM_classic_mceliece 6688128 _avx 1
112 #cmakedefine COQ5_EMABLE_KEM_classic_mceliece_6GBE128F 1

113 #cmakedefine 005 _EMABLE_KEM_classic_mceliece 6688128f_avx 1
114  #cmakedefine OQ5_EMABLE_KEM_classic_mceliece_g968119 1

115 #cmakedefine 005 _EMABLE_KEM_classic_mceliece 8968119 avx 1
116  #cmakedefine OQS_EMABLE_KEM_classic_mceliece_696@8119F 1

117 #cmakedefine COQS5_EMABLE_KEM_classic_mceliece_896811%F _avx 1

118  #cmakedefine 005 EMABLE_KEM_classic_mceliece 8192128 1

119 #cmakedefine OQ5_EMABLE_KEM classic_mceliece 8192128 awx 1
128 #cmakedefine 005 _EMABLE_KEM_classic_mceliece S192128F 1

121  #cmakedefine OQS_EMABLE_KEM_classic_mceliece_8192128f_awvx 1

123 #cmakedefine OQ5_ENABLE_KEM_RLCE 1

125  #cmakedefine OQS_ENABLE_KEM_HQC 1

Fig. 14: Adding code to ogsconfig.h.cmake. Source: see [4].

Step 21: Next clicked “Commit changes” green button.

Step 22: “liboqs/src/ogsconfig.h.cmake” is now updated.

Step 23: My commit listed:
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Update oqgsconfig.h.cmake Browse files

P main
" jwagrunner committed 5 minutes ago  Verified 1 parent 2d45e57  commit e8ca97c9161921e@74a56ca85c87c314eecc2lde
jwag itted 5 tes ag
Showing 1 changed file with 2 additions and 0 deletions. Split  Unified
v F2mm src/ogsconfig.h.cmake [0
X @@ -120,6 +12
1 12
121 1
1 12
123
124
123 125
124 126
125 127

Fig. 15: ogsconfig.h.cmake Commit

Step 24: Navigated to liboqs/CMakeLists.txt, then clicked on the pencil icon to edit this

file.

Step 25: Used line 148 below to make line 151 below (also used line 101 and my line 123

from Step 20 to doublecheck this line 151 I made). Used line 149 below to make line 152

below (used my line 34 from Step 15 to help me doublecheck this line 152 I made). Used

line 150 to make line 153 below:

148
145
154
151
152

153

Fig

1F(005_ENABLE_KEM_CLASSIC MCELIECE)
set {PUBLIC_HEADERS %{PUBLIC_HEADERS} ${PROJECT_SOURCE_DIR}/src/kem/classic_mceliece/kem_classic_mceliece.h)
endif()
iF(0Q5_ENABLE_KEM_RLCE)
set(PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROJECT_SOURCE_DIR}/src/kem/RLCE/rlce.h)
endif()

. 16: Added code to libogs/CMakeLists.txt. Source: see [4] and [9].



Step 26: Next clicked the green button “Commit changes”.
Step 27: “libogs/CMakeLists.txt” is now updated.

Step 28: My commit listed:

Update CMakeLists.txt
¥ main

Browse files

|,f Jjwagrunner committed 5 minutes ago  Verified 1 parent e8cad7c commit e39c54afcedalfliacadnf378557a3ebBfc@9dab

Showing 1changed file with 3 additions and 0 deletions. Split Unified

~ -} 3 EEEOC CMakelists.txt ()

S 86 -145,6 +148,9
145 148 0Q5_ENABLE_KI
149 149 et (PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROJECT_SOURCE_DIR}/src/kem/classic_mceliece/kem_classic_mceliece.h)
159 158 )
151 = i7(0QS_ENABLE_KEM_RLCE)
152 = set (PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROIECT_SOURCE_DIR}/src/kem/RLCE/rlce.h)
153
151 154 0Q5_ENABLE_KEM_HQC)
152 155 set (PUBLIC_HEADERS ${PUBLIC_HEADERS} §{PROJECT_SOURCE_DIR}/src/kem/hqc/kem_hac.h)
153 156

0 comments on commit a30r54a A Lack canvarcation

Fig. 17: CMakeLists.txt Commit

Step 29: Navigated to liboqs/src/kem, then clicked “Add file”, then “Create new

file” (used [7] to help me to create a new file):

& > C @& github.comfjwagrunner/libogs/tres/main/src/kem e+« »# 0@ :

rch or jump to... /|| Pullrequests Issues Marketplace Explore

% jwagrunner/ libogs ' Public R pn | @OWatch 0 v | ¥ Fork 2 ¥ sar 0 v

forked from open-quantum-=

bogs

<> Code 11 Pullrequests @ Actions [ Projects [0 Wiki @ Security | Insights &3 Settings

# main - libogs / src/ kem / Go to file Add file

Create new file

This branch is 5 commits ahead of open-quantum-safe/libogs:main. 13 Contri am

Upload files

@ iwagrunner Update kem.c 36274 3 hours ago ) History

bike Compile-time guard for some BIKE AVX2 and AVX512 code (o

quantum-s... 9 months ago
classic_mceliece ARM\8 optimized Dilithium (open-quantum-safe#1194) 2 months ago
frodokem 5390x support (open-quantum-safe#1103) 7 months ago
hac ARMu8 optimized Dilithium (open-quantum-safe#1 2 months ago

Fig. 18: Creating a new file in libogs/src/kem

13
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Step 30: Entered “RLCE/” which created a folder in “liboqgs/src/kem”.

Step 31: Downloaded https://github.com/yonggewang/RLCE to local drive and uploaded

all files within “RLCEv1” to the RLCE folder and clicked the “Commit changes” button.

Step 32: What now appears:

&« C & github.com/jwagrunner/libogs/tree/main/src/kem = % #» 0O Q :

O Search or jump to... /| Pull requests lIssues Marketplace Explore

% jwagrunner / libogs  Public X Pin | ®Watch 0 ~ % Fork (26 fr Star 0 |~

forked from open-guantum-safe/libogs

<> Code 1% Pullrequests () Actions [ Projects [0 Wiki @ Security |~ Insights 8 Settings

¥ main ~  libogs/src/kem/ Go to file Add file ~

This branch is 7 cemmits ahead of open-gquantum-safe/libogs:main. {4 Contribute v ¥} Fetch upstream ~

9 jwagrunner Add files via upload baBSbfb 2 minutes age YO History
RLCE Add files via upload 2 minutes ago
bike Compile-time guard for some BIKE AVX2 and AVX512 code (open-quantum-s... 9 months ago
classic_mceliece ARMVE optimized Dilithium (open-quantum-safe#1194) 2 months ago

Fig. 19: After Commit

Step 33: Went to “liboqs/.CMake/alg_support.cmake”, and clicked on the pencil icon in

the bottom right to edit “liboqs/.CMake/alg_support.cmake”.

Step 34: Used line 92 below in the file being edited and also line 148 from Step 25 and

my line 151 from Step 25 to make line 163 below:

92  option{0Q5_EMABLE_KEM_CLASSIC_MCELIECE "Enable classic_mceliece algorithm family™ ON)

Fig. 20: Classic McEliece line of code used. Source: see [4].


https://github.com/yonggewang/RLCE

Fig. 21: RLCE line of code made. Source: see [4].

Step 35: Then click green button “Commit changes”.

Step 36: The Commit [ made:

@ github.com/jwagrunner/libogs/commit/1a13627b058f9e019b9a74a681769d77

option{0Q5_EMABELE_KEM_RLCE "Enable RLCE algorithm™

15

o))

2 + » 0§

< (¢
I ———

% jwagrunner/ libogs  Public

forked from open-quantum-s qs

<> Code 11 Pullrequests (® Actions [ Projects [0 Wiki @ Security [~ Insights &2 Settings

Update alg_support.cmake
¥ main

1 parent 86cdfcS

lf jwagrunner committed 9 minutes ago | Verified

Showing 1 changed file with 1 addition and 0 deletions.

[ | .Ciake/alg_support.cmake (G
] 88 -160,6 +160,7 (0QS_DIST_X86_64_BUILD OR (0QS_USE_AVX2_INSTRUCTIONS AND 0QS_USE_POPCNT_INSTRU

160 endif()
161 enaif()
162
163+ option(0QS_ENABLE_KEM_RLCE "Enable RLCE algorithm" ON)
164
165 option(0DS_ENABLE_KEM_HOC hgc algorithm family” ON)
166 cmake_dependent_option(0QS_ENABLE_KEM_hac_128 " ON

0 comments on commit 1a13627

Fig. 22: .CMake/alg_support.cmake Commit

% Star 0~

® Watch 0 ~

<2 Pin

Browse files

commit 1al3627b@58F%e019b9a742651769d776768ckdd

Split  Unified

B Lock conversation



16

Step 37: Went to rlce.h, and pressed the pencil icon in the bottom right below:

&« [&] @ github.com/jwagrunner/libogs/blob/main/src/kem/RLCE/rlce.h = w » 0O o H

O Search or jump to... / Pull requests Issues Marketplace Explore

% jwagrunner/ libogs ' Public R Pn || @Watch 0 v || ¥ Fork 269 ¥ Star 0 |~

forked from open-quantum-safe/libogs

¢> Code Il Pullrequests () Actions [ Projects [0 Wiki & Security |~ Insights &3 Settings

¥ main ~  libogs / src / kem / RLCE / rlce.h Go to file
@ iwagrunner Add files via upload Latest commit bagSbfa & hours ago {8 History

Ax1 contributor

391 lines (355 sloc) = 15.1 K8 Rew Blame 0 & 2 §

1 /* rlce.h

Fig. 23: To edit rlce.h

Step 38: Next added a large gap after line 314:

314  wold getPK{RLCE_private_key_t sk, RLCE_public_key t pk);

322 int rlce_kevpair(int crypto_scheme, char® keyfilenams);
323 int rlce_encrypt(int kem, char® pubkey, char® plainfile);
324 int rlce_decrypti(char* prikey, char* cipherfile);

e 1

Fig. 24: First code modification to rlce.h
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Step 39: Used lines 107, 108, 109, 110, 111, 112 from libogs/

src/kem/classic_mceliece/kem_classic_mceliece.h to make lines 316, 317, 318, 319, 320,

321 below:
316 #ifdef 0Q5_EMABLE_KEM_RCLE
317  fdefine 00Q5_KEM_RLCE length_public key 1357824
318 fdefine 0QS_KEM_RLCE_length_secret_key 148308
319  fdefine OQ5_KEM_RLCE_length_ciphertext 248

328 #define 0Q5_KEM_RLCE_length_shared_secret 32

321  0QS_KEM *005_KEM_RLCE new{void);

322  int rlce_keypair(int crypto_scheme, char® keyfilename);
323 int rlce_encrypt(int kem, char#® pubkey, char*® plainfile);
324  int rlce_decrypt(char® prikey, char® cipherfile);

Fig. 25: Second code modification to rlce.h

7 #ifdef OQS_EMABLE_KEM classic_mceliece_8192128F

defi K] ssic_mceliece_8192128f_length_public_key 1357824
e_8192128f_length_secret_key 14838
e_8192128f_length_ciphertext 248

e_B8192128f_length_shared_secret 32

_B192128F_new(vold);

114 OQS_APT DQS_STATUS 0Q5_K 8
115  OQS_APT OQS_STATUS OQS_KEM_classic_mceliece_8192128f_decaps{uint8_t *shared_secret, const uint8_t *ciphertext, const uint8_t *secret_key);
116 #endif

Fig. 26: Lines 107, 108, 109, 110, 111, 112 from kem_classic_mceliece.h. Source: see

[4].

Step 40: Inputted “OQS_API” and “OQS_STATUS” in lines 322, 323, and 324 below
that came from lines 113, 114, and 115 in Fig. 26. Also used line 116 in Fig. 26 to create

line 325 below:



316
317
318
319
328
321
322
323
324
325
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#ifdef GQS_ENﬁBLE_KEH_RCLﬂ

#define 0Q5_KEM_RLCE_length_public_key 1357824

#define 0Q5_KEM_RLCE_length_secret_key 14038

#define DQS_KEM_RLCE_length_ciphertext 248

#define OQ5S_KEM_RLCE_length_shared_secret 32

0OS_KEM *00Q5_KEM RLCE_new{void);

005 _APT 0OQ5_STATUS int rlce_keypair{int crypto_scheme, char® keyfilename);
005_API DQS5_STATUS int rlce_encrypt{int kem, char* pubkey, char¥ plainfile);
005_API 0Q5_STATUS int rlce_decrypt{char® prikey, char* cipherfile);

#endif

Fig. 27: Third code modification to rice.h. Source: see [4].

Step 41: Clicked “Commit changes”. What I committed:

Update rice.h

Browse files
P main
Q‘ Jjwagrunner committed 3 minutes ago  Verified 1 parent 1al3627 commit 7adde6@aeSdd842058bb413173ebSc77c2e8c971
Showing 1 changed file with 11 additions and 3 deletions. Split | Unified

314
315
316
317

o &

@8 -312,9 +312,17 @8 int FE2B12 (vector_t FE, unsigned char bytes[], unsigned int Blen);
312 void hasnTObytes(unsigned char bytes[], int bsize, unsigned int hasn[1);
313
314 void getPK(RLCE_private_key_t sk, RLCE_public_key_t pk);

- int rlce keypair(int crypto_scheme, char® keyfilename);
- int rlce_encrypt(int kem, char* pubkey, char* plainfile);
- int rlce_decrypt(char® prikey, char® cipherfile);

315 .

316+ #ifdef 0QS_ENABLE_KEM RCLE

317+ #define DQS_KEM key 1357824

318+ fgefine 0Q5_K:
319+ #oefine OQ
320+ #define 0QS_K!
321+ 0QS_KEM *0QS_KEM_RLCE_new{void);
322+ 0QS_API DQS_STATUS int rlce |
323+ 0QS_API 0QS_STATUS int rlce
324+ OQS_API 0QS_STATUS int rl:
325 & pendif

nt crypto_scheme, char* keyfilename);

nt kem, char* pubkey, char* plainfile);

t(char® prikey, char® cipherfile);

327 #define GFTABLEERR -6

Fig. 28: rlce.h Commit
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Step 42: Went to link rlceCode.c, and clicked on pencil icon in the bottom right:

&« c (ﬂ P fjwagrunr q in/src/kem/RLCE/rlceCode.c =3 ﬁ) » 0O o H

O Search or jump to... / Pull requests Issues Marketplace Explore

% jwagrunner/ libogs  Public <X Pin | @Wach 0 ~ % Fork 269 Y Star 0 |~

forked from open-quantum-safe/libogs

<> Code 1% Pullrequests () Actions {3 Projects [ wWiki @ Security |~ Insights @ Settings
# main ~  libogs / src/ kem / RLCE / riceCode.c Go to file

@ iwagrunner Add files via upload Latest commit ba85u#b 9 hours ago  ¥0) History

Ax 1 contributor

2186 lines (2872 sloc) | 84.9 KB Raw Bame D @ 2 O

1 rlce.c

Fig. 29: Now editing rlceCode.c

Step 43: Added a large space from line 1897 to 1920 below (I did this based on lines 7 to

31 in “libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c”)

1893  void getPK(RLCE_private_key_t sk, RLCE_public_key_t pk) {
1894 matrix_copy(sk-»G, pk->G);
1895}

1896

1897

1898

1899

19@a

191

1902

1983

19e4

19@5

19@6

19e7

19@8

19@9

1918

1911

1912

1913

1914

1915

1916

1917

1918

1919

1928 |

1921 int rlce_keypair(int crypto_scheme, char® keyfilename) {
1922 int ret, i, randomj

Fig. 30: Added spacing. Source: see [4].
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Step 44: Used lines 7, 9, 11, 12, 13, 14, 15, 16, 21, 22, 23, 24 from

“liboqgs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” to make lines

below 1897, 1899, 1901, 1902, 1903, 1904, 1905, 1906, 1908, 1909, 1910, 1911

1897

SR = Y =]
(=) (Vs ) [

]
[

oM m o
f R Y

[ T T = T = T o o

(s Y Y LY s LY L o Y T Y N O s N s
2]

(Vi) (=5 (=E)

191@

#if defined({0QS_EMABLE_KEM_RLCE)

0Q5_KEM *00Q5_KEM_RLCE_new() {

00S_KEM
if (kem

h

*kem = malloc({sizeof{(0QS_KEM));

== MULL} {
return NULL;

kem->method_name = 005 KEM alg RLCE;

kem-»alg_wversion = "";

kem->length_public_key

005_KEM_RLCE_length_public_key;

kem->length_secret_key = 0Q5_KEM_RLCE_length_secret_key;

kem-rlength_ciphertext = 005_KEM_RLCE_length_ciphertext;
kem->length_shared_secret = 005 _KEM_RLCE_length_shared_secret;

Fig. 31: Added rlceCode.c code. Source: see [4].

Step 45: Lines 26, 27, 28 from

“libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” is used to make

lines 1913, 1914, 1915 below (also used lines 322, 323, and 324 from Step 38 to create

lines 1913, 1914, and 1915 below:

1913
1914
1915

kem-»keypalr = rlce_keypair;

kem->encaps
kem->decaps

rlce_encrypt;
rlce_decrypt;

Fig. 32: More rlceCode.c code added. Source

: see [4] and [6].
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Step 46: Used lines 30 and 31 from
“libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” to create lines

1917 and 1918 below:

1917 return kem;
1918 hi

Fig. 33: Other rlceCode.c code added. Source: see [4].

Step 47: Line 43 from
“libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” was used to add
“OQS_API” and “OQS_STATUS” to line 1920 below (I also chose line 1920 since lines

43 and 1920 share the word “keypair™:

1928  OQ5_API OQS5_STATUS int rlce_keypair(int crypto_scheme, char* keyfilename) {

Nat ] o - z SR [ —

Fig. 34: "OQS_API OQS _STATUS" code added. Source: see [4].

Step 48: Line 59 from
“libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” was used to add
“OQS_API” and “OQS_STATUS” to line 1975 below (I also used line 1975 below since
line 59 includes “encaps” and line 1975 includes the “rlce encrypt” which I thought is

related:

1975 OQ5_API OQS_STATUS int rlce_encrypt({int kem, char*® pubkey, char® plainfile} {

Fig. 35: Added another "OQS_API OQS_STATUS" code. Source: see [4].
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Step 49: Line 75 from
“liboqgs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” was used to add
OQS_API OQS STATUS to line 2117 below (line 2117 was chosen since line 75 had the

word “decaps” which I thought was closely related to “decrypt” in line 2117):

2117  O0Q5_API 0OQS_STATUS int rlce_decrypt(char*® prikey, char® cipherfile} {

Fig. 36: More "OQS_API OQS_STATUS" code. Source: see [4].

Step 50: Added #endif from line 91 of
“libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” to line 2211

below:
2211 #endif

Fig. 37: last rlceCode.c code added. Source: see [4].

Step 51: Next clicked “Commit changes™ green button.

Step 52: What I committed:



sre/kem/RLCE/rleeCote. ¢ (L)

@@ -1894,7 +1894,30 @@ void getPK(RLCE_private_key_t sk, RLCE_public_key_t pk) {

1894 1594 matrix_copy(sk->G, pk-3G);
1895 1895 3
1896 1896
1897 - int rlce keypair(int crypto_scheme, char® keyfilename) {
1897 + #if defined(0QS_ENABLE_KEM_RLCE)
1898+
1899  + 0QS_KEM *0QS_KEM_RLCE new() {
1908 +
1901 - 0QS_KEM *kem = malloc(sizeof(OQS_KEM));
1902 - if (kem == NULL) {
1903 + return NULL;
1904+ 1
1905 + kem->method_name = 0QS_KEM_alg_RLCE;
1906+ ken->alg_version =
1907 +
1908+ kem->length_public_key = 0Q5_KEM_RLCE_length_public_key;
1909+ kem->length_secret_key = 0QS_KEM_RLCE length_secret_key;
1918+ kem->length_ciphertext = 005_KEM_RLCE length_ciphertext;
1911+ kem->length_shared_secret = OQS_KEM_RLCE_length_shared_secret;
1912+
1913+ kem->keypair = rlce_keypair;
1914+ kem->encaps = rlee_encrypt;
1915+ kem->decaps = rloe_decrypt;
1916+
1917+ return kem;
1918+ 3
1918+

1928+ 0QS_API 0QS_STATUS int rilce keypair(int crypto_scheme, char* keyfilensme) {

1898 1921 int ret, i, random;
1899 1922 unsigned int para[PARASIZE];
1988 1923 ret=getRLCEparameters(para,crypto_scheme,CRYPTO_PADDING) ;

3 @8 -1949,7 +1972,7 @@ int endsWith(const char *str, const char *suffix){
1948 1972 return strcmp(str + lenstr - lensuffix, suffix) == 8;
1958 1973 }
1951 1974
1952 - int rice encrypt(int kem, char* pubkey, char* plainfile) {

1975 + DQS_APT OQS_STATUS int rlce_encrypt(int kem, char® pubkey, char* plainfile) {

1953 1976 int ret=o;
1954 1977 int hex=1;
1955 1978 unsigned int filelen;

S @@ -2091,7 +2114,7 @@ int rlce_encrypt(int kem, char* pubkey, char® plainfile) {
2091 2114 return ret;
2002 2115 }
2893 2116
2094 - int rlce_decrypt(char* prikey, char* cipherfile) {

2117+ 0QS.APT OQSSTATUS int rice decrypt{char® prikey, char* cipherfile) {
2095 2118 int hex=1;

2096 2119 int i3
2097 2120 RLCE_private_key_t sk;
5 @@ -2184,3 +2207,5 @@ int rlce decrypt(char* prikey, char* cipherfile) {
2184 2007 fres(plaintext);
2185 2208 return @;
2186 2209 3

218 -
2211+ gendif

Fig. 38: Commit



Step 53: Selected Ubuntu Server 20.04 LTS:

1.Choose AMI 2. Choose Instance Type 3.Configure Instance 4 Add Slorage 5. Add Tags 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI)

® Ubuntu Server 20.04 LTS (HVM), $SD Volume Type - ami-0c4{7023847b90238 (64-bit x86) / ami-0d70a59d7191a8079 m

OFree tieronly (3

(64-bit Arm)

(http:/fwvaw.ubuntu.comicloud/services).

Root device type: ebs  Vitualization type: hvin  ENA Enabled: Yes

LSalall Ll Ubuntu Server 20.04 LTS (HVM) EBS General Purpose (S5D) Volume Type. Support available from Canonical

® 64-bit (x36)
O 64-bit (Arm)

. Deep Learning AMI (Ubuntu 18.04) Version 60.1 - ami-077f4dcd20ed5ed5d

Fig. 39: Selecting AMI

Step 54: Next clicked “Review and Launch”:

< C @ us-east-1.console.aws.amazon.com/ac2/v2/home?region=us-east-1#LaunchinstanceWizard:

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure

Step Choose an Instance Type

y Group 7. Review

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, and

networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more

Filter by: = All instance families ~ Current generation ¥  Show/Hide Celumns

Currently selected: {2.micro (- ECUs, 1 vCPUs, 2.5 GHgz, -, 1 GiB memory, EBS only)

Family - Type - vCPUs (i) ~ Memory (GiB) =

t t2 nano 1 05 £8S only

) 2 BOIn 1 1 E8S only
w 12 smal 1 2 £8S only

2 2 4 EBS only

t t2large 2 8 £8S only

Instance Storage (GB) EBS-Optimized Available

about instance types and how they can meet your computing needs

IPvé

Network Performance (i)~ Support ~
i

- Low to Moderate Yes
- Low to Moderate Yes
- Low to Moderate Yes
- Low to Moderate Yes
- Low to Moderate Yes

Cancel Previous Review and Launch Next: Configure Instance Details

Fig. 40: Clicked “Review and Launch”
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Step 55: Next clicked the blue button “Launch”.

Step 56: Logged into instance with my local Command Prompt.

The following commands were executed in the instance:

sudo apt-get update

openssl version -v

sudo apt install cmake gcc libtool libssl-dev make ninja-build git

sudo apt-get install libtext-template-perl

sudo apt-get install python3-tabulate

sudo apt install valgrind

sudo apt-get install gemu

sudo apt-get install gemu-kvm

apt show gemu-system-x86

kvm -version

git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-
quantum-safe/openssl.git ogs-openssl

sudo apt install astyle cmake gcc ninja-build libssl-dev python3-pytest
python3-pytest-xdist unzip xsltproc doxygen graphviz python3-yaml

git clone --branch main https://github.com/jwagrunner/libogs.git

Source for git clone commands and other commands above: see [3] and [4]
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Step 57: Navigated to libogs/src/kem/RLCE, then clicked “Create new file”

Step 58: Named the file “CMakeLists.txt” (since when I executed “cmake -GNinja -
DCMAKE INSTALL PREFIX=oqs-openssl/ogs ..” (see source [3] for this command), it
shows in output that there needs to be a “CMakeLists.txt file” in liboqs/src/kem/RLCE ).

Then entered the following lines of code in that new file:

set (_RLCE_OBJS "")
if (0OQS ENABLE KEM rlce rlcevl)
add_library (RLCE OBJECT reedsolomon.c GaloisField.c fieldPoly.c
bta.c list.c fieldMatrix.c sha.c drbg.c rlceCode.c aes.c FFT.c)
target include directories (RLCE PRIVATE
S { PROJECT SOURCE DIR} /src/kem/RLCE)
set (_ RLCE_OBJS ${ RLCE OBJS} $<TARGET OBJECTS:RLCE>)
endif ()
set (RLCE_OBJS ${ RLCE OBJS} PARENT SCOPE)

Fig. 41: “liboqs/src/kem/RLCE/CMakeLists.txt”

Here are the sources that helped me add those lines of code: Used
“liboqs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) for the code of lines 1 — 3
and 5 - 7 below including the use of add_library and to input rlceCode.c within

add_library, where I structured my CMakeList.txt exactly how it is in that path.

Also the below .c files in the third line are from line 20 of “RLCE/RLCEv1/Makefile”
file in [6] and also rlce.h from line 21 of that path (also used [8] to help make the below
third line, specifically the use of add library and the fact that I can include a rlce.h file
along with the .c files. That same link is also used to input RLCE (for the target) within

add_library in the third line).
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Used libRLCE.a from “RLCE/RLCEv1/Makefile” since it is specified in the Makefile as
"TARGET LIB", thus I specifically used this in the third line where you see "add library

RLCE" where I removed the "lib" and ".a" from 1ibRLCE.a to get just "RLCE".

Used line 9 of “libogs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) to have no

square brackets around PROJECT along with have no ".a" at end of RLCE below:

Used “libogs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) (including lines 6, 9,
15, 16, 228 of link (and also third line below)) to help make first line, fifth line, sixth ,

and seventh line below.

Using line 7 from “libogs/src/kem/classic_mceliece/kem classic_mceliece 8192128f.c”
(see [4]), line 206 from “libogs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]), and
line 1897 from “liboqs/src/kem/RLCE/rlceCode.c” of the “jwagrunner/liboqgs” fork, I

created line 2's code:

Inputted rlceCode.c in the third line with the help of lines 1920, 1975, and 2117 that
contain "OQS_API OQS STATUS" in “libogs/src/kem/RLCE/rlceCode.c”, line 9 of
“liboqgs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) that mentions
"kem_classic_mceliece 348864.c" (see link at end that ends in 4.c), lines 43, 59, and 75
of both links “liboqs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see
[4]) and “libogs/src/kem/classic_mceliece/kem classic_mceliece 348864.c” (see [4]) that

contain "OQS_API OQS_STATUS").

Used “libogs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) to see how OBJECT

was used in line 207 in that source for line 3 below.
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Used line 206 of “libogs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) to help with

line 2 below.

Used code from line 152 of “liboqs/CMakeLists.txt” (see [4]) and lines 208 - 209 in
“libogs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]) for the code for line 4 below;
help with this code also came from line 207 of
“libogs/src/kem/classic_mceliece/CMakeLists.txt” (see [4]), source [17],
“libogs/src/kem/classic_mceliece/pqclean_mceliece8192128f vec/” (see [4]) , source

[18], and source [19].

Result:
¥ main +  libogs / src [ kem [ RLCE | CMakeLists.txt Go to file
e iwagrunner Update CMakeLists.txt Latest commit 39c@8bs on Jul 23 (D History
A1 contributor
7 lines (7 sloc) = 36@ Bytes Raw  Blame 2 ~ B U

1 set(_RLCE_OBIS "*)
2 if (0QS_ENABLE_KEM_rlce_rlcevl)
add_library(RLCE OBJECT reedsolomon.c GaloisField.c fieldPoly.c bta.c list.c fieldMatrix.c sha.c drbg.c rlceCode.c aes.c FFT.c)
target_include_directories(RLCE PRIVATE ${PROJECT_SOURCE_DIR}/src/kem/RLCE)
5 set(_RLCE_OBJS ${_RLCE_OBJS} 3<TARGET_OBJECTS:RLCE>)
6 endif()
7 set(RLCE_OBJS ${_RLCE_OBJS} PARENT_SCOPE)

Fig. 42: CMakeLists.txt within RLCE folder

Step 59: Navigated to “liboqs/CMakeLists.txt” and then clicked on pencil icon in the

bottom right to edit this file.

Step 60: Added the highlighted yellow code below in “liboqs/CMakeLists.txt” (with the

help of lines 125 — 133 below, line 152 itself below (see [4]), and also [9]):



125
126
127
128
128
138
131
132
133
134
135
136
137
138
139
148
141
142
143

149
158
151

152

set{PUBLIC_HEADERS ${PROJECT_SOURCE_DIR}/src/ocgs.h
${PROJECT_SOURCE_DIR}/src/common/common.h
${PROJECT_SOURCE_DIR}/=rc/common/rand/rand.h
${PROJECT_SOURCE_DIR}/src/common/aes/aes.h
$£{PROJECT_SOURCE_DIR}/=rc/common/sha2/sha2.h
§{PROJECT_SOURCE_DIR}/src/common/sha3/sha3.h
${PROJECT_SOURCE_DIR}/src/common/sha3/sha3x4.h
${PROJECT_SOURCE_DIR}/=src/kem/kem.h
£{PROJECT_SOURCE_DIR}/src/sig/sig.h)

i (${00S_EMABLE_KEM BIKE})
set(PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROJECT_SOURCE_DIR}/src/kem/bike/kem_bike.h)
endif()
if (${0QS_ENABLE_KEM_FRODOKEM})
set (PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROIECT_SOURCE_DIR}/src/kem/Frodokem/kem_frodokem.h)
endif()
if (${0QS_EMNABLE_KEM_SIKE} OR £{0QS_ENABLE_KEM_SIDH})
set(PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROIECT_SOURCE_DIR}/src/kem/sike/kem_sike.h)
endif{)
if (${0QS_ENABLE_SIG_PICNIC})
set (PUBLIC_HEADERS ${PUBLIC_HEADERS} %{PROJECT_SOURCE_DIR}/src/sig/picnic/sig_picnic.h)
endif()
FE2EE 0Q5_COPY_FROM_UPSTREAM_FRAGMENT_INCLUDE_HEADERS_START
i(DQS_EMABLE_KEM_CLASSIC_MCELIECE)
set(PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROJECT_SOURCE_DIR}/src/kem/classic_mceliece/kem_classic_mceliece.h)
endif()
if (DQ5_ENABLE_KEM_RLCE)
set (PUBLIC_HEADERS ${PUBLIC_HEADERS} ${PROIECT_SOURCE_DIR}/src/kem/RLCE/rlce.h ${PROJECT_SOURCE_DIR}/src/kem/RLCE/config. k)

Fig. 43: Adding code relating to config.h
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Note: I chose this file because of “include/ogs” mentioned below in the same file (this is

the directory where I see all the .h files when listing the contents of the

“libogs/build/include/ogs” directory after executing “ninja” (see [3] and [4])) and also

that PUBLIC_HEADERS mentioned in line 183 below matches the first

PUBLIC_HEADERS in line 152 above, thus it appears that rlce.h is being copied to

include/ogs in line 183 based on what is shown in [10] with the use of the copy

command. Therefore, I need to do the same for config.h.

151
182

154
185

#Fi#E# 0Q5_COPY_FROM_UPSTREAM_FRAGMENT _INCLUDE_HEADERS_EMND
execute_process (COMMAND S{CMAKE_COMMAND} -E make_directory L{PROJIECT_BIMARY_DIR}/includefogs)

execute_process(COMMAND ${CMAKE_COMMANDY -E copy ${PUBLIC_HEADERS} ${PROJECT_BINARY_DIR}/Includersogs)

configure_file(src/ogsconfig.h.cmake ${PROJECT_BINARY_DIR}/includefoqs/ogsconfig.h)
set({PUBLIC_HEADERS {PUBLIC_HEADERS} &{PROJECT_BINARY_DIR}/include/oqs/ogsconfig.h)

Fig. 44: Lines 181 - 185
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Step 61: Clicked “Commit changes” green button. What I committed:

Update CMakelLists.txt Browse files

¥ main

Wy jwagrunner committed 4 minutes ago  Verified 1 parent @576cal 534403520585450d3e 2100807 e
Showing 1 changed file with 1 addition and 1 deletion. Split  Unified

~ T2 mm CHakeLists. txt (0

c_meelizce/kem_class:

${PUBLTC_HEADER!
- set(PUBLTC_HEADERS ${PUBLTC_HEADER

${PROJECT_SOURCE_DIR}/src/kem/RLCE/r1ce. h)
${PROJECT_SOURCE_DIR}/src/kem/RLCE/rlce. h ${PROJECT_SOURCE_DIR}/src/kem/RLCE/confie.h)

BLE_KENM_HQC)
(PUBLIC_HEADERS ${PUSLIC_HEADERS} ${PROJECT_SOURCE_DIR}/src/kem/ngc/ken_ngc.h)

se

Fig. 45: The Commit

Step 62: Executed the following commands in the AWS Linux terminal (most commands

received from [3] and [4]):

$ rm -r libogs [you usually have to enter “y” twice when you execute this]
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..

$ ninja

$ ninja
akeFiles/co

: expected <°, ©,7 or numeric constant

expected ©;°, ©,’ or numeric constant

expected

Fig. 46: Executed ninja
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Note: It states in [11] that there must be a unique namespace after #define and gives
examples of this. Therefore, “enc” (as shown in the errors above) must be redefined
uniquely.

“enc” will be changed to “encr” in both rlce.h and rlce.c.

Step 63: I then visited “rlce.h”, and then clicked on the pencil icon in the bottom right to
edit this file.

Step 64: Next scrolled down to line 397 (recall error in Step 62), then changed “enc”

below to “encr’:

397 #define enc 4

Fig. 47: “enc” before change

397 #define encr| 4

Fig. 48: “encr” after change

Step 65: Then clicked green button “Commit changes”. What I committed:

Update rice.h Browse files
¥ main

W jwagrunner committed 1 minute ago | Verified 1 parent b72628a  commit d7885dcaclBfaSceb3350ccddcbIaaedBrofEe7l

Showing 1 changed file with 1 addition and 1 deletion. Split Unified

int rlce_decrypt(char® prikey, char* cipher-

Fig. 49: Result of Commit

Step 66: Navigated to “liboqs/src/kem/RLCE/rlce.c”, then clicked on pencil icon in the

bottom right below to edit this file.
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Step 67: Changed line 18 below from “enc” (Fig. 50) to “encr” (Fig. 51)
18 {"enc”, enc},|

b

Fig. 50: Before change to “enc’

18 {"encr", encr},

Fig. 51: After change to “encr”

Step 68: Changed yellow highlighted below (Fig. 52) to now changed yellow highlighted
code (Fig. 53):

42 printf(" ¥s enc RLCE_PUBLIC_KEY_FILE FILE_TO_BE_ENCRYPTEDVn", argv[@1);

Fig. 52: “enc” before change

42 printf(" %s encr] RLCE_PUBLIC_KEY_FILE FILE_TO_BE_ENCRYPTEDWn", argv[@]1};

Fig. 53: “encr” after change

Step 69: Changed yellow highlighted code below (Fig. 54) to now changed yellow

highlighted code (Fig. 55):

76 case enc:

77 if (argc !'=4) {

78 printf("use command: ¥s enc RLCE_PUBLIC_KEY_FILE FILE_TO_BE_ENCRYPTEDA\n", argv[@]);
74 exit(1);

88 H

Fig. 54: “enc” before change



78 case encr:

77 if (argc
78 printf("use command: ¥s Encr1 RLCE_PUBLIC_KEY_FILE FILE_TO_BE_ENCRYPTED.n", argv[@l);
79 exit(l);

Fig. 55: “encr” after change

Step 70: Clicked green “Commit changes” button. What I committed:

Update rlce.c Browse files

£ main

W jwagrunner committed 2 minutes ago | Verified 1 parent d7885dc  commit 515a785fC1e208e4fbSF6311019908d5ea4d60a

Showing 1changed file with 4 additions and 4 deletions. Split  Unified

~ i 8 EEEE src/kem/RLCE/rlce.c (C)

@ -15,7 +15,7 @@ static strvalue t lookuptable[]

15 15 {"genkey128", genkey128 3,

16 16 {"genkey192", genkey192},

17 17 {"genkey256", genkey256},

18 - {"enc”, enc3,
8 -+ nce, encr},

19 19 enenc’, kemenct,

20 20 {"dec", dec}

2n n oy

+ @ -39,7 +39,7 @@ int main (int argc, char *argv[]) {

39 39 printf("  %s genkey192 KEVNAME\n", argv[@1);

0 20 printf("  ¥s genkey256 KEVNAME\n", argv[@1);

a1 1 printf("To encrypt a message using RLCE only, use the commandiin®);

42 - printf("  %s enc RLCE_PUBLIC_KEY_FILE FILE_TO_BE_ENCRYPTED\n", arev[el);
42+ printf("  %s encr ALCE PUBLIC_KEY_FILE FILE_TO_BE ENCRYPTED\n", argv(@l);

43 43 orintf("To encrypt a message using RLCE-AES, use the command:\n");

a2 a4 printf("  %s kemenc RLCE_PUBLIC_KEY_FILE FILE_TO_BE_ENCRVPTEDAN", argv[el);

("To decrypt a message, use the commandi\n’};

a5 a5 printf

@ -73,9 +73,9 @8 int main (int argc, char *argv[l) {



y level 128 was geners

ILE FILE_TO_BE_ENCRYPTED\n", argv[81);

78 . coman nCr RLCE_PUBLIC_KEY_FILE FILE_] ICRYPTED\N", argv[@]);

crypt(@,argvl2],arevi3);

0 comments on commit 815a785 B Lock conversation

Fig. 56: The Commit

Step 71: After commit, execute the following commands:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

u mean EM_new’? [-We

CEM **} make

Fig. 57: Executed ninja

Step 72: Navigated to “libogs/src/kem/RLCE/rlce.h” to edit this file.

Step 73: Changed “1357824” on line 317 (Fig. 58) to “118441” (just as shown on line 2

in [12]) (Fig. 59):

34



317 #define 0Q5_KEM_RLCE_length_public_key 1357824

Fig. 58: RLCE public key size

317  #define OQ5_KEM_RLCE_length_public_key 11814ﬂ

Fig. 59: RLCE public key size after change
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Step 74: Changed “14080” on line 318 (Fig. 60) to “179946” (just as shown on line 1 in

[12]) (Fig. 61):

318 fdefine 0QS_KEM_RLCE_length_secret_key 14838

Fig. 60: RLCE secret key size

318 #define 0Q5_KEM_RLCE_length_secret_key 1?994&

Fig. 61: RLCE secret key size after change

Step 75: Changed “32” on line 320 (Fig. 62) to “64” (Fig. 63):

32a #define OQ5_KEM_RLCE_length_shared_secret 33
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Fig. 62: RLCE shared secret size

328 #define 0Q5_KEM_RLCE_length_shared_secret 54
Fig. 63: RLCE shared secret size after change

Note: “64” was obtained from line 3 in [12] for CRYPTO BYTES. CRYPTO BYTES is
referenced in lines 22, 23, 29 of [13] which helped me with the above step. Line 26 in

that same link is linked to “encaps” method in [14] which helped me with the above step.

Note: Naming of figures stops here due to an exceedingly amount of figures in this

thesis.
Step 76: Changed “240” on line 319

319  #define 0Q5_KEM_RLCE_length_ciphertext 248
to “785™:

319  #define 0Q5_KEM_RLCE_length_ciphertext 785

Note: “785” was obtained from line 4 in [12] for CRYPTO CIPHERTEXTBYTES.
CRYPTO CIPHERTEXTBYTES is referenced in line 24 and 26 in [13], which helped

me figure out the above step to change the value. Line 26 is the encaps method
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mentioned in [14], where the first parameter of “ciphertext” helped me with the above

step.

Step 77: Took lines 322 — 324 below:

316
317
318
319
328
321
322
323
324
325
326

#ifdef OQS_EMAELE_KEM_RCLE

#define
#define
gdefine
#define
0QSs_KEM
005_APT
D5 _APRT
005 _APT
gendif

0Q5_KEM_RLCE_length_public_key 118441

005_KEM_RLCE_length_secret_key 179946

0Q5_KEM_RLCE_length_ciphertext 785

0Q5_KEM_RLCE_length_shared_secret 64

#0Qs_KEM_RLCE_new{void);

0Q5_STATUS int rlce_keypair(int crypto_scheme, char® keyfilename);
0Q5_STATUS int rlce_encrypt(int kem, char* pubkey, char® plainfile);
0Q5_STATUS int rlce_decrypt{char® prikey, char* cipherfile);

and moved them above line 320 below (with extra space in between). Note that I kept all

three “OQS_API OQS_STATUS” untouched and did not move them:

316
317
318
315
3za
321
322
323
324
325
326
327
328
329

int rlc
int rlc
int rlc

e_keyvpair(int crypto_scheme, char® keyfilename);
e_encrypt{int kem, char®* pubkey, char* plainfile);
e_decrypt(char® prikey, char® cipﬂerfile}ﬂ

#ifdef OQS_ENABLE_KEM_RCLE

#define
#define
#define
#define
DOS_KEM
DOS_APT
005_APT
DOS_APT
#endif

DQS_KEM_RLCE_length_public_key 118441
005 KEM_RLCE_length_secret_key 179946
0Q5_KEM_RLCE_length_ciphertext 785
Q5 _KEM_RLCE_length_shared_secret &4
#00Q5_KEM_RLCE_new{woid);

CQ5_STATUS

CQ5_STATUS

0Q5_STATUS
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Step 78: Added line 325 below, using lines 320 — 324. Used line 5 in [12] to help make

this code.

328
321
322
323
324
325

#ifdef OQ5_EMABLE_KEM_RCLE

#define
fdefine
fdefine
#define
#define

0)5_KEM_RLCE_length_public_key 118441
Q5 _KEM_RLCE_length_secret_key 179946
0)5_KEM_RLCE_length_ciphertext 785
005 _KEM_RLCE length_shared_secret &4
005 KEM_RLCE_length_random_bytes 3ﬂ

Step 79: Added the yellow highlighted code below (using the exact code from line 16 in

[15]). Also used lines 322 — 324 (line 316 — 318 after move) of Step 77 to help me with

this code:

327

0Q5_4PT 0Q5_STATUS crypto_kem keyvgenerate{unsigned char #pk, unsigned char *sk);

Step 80: Added blue highlighted code below (using exact code from line 39 in [15]); also

added a semicolon at the end:

328

0Q5_APT CQS_STATUS int crypto_kem_encapsulate{unsigned char *ct,unsigned char *ss5,const unsigned char *pk};

Step 81: Added yellow highlighted below (“int”) since line 16 shows it in [15]:

327 DOS_APT OQ5_STATUS int kryptn_(em_keygererste{ursigned char *pk, unsigned char #*sk};

Step 82: Added blue highlighted code below (exactly as shown in line 60 in [15]); also

added a semicolon at the end:
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320 DQ5_API DQS_STATUS int crypto_kem_decapsulate(unsigned char *ss,const unsigned char #ct,const unsigned char *sk);

Step 83: Decided to remove all the yellow-highlighted “int”’s below:

Before:

327 0QS_API 0Q5_STATUS int |cr;'p‘to_<em_ke5—'gerer‘ste(ursigned char *pk, unsigned char *sk);
328 OQS_APT OQ5_STATUS int crypto_kem_encapsulate(unsigned char #*ct,unsigned char *#ss,const unsigned char *pk)};

z
329 0DQS_API OQ5_STATUS int crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk);

After:

327  0Q5_API 0Q5_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk);
328 DQS_API OQS_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk);
329 0Q5_APT CQS5_STATUS ||:r}-‘pto_kerr_decapsulate(Lnsigre: char *ss,const unsigned char *ct,const unsigned char *sk);

Note: I did the above after seeing line 14 in
“libogs/src/kem/classic_mceliece/kem_classic mceliece.h” (see [4]) and line 43 in

“libogs/src/kem/classic_mceliece/kem_classic mceliece 348864.c” (see [4]).

Step 84: Next clicked “Commit changes” green button. What I committed:



40

Showing 1 changed file with 12 additions and 7 deletions. Split Unified

@ -313,15 +313,20 @ void hashTObytes(unsigned char bytes[], int bSize, unsigned int hash[]);

313 313
314 314 void getPK(RLCE private key t sk, RLCE_public_key t pk);
315 315
316+ ir(int crypto_scheme, char® keyfilename);
317 4+ 4 (int kem, char* pubkey, char* plainfile);
318+ 4 t(zhars prikey, char® cipherfile);
519 -
320 £ 0QS_ENABLE_KEM_RCLE
- #define 0QS_KEM RLCE_length public_key 1357824
318 - #define 00S_KEM RLCE length secret key 14280
319 - #define 0QS_KEM_RLCE_length_ciphertext 248
320 - #define 0QS_KEM RLCE length share et 32
21 o+ EM_RLCE_length_public_key 118441
322+ EM_RLCE_length_secret_key 179946
323 o 4 EM_RLCE length_ciphertext 785
324+ EVM_RLCE_length_shared_secret 64
325+ 4 EM_RLCE length_random bytes 32

321 326 OQS_KEM *0QS_KEM_RLCE_new(void);

322 - 0QS_API 0QS_STATUS int rlce keypair(int crypto scheme, char® Keyfilename)
323 - 0QS_APT 0QS_STATUS int rlce_encrypt(int kem, char® pubkey, char® plainfile);
324 - 0QS_API 0QS_STATUS iRt rlce_decrypt(char® prikey, char® cipherfile);

327+ 0QS_APT 0QS_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char #sk);
328 + 0QS_APT OQS_STATUS crypto_kem_encapsulate(unsigned char “ct,unsigned char *ss,const unsigned char *pk);

329+ 0QS_API 0QS_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk);

338 #e
331
332 4define GFTABLEERR -6

Step 85: Navigated to liboqs/src/kem/RLCE/rlceCode.c, and clicked on pencil icon in the

bottom right to edit this file.

Step 165: Removed #endif from line 2211:
Before:

2211 #endif

After:



Step 86: Added #endif on line 1920 below (yellow-highlighted) and also added a blank

line on line 1919:

1897  #if defined(0Q5_EMABLE_KEM RLCE)

1898

1899  DQS_KEM *0Q5_KEM_RLCE_new() {

1988

1981 CQ5_KEM #*kem = malloc(sizeof(0QS_KEM)};

1982 if (kem == NULL) {

1983 return MWULL;

1984 ¥

1985 kem->method_name = 0QS_KEM_alg RLCE;

1986 kem->alg_version = "}

1987

1988 kem->length_public_key = 0Q5S_KEM_RLCE_length_public_key;
1989 kem->length_secret_key = 0Q5_KEM_RLCE_length_: |
1918 kem->length_ciphertext = 0Q5_KEM_RLCE_length_ciphertext;
1911 kem->1length_shared_secret = 0Q5_KEM_RLCE_length_shared_secret;
1912

1913 kem->keypair = rlce_keypair;

1914 kem->encaps = rlce_encrypt;

1915 kem->decaps = rlce_decrypt;

1916

1917 return kem;

1918

1919

1828 #endif]

Note: Recall Step 50 where I added #endif in “rlceCode.c” . Used
“libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see [4]) to help

me move #endif.

Step 87: Removed “OQS API OQS _STATUS” from line 1922:

Before:

1922  OQS_API OQ5_STATUS int rlce_keypair{int crypto_scheme, char® keyfilename) {

1922 Iin't rlce_keypair(int crypto_scheme, char® keyfilenams) {

41



Step 88: Removed “OQS_API OQS STATUS” from line 1977 below (along with the

extra space in front of it)

Before:

1977  DQS_API OQ5_STATUS int rlce_encrypt{int kem, char® pubkey, char¥ plainfile) {

1977 ﬁnt rlce_encrypt(int kem, char® pubkey, char#® plainfile)} {

Step 89: Removed “OQS_API OQS STATUS” from line 2119 below (along with the

extra space in front of it)
Before:

2119  0Q5_APTI 005 _STATUS int rlce_decrypt{char® prikey, char* cipherfile) {

2119 ﬁnt rlce_decrypt(char* prikey, char® cipherfile) {

42

Step 90: Copied lines 16 to 37 below which is from [15] (used crypto_kem keygenerate

below to match to “keypair” in [14]):
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16 - int crypto_kem_keygenerate{unsigned char *pk, unsigned char *sk) {

17 = unsigned char seed[ CRYPTO_RANDOMBYTES];

18 - randombytes(seed, CRYPTO_RANDOMBYTES);

19 - return crypto_kem_keygenerate_KAT(pk,sk, (const unsigned char *) seed);

20 - B

21 -

22 - int crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {
23 - int ret;

24 - unsigned int para[PARASIZE];

25 = ret=getRLCEparameters(para, CRYPTO_SCHEME, CRYPTO_PADDING);

26 - if (ret<@) return ret;

27 - RLCE_private key_t RLCEsk=RLCE_private_key_init(para);

28 - RLCE_public_key_t RLCEpk=RLCE_public_key_init{para);

29 = unsigned char nonce[ ]={8x5e,8x7d,8x69,8xel,dx87,8x57,0x7b, 8x04,8x33 , 8xee, Oxed, Oxea, Oxbo, Bxf7,0x77,0x31};
38 - ret=RLCE_key_setup({unsignsd char *)randomness, CRYPTO_RANDOMBYTES, nonce, 16, RLCEpk, RLCEsk);
31 - if (ret<@} return ret;

32 - unsigned int sklen=CRYPTO_SECRETKEYBYTES;

33 - unsigned int pklen=CRYPTO_PUBLICKEYBYTES;

34 - ret=pk2B(RLCEpk,pk,&pklen);

35 - ret=sk2B(RLCEsk,sk,&sklen);

36 = return ret;

37 -3

then pasted it all at line 1920 back in libogs/src/kem/RLCE/rlceCode.c:

1928 int crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk) {

1921 unsigned char seed[CRYPTO_RANDOMBYTES];

1922 randombytes({seed, CRYPTO_RANDOMBYTES);

1923 return crypto_kem_keygenerate_KAT{pk,sk, (const unsigned char *) seed);

1924  }

1925

1926 int crypto_kem_keygenerate_KAT{unsigned char *pk, unsigned char *sk, cocnst unsigned char *randomness) {
1927 int ret;

1928 unsigned int para[PARASIZE];

1929 ret=getRLCEparameters(para, CRYPTO_SCHEME ,CRYPTO_PADDING) ;

1938 if {ret<@) return ret;

1931 RLCE_private_key_t RLCEsk=RLCE_privete_key_init(para);

1932 RLCE_public_key_t RLCEpk=RLCE_public_key_init(para};

1933 unsigned char nonce[ ]={@x5e,@x7d,@x69,8xel,@x87,0x57,8x7h,8x04,0x33, Bxee, Oxed, Bxea, Bxbd, 8xf7,0x77,0x313;
1934 ret=RLCE_key_setup{(unsigned char *)randomness, CRYPTO_RANDOMBYTES, nonce, 16, RLCEpk, RLCEsk);
1935 if {ret<@) return ret;

1936 unsigned int sklen=CRYPTO_SECRETKEYBYTES:

1937 unsigned int pklen=CRYPTO_PUBLICKEYBYTES;

1938 ret=pk2B{RLCEpk,pk,&pklen);

1939 ret=sk2B{RLCEsk,sk,&sklen);

1948 return ret;

1941

1943

1243 #endif

Step 91: Copied lines 39 to 58 of [15] (matched crypto_kem_encapsulate below to encaps

in [14]):



39
40
41
4
43

45
a6
a7
a3
43
50
51
52
53
54
55
56
57
58

- int crypto_kem_encapsulate{unsigned char *ct,unsigned char *ss,const unsigned char #*pk) {
= unsigned char seed[CRYPTO_RANDOMBYTES];
- randombytes(seed, CRYPTO_RANDOMBYTES);

- return crypto_kem_encapsulate KAT(ct,ss,pk, (const unsigned char*)seed);

- int crypto_kem_encapsulate_KAT(unsigned char *ct,unsigned char #*ss,

- const unsigned char *pk,const unsigned char *randomness)

-~

- int ret;

- RLCE_public_key_t RLCEpk=B2pk{pk, CRYPTO_PUBLICKEYBYTES);

- if (RLCEpk==NULL) return -1;

- unsigned long long RLCEmlen=RLCEpk->»paral6];

- unsigned char *message=calloc{RLCEmlen, sizeof(unsigned char));

- memcpy(message, ss, CRYPTO_BYTES);

= unsigned long long ctlen=CRYPTO_CIPHERTEXTBYTES;

= unsigned char nonce[1];

- ret=RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,CRYPTO_RANDOMBYTES,nonce,®,RLCEpk,ct,&ctlen);
- free{message);

= return ret;

and pasted it at line 1943 at liboqs/src/kem/RLCE/rlceCode.c:

1943
1544
15945
15946
1947
1948
159459
1958
1951
1952
1953
1954
1955
1956
1957
1958
1959
1968
1961
1962

int crypto_kem_sncapsulate(unsigned char *ct,unsigned char *ssz,comst unsigned char *pk) {

unsigned char seed[CRYPTO_RANDOMBYTES];
randombytes(seed, CRYPTO_RANDOMBYTES):
return crypto_kem_encapsulate_KAT(ct,ss,pk,{const unsigned char*)seed);

int crypto_kem_encapsulate_KAT{unsigned char *ct,unsigned char *ss,

const unsigned char *pk,const unsigned char *randomness) {
int ret;
RLCE_public_key_t RLCEpk=B2pk(pk, CRYPTO_PUBLICKEYEYTES);
if (RLCEpk==NULL) return -1;
unsigned long long RLCEmlen=RLCEpk-»paral6];
unsigned char *message=calloc(RLCEmlen, sizeof({unsigned char)});
memcpy{message, 55, CRYPTO_BYTES);
unsigned long long ctlen=CRYPTO_CIPHERTEXTBYTES;
unsigned char nonce[1];
ret=RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,CRYPTO_RANDOMBYTES,nonce,d,RLCEpk,ct,&ctlen);
free(message);
return ret;
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Step 92: Copied lines 60 to 70 in [15] (matched crypto_kem decapsulate below to decaps

in[14]):



68 - int crypto_kem_decspsulste{unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {
61 - int ret;

62 - RLCE_private key t RLCEsk=B2sk{sk, CRYPTO_SECRETKEYBYTES);

63 - if (RLCEsk==MULL) return -1;

64 - unsigned char message[RLCEsk-»para[6]];

65 - unsigned long long mlen=RLCEsk->para[6];

66 - ret=RLCE_decrypt((unsigned char *)ct,CRYPTO_CIPHERTEXTBYTES,RLCEsk,message,&mlen);
67 - if (ret<@) return ret;

68 - memcpy(ss, message, CRYPTO_BYTES);

69 - return ret;

70 - i

and pasted it at line 1964 of liboqs/src/kem/RLCE/rlceCode.c :

1964  int crypto_kem_decapsulate(unsigned char #ss,const unsigned char *ct,const unsigned char *sk) {
1965 int ret;

1966 RLCE_private_key_t RLCEsk=B2sk(sk, CRYPTO_SECRETKEYBYTES);

1967 if (RLCEsk==NULL) return -1;

15968 unzigned char meszage[RLCEzsk->paral6]];

1569 unsigned long long mlen=RLCEsk-»para[&];

167@ ret=RLCE_decrypt((unsigned char *)ct,CRYPTO_CIPHERTEXTBYTES,RLCEsk,message,&mlen);
1871 if {ret<®) return ret;

1972 memcpy(ss, message, CRYPTO_BYTES);

1573 return ret;

1974

Note: I inputted all code in Steps 90 — 92 in between the #if at line 1897 and #endif
(which is now at line 1976), just as all functions of encaps, decaps, and keypairs
(originally defined in [14]) are defined between “#if” (on line 7) and “#endif” in

“libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see [4]) .

Step 93: Added “OQS_API OQS_STATUS” in line 1920 below:

1928 0QS_API OQ5_STATUS ﬁﬂt crypto_kem_keygenerate({unsigned char *pk, unsigned char *sk) {

45
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Step 94: Added “(OQS_STATUS)” in line 1923 below (yellow highlighted):

1928 0Q5_API OQ5_STATUS int crypto_kem_keygenerate{unsigned char *pk, unsigned char #sk) {
1921 unsigned char seed[CRYPTO_RAMDOMBYTES];
1922 randombytes(seed, CRYPTO _RANDOMEYTES):
1923 return (DQS_STATUS) krypto_kem_keygensrate KAT(pk,sk, (const unsigned char *) seed);

1924

Note: Used lines 26, 38, 43, 48, and 57 of
“libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” (see [4]) for the
above steps of Step 93 and 94; also used lines 26 and 49 of
“liboqgs/src/kem/kyber/kem_kyber 512.c” (see [4]); and finally line 14 of

“libogs/src/kem/kyber/kem_kyber.h” (see [4]).

Step 95: Inputted “OQS API OQS STATUS” into line 1943 below (yellow highlighted)
(used line 27 and 59 of
“libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see [4]) for

inputting code into this step):

1943 0Q5_API OQ5_STATUS li'1t crypto_kem_encapsulate(unsigned char *ct,unsigned char *=z,const unsigned char *pk) {

Step 96: Inputted “(OQS_STATUS)” into line 1946 below (yellow highlighted) (used

lines 59, 64, and 73 of
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“liboqgs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” (see [4]) to input

code into this step):

1943 DQS_API OQ5_STATUS int crypto_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk) {

1944 unzigned char seed[CRYPTO_RAMDOMBYTES];

1945 randombytes(seed, CRYPTO_RANDOMBYTES);

1946 return (0QS_STATUS) c';\-':t:-_lr.em_er:ep;L'_Ie‘te_‘;_&‘-:c-_Jss,:k,-:c-:rs-_ unsigned char#)seed);
1947 3

Step 97: Inputted “OQS API OQS STATUS” into line 1964 below (yellow highlighted)
(using the help of lines 7, 75, and 91 of

“libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” (see [4]))

1964 0QS_API DQ5_STATUS int crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *#sk) {

Step 98: Added “(OQS_STATUS)” in line 1973 below (see yellow highlighted) (Used
lines 75, 80, and 89 of
“libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see [4]) to help

inputting the code):

1964 0Q5_API 0QS_STATUS int crypto_kem_decapsulate{unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {
1965 int ret;

1966 RLCE_private_key_t RLCEsk=B2sk(sk, CRYPTO_SECRETKEYBYTES);

1967 if (RLCEsk==NULL) return -1;

1968 unsigned char message[RLCEsk-»para[6]];

1969 unsigned long long mlen=RLCEsk->para[6];

157a ret=RLCE_decrypt({(unsigned char *}ct,CRYPTO_CIPHERTEXTEYTES,RLLEsk,message,&mlen);
1971 if (ret<®) return ret;

1972 memcpy (55, message, CRYPTO_BYTES);

1973 return (DQS_STATUS) fet;

1974

Step 99: Removed “int” from line 1964 below (see yellow highlighted):



Before:

1964  OQ5_API 0Q5_STATUS int| crypto_kem_decapsulate{unsigned char *zs,const unsigned char *ct,const unsigned char *sk) {

After:

1964  DQS_API 0Q5_STATUS crypto_kem_decapsulate({unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {

Step 100: Removed “int” from line 1943 below (see yellow highlighted):

Before:

1943 DQS_API 0QS_STATUS int| crypto_kem_encapsulste(unsigned char *ct,unsigned char *ss,const unsigned char =pk)} {

0Q5_APT CQS_ST.i'.TUS| crypto_kem_sncapsulate{unsigned char *ct,unsigned char *ss,const unsigned char *pk) {

Step 101: Removed “int” from line 1920 below (see yellow highlighted)

Before:

1928  0QS5_APT 0Q5_STATUS int| crypto_kem_kevgenerate{unsigned char *pk, unsigned char *sk) {
After:

1928  0QS_API I:-QS_ST.I'.TUS| crypto_kem_keygenerate(unsigned char #pk, unsigned char ®sk) {

Step 102: Copied lines 8 to 14 in [15]:
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8 a— void randombytes{unsigned char *x,unsigned long long xlen) {

9 = unsigned char r[]={@xae,8x7e,@xbe,@xd5,8x29,0x71,8xf5,8xeb,0x32,8xe5,0xb2,0x14,8x44,0x75,8x87 ,0x85,
1@ - @xde,Bx81,0x65,0x95,0xad,@x2c ,@xbe,Bx80,0xa2 ,0x09 ,8xc8,@xf8,0xab,0x84,0xb5 ,0x46,
1 = 8x67,8x56,8x%27,0xef,BxE6,Bxaa,0x2e,8x7d,8x70,8x29,Bxal, 0x52,8xbE, 0x08, Bx87 ,0x2F} ;
12 - memcpy(x, r, xlen);

13 = return;

14 -3

And pasted them at line 1897 at liboqs/src/kem/RLCE/rlceCode.c:

1837  void randombytes(unsigned char *x,unsigned long long xlen) {

1898 unsigned char r[]={8xae,Bx7e,8xbe,8xB6,8x29,8x71, 8xf5, Bxeb, Bx32,Bxe5, Bub2, Bxld, Budd , Bx75, Bx@7,BxE5,
1899 @xde,@8x81,8x65,8x95,8xad,8x%2¢c,8xbe, 8180 ,8xa2 ,8x09,8x%c 8,858, 8xab, x84, Ax05 ,8xd6,
1988 BxE7,8x56,8x27 ,8xef,0x86,0xa8,0x2e,0x7d,0x70,0x209,8xal,0x52 ,0x0E,0x00 , 8xE87 ,8x2T};

1981 memcpy{x, r, xlen);

1982 return;

19a3

194

19 #if defined(00QS_ENABLE_KEM_RLCE)

(-~
i

Step 103: Replaced “rlce_keypair” in line 1921 with “crypto_kem keygenerate” (used
line 1928 from same file being edited (libogs/src/kem/RLCE/rlceCode.c), lines 26 and 43
from “libogs/src/kem/classic_mceliece/kem classic mceliece 8192128f.c” (see [4]) to

help me add this code):

Before:

1821 kem->keypeir = rlce_keypalir;

1921 kem-xkeypair = cr;ptn_<em_keygereretﬂ;

Step 104: Replaced “rlce_encrypt” in line 1922 with “crypto_kem encapsulate” (used

line 1951 from same file being edited (libogs/src/kem/RLCE/rlceCode.c), lines 27 and 59
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from “libogs/src/kem/classic_mceliece/kem classic mceliece 8192128f.c” (see [4]) to

help me add this code):
Before:
1522 kem-*encaps = rlce_sncrypt;
After:
1922 kem->encaps = crypto_kem_encapsulatef;

Step 105: Replaced “rlce_decrypt” in line 1923 with “crypto_kem decapsulate” (used
line 1972 from same file being edited (libogs/src/kem/RLCE/rlceCode.c), lines 28, 75,
89, and 91 from “libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c”

(see [4]) to help me add this code):

Before:
1823 kem->decaps = rlce_decrypt;
After:
1923 kem->decaps = crypto_kem_decapsulate);

Step 106: Next went to file being edited and clicked on “Commit changes”. What I

committed:



Update riceCode.c
¥ main

W jwagrunner committed 4 minutes ago | Verified 1 parent 8677898

Showing 1 changed file with 73 additions and 7 deletions.

1894
1895
1896

1897
1898
1899

1919
1911
1912
1913

1914
1915

1916
1917
1918
1918
1920

1894
1895
1896
1897
1398
1599
1900
1991
1992
1993
1902
1905
1906
1907

1913
1919
1920

1921
1922
1923
1922
1925
1926

src/kem/RLCE/rlceCode.c [0

@@ -1894,6 +1894,14 @@ void getPK(RLCE private key_t sk, RLCE_public_key_t pk) {

matrix_copy(sk->G, pk-6);

+ void randombytes(unsigned char *x,unsigned long long xlen) {

+  unsigned char r[]-{8xae,@x7e,@xbe,8x05,0x29,0x71,8XF5 , Oxeh, 0x32,8xe5, Oxb2, 0X14,@x44,0X75, 8X07, OXB5,
+ Bxde, xB1,8X65, 8x95, 0xad, B2 ,@xbe, BxB8, 0Xa2, 0%09, BXC8, OXF8, Oxab, 8XB4, Bxb5, 046,
+ X67,0%56,8X27, BXeF, 056, Bxaa, Bx2e , Bx7d, 0X78, 0329, BXal, 8X52, BXbE, 8X00, 6X87 , 0X2F )5
+  memcpy(x, r, xlen);

+  return;

#if defined(CQS_ENABLE_KEM_RLCE)

0Q5_KEM *0Q5_KEM_RLCE_new() {
€@ -1918,14 +1918,72 8@ 0QS_KEM *0QS_KEM_RLCE_new() {

kem->length_ciphertext = 0QS_KEM_RLCE_length_¢

iphertext;
kem->length_shared_secret = 0QS_KEM_RLCE_length_shared_secret;

- kem->keypair = rlce_keypair;

Browse files

commit b2ffIcc6fCObFESEgeAlebTeIFelcdlbaoReaSFd

Split

Uni

- kem-3encaps = rlce_encrypt;
- kem->decaps = rlce decrypt;

+ ken- >keypai

crypto_kem_keygenerate;
+ kem->encaps = Crypto_kem_encapsulate;

- ken->decaps = crypto_kem_decapsulate;

return kem;

10279

1928
1929
1939
1931
1932
1933
1934
1935
1936
1937
1938
1939
1949
1941
1942
1943

1945

1946
1947
1945
1949
1950
1951
1952
1953
1954
1955

1956
1957
1958
1959
1960
1961
1962
1963
1964
1965

1966
1967
1968
1969

1970

1971

1972

1973

- 0QS_APT OQS_STATUS int rlce_keypair(int crypto_scheme, char= keyfilename) {

+ 0QS_APT 0QS_STATUS crypto_kem_keygenerate(unsigned char =pk, unsigned char *sk) {

+  unsigned cher seed[CRYPTO_RANDOMBYTES];

+  randembytes(seed, CRYPTO_RANDOMBYTES);

+ return (0QS_STATUS) crypto_kem_keygenerate_KAT(pk,sk, {(const unsigned char *) seed);

)

+

+ int crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {
+  dnt ret;

+  unsigned int para[PARASIZE];

+  ret=getRLCEparameters(para,CRYPTO_SCHEME , CRYPTO_PADDING) ;

+  if (ret<®) return ret;

+  RLCE private key_t RLCEsk=RLCE private_key_init(para);

+  RLCE_public_key t RLCEpk=RLCE public_key_init(para);

+ unsigned char nonce[]={8x5e,Bx7d,8x69,@xe1,Bx87,0x57, Bx7b, 004, 0x33, Oxee, Oxe8, Bxea, 8xb9, 0% F7,8%77, Bx31};
+  ret=RLCE key_setup({unsigned char *)randomness, CRYPTO_RANDCMBYTES, nonce, 16, RLCEpk, RLCEsk);

+  if (ret<@) return ret;

+  unsigned int sk1en-CRYPTO_SECRETKEYBYTES;

+  unsigned int pklen=CRYPTO_PUBLICKEYBYTES;

+  ret=pk28(RLCEpK,pk,&pklen);

+  ret=sk28(RLCEsk,sk,dsklen);

+  return ret;

+ 3

2

+ 0QS_API 0QS_STATUS crypte_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk) {
+ unsigned char seed[CRYPTO_RANDOMBYTES];

+  randembytes(seed, CRYPTO_RANDOMBYTES);

+  return (0QS_STATUS) crypto_kem_encapsulate_KAT(ct,ss,pk, (const unsigned char®)seed);

+ 3

2

+ int crypto_kem_encapsulate KAT(unsigned char *ct,unsigned char *ss,

- const unsigned char *pk,const unsigned char *randomness) {
+ int ret;

+  RLCE_public key t RLCEpk=B2pk{pk, CRYPTO_PUBLICKEYEYTES);

+  if (RLCEpk==NULL) return -1;

+ unsigned long long RLCEmlen=RLCEpk->paral61;

+ unsigned char *messag

alloc(RLCEmlen, sizeof(unsigned char));

+  memcpy(message, ss, CRYPTO_EYTES);

+  unsigned long long ctlen=CRYPTO CIPHERTEXTEVTES;

+ unsigned char nonce[1];

+  ret=RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,CRYPTO_RANDOMEYTES, nonce,@,RLCEpK, ct,&ctlen);
+  free(message);

+  return ret;

=]

+ 0QS_APT 0QS_STATUS crypto_kem cecapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {
+  int ret;

51
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+  RLCE_private_key_t RLCEsk=B2sk(sk, CRYPTO_SECRETKEYBYTES);
1975« LL) return -1;
1976+ char message[RLCEsk->paral61]3
1977+ long long mlen=RLCEsk->para[6];
1978+  ret=RLCE_de (unsigned char *)ct,CRYPTO_CIPHERTEXTBYTES,RLCEsk, message,&mlen);
1979 +  if (ret<s) re ret;
1980« s, message, CRYPTD_BYTES);
1981 + n (0QS_STATUS) ret;
1982 +}
1983 +
1982+ genaif
1985+
1886+ int rl t crypto_scheme, char® keyfilename) {
1921 1987 int ret, i, random;
1922 1988 it para[PARASIZE];

1923 1989 LCEparameters(para,crypto_scheme, CRYPTO_PADDING) ;

: @@ -1972,7 +2038,7 @@ int endsWith{const char *str, const char *suffix){
1972 2038 return stremp(str + lenstr - lensuffix, suffix) == 8;
1973 2039 3
1974 2040
1975 - OOS5_APT OQS_STATUS int rlce encrypt(int kem, char* pubkey, char® plainfile) {
2041+ int ric ypt(int kem, char* pubkey, char* plainfile) {

1976 2042 int re
1977 2843 int hex=
1978 2044 unsigned int filelen;
: @@ -2114,7 +21808,7 @@ 0QS_API 0QS_STATUS int rlce_encrypt(int kem, char* pubkey, char® plainfile) {
2114 2180 return ret;
s @
2116 2182
2117 - DQS_APT 0QS_STATUS int r- crypt(char® prikey, char* cipherfile) {
2183+ int rlc ryp char® cipherfile) {
2118 2184 int hex=:
a9 2185
2120 2186 ALCE_private_key_t sk;
: @@ -2208,4 +2274,4 @@ 0QS_API 0QS_STATUS int rlce_decrypt(char* prikey, char® cipherfile) {
2208 2274 return @;
2209 2275 ¥
2218 2276
2211 - #endif
2277+

Step 107: Navigated to “libogs/src/kem/RLCE/rlceCode.c” and then clicked on pencil

icon in the bottom right to edit this file.

Step 108: Changed CRYPTO PUBLICKEYBYTES on line 1945 to
OQS_KEM RLCE length public key (Used Step 73 to help with adding this code along

with line 2 in [12]):
Before:

1945 unsigned int pklen=CRYPTO_PUBLICKEYBYTES;
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After:

1945 unsigned int pklen=005_KEM_RLC E_'.E"lg'th_:ubli:_ke_',-i_'.

Step 109: Changed CRYPTO PUBLICKEYBYTES on line 1960 to

OQS_KEM RLCE length public key (just as done in the previous step):

Before:
1968 RLCE_public_key_t RLCEpk=B2pk{pk, CRYPTO_PUBLICKEYBYTES);
After:
1968 RLCE_public_keyv_t RLCEpk=B2pk{pk, DQS_KE!-'._?LCE_le1gth_:ubli:_ke_',-'];|

Step 110: Changed “CRYPTO_SECRETKEYBYTES” in line 1944 to

“OQS_KEM RLCE length secret key” (Used Step 74 and line 1 in [12] to help with

adding this code):
Before:

144 unsiened Int skien- I
After:

1944 unsigned int sklen=005_KEM_RLCE_length_sec "‘E'T._kE_',-i_'..
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Step 111: Changed “CRYPTO_SECRETKEYBYTES” in line 1974 to

“OQS_KEM RLCE length secret key” (just as done in the previous step):

Before:
1974 RLCE private key t RLCEsk=B2sk(sk, CRYPTO SECRETKEYBYTES);
After:

1974 RLCE_private_key_t RL{Esk=B2sk{sk, 0Q5_KEM_RLCE_length_secret_key|);

Step 112: Changed “CRYPTO _BYTES” on line 1964 to

“OQS_KEM RLCE length shared secret” (Step 75 and line 3 in [12] was used to help

with adding the code):
Before:
1964 memcpy (message, ss, CRYPTO_BYTES);
After:
1964 memcpy(message, ss, 0Q5_KEM_RLCE_length_shared_secret);

Step 113: Changed “CRYPTO_BYTES” on line 1980 to

“OQS_KEM RLCE length shared secret” (just as done in the previous step)
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Before:
198@ memcpy(ss, message, CRYPTO_BYTES);
After:
1988 memcpy (55, message, CQS_{EH_RLCE_leﬂg:k_srared_se:’Eﬂ};

Step 114: Changed “CRYPTO_CIPHERTEXTBYTES” on line 1978 to
“OQS_KEM RLCE length ciphertext” (Used Step 76 and line 4 in [12] to help adding

this code):

Before:

1978 ret=RLCE_decrypt({unsigned char *=)ct,CRYPTC_CIPHERTEXTBYTES,RLCEsk,message,&mlen);
After:

1978 ret=RLCE_decrypt{{unsigned char *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);

Step 115: Changed “CRYPTO_CIPHERTEXTBYTES” on line 1965 to

“OQS_KEM RLCE length ciphertext” (just as done in the previous step):

Before:

1965 unsigned long long ctlen=CRYPTO_CIPHERTEXTEYTES;
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After:

1965 unsigned long long ::1er=EQ5_{EH_RLCE_1e1g:r_:i3re*tex:h

Step 116: Changed “CRYPTO_RANDOMBYTES” on line 1929 to

“OQS_KEM RLCE length random bytes” (Used Step 78 and line 5 in [12] to help add

this code):
Before:
1929 unsigned char seed[CRYPTO_RANDOMEYTES];
After:
1929 unsigned char SEEJ[DQE_KE”_Q_C5_151gt1_’ardar_byteﬂ:;

Step 117: Changed “CRYPTO_RANDOMBYTES” on line 1930 to

“OQS_KEM RLCE length random bytes” (just as the previous step):

Before:

1938 rendombytes(seed, CRYPTO_RANDOMBYTES);

After:



1930 reandombytes(seed, OQ5_KEM_RLCE_lengt h_r*an:u:um_l:u}ftest- H

Step 118: Changed “CRYPTO RANDOMBYTES” on line 1942 to

“OQS_KEM RLCE length random bytes” (just as done in the previous step):

Before:

1942 Te:fﬁLCE_<ey_seth((ur5igned char *)randomness, CRYPTO_RANMDOMBYTES, nonce, 16, RLCEpk, RLCEsk);
After:

1":‘4? 'I'e_—_TQL\'.ZETfe:.f_.seth((%.lrsigned char *)randomness, 0QS_KEM_RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);

Step 119: Changed “CRYPTO_RANDOMBYTES” below on lines 1952 and 1953:

1952 unsigned char seed[CRYPTO_RANDOMBYTES];
1953 randombytes(seed, CRYPTO_RANDOMBYTES);

to “OQS_KEM RLCE length random_ bytes” (just as done in the previous step):

1952 unsigned char seed[0Q5_KEM_RLCE_length_random_bytes];
1953 rendombytes(sesd, 0Q5_KEM_RLCE_length_random_bytes|);

Step 120: Changed “CRYPTO_RANDOMBYTES” on line 1967 to

“OQS_KEM RLCE length random bytes” (just as done in the previous step):

Before:

1967 ret=ALCE_encrypt(message,RLCEmlen, (unsigned char #)randomness,CRYPTO_RAMDOMBYTES,nonce,®,RLCEpk,ct,&ctlen);
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After:

1967 ret=RLCE_encrypt(message,RLCEmlen, {unsigned char *)randomness,DQS_KEM_RLCE_length_random_bytes|,nonce,®,RLCEpk,ct,&ctlen);

Step 121: Next clicked “Commit changes”. What I committed:

Update riceCode.c Browse files
P main
W jwagrunner committed 2 minutes ago | Verified 1 parent b2ff9cc  commit 82eeS468609fab@3@p5e29a@cabdbss8a1b7afeel
Showing 1 changed file with 14 additions and 14 deletions. Split | Unified
+ i 23 EEEE src/kem/RLCE/rlceCode.c [J
oH @ -1926,8 +1926,8 @ 0QS_KEM *DQS_KEM_RLCE_new() {
1926 1926 T
1927 1927
1928 1928 0Q5_API OQS_STATUS crypto_kem_keygenerate{unsigned char *pk, unsigned char *sk) {
1929 - unsigned char seed[CRYPTO_RANDOMBYTES];
1330 - randombytes(seed, CRYPTO_RANDOMBYTES);

1929 + unsigned char seed[0QS_KEM RLCE_length_random_bytes];
1938 + randombytes(seed, O0QS_KEM_RLCE_length_random_bytes);

1931 1931 return {0Q5S_STATUS) crypto_kem_keygenerate_KAT(pk,sk, {const unsigned char #) seed);
1932 1932 T
1933 1933

e @8 -1939,45 +1939,45 @@ int crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char *sk, const unsig
1939 1939 RLCE_private_key_t RLCEsk=RLCE_private_key_init({para);
1948 1948 RLCE_public_key_t RLCEpk=RLCE_public_key_init(para);
1941 1941 unsigned char nonce[ ]={@x5e,8x7d,8x69,8xel, 887 ,08x57,0x7b, x84, 8x33,8xee, Oxel, Bxea, B0xb0, 87,8577 ,0x31};
1942 = ret=RLCE_key_setup({unsigned char *)randomness, CRYPTO_RANDOMBYTES, nonce, 16, RLCEpk, RLCEsk};

1942 4+ ret=RLCE_key_setup({unsigned char *)randomness, 0QS_KEM_RLCE_length random bytes, nonce, 16, RLCEpk, RLCEsk);

1943 1943 if (ret<@) return ret;

1944 = unsigned int sklen=CRYPTO SECRETKEYBYTES;



1945 = unsigned int pklen=CRYPTO_PUBLICKEYBYTES;
1944 +  unsigned int sklen=005_KEM_RLCE_length_secret_key;
1945 + unsigned int pklen=00QS_KEM_RLCE_length_public_key;
1946 1946 ret=pk2B8(RLCEpk,pk,&pklen);
1947 1947 ret=sk2B(RLCEsk,sk,&sklen);
1948 1948 return ret;
1949 1949 3
1958 1958
1951 1951 0Q5_API 0Q5_STATUS crypto_kem_sncapsulate{unsigned char *ct,unsigned char *ss,const unsigned char *pk) {
1952 - unsigned char seed[CRYPTO_RANDOMBYTES];
1953 - randombytes(seed, CRYPTO_RAMDOMBYTES);
1952 + unsigned char seed[0QS_KEM_RLCE_length_random_bytes];
1953  + rendombytes(seed, OQ5_KEM_RLCE_length_random_bytes);
1954 1954 return {(0Q5_STATUS) crypto_kem_encapsulate_KAT(ct,ss,pk, (const unsigned char*)seed);
1955 1955 1
1956 1956
1957 1957 kem_encapsulate KAT(unsigned char *ct,unsigned char #*ss,
1958 1958 const unsigned char *pk,const unsigned char *randomness) {
1959 1959 int ret;
1968 - RLCE_public_key_t RLCEpk=B2pk{pk, CRYPTO_PUBLICKEYBYTES);
1968 + RLCE_public_key_t RLCEpk=B2pk{pk, 0QS_KEM_RLCE_length_public_key);
1961 1961 if (RLCEpk==NULL) return -1;
1962 1962 unsigned long long RLCEmlen=RLCEpk->paral[6];
1963 1963 unsigned char *message=calloc({RLCEmlen, sizeof{unsigned char));
1964 - memcpy(message, ss, CRYPTO_BYTES);
1965 = unsigned long long ctlen=CRYPTO_CIPHERTEXTBYTES;
1964 4+ memcpy (message, ss5, OQS_KEM_RLCE_length_shared_secret):
1965 + unsigned long long ctlen=0Q5_KEM RLCE_ length_ciphertext;
1966 1966 unsigned char nonce[1];
1967 = ret=RLCE_encrypt(message,RLCEmlen, {unsigned char *)randomness,CRYPTO_RANDOMBYTES,nonce,®,RLCEpk,ct,&ctlen);
1967 + ret=RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,D05 KEM RLCE length_random_bytes,nonce,®,RLCEpk,ct,&ctlen);
1968 1968 free{message);
1969 1969 return ret;
1978 1970 H
1971 1971
1972 1972 0Q5_API 0QS_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {
1973 1973 int ret;
1974 - RLCE_private_key t RLCEsk=B2sk(sk, CRYPTO_SECRETKEYBYTES);

1979

1938

1981
1382
1983

1978+
1979
1980+
1981
152 3
1983

RLCE_private_key t RLCEsk=B2sk(sk, OQS_KEM RLCE_length_secret_key);

if (RLCEsk==MULL) return -1;

unsigned char message[RLCEsk->para[6]];

unsigned long long mlen=RLCEsk->para[6];

ret=RLCE_decrypt((unsigned char *)ct,CRYPTO_CIPHERTEXTBYTES,RLCEsk,message,&mlen);
ret=RLCE_decrypt(({unsigned char *)ct,0Q5_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);
if (ret<@) return ret;

memcpy(ss, message, CRYPTO BYTES);

memcpy(ss, message, 0Q5_KEM RLCE length_shared_secret);

return (0Q5_STATUS) ret;

59

Step 122: Next navigated to liboqs/src/kem/RLCE/rlce.h, then clicked on the pencil icon

to edit this file.
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Step 123: Inputted the exact code from line 1934 of “rlceCode.c” (except for the bracket

“{””) into line 330 below (and added a semicolon) (also used line 127 in [16] to check

this):

329

#ifdef OQ5_EMAELE_KEM_RCLE

#define OQ5_KEM_RLCE_length_public_key 118441

#define 0OQ5_KEM_RLCE_length_secret_key 179946

#define OQ5_KEM_RLCE_length_ciphertext 785

#define OQ5_KEM_RLCE_length_shared_secret &4

#define 0Q5_KEM_RLCE_length_random_bytes 32

DQS_KEM *00Q5_KEM_RLCE_new(void);

005_APT OQ5_STATUS crypto_kem_keygenerate{unsigned char #pk, unsigned char *sk);

0Q5_API 0Q5_STATUS crypto_kem_encapsulate{unsigned char *ct,unsigned char #ss,const unsigned char *pk);
005_API 0Q5_STATUS crypto_kem_decapsulate{unsigned char *ss,const unsigned char *ct,const unsigned char #sk);

int crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness};|
#endif

Step 124: The exact code from line 1957 of “rlceCode.c” (except for curly bracket “{”) ,

was inputted into line 331 below (and added a semicolon at the end) (line 129 in [16] was

used to cross check this code):

320
321
322
323
324
325
326
327
328
329
338
331
332

#ifdef OQS_EMABLE_KEM_RCLE

#define
#define
#define
#define
#define
0QS_KEM
0Q5_APT
005_4PT
005_4PT

0Q5_KEM_RLCE_length_public_key 115441

0Q5_KEM_RLCE_length_secret_key 179946

0Q5_KEM_RLCE_length_ciphertext 785

0Q5_KEM_RLCE_length_shared_secret 64

0Q5_KEM_RLCE_length_random_bytes 32

*0QS_KEM_RLCE_new{void);

OQ5_STATUS crypto_kem keygenerate(unsigned char *pk, unsigned char *sk);

OQ5_STATUS crypto_kem_encapsulate(unsigned char #*ct,unsigned char #ss,const unsigned char *pk);
OQ5_STATUS crypto_kem decapsulate(unsigned char #ss,const unsigned char *ct,const unsigned char *sk);

int crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char #*sk, const unsigned char *randomness);
int crypto_kem_encapsulate_KAT(unsigned char *ct,unsigned char *ss, const unsigned char *pk,const unsigned char *randomness);

#endif]

Step 125: Next inputted the exact code from line 1893 in “rlceCode.c” (except for “{”)

into line 320 below (I had to make space between rice decrypt and #ifdef):
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316 int rlce_keypair(int crypto_scheme, char® keyfilename);
317 int rlce_encrypt(int kem, char® pubkey, char* plainfile);
318 int rlce_decrypt(char* prikey, char® cipherfile};

328 woid getPK(RLCE private key t sk, RLCE public_key_ t pi);|

322 #ifdef OQ5_EMABLE_KEM_RCLE

323 gdefine DOS_KEM_RLCE_length_public_key 118441

324 #define 0Q5_KEM_RLCE_length_secret_key 179946

325  #define DQ5_KEM_RLCE_length_ciphertext 785

326 #define 0Q5_KEM_RLCE_length_shared_secret 64

327 #define 0Q5_KEM_RLCE_length_random_bytes 32

328 DQS_KEM *0QS_KEM_RLCE_new(void);

320 DQS_APT 0QS_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char #sk};

338 0Q5S_API 0OQ5_STATUS crypto_kem_encapsulatef{unsigned char *ct,unsigned char *ss,const unsigned char *pk);

331 0QS_API 0Q5_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *skj;
332  int crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char #sk, const unsigned char *randomness);

333 int crypto_kem_encapsulate_KAT(unsigned char *ct,unsigned char *ss, const unsigned char *pk,const unsigned char *randomness);
334 #endif

Step 126: Next clicked on “Commit changes”. What I committed:

Update rlce.h Browse files
¥ main
W jwagrunner committed 3 minutes ago | Verified 1 parent 82eeS46 commit 39F1 ddSd1l 974FF0lecl

Showing 1 changed file with 4 additions and 0 deletions. Split Unified

v 4 MEEE src/kem/RLCE/rlce.h [

st 8@ -317,6 +317,8 @@ int rlce_keypair(int crypto_scheme, char® keyfilename);
317 317 (int kem, char* pubkey, char* plainfile);
318 318 pt(char® prikey, char® cipherfile);
318 318

320+ void getPK(RLCE_private_key_t sk, RLCE_public_key_t pk);

3 .
320 322 sifdef 0QS_ENABLE_KEM_RCLE
321 323 zdefine 0QS_KEM RLCE lengtn_public_key 118441
322 324 i gth_secret_key 179946
3 @@ -327,6 +329,8 @@ 005_KEM +005_KEM_RLCE_new(void)
327 322 0QS_APT 0QS_STATUS o_ken_keygenerate(unsign *pk, unsigned char *sk);
328 339 0QS_APT OQS_STATUS *ct,unsigned char *ss,const unsigned char *pk);
329 331 0QS_APT 00S_STATUS *ss5,const unsigned char *ct,const unsigned char *sk);
332 G char +sk, const unsigned char *randomness);
33+ char *ss, const unsigned char *pk,const unsigned char *randomness);
330 334
331 335
332 336 Hdefine GFTASBLEERR -6
I

Step 127: Logged back into instance from my local Command Prompt (after starting the

instance after stopping it for a time period). Execute the following commands:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja
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1 -MD

KEM_new’? [-Werror=impli

Step 128: Navigated to libogs/src/kem/RLCE/rlceCode.c, then clicked on the pencil icon

at the bottom right to edit this file.

Step 129: Added “(OQS_STATUS)” to lines 1975 and 1979 below (see yellow
highlighted) just as it shows next to “return” on line 1981 (and at all return statements
between lines 43 to 89 in
“liboqgs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” (see [4]); also used

lines 26 — 28 at the same link for help adding this code):

0Q5_APT DQ5_STATUS crypto_kem_decapsulate(unsigned char #ss,const unsigned char *ct,const unsigned char #*sk) {
int ret;

if (RLCEsk==MNULL) return (OQS_STATUS) -1;

unsigned char message[RLCEsk->para[6]];

unsigned long long mlen=RLCEsk-»para[&];

ret=RLCE_decrypt{{unsigned char *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);
if (ret<@) return (0QS_STATUS) ret;

memcpy

return (DQS_STATUS) ret;

Step 130: Clicked on “Commit changes”. What I committed:



Update rlceCode.c
¥ main

W jwagrunner committed 2 minutes age | Verified 1 parent 391288
Showing 1 changed file with 2 additions and 2 deletions.

sre/kem/RLCE/rlcecode. ¢ (5

,11 +1972,11

T 005_STATUS cr

ret;

25k(sk, 0QS_KEM_RLCE_length_secret_key);
-1

Q5_STATUS) -1;

1975+

RLCE_length_ciphertext,RLCEsk, message, &mlen) ;
F (ret<a)
+  if (ret<a) r

n (OQS_STATUS) ret;
message, 0QS_KEM_RLCE_length_sharsd_secret);

STATUS) ret

Step 131: Executed the following commands:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

(EM_alg_identifie
ess elements in
_compressed "S

mean
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Browse files

mit £06530052950e58a0250C6¢5361e026935035255

M_new’? [-W

Split | Unified

} makes poil

Step 132: Navigated to libogs/src/kem/RLCE/rlceCode.c, then clicked on pencil icon in

the bottom right to edit this file.

Step 133: Commented out lines 1921-1923



1587
1988
1589
1918
1511
1912
1913
1514
1915
15816
1917
1518
1919
1528
1521
1522
1923
1524
1925
1926

0QS_KEM *0QS_KEM_RLCE_new() {

00Q5_KEM *kem = malloc(sizeof(OQS_KEM));
if (kem == NULL) {
return NULL;
¥
kem->method_name = O00QS_KEM_ale RLCE;

nw
¥

kem-»alg wersion =

kem->length_public_key = 005 _KEM_RLCE_length_public_key;
kem->length_secret_key = 005 _KEM_RLCE_length_secret_key;
kem->length_ciphertext = 005 _KEM_RLCE_length_ciphertext;
kem->length_shared_secret = 0Q5_KEM_RLCE_length_shared_secret;

f/kem->keypair = crypto_kem_keygensrate;
f/kem->encaps = crypto_kem_encapsulate;

f!kem—)decaps = crypto_kem_decapsulate;

return kem;
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Step 134: Clicked on “Commit changes” green button. What I committed:

Update riceCode.c
¥ main

Browse files

W jwagrunner committed 2 minutes ago | verified

Showing 1 changed file with 3 additions and 3 deletions. Split Unified

v -} 6 EEEN src/kem/RLCE/rlceCode.c [

length_ciphertext;

E_length_shared_secret;

1921 - kem->keypair = c

1922 - ken->encaj

1923 - ken->decaps
1921 [lkem->keypa
1922+ Fikem->e
1923+ Fikem-

return kem;

Step 135: Executed the following commands:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

1g_identifier
elements

“int’ from a fun ret M ter from integer thout




Step

136: Went to libogs/src/kem/RLCE/rlceCode.c , and clicked on pencil icon in the

bottom right to edit this file.

Step

1928
1929
1938
1931
1932

Step

1934
1835
1936
1937
1938
1939
1544
1941
1942
1843
1944
1945
1946
1947
1545
1545

Step

1957
1958
1959
1968
1961
1962
1963
1964
1965
1966
1967
1968
1969
1978

Step

137: Commented out lines 1928 — 1932:

| #0Gs_API 0Qs_STATUS crypto_kem_keygenerate{unsigned char *pk, unsigned char *sk) {

// unsigned char seed[0Q5_KEM_RLCE_length_random_bytes];

/f  randombytes{seed, OQ5_KEM_RLCE_length_random_bytes);

F7 return (0QS_STATUS) crypto_kem_keygenerate_KAT{pk,sk, (const unsigned char *) seed);
Iy

138: Commented out lines 1934 — 1949:

Fiint crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char #sk, const unsigned char *randomness) {
/i int ret;

/f unsigned int para[PARASIZE];

/f ret=getRLCEparameters(para,CRYPTO_SCHEME, CRYPTO_PADDING);

/f if (ret<@) return ret;

/4 RLCE_private_key_t RLCEsk=RLCE_privete_key_init(para);

/f RLCE_public_key_t RLCEpk=RLCE_public_key_init{para);

7/ unsigned char nonce[]={8x5e,8x7d,Bx69,8xel,dxE7,0x57,8x7h,Bx84,0x33,Bxee, Oxed, Bxea, @by, Buf7, 077,031} ;
/i ret=RLCE_key_setup((unsigned char #)randomness, 0QS_KEM_RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);
S if (ret<®) return ret;

// unsigned int sklen=0Q5_KEM_RLCE_length_secret_key;

/f unsigned int pklen=0Q5_KEM_RLCE_length_public_key;

ff ret=pk2B(RLCEpk,pk,&pklen);

/{ ret=sk2B(RLCEsk,sk,&sklen);

/f return ret;

J il

139: Commented out lines 1957 — 1970:

/fint crypto_kem_sncapsulate_KAT(unsigned char *ct,unsigned char *ss,

I const unsigned char *pk,const unsigned char *randomness) {
Jf int ret;

// RLCE_public_key t RLCEpk=B2pk(pk, 0Q5_KEM_RLCE_length_public_key);

/f 1if (RLCEpk==NULL} return -1;

// unsigned long long RLCEmlen=RLCEpk->para[6];

/f unsigned char *message=calloc(RLCEmlen, sizeof{unsigned char));

/f memcpy{message, ss, OQS_KEM_RLCE_length_shared_secret);

/f unsigned long long ctlen=0QS_KEM_RLCE_length_ciphertext;

/f unsigned char nonce[l];

/f  ret=RLCE_encrypt{message,RLCEmlen, (unsigned char *)randomness,0Q5_KEM_RLCE_length_random_bytes,nonce,@,RLCEpk, ct,&ctlen);
Fff free(message);

ff return ret;

b

140: Commented out lines 1972 — 1982:

66



1972
1973
1574
15975
1976
1977
1978
1579
1988
1981
1982

/f0QS_API DQS_STATUS crypto_kem_decapsulate{unsigned char *ss,const unsigned char *ct,const unsigned char *sk)

ff int ret;

/f RLCE_private_key_t RLCEsk=B2sk(sk, 0Q5_KEM_RLCE_length_secret_key);

/7 if (RLCEsk==NULL) return (OQS_STATUS) -1;

/f unsigned char message[RLCEsk->»para[6]];

/f unsigned long long mlen=RLCEsk->»para[6];

/f ret=RLCE_decrypt((unsigned char *)ct,0Q5_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);
/f if (ret<@) return (0Q5_STATUS) ret;

/f memcpy(ss, message, OQS_KEM_RLCE_length_shared_secret);

/f return (0QS_STATUS) ret;

il

Step 141: Clicked on “Commit changes”. What I committed:

Update rlceCode.c

Fom

Browse files

ain
W jwagrunner committed 2 minutes age | Verified 1 parent des7ece  commit d5dd@6264cd4e98c22f17cF912770@530b2e6835
Showing 1 changed file with 48 additions and 48 deletions. Split  Unified
v -} 96 MEEE| src/kem/RLCE/rlceCode.c [L

1925
1926
1927
1928
1929
1938
1931
1932
1933
1934
1935
1936
1937
1938
1933
1948
1941
1942
1943

1945
1946
1947
1948
1943

1925
1926
1927

1928
1929
1938
1931
1932
1933
1934
1935
1936
1937
1938
1939
1948
1941
1942
1943
1944

1945

1946
1947

1948
1949

@@ -1925,61 +1925,61 @@ 0QS_KEM *0Q5_KEM_RLCE_new() {

return kem;

- 0QS_API 0QS_STATUS crypte_kem_keygenerate(unsigned char *pk, unsigned char *sk) {
- unsigned char seed[0QS_KEM_RLCE_length_random_bytes;
- randombytes(seed, 0QS_KEM RLCE_length_random_bytes);

turn (0QS_STATUS) crypto_kem_keygenerate KAT(pk,sk, (const unsigned char ¥) seed);

- int crypto_kem_keygenerate KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {
- int ret;

- unsigned int para[PARASIZE];

- ret=getRLCEparameters(para,CRYPTO_SCHENE, CRYPTO_PADDING) ;

- if (ret<e) return ret;

- RLCE_private_key_t RLCEsk=RLCE_private_key_init(para);

- RLCE_public_key_t RLCEpk=RLCE_public_key_init(para);

- unsigned char nonce[]={BxSe,@x7d,8x69,8xe1,8x87,Bx57, 8%7b, Bx84, 8x33, Oxee, BxeB, Bxea, X0, BxF7, 8x77,0%31};
- ret-RLCE_key_setup({unsigned char *)randomness, 0QS_KEM_RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);

- if (ret<@) return ret;

unsigned int sklen-0QS_KEM_RLCE_length_secret_key

unsigned int pklen=0QS_KEM_RLCE_length_public_key;
ret=pk2B(RLCEpk, pk,Boklen);
ret=sk2B(RLCEsk, sk, Bsklen);

/005 _APL 00S_STATUS crypto_kem_keygenerate (unsigned char *pk, unsigned char ®sk) {

JJ unsigned char seed[00S_KEM_RLCE_length_random_bytesl;

¥l randombytes(seed, 00S_KEM_RLCE length_random bytes);

¥4 return (0Q5_STATUS) crypto_kem_keygenerate KAT(pk,sk, (const unsigned char *) seed);
wy

Flint crypto_kem_keygenerate KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {
¥l int ret;

#l unsigned int para[PARASIZE];

Vi ret=getRLCEparameters (para,CRYPTO_SCHEME, CRYPTO_PADDING) ;

Wl if (ret<@) return ret;

i RLCE private_key_t RLCESk=RLCE_private_key_init(para);

¥l RLCE_public_key_t RLCEpk=RLCE_public_k
4 unsigned char nonce[]={BxSe,0x7d,8x60,0xe1,8%87,0X57,8x7b,0x04, 8533 Oxee, Bued  Oxea, Bxb9, 0xF7,0x77 , 031} 3

nit(para);

Vi ret-RLCE key_setup((unsigned char *)randomness, 005_KEM_RLCE length_random bytes, nonce, 16, RLCEpk, RLCEsk);
Vi if (retce) return ret;

i unsigned int sklen-005_KEM RLCE length secret key;

Vi unsigned int pklen=i
Vil ret-pkaB (RLCEDK, pk,&piclen)s
Vi ret=skaB(RLCESK,sk,&sklen);

_KEM_RLCE_length_public_key;

¥l return ret;
iy
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1978
1979
1986
1951
1982

1983
1954
1985

1857
1958
1959
1360
1961
1962
1963
1964
1965
1966
1967
1368
1969
1978
1871
1972
1973
1874
1975
1976
1977
1978
1979

198¢
1981
1982
1983
1984
1985

0QS_APT OQS_STATUS crypto_kem_encapsulate(unsigned char “ct,unsigned char *ss,const unsigned char pk) {

unsigned char seed[0QS_KEM RLCE_length_random_bytes];
randonbytes(seed, 005S_KEM_RLCE length random_bytes);
return (0QS_STATUS) erypto_kem encapsulat:

_KAT(ct,s5,pk, (const unsigned char=)seed);

- int cry em_encapsulate KAT(unsigned char *ct,unsigned char ®ss,

- const unsigned char *pk,const unsigned char *randomness) {
- intoret;

- RLCE public_key t RLCEpk=B2ok(pk, 0QS_KEM RLCE length public_key);

- if (RLCEPk--MULL) return -1;

- unsigned long long RLCEmlen=RLCEpk->para[6];

- unsigned char *message=calloc(RLCEmlen, sizeof(unsigned char));
- memcpy(message, ss, DOS_KEM_RLCE_length_shared_secret);

- unsigned long long ctlen-0QS_KEM_RLCE length_ciphertext;

- unsigned char nonce[1];

- re

LCE_encrypt(message,RLCEmLen, (unsigned ¢l
- free(message);

- return ret;

ar *)randomness,0Q5_KEM_RLCE_length_random_bytes,nonce,@,RLCEpk, ct,&ctlen);

- 0QS_API 0QS_STATUS crygto_kem_decapsulate(unsigned char ®ss,const unsigned char *ct,const unsigned char *sk) {

- int ret;
- RLCE_private_key_t RLCEsk=B2sk(sk, OQS_KEM_RLCE_length_secret_key);
- if (RLCEsk--MULL) return (0QS_STATUS) -1;

- unsigned char message[RLCEsk->paral6]1;

- unsigned long long mlen=RLCEsk->para[6];

- ret=RLCE_decrypt((unsigned char *)ct,0QS_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);
- if (ret<d) return (OQS_STATUS) ret;

- memcpy(ss, message, 005 KEM RLCE length shared secret);

- return (0QS_STATUS) ret;

- T

+ ffint crypto_kem_encapsulate KAT(unsigned char *ct,unsigned char ®ss,

+ const unsigned char *pk,const unsigned char *randomness) {
7

_t RLCEpk=B2pk(pk, 00S_KEM_RLCE_length_public_key

+ [ unsigned long long RLCEmlen=RLCEpk->para[6];

+ [} unsigned char *message=calloc(RLCEmlen, sizeof(un:

gned char’

¥(message, ss, 0QS_KEM_RLCE_length_shared_secr

7 ned long long ctlen=0QS_KEM_RLCE len text;
+ ned char nonce[11;
+ LCE_encrypt(message,RLCEnlen, (unsigned char *)randomness,005_KEM_RLCE_length_random,

+ [#  free(message);

+ f§ return ret;
+ I}

rtes, nonce 8, RLCEpk, ct, &ctlen);

RLCEsk=B2sk(sK, 0Q5_K
urn (0QS_STATUS) -1;

ned char message[RLCEsk->para[6]];
+ [/ unsigned lonz long mlen-RLCEsk->para[61;
0

+ I

LCE_decrypt((unsigned char *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,message,Bmlen);
(ret<) return (0QS_STATUS) ret;

+ ¥f memcpy(ss, message, 0QS_|
+ J# return (0QS_STATUS) r
+ Iy

|_RLCE_length_shared_secret);

#engif

Step 142: Executed the following commands

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

68
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Hp: t-equal -Wurite
-MD -MT s eFiles, dir

1 _new’? [-We p f on]

M *!} makes pointer from integer without a

Step 143: Navigated to libogs/src/kem/RLCE/rlceCode.c, and then clicked on the bottom

right pencil icon to edit this file.

Step 144: Commented out lines 1951 — 1955:

951 F/0Q5_API OQS_STATUS crypto_kem_encapsulate(unsigned char #ct,unsigned char *ss,const unsigned char *pk) {
/f unzigned char sesd[0Q5_KEM_RLCE_length_random_bytes];
/f  randombytes{seed, OQS_KEM_RLCE_length_random_bytes});

/f return (0Q5_STATUS) crypto_kem_encapsulate_KAT(ct,ss,pk,{const unsigned char#)seed);

Step 145: Clicked on “Commit changes™ green button. What I committed:

Update rlceCode.c

Browse files

¥ main
W jwagrunner committed 2 minutes ago | Verified 1 parent d5dd@62  commit a5fcl87985cc@1fcb13752
Showing 1 changed file with 5 additions and 5 deletions. Split Unified

1ceCode.c (L

v ] 16 MEEET src/kem/RLCE/

005_KEM

0S_KEM_RLCE_new() {

- 0QS_APT 0QS_STATUS i
har seed[0QS_KEM |
ombytes(seed, 0QS_KEM_RLCE_len

1ate(unsigned

“ct,unsigned char *ss,const unsigned char *pk) {

- unsign:

ngth_random_b
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Step 146: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

null -MD

ion with returr

Step 147: Clicked on pencil icon in bottom right of libogs/src/kem/RLCE/rlceCode.c to

edit this file.

Step 148: Uncommented lines 1921 — 1923:

1921 kem-rkevpalr = crypto_kem_keygenerate;
1922 kem-»encaps = crypto_kem_encapsulate;
1923 |P.e*n->:e-:a:s = ¢crypto_kem_decapsulate;

Step 149: Uncommented lines 1928 — 1932:

1923 OQS_API 0QS_STATUS crypto_kem_keygenerate{unsigned char *pk, unsigned char *sk) {

1929 unsigned char seed[0Q5_KEM_RLCE_length_random_bytes];

1938 randombytes(seed, 0Q5_KEM_RLCE_length_random_by )

1931 return {OQ5_STATUS) crypto_kem_keygenerate KAT(pk,sk, {const unsigned char *) seed);
1932 I

Step 150: Uncommented lines 1934-1949:
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1934  int crypto_kem_keygenerate KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {

1935 int ret;

1936 unsigned int para[PARASIZE];

1937 ret=getRLCEparameters(para, CRYPTO_SCHEME ,CRYPTO_PADDING) ;

1938 if (ret<@) return ret;

1939 RLCE_private_key_t RLCEsk=RLCE_private_key_init(para);

1948 RLCE_public_key_t RLCEpk=RLCE_public_key_init{para);

1541 unsigned char nonce[ J={@x5e,8x7d,8x69,0xel,8x87,8x57,0x7b,8x04,8x33,8xece,OxeB, Oxea, Bxb9,8x 7 ,8x77,8x31};
1942 ret=RLCE_key_setup({unsigned char *)randomness, OQ5_KEM_RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);
1343 if (ret<@) return ret;

1944 unsigned int sklen=00Q5_KEM_RLCE_length_secret_key;

1945 unsigned int pklen=00Q5_KEM_RLCE_length_public_key;

1946 ret=pk2B(RLCEpk,pk,&pklen);

1947 ret=sk2B(RLCEsk,sk,&sklen);

1943 return ret;

1948 |

Step 151: Uncommented lines 1957 — 1970:

1957  int crypto_kem_encapsulate_KAT(unsigned char #ct,unsigned char #ss,

1958 const unsigned char *pk,const unsigned char *randomness)} {
1959 int ret;

196@ RLCE_public_key_t RLCEpk=B2pk{pk, OQ5_KEM_RLCE_length_public_key};

1961 if {RLCEpk==MNULL) return -1;

1962 unsigned long long RLCEmlen=RLCEpk-»paral6];

1963 unsigned char *message=calloc(RLCEmlen, sizeof(unsigned char));

1964 memcpy (message, ss, 0QS5_KEM_RLCE_length_shared_secret);

1965 unsigned long long ctlen=0Q5_KEM_RLCE_length_ciphertext;

1966 unsigned char nonce[1];

1967 ret=RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,0Q5_KEM_RLCE_length_random_bytes,nonce,d,RLCEpk,ct,&ctlen);
1968 free{message);

1969 return ret;

1970 |

Step 152: Uncommented lines 1972 — 1982:

1972 OQS_API OQS_STATUS crypto_kem_decapsulatef{unsigned char #ss,const unsigned char *ct,const unsigned char *sk) {

1973 int ret;

1974 RLCE_private_key_t RLCEsk=Bisk(sk, 0Q5_KEM_RLCE_length_secret_key);

1375 if (RLCEsk==NULL} return (OQS_STATUS) -1;

1976 unsigned char message[RLCEsk-»paral&]];

1877 unsigned long long mlen=RLCEsk->»para[&6];

1978 ret=RL{E_decrypt{{unsigned char *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);
1979 if (ret<@) return (0Q5_STATUS) ret;

1388 memcpy (55, message, 0Q5_KEM_RLCE_length_shared_secret);

1981 return (0QS_STATUS) ret;

1982 3}

Step 153: Uncommented lines 1951 — 1955:

1951  OQ5_API OQ5_STATUS crypto_kem_encapsulste{unsigned char #*ct,unsigned char #ss,const unsigned char *pk) {

1952 unsigned char sesd[0QS_KEM_RLCE_length_random_bytes];
1353 randombytes(seed, O0QS_KEM_RLCE_length_random_bytes);
1954 return (OQ5_STATUS) crypto_kem_sncapsulate_KAT(ct,ss,pk,(const unsigned char#)seed);

1955 7}
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Step 154: Clicked “Commit changes” green button. Here is a part of what I committed:

1923

1924
1925
1926
1927
1928
1929
1930
1931
1932
1933
1932
1935
1936
1937
1938
1939
1940
1941
1942
1943

1945
1946
1947

1948
1949
18508
1951
1952
1953
1954
1955
1956
1957
1958
1859
1968
1961
1962
1963
1964
1965
1966
1967
1968
1969
197¢
1971
1972
1973
1974
1975

1976
1877
1978
1979
1988
1981
1982

1921
1922
1923
1924
1925
1926
1927

1928
1929
1930
1931
1932
1933
1932
1935
1936
1937
1938
1939
1940
1941
1942
1943
1944
1945
1946
1947
1945

= Flken->decaps = crypto_kem_decapsulate;

- kem->keypair = crypto_kem_keygenerate;
+ kem->encaps = crypto_kem_encapsulate;
+ kem->decaps = crypto_kem_decapsulate;

return kem;

- J/0QS_APT 0QS_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk) {

- #1 unsigned char seed[00S_KEM RLCE length_random_bytes];

- 0/ randombytes(seed, 0QS_KEM_RLCE_length_random_bytes);

- # return (0QS_STATUS) crypto_kem keygenerate KAT(pk,sk, (const unsigned char *) seed);

- Ay

- Wlint crypto_kem keygenerate KAT(unsigned char *pk, unsigned cher *sk, const unsigned char *randomness) {
-l int ret;

- ¥ unsigned int para[PARASIZE];

- ¥l ret=getRLCEparameters(para,CRYPTO_SCHENE , CRYPTO_PADDING);

- 1 if (ret<e) return ret;

- #l RLCE private key_t RLCEsk=RLCE private_key_init(para);

- ¥l RLCE_public_key_t RLCEpk=RLCE_public_key_init(para);

- ¥ unsigned char nonce[]={8xSe,@x7d,0x69,Bxel,Ax87,8x57,0x7b, Bx64,0x33, Bxee, Oxed, Bxen, Bxb9, 0 F7,8x77,8x31}
- @1 ret=RLCE_key_setup((unsigned char *)randomness, 0QS_KEM_RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);
- fl if (ret<@) return ret;

- U} wunsigned int sklen=00S_KEM RLCE length_secret key;

- § unsigned int pklen=0QS_KEM RLCE_lengtn_public_key;

- Wil ret=pk28(RLCEpk,pk,Gpklen);

- Il ret=sk2B(RLCEsk,sk,&sklen);

- ¥4 return ret;

- i

- /#005_APT 0QS_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk) {
-} unsigned char seed[0QS_KEM_RLCE_length_random_bytes];

- ## randombytes(seed, OQS_KEM_RLCE_length_random_bytes);

- ¥# return (OQS_STATUS) crypto_kem_encapsulate_KAT(ct,ss,pk,(const unsigned char®)seed);

- iy

- Wfint crypto_ken_encapsulate_KAT(unsigned char *ct,unsigned char *ss,

-8 const unsigned char *pk,censt unsigned char *randomness) {
- # int ret;

- ¥i RLCE_public_key t RLCEpk=B2pk(pk, 0QS_KEM RLCE_length_public_key);

- Wi if (RLCEpk==NULL) return -1;

- ¥4 unsigned long long RLCEmlen-RLCEpK->para[6];

- ¥# unsigned char =message=calloc(RLCEmlen, sizeof(unsigned char));

- ## memcpy(message, ss, 0QS_KEM RLCE length_shared_secret);

- ## unsigned long long ctlen=0QS_KEM RLCE length_ciphertext;

- ¥# unsigned char monce[1];

- ## ret-RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,0QS_KEM_RLCE_length_random_bytes,nonce,@,RLCEpk,ct,&ctlen);
- i free(message);

- ¥ return ret;

- 1Y

- [f#005_APT 0QS_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {
- # int ret;
- fl RLCE_ private_key_t RLCEsk=Blsk(sk, ODS_KEM RLCE_length_secret_key);

- W if (RLCEsk==NULL) return (0QS_STATUS) -1;

- ¥4 unsigned char message[RLCEsk->para(6]1;

- /4 wunsigned long long mlen=RLCEsk->paral6];

- ¥ ret=RLCE_decrypt((unsigned char *)ct,005_KEM_RLCE length_ciphertext,RLCEsk,message,&mlen);
- Wi if (ret<g) return (00S_STATUS) ret;

- V4 memcpy(ss, message, 0QS_KEM RLCE length shared secret);

- 44 return (005 STATUS) re

-

+ 0Q5_API 0QS_STATUS crypto_kem keygenerate{unsigned char *pk, unsigned char *sk) {

+ unsigned cher seed[0QS_KEM_RLCE length_random_bytes];

+  rendombytes(seed, 005_KEM_RLCE length_random_bytes);

+ return (0QS_STATUS) crypto_kem keygenerate KAT(pk,sk, (const unsigned char *) seed);

+ int crypto_ken_keygenerate KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {

+ int ret;

+  unsigned int para[PARASIZE];

+  ret=getRLCEparameters(para, CRYPTO_SCHEME, CRYPTO_PADDING);

+  if (ret<d) return ret;

+  RLCE_private_key_t RLCEsk=RLCE_private_key_init(para);

+  RLCE_public_key_t RLCEpk=RLCE_puplic_key_init(para);

+  unsigned char nonce[]={BxSe,@x7d,Bx69, Bxel,Bx87,8x57, Bx7b, Bx@4, Bx33, Oxee , OxeB, Dxea, Bxbg, BxF7, B77, 31} ;
+  ret=RLCE_key_setup((unsigned char =)randomness, 0QS_KEM_RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);
4 if (ret<g) return ret;

+  unsigned int sklen-0QS_KEM_RLCE_length_secret_key;

+ unsigned int pklen-0QS_KEM_RLCE_length_public_key;

+  ret=pk28(RLCEPK,pk,&pklen);

+  ret=sk2B(RLCEsk,sk,&sklen);

+  return ret;



=ct,unsign

KAT(unsigned char *

1958 + t unsigned r *randomness) {
1958 o et;

1968+ RLCE_public_key_t RLCEpk=B2pk{pk, ODS_KEM_RLCE_length_public_key);

1961 +  if (RLCEpk==MULL) r -1;

1962 + unsigned long long RLCEmlen=RLCEpk->para[6];

1963+ RLCEmlen,

1964+ M_RLCE_length,

1965 + Qs_KEM RLCE_length_c t

1967+ | RLCE_length_random_t ne
1968 +
1969 4

+ unsigned long long mlen-RLCEsk->para[61;

- RLCE_de; unsigned char *)ct,005_KEM_RLCE_lengtl hertext, RLCEsk, message, &mlen) ;
+ (retcd) return (0QS_STATUS) ret;

+ (55, message, 0QS_KEM RLCE_length_shared

- turn (0QS_STATUS)

+1

Step 155: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

_identifier
ss elemen

0QS_KEM_RLCE new’; did

EM_RLCE new()

0QS_KEM_new

1e n with ret

nce, @, RLCEPK, Ct,

73

char *sk) {




Step 156: Clicked on pencil icon in libogs/src/kem/kem.c to edit this file.

74

Step 157: Commented out line 549 below, and used the exact code from line 543 (see [4])

for line 550°s new code below:

B oE R RS S
oy un W k=

B
| Sl == LY = R = - ]

W R IV RV, Y R Y, R, Y Y, RN, I N |
P
==

[T Y Y |
[P

!

#ifdef OQ5_EMABLE_KEM_classic_mceliece 81921237

return 005 KEM_classic_mceliece 8192128F new();

#else

return MULL;
#endif
#ifdef 00S_EMABLE_KEM_RLCE

Fireturn OQS_KEM_RLCE_new();

return 0Q5_KEM_classic_mceliece_8192128f new();

#else
return MULL;
#endif

} else if (@ == strcasecmp(method_name, 005 KEM_alg RLCE)}) £

Step 158: Clicked green button “Commit changes”. What I committed:

Update kem.c

P main

W jwagrunner committed 2 minutes age | Verified

Showing 1 changed file with 2 additions and 1 deletion.

~ 33 mmmoo sro/kensken.c (B

t

547

548
549

@@ -546,7 +546,8 @@ 0Q5_APT 0QS_KEM *0Q5_KEM new(const char *method_name) {

545 genaif
547 } else if (@ == strcasecmp(method_name, OQS_KEM_alg RLCE)) {
548 #ifdef OQS_ENABLE_KEM_RLCE
return 0QS_KEM_RLCE_new();

549 #/return 0QS_KEM_RLCE_new();
558 - return 0QS_KEM_classic_mceliece 8192128f new();

1 #els
552 return NULL;

3 #enaif

Step 159: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..

$ ninja

1 parent ae28d59

¥ else if (@ == strcasecmp(method_name, 005 KEM alg classic_mceliece 8192128fF)) {

Browse files

commit adbBadzalc61185aea734ccb0B1ca72714802579

Split

Unified
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Step 160: Executed ninja, and now it appears that the bottom two RLCE errors that

appeared in Step 155’s output is now gone below. So the issue is now verified that Step

157’s line 549’s commented out code is the issue of those two RLCE errors.

Step 161: Clicked on pencil icon in the bottom right for libogs/src/kem/kem.c to edit this

file.

Step 162: Uncommented line 549:

Ln

49 |Pe:v’r 0Q5_KEM_RLCE_new();

Step 163: Then deleted line 550:

Before:

547 } else if (@ == strcasecmp(method_name, 0Q5_KEM alg RLCE))
545  #ifdef 0QS_EMABLE_KEM_RLCE

549 |Pe:v’r 0Q5_KEM_RLCE_new(};

55a return 0Q5_KEM_classic_mceliece 8192128F _new():
551 #else

552 returm NULL;

i
o
]

#endif



After:

76

547 } else if (@ == strcasecmp(method_name, 0Q5_KEM_alg RLCE)) {
S48 #ifdef 00Q5_EMABLE_KEM_RLCE

549 return I:QS_KE.’J_RLCE_HE'L-;(),'|

354 Felse

551 return MULL;

552 #endif

Step 164: Clicked “Commit changes” green button. What I committed:

Update kem.c Browse files

¥ main

W jwagrunner committed 1 minute ago | Verified 1 parent a4b8ada  commit ccBCFB12b477748133¢6a233684269c004C72db0
Showing 1 changed file with 1 addition and 2 deletions. Split Unified

v I 3 mEmOC sreskemsken.c (D)

X @@ -546,8 +546,7 @@ OQS_APT 0QS_KEM *0QS_KEM_new(const char *method_name) {

} else if (B == strcasecmp(method_name, 0QS_KEM_alg RLCE)) {

548 548 #ifdef DQS_ENABLE_KEM_RLCE
549 - 7/return 0QS_KEM_RLCE_new();
550 - return 00S_KEM_classic mceliece 8192128f new();
549+ return 0QS_KEM_RLCE_new();
1 ©  fels

551 return NULL;

Step 165: Clicked on pencil icon in the lower right of liboqs/src/kem/RLCE/rlceCode.c to

edit this file.

Step 166: Inputted “OQS_KEM alg RLCE” for alg_version (used the same code as in

line 1913 below). Used lines 15 and 16 of

“libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see [4]) to help

make this code:

=

=
=T =T
D .
n B ow

kem->method_name 005 _KEM_alg RLCE;

"0Q5_KEM_alg_RLCE";

kem-»alg_version

-
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Step 167: Inputted line 1916 below (which is the same exact line of code that came from

line 18 of “liboqs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see

[4])

e e el
Wl h
[ (= it (=
[ TN, B S T

kem->method_name 005 _KEM_alg RLCE;
kem-ralg_version = "0Q5_KEM_alg RLCE™;

keﬂ->claimed_ni5t_lewel = o

Step 168: Inserted at line 1917 new code (and moved everything else down when adding

this line). Used the same exact code from line 19 of

“libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” (see [4]) :

199 005_
1918

1911

1912 H
1913 kem-
1914 kem
1915

1916 kem
1917 kem-
1918

1919 kem-
1928 kem-
1921 kem-
1922 kem-
1923

1924 kem-
1925 kem-
1926 kem-
1927

1928

1929 ¥

KEM *kem = malloc(sizeof(OQS_KEM));

if (kem == NULL) {

return MULL;

»method_name = 00Q5_KEM alg RLCE;

-»alg_version = "0Q5_KEM_alg RLCE";

-»claimed_nist_level = 5;

»ind_cca = true;

»length_public_key = 0Q5_KEM_RLCE_length_public_key;
»length_secret_key = 0Q5_KEM_RLCE_length_secret_key;
»length_ciphertext = 0Q5_KEM_RLCE_length_ciphertext;
»length_shared_secret = 0Q5_KEM_RLCE_length_shared_secret;

»keypair = crypto_kem_keygenerate;
»encaps = crypto_kem_encapsulate;
»decaps = crypto_kem_decapsulate;

TETUrN KEemy
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Step 169: Clicked on “Commit changes” green button. What I committed:

Update riceCode.c
¥ main

W jwagrunner committed 1 minute ago  Verified

h 4 additions and 1 deletion.

Showing 1 changed file witl

ength_public_key;

ength_secret_key;

Step 170: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

/kem/kem.
/ /kem
#def

mpressed?

mean

O

Browse files

1 parent ccBcfBl  commit a95fd974489b1337bF008FFAILEF

Split  Unified

|_new’? [-Werr

EM *’} makes po
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Step 171: Navigated to “libogs/src/kem/RLCE/Makefile”, and then clicked on the trash

symbol at the bottom right.

Step 172: Then clicked “Commit changes”. What I committed:

Delete Makefile Browse files

¥ main

W jwagrunner committed 2 minutes ago | Verified 1 parent £72b6dd  commit efedd3eedbdBSee7A3£6cEBd051dbdd3cdcT TS
Showing 1 changed file with 0 additions and 52 deletions. Split Unified

+ 52 EEEEE src/kem/RLCE/Makefile (O

Load diff

Step 173: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

with return type ©0QS_KEM *

Step 174: Navigated to “libogs/src/kem/RLCE/rlce.h”, then clicked on pencil icon in the

bottom right to edit this file.
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Step 175: Removed line 320:

Before:

328@

After:

320 |

wold getPK{RLCE_private_key_t sk, RLCE_public_key_t pk};|

Step 176: Copied lines 322 — 334 below, then removed those lines (shown below is

before I removed those lines):

329

#ifdef 0Q5_ENABLE_KEM_RCLE

#define
#define
#define
#define
#define
00S_KEM
005_4PI
0Q5_API
005_A4PI

DOS_KEM_RLCE_length_public_key 118441

0Q5S_KEM_RLCE_length_secret_key 179946

0Q5_KEM_RLCE_length_ciphertext 785

0Q5_KEM_RLCE_length_shared_secret 54

0Q5_KEM_RLCE_length_random_bytes 32

*0Q5_KEM_RLCE_new{void);

0Q5_STATUS crypto_kem_keygenerate(unsigned char #*pk, unsigned char *sk);

CQ5_STATUS crypto_kem_sncapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk);
0Q5_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk);

int crypto_kem_keygenerate KAT(unsigned char *pk, unsigned char #sk, const unsigned char *randomness);
int crypto_kem_encapsulate KAT{unsigned char *ct,unsigned char *ss, const unsigned char *pk,const unsigned char *randomness);

#endif

Step 177: Then pasted those copied lines on line 23 (had to make some space for them

too) (received this idea after seeing lines 3 - 17 in

“libogs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4])):

28

#ifndef _RLCEH_
#define _RLCEH_

#ifdef 0QS_EMABLE_KEM_RCLE

#define DQS_KEM_RLCE_length_public_key 118441

#define DQS_KEM_RLCE_length_secret_key 179948

#define DQS_KEM_RLCE_length_ciphertext 785

#define DQS_KEM_RLCE_length_shared_secret 4

#define OQ5_KEM_RLCE_length_random_bytes 32

OQS_KEM *0QS_KEM_RLCE_new{void);

00S_APT DQ5_STATUS crypto_kem keygenerate(unsigned char *pk, unsigned char *sk);

0Q5_API DQ5_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk);
0Q5S_API DQ5_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char #sk);
int crypto_kem_keygenerate KAT{unsigned char #pk, unsigned char #sk, const unsigned char *randomness);

int crypto_kem_encapsulate KAT(unsigned char *ct,unsigned char *s5, const unsigned char *pk,const unsigned char *randomness);

#endif|

#define field unit(
#define fisld_zerof

1
)a
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Step 178: Copied line 1897 in “rlceCode.c” (except for the bracket), and pasted it at line

35 below (orange highlighted), along with adding a semicolon at the end:

28

#ifdef 0QS_ENABLE_KEM_RCLE

#define
#define
#define
#define
#define
DQS_KEM
005_APL
005_APL
005_APL

0Q5_KEM_RLCE_length_public_key 118441

0Q5_KEM_RLCE_length_secrei_key 179946

0Q5_KEM_RLCE_length_ciphertext 785

0Q5_KEM_RLCE_length_shared_secret 64

0Q5_KEM_RLCE_length_random_bytes 32

*0QS_KEM_RLCE_new{void);

0Q5_STATUS crypto_kem_keygenerate(unsigned char #pk, unsigned char *sk);

0Q5_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char #ss,const unsigned char *pk);
0Q5_STATUS crypto_kem_decapsulate(unsigned char #ss,const unsigned char *ct,const unsigned char *sk);

int crypto_kem_keygenerate_KAT{unsigned char *pk, unsigned char *sk, const unsigned char *randomness);

int crypto_kem_encapsulate_KAT{unsigned char *ct,unsigned char *ss, const unsigned char *pk,const unsigned char *randomness);
void randombytes{unsigned char *x,unsigned long long xlen);

#Fendif

Step 179: Copied line 6 from “libogs/src/kem/classic_mceliece/kem_classic_mceliece.h”

(see [4]), and pasted it at line 23 (and made some space for this):

28

#ifndef
#define

_RLCEH_
_RLCEH_

#include <oqsfnqs.hﬂ

#ifdef 0QS_EMABLE_KEM_RCLE

#define
#define
#define
#define
#define
005_KEM
005_APT
005_APT
005_APT

0Q5_KEM_RLCE_length_public_key 118441

0Q5_KEM_RLCE_length_secret_key 179946

0Q5_KEM_RLCE_length_ciphertext 785

0Q5_KEM_RLCE_length_shared_secret 64

0Q5_KEM_RLCE_length_random_bytes 32

#0QS_KEM_RLCE_new(void);

0Q5_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk);

0Q5_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char #ss,const unsigned char *pk);
0Q5_STATUS crypto_kem_decapsulate(unsigned char #ss,const unsigned char *ct,const unsigned char #sk);

int crypto_kem_keygenerate_KAT{unsigned char *pk, unsigned char *sk, const unsigned char *randomness);

int crypto_kem_encapsulate_KAT{unsigned char *ct,unsigned char *ss, const unsigned char *pk,const unsigned char *randomness);

wvoid randombytes{unsigned char #x,unsigned long long xlen);

#endif

Note: I added the code at line 23 above since this same code was added at line 6 after

what is shown on lines 3 and 4 (see [4]):

Ll

[ T S B -

#ifndef OQ5S_KEM_CLASSIC_MCELIECE_H
gdefine OQ5S_KEM_CLASSIC_MCELIECE_H

#include <ogs/fogs.h>

which is what I tried to replicate by adding this code after line 20 (#ifndef RLCEH )

and line 21 (#define  RLCEH )



Step 180: Clicked the green button “Commit changes”. What I committed:

Update rice.h
¥ main

& jwagrunner committed 2 minutes ago | Verified

Showing 1 changed file with 20 additions and 14 deletions.

T 34 MENE src/kem/RLCE/rlce.h [O

Browse files

1 parent 53c15f3  commit dc96b7a73d31ad82328b2£8954dd33584558181d

Split | Unified

v
s @@ -19,6 +19,24 @@
18 19
20 20
2 2
2 o+
23+
24 .
PLI
%
27+
28+ length_cipher
29 . length_shared
30+ #define 05, 1ength_randon_|
31+ 005_KEM *00S_KEM_RLCE_new(void);
32+ 0Q5_API 00S_STATUS crypto kem keygenerate(unsigned char *pk, unsigned char *sk);
33+ 0Q5_API 0QS_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk);
34+ 0Q5_API 0QS_STATUS to_ken_decapsulaste(unsigned char *ss,const unsigned char *ct,const unsigned char *sk);
35+ int crypto_kem_keygener T(unsigned char >pk, unsigned char *sk, const unsigned char *randomness);
36 + int crypto_kem_enc _¥AT(unsigned char *ct,unsigned char *ss, const unsigned char ®pk,const unsigned char *randomness);
37 + yoid ran tes(unsigned char =x,unsigned long long xlen);
38
9 .
22 40 #define field_unit() 1
23 41 gdefine _zera() @
22 42 #define fieldSize(m) (1 << m)
: @@ -317,21 +335,9 @ int rlce keypair(int crypto_scheme, char® keyfilename);
317 kem, char® pubkey, char® plainfile);
318 pt(char® prikey, char® cipherfile);
319
320 - veid getPK(RLCE private key t sk, RLCE_public_key_t pk);
321 338
322 - #ifdef 0QS_ENABLE_KEM_RCLE
323 - lengtn_publi
324 - engtn_s
325 - engtn_c
326 - _lengtn_shared_secret 64
327 - #define 0QS_KEM_RLCE_length_random_bytes 32
328 - 0QS_KEM *00S_KEM_RLCE_new(void);
329 - 0QS_API 0QS_STATUS crypto_kem keygenerste{unsigned char *pk, unsigned char *sk);
330 - 0QS_API 0QS_STATUS crypto_kem encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk);
331 - 0QS_API 0QS_STATUS crypto_kem decapsulate(unsigned char *ss,censt unsigned char *ct,const unsigned char *sk);
332 - int m_k: T(unsigned char *pk, unsigned char *sk, const unsigned char *randomness);
333 - T(unsigned char *ct,unsigned char ®ss, const unsigned char *pk,const unsigned char *randomness);
334 -
339+
e+
335 341
336 342 2define GFTABLEERR -6
337 333 3define TESTERROR -7
e

Step 181: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=o0gs-openssl/ogs ..
$ ninja
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null -MD -MT

ion of function * M_RLCE_n id you mean ¢

Step 182: Clicked on pencil icon in the bottom right for

“liboqs/src/kem/RLCE/rlceCode.c” to edit this file.

Step 183: Copied line 3 from
“liboqgs/src/kem/classic_mceliece/kem_classic mceliece 348864.c” (see [4]) and pasted

it in line 19 below (where I pushed all code below line 19 down by two spaces). :

11 * Yongge Wang

12 * Department of Software and Information Systems
13 *# UNC Charlotte

14 # Charlotte, NC 28223

15 #* yonwang@uncc.edu

I T

#include <stdlib.hs|

2

21  #include "rlce.h”

22 #define OPTIMIZED 1

24 int RLCEspad(unsigned char bytesz[],unsigned int BLen,

25 unsigned char padded[], unsigned int paddedLen,
26 RLCE_public_key_t pk,

)
|

imrd mnad rhze randemnace T nncimnad dnt randl an

Note: I did the above step to mirror what is seen at the source [4] I used above:



[¥1]

[ 93 TR =

#include <stdlib.h:

#include <ogs/kem_classic_mceliece.hs>

Step 184: Next took line 21:

21

#include “rlce.h™

then modified it to be:

21

#incl

ude <cq5frlce.hﬂ

84

Note: Used line 5 in “libogs/src/kem/classic_mceliece/kem_classic_mceliece 348864.c”

(see [4]) to modify the above code

Step 185: Next copied lines 1907 — 1989, then removed those lines. Then pasted them at

line 23 (also made some space after line 105):

]
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
39
48
41

42

#include <stdlib.h»

#include <cgs/rlce.h>

#1f defined

(0QS_ENABLE_KEM_RLCE)

005_KEM *0Q5_KEM_RLCE_new() {

0Q5_KEM *kem = malloc(sizeof(0QS_KEM));

if

kem

kem-

kem-
kem-

kem-
kem-
kem-

kem-
kem-

(kem == NULL) {
return NULL;

-rmethod_name = 0Q5_KEM_slg RLCE;
»alg_version = “0Q5_KEM_alg_RLCE";

»claimed_pist_level = 5;
»ind_cca = true;

->length_public_key = OQS_KEM_RLCE_length_public_key;
»length_secret_key = 0QS_KEM_RLCE_length_secret_key;
»>length_ciphertext = 0Q5_KEM_RLCE_length_ciphertext;
>length_shared_secret = 0Q5_KEM_RLCE_length_shared_secret;

->keypair = crypto_kem_keygenerate;
»encaps = crypto_kem_encapsulate;
>decaps = crypto_kem_decapsulate;



185

return kem;

DQ5_API 0Q5_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk) {
unsigned char seed[0Q5_KEM_RLCE_length_random_bytes];
randombytes{seed, 0QS_KEM_RLCE_length_random_bytes);
return (DQ5_STATUS) crypto_kem_keygenerate_KAT(pk,sk, (const unsigned char *) seed);

int crypto_kem_keygenerate_KAT{unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {
int ret;
unsigned int para[PARASIZE];
ret=getRLCEparameters(para, (RYPTO_SCHEME ,CRYPTO_PADDING) ;
if (ret<@) return ret;
RLCE_private_key_t RLCEsk=RLCE_private_key_init(para);
RLCE_public_key_t RLCEpk=RLCE_public_key_init(para);
unsigned char nonce[]={@x5e,Bx7d,@x69,8xel,BxE7,0x57,8x7b,8x84, 8x33, Bxee,0xed,Bxea, Bxb9, Bxf7, 8x77,0x317;
ret=RLCE_key_setup{{unsigned char *)randomness, OQS5_KEM_RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);
if (ret<@) return ret;
unsigned int sklen=0Q5_KEM _RLCE_length_secret_key;
unsigned int pklen=0Q5_KEM RLCE_length_public_key;
ret=pk2B{RLCEpk,pk,&pklan);
ret=sk2B{RLCEsk,sk,&sklen);
return ret;|

0Q5_API DQ5_STATUS crypto_kem_esncapsulate(unsigned char #ct,unsigned char #ss,const unsigned char #pk)
unsigned char seed[0Q5_KEM_RLCE_length_random_bytes];
randombytes{seed, 0Q5_KEM_RLCE_length_random_bytes);
return (0DQ5_STATUS) crypto_kem_encapsulate_KAT(ct,ss,pk, (const unsigned char®)seed);

-

int crypto_kem_sncapsulate_KAT{unsigned char *ct,unsigned char *ss,

const unsigned char *pk,const unsigned char #randemness) {
int ret;
RLCE_public_key_t RLCEpk=BZpk(pk, 0Q5_KEM_RLCE_length_public_key);
if (RLCEpk==NULL) return -1;
unsigned long long RLCEmlen=RLCEpk->paral6];
unsigned char *message=calloc(RLCEmlen, sizeof(unsigned char));
memcpy{message, ss5, 005 KEM_RLCE_ length_shared secret);
unsigned long long ctlen=005_KEM_RLCE_length_ciphertext;
unsigned char nonce[1];
ret=RLCE_encrypt({message,RLCEmlen, (unsigned char *)randomness,0QS_KEM_RLCE_length_random_bytes,nonce,@,RLCEpk, ct,&ctlen);
fres(message);
return ret;

0Q5_API DQ5_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char #sk) {
int ret;
RLCE_private key t RLCEsk=B2sk(sk, OQ5_KEM_RLCE_length_secret_key);
if (RLCEsk==NULL) return (CQS_STATUS) -1;
unsigned char message[RLCEsk-»para[6]];
unsigned long long mlen=RLCEzk-»parz[6];
ret=RLCE_decrypt({unsigned char #)ct,0Q5_KEM_RLCE_length_ciphertext,RLLEsk,message,&nlen);
if (ret<@) return {0QS_STATUS) ret;
memcpy(ss, message, OQS_KEM_RLCE_length_shared_secret);
return (OQS_STATUS) ret;

#Fendif

#define OPTIMIZED 1

85
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Step 186: Clicked on green button “Commit changes”. What I committed:

Update rlceCode.c
¥ main

¥y jwagrunner committed 2 minutes ago  Ver

Showing 1changed file with 88 additions and 83 deletions.

v -} 171 EEEEC src/kem/RLCE/rlceCode.c [

@ -16,7 +16,94 @@

16 16 .
17 17 “/

18 18

19 - #include "rlce.h"

19+ #include <stdlib.h>

2 +
21 clude <oqs/rlce.n>
2
23 defined(0QS_ENABLE_KEM_RLCE)
2+
25+ 0QS_KEM *0QS_KEM RLCE new() {
2%+
27+ 0QS_KEM *kem = malloc(sizeof(0QS_KEM));
8 if (kem == NULL) {
2 + return NULL;
38+ ¥
31 - kem->method_name = CQS_KEM_alg RLCE;
32 . kem->alg_version = "0QS_KEM_alg RLCE";
3+
EL I kem->claimed_nist_level =
35+ kem->ind_cca = true;
36
7@ kem->length_public_key = 0QS_KEM_RLCE_length_public_key;
38+ kem->1length_secret_key = 0QS_KEM_RLCE_length_secret_key;
39 . kem->length_ciphertext = 0Q5_KEM_RLCE_length_ciphertext;
48 - kem->length_shared_secret = 0QS_KEM_RLCE_length_shared_secret;
a .+
a2 . kem->keypair = crypto_kem_keygenerate;
43 - kem->encaps = crypto_kem_encapsulate;
a . kem->decaps = crypto_kem_decapsulate;
45+
46+ return kem;
47 .3
43+

49+ 0QS_APT OQS_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk)

56 + unsigned char seed[0QS_KEM RLCE length_random bytes];
51 + randombytes(seed, 0QS_KEM_RLCE length_random bytes);

52 + return (0QS_STATUS) crypto_kem_keygenerate KAT(pk,sk, (const unsigned char #) seed);

53 43
54+
55« ) kem_keygenerate KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {

56 + int ret;

57 + unsigned int para[PARASIZE];

58 + retgetRLCEparameters(para,CRYPTO_SCHEME, CRYPTO_PADDING);
59 + if (retce) return ret;

60 + RLCE private_key_t RLCEsk=RLCE_private_key_init(para);
61 + RLCE_ public_key_t RLCEpk=RLCE_public_key_init(para);

62 + unsigned char nonce[]={@xSe,@x7d,0x69,8xeL, 087, 0x57, 8x7b, 0x04, 0x 33, 8xee, 828, BX2a, OXD9, 0XF7, 0X77,@x31) 5
63 + ret-RLCE key setup({unsigned char *)randomness, 0QS_KEM RLCE_length_random_bytes, monce, 16, RLCEpK, RLCEsk)

64 + if (ret<d) return ret;

65 + unsigned int sklen=0QS_KEM_RLCE length_secret_key;
66 + unsigned int pklen=0QS_KEM_RLCE_length_public_key;
67 +  ret=pk2B(RLCEDK,pk,&pklen);

68 +  ret-sk2B(RLCEsk,sk,&sklen);

69 + return ret;
78 .3
o+

72+ 0QS_API OQS_STATUS crypto_kem_encapsulate{unsigned char *ct,unsigned char *ss,const unsigned char *pk) {

73+ unsigned char seed[0QS_KEM_RLCE_length_random_bytes];

74 + rendombytes(seed, 0QS_KEM_RLCE_length_random_bytes);

75+ return (0QS_STATUS) crypto_kem_encapsulate KAT(ct,ss,pk, (const unsigned char*)seed);
7% 4+ 3

7o+

78 + int crypto_kem_encapsulate_KAT(unsigned char *ct,unsigned char *ss,

9+ const unsigned char *pk,const unsigned char *randomness) {
80 + int ret;

8l + RLCE_public_key_t RLCEpk=B2pk(pk, OQS_KEM_RLCE length_public_key);

82 + 1if (RLCEpk==MULL) return -1;

83 + unsigned long long RLCEmle

LCEpk->paral6];
84 + unsigned chor *messagescalloc(RLCEmlen, sizeof(unsigned char));
85 + memcpy(message, ss, 0QS_KEM_RLCE length_shared_secret);

86 + unsigned long long ctle

0QS_KEM_RLCE_length_ciphertext;
8 + unsigned char nonce[11;

Browse files

1 parent dc96n7a  commit d9880B6C3785F045a7991767933d6F5d9653da65

Split  Unified

88 + ret=RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,005_KEM_RLCE_length_random_bytes,nonce,@,RLCEpk,ct,Bctlen);

89+  free(message);



1902
1903
1904
1985
1996
1987

1936
1937
1938
1939
1948
1941
1942
1943
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1945
1947
1948
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1950
1951
1952
1853
1954
1955
1956
1957
1958
1859
1968
1961
1962
1963

1989
1990
1991

+ return ret;

=1

+ 0QS_APT 00S_STATUS crypto_kem decapsulate(unsigned char #ss,const unsigned char *ct,const unsigned char *sk) {
+  int ret;

+  RLCE private key t RLCEsk=B2sk(sk, 0QS_KEM_RLCE_length_secret_key);

NULL) return (OQS_STATUS) -1;

+  if (RLCEsi
+  unsigned cher message[RLCEsk-dpara(61];

+ unsigned long long mlen=RLCEsk->para[6];

+  ret=RLCE_decrypt((unsigned char *)ct,0QS_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);
+  if (ret<d) return (OQS_STATUS) ret;

+  memcpy(ss, message, OQS_KEM_RLCE_length_shared_secret);

+  return (0QS_STATUS) ret;

pad(unsigned char bytes[1,unsigned int Blen,
€@ -1962,59 +1989,7 @@ void randombytes(unsigned char *x,unsigned long long xlen) {

return;

- #1f defined(0QS_ENABLE_KEM RLCE)

- OQ5_KEM *0Q5_KEM_RLCE_new() {

- 005_KEM *kem = malloc(
- if (kem == NULL) {

- return NULL;

- 5

- kem-ymetnod_name - 0Q5_KEM_alg RLCE;

- kem->alg_version = "0QS_KEM alg RLCE";

- kem->claimed_nist_level = 5;

- kem->ind_cca = true;

- kem->length_public_key = OQS_KEM_RLCE_length public_key;
- kem->length_secret_key = OQS_KEM_RLCE_length_secret_key;
- kem->length_ciphertext = OQS_KEM_RLCE_length_ciphertext;
- kem-»length_shared_secret - DQS_KEM_RLCE_length_shared_secret;

= kem->keypair = crypto_kem_keygenerate;
- kem->encaps = crypto_kem_encapsulate;

- kem->decaps = crypto_kem_decapsulate;

- return kem;
-

- OQS_API 0QS_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk) {

- unsigned char seed[0QS_KEM RLCE_length_random_bytes];

- randembytes(seed, 0QS_KEM_RLCE_length_random_bytes);

- return (0QS_STATUS) crypte_kem keygenerate KAT(pk,sk, (const unsigned char *) seed);

- int crypto kem keygenerate KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {

- int ret;

- unsigned int para[PARASIZE];

- ret-getRLCEparameters(para, CRYPTO_SCHEME, CRYPTO_PADDING)

- if (ret<@) return ret;

- RLCE private key t RLCESK=RLCE_private key init(para);

- RLCE public key_t RLCEpk=RLCE public_key init(para);

- unsigned char nonce[]={8x5e,8x7d,0x69,Bx=1,8x87, 8x57, 8x7b, x84, 8x33, Bxee , Bx=8 , Gxea, Bxb9, BxF7, 8x77,8x31};
- ret=RLCE key_setup((unsigned char *)randomness, 0QS_KEM RLCE_length_random_bytes, nonce, 16, RLCEpk, RLCEsk);
- if (ret@) return ret;

- unsigned int sklen=0QS_KEM RLCE length_secret key;

- unsigned int pklen=0Q5 KEM RLCE length public key;

K28 (RLCEpK, pk, &pklen) ;

- ret=sk2B(RLCEsk,sk,&sklen);

- return ret;

- 0Q5_API 0Q5_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk) {
- unsigned char seed[0QS_KEM_RLCE length_random_bytes];

- randombytes(seed, 0QS_KEM_RLCE_length_random_bytes);

- return (0QS_STATUS) crypto_kem_encapsulate_KAT(ct,ss,pk,(const unsigned char*)seed);
-

- int crypto_kem_encapsulate KAT(unsigned char *ct,unsigned char *ss,

- const unsigned char *pk,const unsigned char *randomness) {
- int ret;

- RLCE_public_key_t RLCEpk=-82pk(pk, 0QS_KEM_RLCE_ length_public_key);
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1962
1965
1966
1967
1968

1969

1978 RLCE_length_random_| ,nonce,@,RLCEDK, ct,&ctlen);

1971
1972
1973
1974
1975 char *sk) {
1976
1977
1978
1979
1980

1981

1982
1983
1982

message,

1985 -1

1987 - #endif

int rlce_k

t ret, i, random;

Step 187: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

me-pointer
ceFiles/

“int’ from a function with return
int ersion]

t s mon/ i /common . di
command failed.
3

U mean

0QS_KEM_new’? [-te
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Step 188: Clicked on bottom right pencil icon in “libogs/src/kem/RLCE/rlceCode.c” to

edit this file.

Step 189: Commented out lines 25 — 47:

23 #if defined(0QS_ENABLE_KEM_RLCE)

24

25 /¥ DQS_KEM *OQS_KEM_RLCE_new() {

26

27 0Q5_KEM *kem = malloc(sizeof(0OQS_KEM));

28 if (kem == MULL) {

29 return MWULL;

L] ¥

31 kem->method_name = O0QS_KEM_alg_RLCE;

32 kem-»alg_version = "0Q5_KEM_alg_RLCE";

33

34 kem->»claimed_nist_level = 5;

35 kem-»ind_cca = true;

36

37 kem->»length_public_key = 0OQS_KEM_RLCE_length_public_key;
38 kem->length_secret_key = OQ5_KEM_RLCE_length_secret_key;
39 kem->length_ciphertext = 0Q5_KEM_RLCE_length_ciphertext;
4a kem->length_shared_secret = 0Q5_KEM_RLCE_length_shared_secret;
41

4z kem-»keypair = crypto_kem_keygensrate;

43 kem->encaps = crypto_kem_encapsulate;

a4 kem->decaps = crypto_kem_decapsulate;

45

46 return kem;

a7 32

48

49 DQS_API CQ5_STATUS crypto_kem_keygenerate{unsigned char *pk, unsigned char *sk) {
58 unsigned char seed[0Q5_KEM_RLCE_length_random_bytes];

51 randombytes(seed, 0Q5_KEM_RLCE_length_random_bytes);

Step 190: Clicked “Commit changes” green button. What I committed:

Update riceCode.c Browse files

¥ main

W jwagrunner committed 3 minutes ago | Verified 1 parent dS88bS6  commit dbled2fGelab35925ebddc651e10692931692d52
Showing 1 changed file with 2 additions and 2 deletions. Split  Unified

v -} 4 EEEE src/ken/RLCE/rlceCode.c (B

@@ -22,7 +22,7 @@

22 2
23 23 #if defined(0QS_ENABLE_KEM_RLCE)
2 24

25 - 0QS_KEM *005_} LCE_new() {

RLCE_new() {

27 27
28 28

& @3 -24,7 +44,7 @@ 0QS_KEM *005_KEM_RLCE_new() {
a2 42 ken->decap pto_kem_decapsulate;
a5 as
a6 46 return kem;
a7 -3

a7 3%

a8 43
49 49 0QS_APT 0QS_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk) {
1 50

unsigned char seed[0QS_KEM_RLCE_length_random_bytes];
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Step 191: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

Step 192: Clicked on pencil icon in the lower right of liboqs/src/kem/RLCE/rlceCode.c to

edit this file.
Step 193: Took away “/*” from line 25, but added it to line 23:
23 /* [#if defined(OQS_EMABLE_KEM_RLCE)

25 0Q5_KEM *0QS_KEM_RLCE_new()

Step 194: Removed “*/” from line 47, but added it to line 105:

185  #endif =/|



Step 195: Clicked “Commit changes” green button. What I committed:

Update rlceCode.c
¥ main

W& jwagrunner committed 1 minute ago | Verified

Showing 1 changed file with 4 additions and 4 deletions.

v + MBI src/kem/RLCE/riceCode.c [O)
o @@ -20,9 +20,9 @@
20 20
n 21 s#include <ogs/rlce.n>
2 22
23 - #if defined(0QS_ENABLE_KEM RLCE)
23+ f®#if defined(0QS_ENABLE_KEM_RLCE)
25 - #® 0QS_KEM *0QS_KEM RLCE_new() {
s+ 0S_KEM_RLCE_n
2 2%
27 27 (0Q5_KEM) );
2 2
a4 2 = crypto_kem_decapsulate;
a5 a5
a6 26 return kem;
a7 - e
7 .3
a3 8
49 49 0QS_APT 0QS_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char =sk) {
5o 5@ unsigned char seed[00S_KEM RLCE length_random bytes];
“ @@ -162,7 +102,7 @8 00S_API 0QS_STATUS crypto_kem_decapsulate(unsigned char *ss,censt unsigned char
102 102 return (0Q5_STATUS) ret;
13 103 ¥
184 108
105 - #endif

185  + sendifl*f
106 106
107 107 #define OPTIMIZED 1
108 108
T

Step 196: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

1 parent 4ble92f

Browse files

commit ec26cdcfadcccSbiEfaSaababfTa9c270090F2b7

Split

Unified
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tion with

Step 197: Clicked on bottom right pencil icon in “libogs/src/kem/RLCE/rlce.h” to edit

this file.

Step 198: Commented out lines 25 — 38:

AELE_KEM_RCLE

_RLCE_length_public_key 118441
_RLCE_length_secret_key 179946
_RLCE_length_ciphertex
| RLCE_length_shared_s
_RLCE_length_:
M_RLCE_new(

0Q5_STATUS crypto_kem_keygenerate(unsigned char °

o

#define
#define

#define

@ o om

#define

=y

k, unsigned char *skj;

Wk

DQ5_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char sconst unsigned char *pk);
0QS_API DQS_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *skj;

int ery

B

to_kem_keygenerate_KAT({unsigned char *pk, unsigned char *sk, const unsigned char *randomness);

int cry

&

pto_kem_encapsulate_KAT{unsigned char *ct,unsigned char *ss, const unsigned char #pk,const unsigned char *randomn

n
n
n

void randombytes(unsigned char *x,unsigned long long xlen);
zendif =/|

WL WL W L L W Ra R R B3RS

&

Step 199: Clicked “Commit changes” green button. What I committed:
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Update rlce.h Browse files

P main
W jwagrunner committed 1 minute age | Verified 1 parent ec28c@c  commit 3372226celd38eda44631F80502549727958800D
Shewing 1 changed file with 2 additions and 2 deletions, Split  Unified
v em/RLCE/rlce.h (5

ss,const unsigned char

Step 200: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

_identifier’:
elements
ompressed

note: i on of mz
sike p751 compressed,

ompressed”

F0QS_KEM RLCE_new’; did you mean fOQS_KEM_new’? [-Wer

on with return ty M { M **} makes poi




Step 201: Clicked on bottom right pencil icon in “libogs/src/kem/RLCE/rlce.h” to edit

this file.

Step 202:

Uncommented lines 25 — 38:

25  #ifdef OQS_EMABLE_KEM_RCLE

26 #define
27 #define
28 #define
29 #define

38 #define
31 OQS_KEM
32 DQS_API
33  DQS_API

34 0QS_API

005_KEM_RLCE_length_public_key 118441

0Q5_KEM_RLCE_length_secret_key 179946

0Q5_KEM_RLCE_length_ciphertext 785

0Q5_KEM_RLCE_length_shared_secret 64

0Q5_KEM_RLCE_length_random_bytes 32

*0QS_KEM_RLCE_new{void};

0Q5_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk);

0Q5_STATUS crypto_kem_encapsulate(unsigned char *ct,unsigned char *ss,const unsigned char *pk);
OQ5_STATUS crypto_kem_decapsulate{unsigned char *ss,const unsigned char *ct,const unsigned char *sk);

35 int crypto_kem_keygenerate_KAT{unsigned char *pk, unsigned char *sk, const unsigned char *randomness);
36  int crypto_kem_encapsulate_KAT(unsigned char *ct,unsigned char #ss, const unsigned char *pk,const unsigned char *randomness);
37 woid randombytes{unsigned char *x,unsigned long long xlen);

38 #endif

Step 203:

Update rice.h

Clicked “Commit changes” green button. What I committed:

Browse files
¥ main
W jwagrunner committed 1 minute age  Verified 1 parent 6c3635d  commit blaS0cilab7fed15dIsed3Sef5EbACEOECTEIET
Showing 1 changed file with 2 additions and 2 deletions. Split  Unified

4 mmmm
+
22 22
23 23
24 24
25
3 .+
2% 26
27 27
28 28
35 35
36 36
37 37
3%
38 -
39 39
48 48
41 a

Step 204:

src/ken/RLCE/rlce.h [0

@8 -22,7 +22,7 @@

#include <ogs/ogs.h>

- [#ifdef 0QS_ENABLE KEM RCLE

£ 0QS_ENABLE_KEM_RCLE
4 ngth_public_key 118441

ngth_secret_key 179948
length_ciphertext 785
@ -35,7 +35,7 @@ OQS_APT OQS_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char

AT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness);

unsigned char *ct,unsigned char *ss, const unsigned char *pk,const unsigned char *randomness);

*x,unsigned long long xlen);
2

#define field unit() 1
#define field_zero() 8

Clicked on pencil icon in the bottom right in

“liboqs/src/kem/RLCE/rlceCode.c” to edit this file.

94



Step 205: Removed “/*” from line 23 (and also an extra space):

Before:

23 /* #if defined(OQS5_EMABLE_KEM_RLCE)

23 pif defined(0QS_ENABLE_KEM_RLCE)

Step 206: Removed “*/” from line 105 (and also an extra space):

Before:

185  #endif =/

After:
185  #endif]

Step 207: Clicked “Commit changes” green button. What I committed:

Update riceCode.c Browse files
¥ main
W jwagrunner committed 1 minute ago | Verified 1 parent fblaSdc  commit bdBbaB5fE660e7IcO0bIFEA114116101272dce}

Showing 1 changed file with 2 additions and 2 deletions Split | Unified

~ i 4 EEWE src/kem/RLCE/rlceCode.c (O]

B @@ -20,7 +20,7 @
o o
21 21 #include <ogs/rlce.h>
2 2

@@ -102,7 +182,7 @ 0Q5_APL 0Q5_STATUS crypto_kem_decapsulate(unsigned char *ss,const unsigned char

e
122 102 return (0QS_STATUS) ret;
103 103 1
124 104
185 ~ tendifl®]

105 #endif

o o
27 a7 #define OPTIMIZED 1
o o
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Step 208: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

identifier’:
elemen i

EM_new*? [-Werr

*} makes poi]

Step 209: Navigated to “libogs/src/kem/RLCE/rlce.h”, then clicked on edit icon in the

bottom right to edit this file. The following is the committed changes:

Update rice.h Browse files

¥ main

& jwagrunner committed 2 minutes ago | Verified 1 parent 565d8a7  commit d3b7957e&7eeSb:

Split  Unified

Showing 1 changed file with 1 addition and 1 deletion.

v F2mm sre/kem/RLCE/r1ce.h [3

23 #include <ogs/egs.h>

f DQS_EMABLE_KEM_RCLE
0QS_ENABLE_KEM_RLCE
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Step 210: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

mpressed "SIKE-

“‘OQS_KEM_alg sike_p751_compressed?’

1-compressed”
te: in expansion of mac ‘0Q5_KEM_alg_sike_p751_compressed”’
k ompressed,

all warnings
] Building C ceFi mon . di
build st

97

Step 211: Clicked on bottom right pencil icon in “libogs/src/kem/kem.h” to edit this file.

The following is the committed changes.

Update kem.h Browse files
¥ main
W jwagrunner committed 2 minutes ago | Verified 1 parent d3b7957  commit 92! 68b9b41e5a5F7bBcd@3443d29981.

Showing 1 changed file with 1 addition and 1 deletion split | Unified

v F 2 mm src/kem/ken.n (O




Step 212: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

include,
148

include 14 : unknown t ‘aeskey_t'; did y mean ‘ke
insigned s

ameter names (without t

e name ‘aeskey t mean
aesk

Step 213: Clicked the bottom right pencil icon in “liboqs/src/kem/RLCE/rlce.h” to edit

this file.
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Step 214: Eliminated line 23 below, and moved all lines at line 25 and below up by two:

Before:

28
21
22
23
24
25
26
27

After:

28
21
22
23
24
25

#ifndef RLCEH_
#define _RLCEH_

#include ﬁnqs!nqs.hﬂ

#ifdef OQS_EMABLE_KEM_RLCE
#define 0Q5_KEM_RLCE_length_public_key 118441
#define 0Q5_KEM_RLCE_length_secret_key 179946

#gifndef RLCEH_
#define _RLCEH_

#ifdef OQ5_EMABLE_KEM_RLCE
#define OQ5_KEM_RLCE_length_public_key 118441
#define 0Q5_KEM_RLCE_length_secret_key 179946

Step 215: Eliminated “#endif” at line 133 below, and moved all lines at line 135 and

below up by two:
Before:
128 typedef struct {
129 char *key;
138 int wal;
131 T strvalue_ti;
132
133 #endif]
134
135  int pk2B(RLCE_public_key_t pk, unsigned char pkB[], unsigned int *blen);
136  int skZB(RLCE_private_key_t sk, unsigned char =kB[], unsigned int *blen);



After:

128
129
138
131
132
133
134

typedef struct {
char *key;
int val;

} strvalue_t;

int pk2B(RLCE_public_key t pk, unsigned char pkB[], unsigned int *blen);
int sk2B(RLCE_private_key_t sk, unsigned char skB[], unsigned int *blen);

Step 216: Added “#endif” at line 334 below”

iz@
331
332
333
i34

Step 217: Clicked the “Commit changes” green button. What I committed:

int rlce_keypair(int crypto_scheme, char® keyfilename);
int rlce_encrypt({int kem, char® pubkey, char*® plainfile);
int rlce_decrypt(char® prikey, char* cipherfile);

gendif

Update rice.h

Browse files
¥ main
W jwagrunner committed 4 minutes ago | Verified 1 parent 9208681  commit 6216cfecceldledda@9B5deBfdeebdad2c5b381
Showing 1 changed file with 1 addition and 5 deletions. Split  Unified

~ F

o

6 MEEE src/kem/RLCE/rlce.h (O

€8 -20,8 +20,6 @
#ifndef _RLCEH_
#define _RLCEH_

- #include <ogs/ogs.h>
#ifdef 0QS_ENABLE_KEM_RLCE

#define 005_KEM RLCE
#define 0QS_KEM_RLCE

v 118441
v 1739946

@@ -132,6 +130,6 @@ typedef struct {
int val;
I strualue_t;

- #endif

int pk28(RLCE_public_key_t pk, unsigned char pkB[], unsigned int *blen);
int sk28(RLCE_private_key_t sk, unsigned char skB[1, unsigned int *blen);
RLCE_public_key_t B2pk{const unsigned char binByte[], unsigned long long blen);

@@ -335,7 +331,7 @@ int rlce_keypair(int crypto_scheme, char> keyfilename);

100
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* pubkey, char®

pherfile);

Step 218: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

‘int’ and

fint’ and

n of integer ex ferent signedness: ‘int? and

*long

does not allow e

Step 219: Navigated to “libogs/src/kem/RLCE/GaloisField.c”, then clicked on pencil icon

in the bottom right to edit this file. The following are the committed changes:



102

Update GaloisField.c
¥ main

Browse files

W jwagrunner committed 1 minute ago | Verified 1 parent 6216cfe  commit 554743432badeddatf45204507bddbd7I0de5a32

Showing 1 changed file with 5 additions and 3 deletions. Split Unified

sre/kem/RLCE/GaloisField.c (O

1 @@ -167,7 +167,5 @@ int GF_init_div_table(int m) {
67 107  field_t GF_ada(field_t x, ) {return xny;}
1es
109 int GF_ (field t vecl[], field_t vec2[],field_t vec3[], int vecSize){
- int i, longsize;
118+ int longsize;
11+ unsigned int i;
111 112 longsize = sizeof(unsigned long long);
12 113 if (vec3==WULL) vec3=vec2;
13 14 unsigned int size=(sizeof(field_t)=vecsize)/longsize;
B @@ -121,7 +122,8 @@ int GF_addvec(field t vecl[], field t vec2[],field t vec3[], int vecSize){
121 122 i3
122 123
123 124 int GF_addF2v jeld_t x, field t vec3[],field_t vec3[], int vecSize){
124 - int 4, longsize;

125 + int longsize;

126+ unsigned int i;

127 longsize = sizeof{unsigned long long);
128 fiela_t vecl[longsize/ ield_t)];
129 (i=0;i<longsize/sizeof(Field t); i++) vecl[il=x;

: @@ -328,7 +33,7 @8 int getMatrixAandAiny(matrixA_t mat, matrixA_t matInv,
328 338 J=j+4;
39 331 ¥
30 332 return 03
331 -3

333 4}

32 334
333 335 voia GF_expvec(field_t vec[], int size, int m) {
334 336 GF_init_logexp_table(m);

Step 220: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja
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$ ninja

ed int’ and

here

all w
build

Step 221: Clicked on bottom right pencil icon in “libogs/src/kem/RLCE/GaloisField.c” to

edit this file. The following is the committed changes:

Update GaloisField.c Browse files
¥ main
W jwagrunner committed 2 minutes ago | Verified 1 parent 5547434 commit BSecs@cacfdle3dsdeivadf67os85552c3Tdalad

Showing 1 changed file with 2 additions and 2 deletions, Split | Unified

rc/kem/RLCE/GaloisField.c [

@@ int GF_init_div_table(

[1, int vecsize)

[1, unsigned int v

1,field_t vec3[l, int
1,field_t vec3[], msigned

ecsize){

Step 222: Navigated to “libogs/src/kem/RLCE/rlce.h”, and clicked on the bottom right

pencil icon to edit this file. The following are committed changes:
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Update rice.h Browse files
O e

& jwagrunner committed 4 minutes ago | Verified 1 pare
Shewing 1changed file with 2 additions and 2 deletions, Spiit | Unified

/kem/RLCE/r1ce.h [0

e, unsigned int

vecSize);

Step 223: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

$ ninja

ul_FFT_fullField”

1loc? declared here

dden -mar
-fomit-

: unused ps
m) {

In function ffind_de
18: error: com ege i fer s d : fint’ and fun ned int’ [-Wern

In function =
error: « E f i i =i d r i and funsigned int® [-u

Step 224: Clicked on bottom right pencil icon below in

“libogs/src/kem/RLCE/fieldPoly.c” to edit this file. The following are committed
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Update fieldPoly.c i
¥ main
W jwagrunner committed 2 minutes ago | Verified 1 parent f4922al  commit 868876698dB85793483b81886d672b022382eb64
Showing 1 changed file with 1 addition and 1 deletion. Split | Unified
v 2 mm src/kem/RLCE/fieldPoly.c (O]

t(Unsigned int n) {

alloc(sizeof (struct polynomial));

p-rdeg = -13

Note: I decided to input “unsigned” in front of “int n”, after seeing someone remove the

same error I received when inputting “unsigned int” in front of “size” in [20].

Step 225: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

-MT
Files/RLCE.d

ion of fpoly init’ was

keFiles/RLCE.dir/GaloisField.c.o

Step 226: Clicked bottom right pencil icon in “liboqs/src/kem/RLCE/rlce.h” below to edit

this file. The following are the committed changes.



Update rice.h
¥ main

9 jwagrunner committed 1 minute age | Verified

Showing 1 changed file with 1 addition and 1 deletion.

v 2 mm src/kem/RLCE/rlce.h (O

Step 227: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

$ ninja
/RLCE/CMakeFiles/RLCE.dir/bta.
(= LCE/CMak | .
-Iinclude -

error: integer expressions

1 parent 8683766  commit d2177delee522a1BcecaadfesIz

ignedness: “int”

erent signedness: “int’

different signedness: ‘int’

different nedn : fint?

Browse files

split | Unified

‘unsigned int’

int’

funsigned int’

int’

used unin alized in this fu 5 e-uninitial

used uni alized in this fu
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Note: Used the output above from executing “ninja” to help make the following changes

to bta.c file in the RLCE directory:

Step 228: Clicked on bottom right pencil icon below in “libogs/src/kem/RLCE/bta.c” to

edit this file.

Step 229: Eliminated the parameter “field t a” within “trace” in line 92:

Before:

92  field_t trace(field_t &, int m) {

After:

942  Ffield_t trace(int m) {

Step 230: Eliminated “u” from “trace” in line 117 below:

Before:

117 field_t tr = trace(p);



Step 231: Changed “unsigned int pos0” to just “int pos0”:

Before:

163 unsigned int pos@;
After

163 fint posa;

Step 232: Removed “unsigned” from line 380 below:

Before:

iz@ unsigned int pos@, posl;
After:

358 ﬁﬂt posd, posl;

108

Step 233: Removed “elog” from line 517 below (and also the comma too that goes before

it):
Before:

517 unsigned int alog, clog, elog;
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517 unsigned int alog, clud;

Step 234: Put “unsigned int” before “elog” in line 529 below:

Before:

529 elog = (clog + (fieldSize(m)-1-alog));

After:

529 unsigned int klng = (clog + (field5ize(m)-1-alog));

Step 235: Clicked green “Commit changes” button. The committed results:

Update bta.c Browse files

¥ main

W9 jwagrunner committed 2 minutes ago | Verified 1 parent d2177de  commit cde75ff231b@c0a6960979677df363bc362eblfb

Showing 1 changed file with 6 additions and 6 deletions. Split  Unified

v -1 12 EEERO src/kem/RLCE/bta.c (D

1 @@ -89,7 +89,7 @@ static int find_degl_roots(poly_t p, field_t pRoots[], int m) {

89 89 return 8;

90 9% 3

51 91

92 - field_t trace(field t a, int m) {
92+ field_t trace(int m) {

a3 93 int i;

94 field_t alpha=GF_exp(l, m);

as field t ret=alpha;

3 €@ -114,7 +114,7 @@ int Find_degd_roots_rt(poly_t p, field_t pRoots[1, int m) {
14 114 (a/b)*X, transform aX"2+bX+c to z"2+z+u (u )/
15 15 (a +c +2%(FfieldSize(m)-1 -b)) % (FieldSize(m)-1) ;

116 116 field_t u=GF_exp(ulog,m);
117 - Field_t tr = trace(u,m);

+  field_t tr = trace(m);
118 if (tr) return 9;
119 alpha*{j} + alpha®{
120 120 Je=m; e4) (

€@ -160,7 +160,7 @@ int Find_degd_roots_rt(poly_t p, field_t pRoots[], int m) {




@@ -514,7 +514,7 @@ int Find_deg4 roots(poly_t p, field_t pRoots[], int m) {

return ret;

Step 236: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

note:
log, m

] Building C
build stopped:

ion it appears in
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Note: Used the output above from executing “ninja” to help make the following changes

to bta.c file in the RLCE directory:

Step 237: Clicked on bottom right pencil icon below in “libogs/src/kem/RLCE/bta.c” to

edit this file.

Step 238: Added “, elog” after “clog” in line 517 (see yellow highlighted):

Before:
517 unzigned int alog, clog:
After:
517 unsigned int alog, clog, ELDQJ

Step 239: Removed “unsigned int” in line 529:

Before:

i
(=]
o

unsigned int elog = (clog + (fieldSize(m)-1-alog));

After:

(¥}
g%
Lo

kl:g = (clog + (field5ize(m)-1-alog)};



112

Step 240: Clicked green “Commit changes” button. What I committed:

Update bta.c Browse files
8 main
W jwagrunner committed 1 minute ago  Verified 1 parent cde75ff  commit £918fadaa37c66ebBB5bbF1Bd1T7efd!

Showing 1 changed file with 2 additions and 2 deletions. Split Unified
v foa - <@

7 +514,7 @@ int find_deg4 roots(poly t p, field t 1, int m) {

urn ret;

log, clog;
log, clog, elog;

@@ int find_deg4_roots(poly_t p, field_t pRoots[1, int m) {

unsigned int e

+ elog = (clog +

Step 242: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

be used uwninitialized in this function [-Werror=maybe-uninitialized]

be used uninitialized in this function [-Werror be-uninitialized]

3

be used unin

note: ‘elo

gned int’ and ‘int’ [-Wern
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Note: Used the output above from executing “ninja” to help make the following changes

to bta.c file in the RLCE directory:

Step 243: Clicked bottom right pencil icon in “liboqs/src/kem/RLCE/bta.c” to edit this

file.

Step 244: Set pos0 to 0:

Before:
163 int posa;
After:
163 int posd = @

Step 245: Set pos0 to 0 on line 380, then moved pos1 onto line 381 and set it equal to 0:

Before:
384 int posa, |:-|:£'_,'-
After:
330 int posd@ = 8;
381 int posl = @;]

Step 246: Removed elog from line 518 (along with the space and comma before it), and
added it to line 519 and set it equal to 0 (along with “unsigned it” before it with a

semicolon at the end):



Before:

518 unsigned int alog, clog, eln:ngi;

518 unsigned int alog, clog;
519 unsigned int elog = @;

Step 247: Clicked “Commit changes” green button. What I committed:

Update bta.c
¥ main

W jwagrunner committed 1 minute ago | Verified

Showing 1 changed file with 5 additions and 3 deletions.

« -} 8 MEEWO src/kem/RLCE/bta.c (O

1 @ -168,7 +168,7 @@ int find_deg2_roots_rt(poly_t p, field_t pRoots[], int m) {

160 160 memcpy(rowse, roms,

161 161 memcpy(rowsl, roms, L£))s /
162 162 memset (pRoots, 8, 2*sireof(field_t));
163 - int pose;
163+ 058 = @8;
164 164 for (i=8; i¢m; is=) if (positions[i]==m) pos@=i;
165 165 for (i=@;i<m;i++) rowsl[i] ~= ((rows[i] >>(m-pos@)) & @x8001);
166 166 for (i=m-1;i>=0;i--) {
: @@ -377,7 +377,8 @@ static int affined_roots(field_t a, field_t b, field_t c, field_t *roots, int m)
377 377 return 1;
378 378 3}
379 79 memset(roots, @, 4*sizeof(field t));
380 - int pos@, posl;
382 + int pos8 - 8
381 4 int posl = @;
381 382 unsigned int flag = 8;
382 383 Field_t rowse[m],rowsi[m];
383 384 memcpy (rowse, rows, mesizeof(field t)); /= for @8 or @ (ctr=1) */
: @ -514,7 +515,8 @@ int find_degd _roots(poly_t p, field_t pRoots[], int m) {
514 515 return ret;
515 516 ¥
516 517
517 - unsigned int alog, clog, elog;
518+ unsigned int alog, cleg;
519 + unsigned int elog = 8;
513 528 field_t roots[4];
519 521 memset(roots, @, 4*sizecf(field t));
520 522 if (c1=8 ) {
-

Step 248: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

1 parent £918fad

Browse files

commit 4244842706F5a083c650c3e2808F1271ecfbTeb

Split

Unified

114
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1, int m

Note: Used the output above from executing “ninja” to help make the following changes

to list.c file in the RLCE directory:

Step 249: Visited “libogs/src/kem/RLCE/list.c”, then clicked the bottom right pencil icon

to edit this file.

Step 250: Removed “, tmp =1” from line 59:

Before:

50 int len=@, tmp=1, i;
After:

59 int len=g|, i;

Step 251: Added “unsigned int tmp = 1;” to line 60 (yellow highlighted), moved previous

line 60 and all lines below down by one:
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int len=@, 1i;
unsigned int tmp = 1;

L5 T = T |
| Sl B =]

while {(nx>tmp){

Step 252: Removed “int k™ from line 161 (yellow highlighted) (and also removed the

comma before it too):
Before:

161  int verifyZeroOrder( bipoly_t @, int n, int k, int omega, field_t alpha[], field_t beta[], int m} {

After:

161  dint wverifvZeroOrder( bipoly_t @Q, int nL int omega, field_t alphall, field_t betal[l, int m) {

Step 253: Removed “, int n, int k” from line 195 (yellow highlighted):

Before:

195 int verifyZeroOrderOne( bipoly_t Q, int n, int k, int omega, field_t alpha, field_t beta, int m) {

After:

135  int verifyZeroOrderOne( bipoly_t d, int omega, fiesld_t alpha, field_t bets, int m) {

Step 254: Removed “, betalog” from line 241 (yellow highlighted):

Before:

241 int alphalog, betalog,je;



After:

241

int alphalog|,ja;
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Step 255: Added “int betalog = 0;” to line 242 (yellow highlighted) (and pushed previous

line 242 and all lines below by one):

241
242
243

int alphalog,jd;
int betalog = 8;

unsigned int deltaj®log, deltajlog, deltaxi@log;

Step 256: Clicked green “Commit changes” button. What I committed:

Update list.c
¥ main

& jwagrunner committed 1 minute age | Verified

Showing 1 changed file with 6 additions and 4 deletions.

v g5
1
57 57
58 58
59
59
68
60 61
61 62
62 63
e
157 158
158 159
159 160
160
161
161 162
162 163
163 164
-+
191
192
193
194

195

237 238
238 239
239 248
248

241

242
241 243
242 244
243 245

o

W src/kem/RLCE/List.c [0

@@ -56,7 +56,8 @@ unsigned long long binomisl(unsigned long long n, unsigned long long k) {

” kipedia.o
if (kn) return 8;

int len=0, tmp=1, i;

int len-8, i;

unsigned int tmp = 1;

while (n>tmp){
tnp =(tmpe<1);

len++;
@@ -157,7 +158,7 @ void bipoly_print(bipoly_t p){

printf("\n");
+

- int verifyZercOrder( bipoly_t ©Q, int n, int k, int omega, field t alpha[l, field t beta[], int m) {

- int verifyZercOrde

.

.

int verifyZeroCrder{ bipoly_t Q, int n, int omega, field_t alpha[], field_t beta[], int m) {
field_t delta;
int yes=;

unsigned int tmp;

@@ -191,7 +192,7 @@ int verifyZeroOrder( bipoly t Q, int n, int k, int omegs, field_t alpha[], fiel

return yes;
b

rOne( bipoly t Q, int n, int k, int omega, field t alpha, field_t bets, int m) {

int w ZeroOrderOne( bipoly_t Q, int omega, field_t alpha, field_t beta, int m) {

field t delta;
int yes=g;
unsigned int tmp;

@@ -237,7 +238,3 @@ bipoly_t koetterInterpolation(int n, int k, int omega, int Lomega, field_t alpha

H

field t delta[lomega+1], deltaxie;

unsigned int tmp;

int alphalog, betalog,jo;

int alphalog,j@;

int betalog = 0;

unsigned int deltajelog, deltajlog, deltaxjelog:
int ubound;

for (i=8; i¢n; ies) {

1 parent 42442d2

Browse files

commit 1f15e3c7799262103938467256030F03cd31074

Split | Unified
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Step 257: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

of different
integer ns of different signednes “int? and
f integer ex s of differ 1 int?
integer

f integer . f different signedn i d int’ and ‘int

integer e f different signednes “int? and

integer expressions of different 20 and “int]

of different gn int? and

fferent signedness: ‘unsigned int’ and fin|

s of different signedne

Note: Used the output above from executing “ninja” to help make the following changes

to fieldMatrix.c file in the RLCE directory:
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Step 258: Clicked on pencil icon in the bottom right of

libogs/src/kem/RLCE/fieldMatrix.c to edit this file.
Step 259: Removed “, int nRB” from line 401 (yellow highlighted):

Before:

481  int getShortIntegers(unsigned char randB[], int nRB,unsigned short output[], int outputSize) {

After:

481 int getShortIntegers{unsigned char 'ardE:]Lursigned short output[], int outputSize) {

Step 260: Removed “, int nRB” from line 342 (yellow highlighted):

Before:

342  wector_t getPermutation(int persize, int t, unsigned char randBytes[], int nRB) {
After:

342 wvector_t getPermutation{int persize, int t, unsigned char ’aﬂ:Eytes[]b i

Step 261: Removed “, nRB” from line 352 (yellow highlighted):

Before:

352 int ret=getShortIntegers(randBytes, nRB, randomShortIntegers,t);
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After:

352 int PE:=get5rcrtIr:egers(rardEy:EsL randomShortIntegers,t);

Step 262: Removed “i, ” from line 450 (yellow highlighted):

Before:

458 unsigned int 1, X=8;
After:

458 unsigned int [(=@;

Step 263: Added “int i;” to line 451 below (previous line 451 and all lines below were

pushed down by one line):

451 int i

Step 264: Added “unsigned” in line 529 below (yellow highlighted):

(¥}
g%
Lo

unsigned ﬁr: veclen =FE-»size;

Step 265: Added “unsigned” in line 621 below (yellow highlighted):

621 unsigned ﬁr: veclen =FE-rsize;



Step 266: Added “unsigned” in line 697 below (yellow highlighted):

GAT unsigned ﬁr: veclen =FE-»size;

Step 267: Added “unsigned” in line 753 below (yellow highlighted):

unsigned ﬁr: veclen =FE-»size;

]
LA
¥

Step 268: Added “unsigned” in line 805 below (yellow highlighted):

gas unsigned ﬁr: veclen =FE-»size;

Step 269: Added “unsigned” in line 905 below (yellow highlighted):

[T=]
(s3]
(Y3}

unsigned ﬁr: veclen =FE-»size;

Step 270: Added “unsigned” in line 985 below (yellow highlighted):

G35 unsigned ﬁr: veclen =FE-»size;

Step 271: Added “unsigned” in line 1022 below (yellow highlighted):

1822 unsigned ﬁr: veclen =FE-rsize;

121



Step 272: Clicked “Commit changes” green button.

Update fieldMatrix.c

Pm

ain

W jwagrunner committed 1 minute ago | Verified

Showing 1 changed file with 13 additions and 12 deletions.

349

350

351
352

352
353

354

355

529

EE

531
532

- vector_t getPermutation(int persize, int t, unsigned char randBytes[], int nRB) {

- int getShortIntegers(unsigned char randB[1, int nRB,unsigned short output[], int outputSize)

+ int getShortIntegers(unsigned char randB[],unsigned short output[], int outputSize) {

x

src/kem/RLCE/Fielamatrixn.c (O

€@ -339,7 +339,7 @@ int getRandomMatrix(matrix_t mat, field t randE[]) {

return 8

vector_t getPermutation(

persize, int t, unsigned char randBytes[]) {

/% this implements Fisher-Vates shuffle

in Knuth "Algorithm P" of The Art of Computer Programming */

% if t=per

ze, return s permutation of @,...,persize-1. otherwise

€@ -349,7 +389,7 @@ vector_t getPermutation(int persize, int t, unsigned char randBytes[], int nRB)

for (i=@; i<persize; i=+) permutation->data[il=i;

unsigned short randemShortIntegers[tl;
int ret=getShortIntegers(randsytes, nRB, randomShertIntegers,t);
int ret=getShortIntegers(randsytes, randomShortIntegers,t);

if (ret <@) return MULL;

unsigned short swapi;

@@ -398,7 +398,7 @@ int randomBytes2FE(unsigned char randomBytes[], int nRB,

What I committed:

1 parent 1f15e3c

Browse files

commit 157b556560529266697 4266829097 314FFDbAe

Split

Unified

return 2;

int 4;
for (i-8; i<outputsize; i++) {

output[i]=randB[2*i];

@@ -447,7 +447,5 @@ void 1285 (unsigned int X, unsigned char 5[], int slen) {

int BS2T (unsigned char S[J,

slen) {
unsigned int i, X=8;

unsigned int X=

icslen; is+) X=(X<<8)2S[i];

return X;

T

@@ -525,7 +526,7 @@ int RLCE_MGF(unsigned char mgfseed[], int mgfseedlen,

(unsigned char bytes[], unsigned int Blen, vector_t FE) {
int veclen =

E->size;
Unsigned int veclen =FE->size;
if (9*vecLen>8*BLen) {

return BYTEVECTORTOOSMALL;
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617
618
619
628

621
622
623

693
694
695
696

697
698
599

758
751
752

753

754

“

o

o

985
986
987

1018
1019
1028
1021

1022
1023
1024

618
619
620

622
623
624

694
695
696

698
699

750
751
752

753
754
755

982
983
984

986
987
958

1019
1020
1621

1822
1023
1024
1025

@ -617,7 +618,7 @@ int B2FEQ (unsigned char bytes[], unsigned int Blen, vector_t FE) {

¥

int FE289 (vector_t FE, unsigned char bytes[], unsigned int Blen) {
- int veclen =FE-3size;
+  unsigned int veclen =FE->size;
if ((8*BLen) < (vecLen®d)) {
return BYTEVECTORTOOSMALL;
T

@@ -693,7 +694,7 @@ int FE289 (vector_t FE, unsigned char bytes[], unsigned int Blen) {

b

int B2FE1R {unsigned char bytes[], unsigned int Blen, vector_t FE) {
- int veclen =FE-3size;
+ unsigned int veclen =FE->size;
if (1@*vecLen>8*BLen) {
return BYTEVECTORTOOSMALL;
T

@ -749,7 +750,7 @@ int B2FE1® (unsigned char bytes[], unsigned int Blen, vector_t FE} {

b

int FE2B1@ (vector_t FE, unsigned char bytes[], unsigned int Blen) {
- int veclen =FE->size.
+ unsigned int veclen =FE->size;
if ({8*Blen) ¢ (veclen *18)) {
return BYTEVECTORTCOSMALL ;
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H

@@ -891,7 +802,7 @@ int FE2B1@ (vector_t FE, unsigned char bytes[], unsigned int Blen) {

int B2FE11 (unsigned char bytes[], unsigned int Blen, vector_t FE) {

- int veclen =FE-»size;
+ unsigned int veclen =FE->size;
if (11*veclen>B*Blen) {
return BYTEVECTORTOOSMALL;
H

@@ -991,7 +902,7 @@ int B2FE11 (unsigned char bytes[], unsigned int Blen, vector_t FE) {

T

int FE2B11 {vector_t FE, unsigned char bytes[], unsigned int Blen) {
- int veclen =FE->size;
+  unsigned int veclen =FE-dsize;
if ((8%BLen) < (veclen ¥11)) {
return BYTEVECTORTOOSMALL ;
H

@@ -981,7 +982,7 @@ int FE2B11 (vector_t FE, unsigned char bytes[], unsigned int Blen) {

¥

int B2FE12 (unsigned char bytes[], unsigned int Blen, vector_t FE) {
- int veclen =FE->size;

+  Unsigned int veclen =FE->size;

if (12*veclen>3*BlLen) {
return BYTEVECTORTOOSMALL ;
H

€@ -1618,7 +1019,7 @@ int B2FE12 (unsigned char bytes[], unsigned int Blen, vector_t FE) {

T

int FE2B12 (vector_t FE, unsigned char bytes[], unsigned int Blen) {
- int veclen -FE->size;
+  Unsigned int veclen =FE-»>size;
if ((8%BLen) < (veclen *12)) {
return BYTEVECTORTOOSMALL;
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Step 273: Clicked on pencil icon in the bottom right of libogs/src/kem/RLCE/rlce.h” to

edit this file. The following are committed changes.

Update rice.h
¥ main

W jwagrunner committed 1 minute ago  Verified

1 parent 1276656

Showing 1 changed file with 2 additions and 2 deletions.

src/kem/RLCE/r1ce.h (D)

es(1, dnE nR8);
es0));

conmit £609871a171540

Browse files

C19352cecba6cF 209963

Split | Unified

Step 274: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file. The following are committed changes:

Update rlceCode.c

¥ main

W jwagrunner committed 1 minute age | Verified

Showing 1 changed file with 3 additions and 3 deletions.

1
884 884
885
886
887
853 888
889 889
890 898
990 908
901 281
902 982
993
983
924 gea
995 985
906
e
A

1158 1158
1159 1159
1160 1160
1161
1162
1163

o

sre/kem/RLCE/rlceCode.c (0

@@ -884,7 +884,7 @@ int RLCE_key_setup (unsigned char entropy[], int entropylen,
Field_t randE[nRE];
ret=randomBytes2FE(randomBytes, nRAFOrRE, randE,nRE,m);
if (ret<@) return ret;
vector_t perl =getPermutation{n,n-1, &randonBytes[NREferREl, 2*n-2);
vector_t perl -getPermutation{n,n-1, &randomBytes[nRBforRE]);
vector_t perlinv=permu_inv(perl);

vector_copy(perlinv, sk->pernl);

@@ -90,7 +900,7 @@ int RLCE key_setup (unsigned char entropy[], int entropylen,
errorClearediumber=2;
index1-2;

index2=2;

per2 =getPermutation(nplusw,nplusw-1,&randonBytes[aRBForRE+2*n-2+done], 2*nplusw-2);
per? =getPermutation(nplusw,nplusw-1,&randonBytes [ARBFOrRE+2*n-2+done]);

if (per2==MULL) return GETPERERROR;

for (i=0; ick; i++) {

if (per2->data[il<nminusu) {

@ -1158,7 +1158,7 @ int RLCE_encrypt(unsigned char msg[], unsigned long long msglen,

1 parent F6d9871

Browse files

commit 3195784312d4784ef336bc271dccddfe729ccB79

Split

Unified

add[addlen-1]=(ctr & BxFF);
memcpy(padrand, randsytes, pk->paral81);

/* BEGIN get posi: ns for t s */
vector_t per =getPermutation(nplusw,t,8randBytes[pk->paral81], 2%%);
vector_t per =getPermutation(nplusw,t,8randBytes[pk->paral81]);

memcpy (errlocation, per->data, t = ield t));

vector_free(per);
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Step 275: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

f integer

r expressions of different signedness: fint’ and

r expressions different

integer expressions different signedness: “int”’ ‘unsigned

r expressions different sigr g t ‘unsigned

integer expressions different signedness: “int’ and ‘unsigned

essions of different signedness: fint® and ‘unsigned int]

ons of different signednes “int?! and fu

Note: Used the output above from executing “ninja” to help make the following changes

to fieldMatrix.c file in the RLCE directory:



Step 276: Clicked on pencil icon in the bottom right of

126

libogs/src/kem/RLCE/fieldMatrix.c to edit this file. The following are committed

changes.

Update fieldMatrix.c
¥ main

W jwagrunner committed 1 minute ago  Verified

Showing 1changed file with 8 additions andl 8 deletions.

531
532
533
534
535
536

537

s

¥

531
532

533

811

16 WEMMI src/kem/RLCE/ Fielatatrix.c [0

@ -531,7 +531,7 @@ int B2FES (unsigned char bytes[], unsigned int Blen, vector_t FE) {
return BYTEVECTORTOOSMALL ;
H

int 3=0;

- dint

+ unsigned int i;

int used = @;

unsigned char bits = @x08;

@@ -624,7 +624,7 @@ int FE2B9 (vector_t FE, unsigned char bytes[], unsigned int Blen) {
H
int used = 03
int 3=0;

- dnt i;

+

unsigned int i;
bytes[i]-exae;
unsigned char bits = 6x00;

(i=0;icvecLen;is+){

@ -699,7 +699,7 @@ int B2FE1R (unsigned char bytes[], unsigned int Blen, vector_t FE) {

return BYTEVECTORTOOSMALL;

+  unsigned int i;
int used = 8;
unsigned char bits = @xee;
@ -756,7 +756,7 @@ int FE2818 (vector_t FE, unsigned char bytes[], unsigned int Blen) {

¥
int used = @;

int §=0;

+  unsigned int i;
bytes[j]=0x00;

unsigned char bits = @xge;

@8 -807,7 +807,7 @@ int B2FELL (unsigned char bytes[], unsigned int Blen, vector_t FE) {

return BYTEVECTORTOOSMALL;

+  unsigned int i;

int used = 8;

Browse files

1 parent 3198784  commit @1cd6@cc3302de6lf1749bFc2c39F6109eb5389

Split  Unified
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812 812
813 813 unsigned char bits = 6x80;
B @@ -908,7 +908,7 @@ int FE2B11 (vector_t FE, unsigned char bytes[], unsigned int Blen) {
908 )
989 1
910

911 + unsigned int i;

912 912 bytes[j]=8x20;
913 913 unsigned char bits = @x@@;
914 914
o @@ -987,7 +987,7 @@ int B2FE12 (unsigned char bytes[], unsigned int Blem, vector_t FE) {
987 987 return BYTEVECTORTOOSMALL;
g8z 988 )
989 959 i

2% + unsigned int i;

991 int used = 8;
992
393 unsigned char bits = @xee;
v
5 @@ -1025,7 +1@25,7 @@ int FE2B12 (vector_t FE, unsigned char bytes[], unsigned int BLen) {
1025 1025 )
1026 1026
1027 1827
1628
1028 + unsigned int i;
1829 1829 bytes[j]=0x00;
1030 1030 unsigned bits = 2x00;

1031 1e31

Step 277: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja
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int? and ‘int? [-Wer|

sions of different

of different

IS0 C does not allow ex * outside of a func

ISO C does not allow “;? outside of a func

tion [-Werror be-unini

[

Note: Used the output above from executing “ninja” to help make the following changes

to drbg.c file in the RLCE directory:

Step 278: Clicked on pencil icon in the bottom right of libogs/src/kem/RLCE/drbg.c to

edit this file.

Step 279: Changed “unsigned long” to “int” in line 243 (see yellow highlighted below)

(used line 1018, 1064 of “RLCE/RLCEv1/rlceCode.c” (see [6]) for help with this):

Before:
241 int hash_DRBG_Generate(hash_drbg_state t drbgsStete,drbg_Input_t drbglnput,
242 unsigned char returned_bytes[],
243 unsigned long reg_no_of_bytes) {
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241 int hash_DRBG_Generate(hash_drbg_state_t drbgstate,drbg_Input_t drbglnput,
2437 unsigned char returned_bytes[],
743

int| req_no_of_bytes) {

Step 280: Removed semicolon at the end of line 380:

Before:
IBE 3y
After:
3sa

Step 281: Removed “unsigned” from line 486 (see yellow highlighted below) and also

the extra space after “unsigned” too:

Before:

48R unsigned int templen =8;
After:

AZ6 fint tempLen =@;

Step 282: Added “long unsigned” on line 522 (see yellow highlighted below):



522 long unsigned ﬁr: i

Step 283: Added “long unsigned” in line 558 below (see yellow highlighted) (used

previous step for help with this):

558 long unsigned fint i;

Step 284: Removed semicolon from line 631:

Before:

631 1

After:

631

Step 285: Removed semicolon from line 648:

Before:

BdE I

After:

648 3
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Step 286: Added the yellow highlighted code below in line 248 (including the space

before “=") (used [21] to help me set unsigned char to 0).

248

vold (*sha){unsigned char[], int, unsigned int[]} = (B,B,B}L

Step 287: Clicked green “Commit changes” button. What I committed:

Update drbg.c Browse files

P main

W jwagrunner committed 2 minutes ago | Verified 1 parent @lcdéBc  commit edd3bBO5BABCCICLO26b7cced1627FF364d80bd
Showing 1 changed file with 8 additions and 8 deletions. Split Unified

377
378

379

H

377
378

379

388
381
382
383

16 MEMM src/kem/RLCE/drbg.c (L)

@@ -240,12 +249,12 @@ int hash_DREG_Instantiate(hash_drbe_state_t drbgState, drbg_Input_t drbeInput){

/* implement "Hash_DRBG_Generate Pr in NIST SPBG@-9GAr1 Section 18.1.1.4 +/

int hash_DRBG_Generate(hash_drbg_state

drbgState,drbg_Input_t droglnput,

unsigned char returned_bytes(l,
unsigned long req_no_of_bytes) {
int req_no_of_bytes) {

int 1,j,ret =

if (drbgState->reseed_counter > drbgState->reseed_interval){
rn DRBGRESEEDREQUIRED;

3
void (*sha)(unsigned char[1, int, unsigned int[1);
woid (sha)(unsigned char[], int, unsigned int[])/= (8,0,8);

if (drbgState->shatype == ) {

sha = shal_md;
} else if (drbgState->shatype

1) {

@@ -377,7 +377,7 @@ int hash_DRBG_Reseed(hash_drbg_state_t drbgState, drbg Input_t drbgInput){

drbgState->C, drbgState->seedlen);

dribgstate->reseed_counter=1;

urn ret;

int hash_DRBG(hash_drbg_stat:

_t drogState, Grbg_Input_t drbgInput,
@@ -483,7 +483,7 @@ int block cipher_df(int aestype,unsigned char input[], uint32_t inputlen,

S[8+inputlen]=8x80;
aeske

_t ey = aesk aestype);

unsigned char temp[key->keylen+24];
unsigned int templen =a;

int tewplen =6;

unsigned char TV[16+sLen];

memset(IV, 8, 16*sizecf(unsigned char));

uint32_t i-0;

@@ -519,7 +519,7 @@ int block_cipher_df(int aestype,unsigned char input[], uint32_t inputlen,

/* implements 10.2.1.2 The Update Function (CTR_DRBG_Update

* this will update the v

int ctr_DREG

of V and key =/

date (unsigned char provided_data[], unsigned short datalen, ctr_drbg_state_t drbgState) {

int

long unsigned int i;

if (datalen !- drogState->seedlen) {
return CTRDRBGSEEDLENHRONG;

+

@@ -555,7 +555,7 @@ int ctr_DRBG Update (unsigned char provided datal], unsigned short datalen, ctr_
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556 556 /* 18.2.1.3.1 Instantiation Wnen a Derivation Function is Not Used */

m(ctr_drbg_state_t drbgState, drbg_Input_t drbgInput){

557 557 int ctr_DREG_Instantiste_algor

558 - dnt

558 + 1long unsigned int i;

559 559 if (drbeInput-rentropylen < drbgState->seedlen) {
s60 560 printf("drbglnput-ventropylen=¥d,drbgState->seedlen=kd \n", drbgInput->entropylen, drbgState->seedlen);
S61 561 return ENTROPYLENTOOSHORT ;
: @@ -628,7 +628,7 @@ int ctr DRBG_Reseed(ctr_drbg_state t drbgState, drbg Input_t drogInput){

618 628 ctr_DREG Upcate(add, drogState-»sesdlen, drbgstate);
629 629 drbgState-rreseed_counter = 1;
630 630 return 8;
631 -1

631 +3
632 632
633 633 /* implements NIST SPEB9-S0Ar1 Section 18.2.1.4.2 Reseeding When a Derivation Function is Used #/
634 634 int ctr DREG_Reseed DF(ctr_drbg state t drbgState, drbg Input_t drbgInput){

€8 -645,7 +645,7 @@ int ctr_DRBG_Reseed DF(ctr_drbg state t drbgState, drbg Input_t drbgInput){

645 ctr_DRBG_Update(seed, drbgState-rseedlen, drbgState);

646 drbgState->reseed_counter = 1;

647 rn 8;
543 -1

648+ }
649 649
650 650/ implement 10.2.1.5.1 Generating Pseudorandom Bits When a Derivation Function is Net Used */
651 651  int ctr DRBG Generate{ctr_drbg_state t drbgState, drbg Input_t arbzInput,

Step 288: Clicked on bottom right pencil icon in “libogs/src/kem/RLCE/rlce.h” to edit

this file. The following is the committed changes:

Update rlce.h
¥ main

W jwagrunner committed 1 minute ago | Verified 1 parent e4d3nBa

Showing 1 changed file with 1addition and 1 deletion.

src/kem/RLCE/Flce.h [0

RE @@ -154,7 +154,7 @@ drbg Input_t drbgInput_init(unsigned char entropy[],int entropylen,
_t drogState, drbg Input_t drbglnput);
drbgState,drbg_Input_t drbgInput,

unsigned char returned_bytes[],

154 int hash_DREG_Instantiate(hash_drbg st:

155 int hash_DRBG_Generate(hash_drbg_state i

- unsigned long req_no_of_bytes);
157+ int req_no_of_bytes);
nash_DREG_Reseed(hash_drbg_state_t drbgState, drbg_Input_t drbglnput);
free_dr

bg_input(drbg Input_t drbglnput);
hash_DREG(hash_drbg_state_t drbgStete, drbg Input_t drbglnput,

Split

owse files

conmit @421caa7971f6196770C6632F258796284533708

Unified

132

Step 289: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/drbg.c to edit this

file. The following are the committed changes:

Update drbg.c
¥ main

WY jwagrunner committed 1 minute ago  Verified 1 parent 842lcaa

Showing 1changed file with 2 additions and 1 deletion.

src/kem/RLCE farbg.c (]

@8 -245,7 +245,8 @@ int hash_DRBG_Generate(hash_drbg_sti

_t drbgState,drbg_Tnput_t drbgInput,

245 245 if (drbgState->reseed_counter > drbgState->reseed_interval){

26 226 return DRBGRESEEDREQUIRED;

u7 247 3

248 - void (*sha)(unsigned char[l, int, unsigned int[]) = (8,8,0);
248+ void (*sha)(unsigned char[], int, unsigned int[1);

209+ sha =0

249 250 if (drbgState->shatype == @) {
250 251 sha = snal_md;
251 252 } else if (drbgState->shatype

Browse files

dedad217d75e7649220d3 2523085284978 104

Split

Unified
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Note: The above change was necessary after the previous change to line 248 was marked
with errors when running “ninja”, and did not resolve with my previous correction to that

line.

Step 290: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

different

essic of different

(nplusu-k)

ednes

of integer expressions of different signedness: fint’ and ‘unsigned int’

signedness: t* and ‘long 1

t signednes

gned int’ and “int’

different signedness: igned int’ and ‘int’

ignedn gned int’ and ‘int’

and “in
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er used ter Len’ [-Mer
r msg[], unsigned long long msglen,

and long lon

int’ and “long lor

ions of different signed i d d “int’
different signednes:

n of integer expr

dedLen!=k1+k2+

padDecode”’ :
on of integer expres

k1+k2+k3)) return SPADPARAERI

signedness: igned int’ and “int’

signedness: d int?
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uninitialized in this func
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Use the above output to make changes to the following code:
Step 291: Clicked on pencil icon in the bottom right of libogs/src/kem/RLCE/rlceCode.c

to edit this file.

Step 292: Removed “1,” from line 657:

Before:

657 int i, ret;
After:

657 int| ret;

Step 293: Added “unsigned int i;” to line 658, and moved previous line 658 and all lines

below by one line:

E58 unsigned int i

Step 294: Added “= 0" in line 657 below (see yellow highlighted below):

657 int ret = @;

Step 295: Removed “i,” from line 679 below (see yellow highlighted):

Before:

&
=]
(=]

int i,3j,ret;

After:
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int HJ’et;

[=3]
|
(=)

Step 296: Added “unsigned int i;” to line 680, and pushed previous line 680 and all lines

below down by one line:

&30 unsigned int iﬂ

Step 297: Added “=0" to line 679 below:

int j,ret=q;

[=3]
|
(L=}

Step 298: Added “unsigned” in front of “int” in line 719 (see yellow highlighted below):

unsigned ﬁr: bytelen = totalFELen®*({sk->para[3])/8;

|
iy
Lt=]

Step 299: Added “unsigned” to lines 681 and 683 below (yellow highlighted):

631 unsigned int n=sk-:para[@];
GE2 int k=sk-:para[l];
653 unsigned ﬁr: w=sk->paral[2];

Step 300: Added “long long unsigned” in line 741 (yellow highlighted) (used "blen"

parameter from line 729 to help with modifying this line):

741 long long unsigned ﬁr: bytelen = {(pklen*(pk-rpara[3]))/8;
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Step 301: Added “unsigned long long” in line 758 (yellow highlighted) (used "blen"

parameter from line 752 to help with modifying this line and also lines 66 and 74 of

“rlce.h”):

758

unsigned long long Iint sklen =sk-»para[l7];

Step 302: Clicked “Commit changes” green button. What I committed:

Update riceCode.c

¥ main

W jwagrunner committed 41 seconds ago

Verified 1 parent

Showing 1 changed file with 9 additions and 7 deletions.

&6

1¢
7
18

88

srevemmLCE/ricecode. < (D)
@@ -654,7 +654,8 @@ void RLCE_free pk(RLCE_public_key t pk) {

T

int pk28 (RLCE_public_key_t pk, unsigned char pkB[], unsigned int

- dnt i, ret;

*blen) {

+  dnt ret - 8

+ unsigned int i;
if (blen[@]<pk->para[18]) return KEYBYTE2SHALL;
pkBIB]= (pk->paral18])] (pk->para[8]<cd);
unsigned int nplusu-pk->para[@]+pk->paral2];

@@ -675,10 +676,11 @@ int pk2B (RLCE_public_key_t pk, unsigned char pkB[], unsigned int *blen) {
int sk28 (RLCE_private_key_t sk, unsigned char skB[1, unsigned int *blen) {
unsigned int sklen =sk->para[17];
if (blen[8]¢sklen) return KEYBYTE2SMALL;
- dnt i,3,ret;

- int n=sk-rparal@l;

« int j,ret=;
+ unsigned int ij

+ unsigned int n=sk->para[e];

k->para1l;

Browse files

5289317

t 687F216FeCeTF4451581ee37FAChC FfTEDOE

split | Unified

=sk->pera2];

unsigned int w-sk->paral2];
skB[@]= (sk->para[10]} | (sk->para[9]<ca);

or (i=83i<n;is+) {
@ -714,7 +716,7 @@ int sk2B (RLCE_private_key_t sk, unsigned char skB[], unsigned int *blen) {

memcpy (& (FE->datal§1), (sk->6)->datali], (new-k) *sizeof(field_£));

ek
¥

int bytelen = totalfELen*(sk->para[31)/8;
unsigned int bytelen = totalFELen®(sk->para[3]1)/8;
i ((totalFELens(sk->para[3]))%8 > 8) bytelenss;

if (sklen
if ((sk->para[3]):

= (4*n+2*wel+bytelen)) return SKWRONG;
) ret-FE2810(FE, &sKB[4*n+27w+l], bytelen);

@@ -736,7 +738,7 @@ RLCE_public_key_t B2pk(const unsigned char binByte[], unsiened long long blen) {
int kepk->paral1];
=(nplusw-k);

vector_t FEsvec_init(pLen);

unsigned

unsigned it phles

int bytelen = (pkLen*(pk->para[31))/8;

Zong long unsigned int bytelen = (pkLen*(pk->para[31))/8;

iF ((pkLen® (pk->para[3]))36 > 8) byteLenss;

if (bytelenyblen-1) return NULL;

iF ((pk->para[3])=-10) ret-B2FELR((unsigned char®)a(binByte[1]), bytelen,FE);

€@ -753,7 +755,7 @@ RLCE_private _key_t B2sk(const unsigned char binByte[],

unsigned long long blen)
unsigned int paralPARASIZE];
getRLCEparancters{para, schems,padding);

RLCE_private_key_t sk = RLCE private_key_init (para);
- int sklen =sk->para[17];
+  unsigned long long int sklen =sk->para[17];
if (blen¢sklen) {
RLCE frez_sk(sk);
return NULL;



138

Used the output from Step 290 to make the following code changes:

Step 301: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit

this file.

Step 302: Removed “,RLCEmlen” from line 88 below (yellow highlighted):

Before:

88 ret=RLCE_encrypt(message,RLCEmlen, (unsigned char *)randomness,0Q5_KEM_RLCE_length_random_bytes,nonce,®,RLCEpk, ct,&ctlen);
After:

88 |‘et=RLCE_er:|‘;-pt('nessageL (unsigned char *)randomness,0QS_KEM_RLCE_length_random_bytes,nonce,®,RLCEpk,ct,&ctlen);

Step 303: Removed “, mlen” from line 2109 (yellow highlighted):

Before:

2189 ret=RLLE_encrypt(plaintext+i*mlen, mlen, randomnessz, phk->paral[ld],
After:

2189 ret=RLLE_encrypt(plaintext+i*mlen, rendomness, pk-»para[l2],

Step 304: Removed “, unsigned long long msglen” from line 1075 (yellow highlighted):

Before:

1875 int RLCE_encryptlunsigned char msg[], unsigned long long msglen,
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After:

187%  int RLCE_encryptiunsigned char msg[]L

Step 305: Removed “,mlen” from line 2143 (yellow highlighted):

Before:

2143 r‘et=RLCE_en:r‘yp‘t('nessage,m]eri, (unsigned char *)}randomness,pk-»para[l19],
After:

2143 ret=RLCE_en:rypt{messagﬂ,(Jnsigﬂes char #}randomness,pk-rpara[l9],

Step 306: Added “unsigned” to lines 1764 — 1766 below (yellow highlighted):

1764 unsigned int kl=pk->para[&];
1765 unsigned int kZ=pk-»paral[7];
1766 unsigned ﬁrt k3=pk->paral[d];

Step 307: Add “unsigned” to lines 1830 — 1832 below (yellow highlighted) (used the
parameters bytesLen (line 1825), randLen (line 1828), paddedLen (line 1826) to help

modify these three lines of code):

1838 unsigned int kl=pk-:paral6];
1831 unsigned int kZ=pk-:paral[7];
1832 unsigned ﬁrt k3i=pk-*paral[8];
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Step 308: Added “unsigned” to lines 1796 — 1798 below (yellow highlighted) (Used

parameter "encodedLen" on line 1791 to help with these three lines of 1796, 1797, 1798):

kl=sk->paral[&];
k2=sk->paral[7];

unsigned int
unsigned int
unsigned ﬁnt k3=sk->paral[&];

Step 309: Clicked green “Commit changes” green button. What I committed:

Update riceCode.c

¥ main

1 parent S6a7f2f

& jwagrunner committed 1 minute age | Verified

Showing 1 changed file with 13 additions and 13 deletions.

v
85 85
86 86
87 87
88

58

89 89

% %8

o1 51
-+
IS

1072 1672

1073 1673

1074 1674

1075

S
X
1761 1761
1762 1762
1763 1763
1764
1765
1766
1762
1765
1766,
1767 1767

src/kem/RLCE/rlceCode.c [

@ -85,7 +85,7 @@ int crypto_kem_encapsulate_KAT(unsigned char *ct,unsigned char *ss,
memcpy(message, ss, 0QS_KEM_RLCE_length_shared_secret);
unsigned long long ctlen-0QS_KEM RLCE length_ciphertext;

unsigned char monce[1];
ret=RLCE_encrypt(message, RLCEmlen, (unsigned char *)randomness,0QS_KEM_RLCE_length_randem_bytes,nence,@,RLCEpk,ct,&ctlen);

ret=RLCE_encrypt(message, (unsigned char *)randomness,0Q5_KEM_RLCE_length_random_bytes,nonce,,RLCEPK,ct,&ctlen);

free(message);

sturn ret;
b

setup (unsigned char entropy[], int entropylen,

Key.

@8 -1072,7 +1072,7 @@ int RL

return 8;

encrypt{unsigned char msgl], unsigned long long msglen,
encrypt{unsigned char msgl1,

unsigned char entropy[], unsigned int entropylen,
t noncelen,

unsigned char nonce[], unsigned i
d long long *clen){

RLCE_public_key_t pk, unsigned char cipher[], unsign

@@ -1761,9 +1761,9 @@ int RLCEspad(unsigned char bytes[],unsigned int byteslen,

unsigned char rendomness[], unsigned int randlen,

unsigned char e8[], unsigned int eBlen) {

int i -a;

int Kl=pk->para[6];

int k2=pk->para[7];

int k3=pk->paral8];

unsigned int kl=pk->paral6];

unsigned int k2=pk->paral7];

unsigned int k3=pk->para[8];

if ((byteslent= k1)|| (randLen!= «3) || (paddedLen!=kl+k2+k3))
return SPADPARAERR;

unsigned int alpha=8®(kl+k2+k3)-pk->para[5];

padDecode(unsigned char encoded[],unsigned int encodedLen,

@@ -1793,9 +1793,9 @€ int AL

RLCE_private_key_t sk,

unsigned char e8[], unsigned int edlen) {

int K1=sk->paral6];
int k2=sk->para[7];

int K3=sk->para[8];

+  Uunsigned int kl=sk->paral6];
+  Unsigned int k2-sk-»paral71;
+  Unsigned int k3=sk->paral31;

if (encodedLent=(kl+k2+k3)) return SPADPARAERR;
ULL)) return MSGNULL;

£ ({mlen==MULL) || (message:

commit SfeSefoBOfaffcs3bacscosnEEa613350250e137

Split | Unified

if (mlen[@]< k1) return SMG2SMALL;



: @@ -1827,9 +1827,9 @@ int RLCEpad(unsigned char bytes[],unsigned int byteslen,
1827 1827 RLCE_public_key_t pk,
1828 1828 unsigned char randomness[], unsigned int randlen,
1829 1829 unsigned char e@[], unsigned int edlen) {
1830 - int Kl=pk->para[6];
1831 - dnt k2=pk->para[71;
1832 - int k3=pk->para[s];

1832 + unsigned int Kl-pk->paral6l;
1831 +  unsigned int k2=pk->para[7];

1832 + unsigned int k3=pk->para[8];

1833 1833
1834 1834 iF ((bytesleni=k1)| | (randLen!=k3) || (paddedLen! =(k1+k2+k3))){
1835 1835 return PADPARAERR}

v

@@ -2106,7 +2186,7 @@ int rlce_encrypt(int kem, char® pubkey, char® plainfile) {

2108
2107 /* encrypt the plai and put them in ciphertext #/
2108 for (1=0; i<numBlocks; i++) {
- ret=RLCE_encrypt (plaintextsi*nlen, mlen, randomness, pk->para[18],
2109 ret-RLCE_encrypt (plaintextsi*mlen, randomness, pk->paral19],
210 2110 (unsigned char *) Snonce,d,px,ciphertextss5+iclen,&clen);
211 2111 randInt=BS2I(randomness, 4);
M2 2112 I2B5 (randInt, randIntes, );
: @@ -2149,7 +2148,7 @@ int rlce encrypt(int kem, char® pubkey, char* plainfile) {
2180 2140 unsigned char *message=calloc(mlen, sizeof(unsigned char))s
2181 2141 memcpy (message, key->key, sizeof(unsigned char)*kappa/8);
142 2142 unsigned char nonce[1];
2143 - ret=RLCE_encrypt(message,mlen, (unsigned char =)randomness,pk->paral19],
2183+ ret=RLCE_encrypt(message, (unsigned char *)randomness,pic->para[19],
2148 (unsigned char %) &nonce,#,pk,ciphertext+55,aclen);
2145 free(message);
2146

141

Step 310: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlce.h to edit this

file. The following is the committed changes:

Update rice.h
¥ main

W jwagrunner committed 41 seconds ago | Verified
Showing 1 changed file with 1 addition and 1 deletion.

- sre/kem/RLCE/r1ce.n (0

o @@ -198,7 +198,7 @ int writePK(char® filename,RLCE public key t pk, int hex);

RLCE_public_key_t readPk(char* ilename, int hex);

int getRLCEparameters(unsigned int paral], unsigned int scheme, unsigned int padding);
201 - int RLCE_encrypt{unsigned char msg[1,  unsigned long long mLen,

261+ int RLCE encrypt{unsigned char msg[],

02 202 unsigned char entropy[], unsigned int entropylen,
203 203 unsigned char moncel], unsigned int noncelen,
204 204 RLCE_public_key_t pk, unsigned char cipher[], unsigned long long *clen);

1 parent sf@8efd

Browse files

conmit dcf1932540ChacES54c1SEEE6008D5AST1FA210e

Split

Unified
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Step 311: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/test.c to edit this
file. The following is the committed change (there was output that displayed errors for

test.c.o when running “ninja”, prior to Step 290, that was used to help make this change):

Update test.c Browse files
P main
o jwagrunner committed 37 seconds ago | Verified 1 parent dcfl93a conmit a5ldfced59b4556752bdf15ed328176794e01190

Showing 1 changed file with 1 addition and 1 deletion. Split Unified

v 32 mm srefkem/RLCEftest.c [O

er(RLCE_public_key_t pk, unsigned char® cipher, unsigned long long

[ insigned char nonce[1];
69 ret=RLCE_encrypt(message,mlen,entropy, pk->para[19],nonce, 8, pk, cipher, clen) ;
69 £t=RLCE_encrypt (message, entropy, pk->para[19],nonce ,8,pk, cipher, clen);
70 70
2 72 ¥
4

Step 312: Clicked on bottom right pencil icon in liboqgs/src/kem/RLCE/rlceKAT.c to edit
this file. The following is the committed change:

Update riceKAT.c Browse files
F main

W jwagrunner committed 1 minute ago  Verified 1 parent aSldfce commit 7886eS9eafad4fbdBaBaf@blabc66cBeSafcfs7a

Showing 1 changed file with 1 addition and 1 deletion. Split Unified
~ F2mm src/kem/RLCE/rleekaT.c [
@@ -1524,7 +1524,7 @ int RLCE key_setup (unsigned char entropy[], int entropylen,

return ;

ar msgl], unsigned long long msglen,
SEL]s
sr entropy[], unsigned int entropylen,

celen,

ic_key_t pk, unsigned char cipher[], unsigned leng long *clen){

Used the output from Step 290 to make the following code changes:

Step 313: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit

this file.
Step 314: Added “=0" in line 1344 (yellow highlighted):

1344 int i, i, ii, ret=o;
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Step 315: Added “ = {0,0}” in line 1622 (yellow highlighted) (Used line 46 from “rlce.h”

and code in [22] to help write this code):

1622 vector_t FE_vec = {8,8})

Step 316: Added “=0" in line 763:

Step 317: Added “unsigned” in line 2274 (yellow highlighted):

ft
3
]
iy

unsigned ﬁr: filelen=652I(plaintext, 4);

Step 318: Added “unsigned” in line 2195 (yellow highlighted) (used "numBlocks" from

line 2229 for help with adding this code):

21495 unsigned ﬁr: i

Step 319: Added “unsigned” in line 2056 (yellow highlighted) (used "totalLen" from line

2072 for help with adding this code):

fodt
o=
LA
[=3]

unsigned ﬁr: i;
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Step 320: Added “unsigned” in line 2154 (yellow highlighted) (used "totalLen" from line

2072 for help with adding this code):

2154 unsigned kn: i;

Step 321: Commented out line 2142 (error appears in output when including this when
executing the "ninja" command, where a note references to another "nonce" declared in

line 2084, so we are commenting out this for now)

2142 ffhrsigned char nonce[l];

Step 322: Added “unsigned” to line 1919 (yellow highlighted) (used line 1921 to help

add this code):

1919 unsigned ﬁrt i;

Step 323: Added “long long unsigned” in line 1870 (yellow highlighted):

1874 long long unsigned int f1=5k-}para[6]ﬂ

Step 324: Added “unsigned” in both lines 1871 and 1872 (yellow highlighted) (used

encodedLen parameter from line 1866 and the code from line 1874 for help):

1871 unsigned int kZ=sk-»para[7];
1872 unsigned ﬁr: k3=sk-»paral[d];



Step 325: Clicked “Commit changes” green button. What I committed:

Update riceCode.c Browse files

¥ main

W jwagrunner committed 43 seconds ago | Verified

Showing 1 changed file with 12 additions and 12 deletions.

761 761
72 782
763

763
768 768
765 765
766 766
3
S

1341 1341

1382 1342
1363 1363

1302

1388

135 1345

1326 1346

1347 1347
1619 1619
1620 1620
1621 1621
1622

1622

1873
1874
1875

1873
1874
1875

1926
1917

1018
1919

1920
1021
1922

2053
2050
2055
2056

2057
2058
2059

2139
2140
2181
282

2183
2144
2185

1926
1917

1028

1919
1920
1921
1922

2053
205
2055

2059
o

2139
2140
2141

2182
243
2144
2105

2151

2152
253
2158

2155
2156
2157

251

2152
253

2158
2155
2156
2157

2192
2193
2194
2105

2196
2197
2108

219
2193
2194

2195
219
2197
2198

2m
272
2273
27

2275
2276
277

2n
272
273

2278
2275
2276
277

1 parent 7836e59  commit ecaf068396309082¢70£293069¢509246504867

Split | Unified

sre/kem/aLCe/ricecode. (D)

@ ~760,7 +760,7 @@ RLCE_private_key_t B2sk(const unsigned char binByte[], unsigned long long blen)
RLCE_free_sk(sk);
return NULL;

int 1,3,ret;

int 1,3,rets0;

k->parale];
int kesk->paral1l;
«->paral2];

@ -1341,7 +1341,7 @@ int RLCE_decrypt(unsigned char cipher[], unsigned long long clen, RLCE private k

int codeDim = kezerolen;
int nplusw = new;

int aminusw = n-u;

int 4, 3, 14, ret;

int 4, 3, i1, rets;

int LISTDECODE=2;

1F (2°t>n-k) LISTOECODE=1;

€8 -1619,7 +1619,7 @8 int RLCE_decrypt (unsigned char cipher[], unsigned long long clen, RLCE private k

/* BEGIN convert feildElement vector to padded message bytes of kl+k2ek3 */

unsigned short kPlus

ot

vector_t FEvec;

vector_t FE_vec'= {0,6};

int paddedLen=sk->para(6]+sk->paral71+sk->paral8];

iF ((sk->para(e] == 0] [(sk->para[9] == 1)) {
FE_vecsvec_init(kPlust);

@8 -1867,9 +1867,9 @@ int RLCEpadDecode(unsigned char encoded[],unsigned int encodedlen,

unsigned char messagel], unsigned long long *mlen,
RLCE private_key_t sk,
unsigned char ed[], unsigned int edlen) {
int Ki=sk->parals];
int k2esk->paral7];
int k3=sk->paral8];
long long unsigned int kl=sk->parals];
Unsigned int k2esk->paral7];
insigned int k3=sk->perals];
inti=0;
4F (encodedLent=(KL+k2+k3)) return PADPARAERR;
ULL)) return HSGNULL;

iF ((slen==hULl) || (message
@8 -1916,7 +1916,7 @8 void hex2char(char hex[], unsigned char hexChar(], int charlen){

3

int rangeadd(unsigned char bytesi[], unsigned char bytes2[], int bytesize){

int 45
unsignedint i;
i (sizeof(long

unsigned int sizesbytesize/s;

long* longvecl=(long) bytesl;

@8 -2053,7 +2053,7 @8 int rlce_encrypt(int kem, char® pubkey, char* plainfile) {

int hexe1;
unsigned int Filelen;
unsigned int nusBlocks;
int 45

unsigned int i;
RLCE_public_key_t pk;

4F (endsiiith(pudkey, ".bin

==1) hex=0;
pk=readPK(pudkey, hex);

@8 -2139,7 +2139,7 @8 int rlce_encrypt(int kem, char® pubkey, char* plainfile) {

, hashbytes, siz & pp2/5);

unsigned char *message=calloc(mlen, sizeof(unsigned char));

key->key, size i p02/3);
unsigned char nonce[1];

Tiunsigned char nonce[1];

LCE_encrypt (nessage, (unsignes char *)randomness,pk->para[1s],

(unsigned char *) &nonce,4,pk, ciphertexts6s,aclen);
Free(nessage);
@ -2151,7 +2151,7 @@ int rice_encrypt(int kem, char* pubkey, char* plainfile) {

unsigned char counter[161;

unsigned char countercipher(161;
memset(counter, 'S’ 16);

int 3

unsigned int 3;

for (1=0;ictotallen/16; iss) {
J/AES _encrypt(plaintext+16+1, ciphertextsbaseBlocks16%1, key);/* ECB mode */

@ -2192,7 +2192,7 @@ int rice_encrypt(int kem, char* pubkey, char® plainfile) {

int rlce_decrypt(char* prikey, char* cipherfile) {
int hexe1;
int 33
unsigned int 1;
RLCE_private_key_t sk;
RLCE_public_key_t pk;
iF (endsiiith(prikey, *.bi

1) hexse;
€8 -2271,7 +2271,7 @8 int rice decrypt(char® prikey, char® cipherfile) {

fres(buffer);

3

RLCE_free_sk(sk);

int filelensss2I(plaintext, 4);

Unsigned int filelens8S2I(plaintext, 4);

int filellamelensBs2l (plaintext=4, 4);

iF (filelen > plaintextlen-3-filellanelen) return DECLENARONG;
char plainfileNane(256];
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Step 326: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file.

Step 327: Added “long long” in line 1796 (used the error output in Step 290 to help with

this):

1796 long long Lﬂsigred int kl=sk->para[6&];

Step 328: Added “unsigned long long” in line 1709 (yellow highlighted) (used "*blen"

parameter in line 1694 to help me add this code and also the previous output in Step 290):

1789 unsigned long long ﬁr: count;

Step 329: Added “unsigned long long” in line 1687 (yellow highlighted) (used blen

parameter in line 1684 to help me to add this code):

1687 unsigned long long ﬁr: i;

Step 330: Added “unsigned long long” in line 794 (yellow highlighted) (used "blen"

parameter on line 752 for help with adding this code):

794 unsigned long long ﬁr: bytelen = totalFELen*(sk-:para[3]1)/8;

Step 331: Removed “i,” from line 763 (yellow highlighted):

Before:
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Step 332: Inputted “unsigned int i;” into line 764 (and pushed previous line 764 and all

lines below by one line)

764 unsigned int iﬂ

Step 333: Removed “i,” from line 730 (yellow highlighted):

Before:

73a int i,ret=8;
After:

738 int fet=0;

Step 334: Inputted into line 731 “unsigned int 1;” (and pushed previous line 731 and all

lines below down by one line):

731 unsigned int iﬂ



Step 335: Clicked green “Commit changes” button. What I committed:

Update riceCode.c

¥ main

1 parent ecdfe6s

W jwagrunner committed 28 seconds ago | Verified

Showing 1 changed file with § additions and 6 deletions.

o
3

o
8

793

£

1688
1685
1686
1687

1688
1689
1690

1686
1687
1688

1689
1690
1691
1692

1706
1707
1708

1709

1708
1769
1710

src/kem/RLCE/rlceCode.c (B
©@ -727,7 +727,8 @8 int sk28 (RLCE_private_key_t sk, unsigned char skB[], unsigned int *blen) {
T

RLCE_public_key_t B2pk(const unsigned char bindyte[], unsigned lonz lonz blen) {

i,ret=8;

ret=o;

+  unsigned int i;
unsigned int scheme=binByte[d] & Bx0F;
unsigned int padding=binByte[8]>>4;
unsigned int para[PARASIZE];

@ -768,7 +761,8 @8 RLCE_private_key_t B2sk(const unsigned char binByte[1, unsigned long long blen)

RLCE_free_sk(sk);
return NULL;
3
< dnt i,9,ret=8;
+dnt §,ret=0;
+  unsigned int i;

int n=sk->paral0];
int k=sk->para[1];
int wesk->para[2];

@@ -791,7 +793,7 @@ RLCE private_key_t B2sk(const unsigned char binByte[], unsigned long long blen)

(sk->permil)->size=n;

(sk-rperm2)->size=n+w;

- int bytelen = totalFELen*(sk->para[3])/8;
+ unsigned long long int bytelen = totalFELen*(sk->para[31)/8;

if ((totalfELen*(sk->para[31))%5 » 2) bytelenss;

if (bytelendblen-pernBytelen-1) return NULL;
) ret-B2FEl@({unsigned char*)&(binByte[permByteLen+1]), bytelen,FE);

if ((sk->para[3]
@ -1684,7 +1686,7 @@ int RLCE_decrypt(unsigned char cipher[], unsigned long long clen, RLCE_private_k
int rlcedritefile(char* filename, unsigned char bytes[], unsigned long long blen, int hex) {

FILE *f = fopen{(filename, "w"); /* r or w */

if (f == NULL) return FILEERROR;

- dnt i
+ unsigned long long int i;
if (nex==1) for (i=; i<plen; is++) fprintf(f,
if (hex==8) furite(bytes,1,blen,f);

%02x", bytes[il);

Felose(f);
@@ -1706,7 +1768,7 @@ unsigned char* rlceReadFile(chart filename, unsigned long long *blen, int hex) {

char buf[18];

unsigned char *hexBin-NULL;

hexBin=calloc(blen[@],

zeof{unsigned char));

- int count;
+  unsigned long long int count;
for(count - ©; count<blen[@]; count++) {
Sprintf(buf, "ex%cAc”, buffer[2+count], buffer[2*count+l]);
hexBin[count] = strtol(buf, MULL, @);

@@ -1793,7 +1795,7 @@ int RLCEspadDecode(unsigned char encoded[],unsigned int encodedLen,

RLCE_private_key_t sk,

unsigned char e8(], unsigned int edlen) {

- unsigned int Kl-sk->paral6];

+ long long unsigned int kil-sk->paral6l;
unsigned int k2=sk-paral7l;
unsigned int k3=sk->paral8l;
if (encodedlen!=(kl+k2+k3)) return SPADPARAERR;

Browse files

conmit B099cGeBS219etatbeeccidRBEaB643CFFOabEd

split

Unified
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Step 336: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

S unction
keFiles/RLCE.di

‘unsigned int’ : fint!

integer ion i r gnedn gned int? fint?
integer expressions different signedn ‘unsigned int’ ‘int’
integer ression different signedness: funsigned int’ fint?

integer ex ion different

fint? and funsigned int’

pressions of fferent sigr fint* and ‘long long unsij
2ree[i];
r expressions of fferent

turn DE DDINGF

of integer expressions of fferent sigr and ‘unsigned int’
dded[1]*h2ree[i];

omparison of integer expressions of different sigr e ‘int’ and funsigned int’
padded[k1+k2+1i] mhiPh2[1i];

e’:
comparis of integer ex f fferent sig n i ‘unsigned int’

randomness[i]=e ded[k1+
error: comparison of integer expressions of different signedness: ‘int' and ‘long long
i++) encoded[i] "= h2re8[i];

comparison of integer expressions of different signedness: fint’ and ‘long long

int* and

149
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of differen
es1[i];
eclared with attribute warn_unuse

red with attribute warn_unt

red with attribute warn_unt

value of *f red with attribute warn_un

Used the above output to help make the following changes to riceCode.c:

Step 337: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit

this file.

Step 338: Added “unsigned” to lines 766 -768 below:

266 unsigned int n=sk->paral@];
76T unsigned int k=sk->para[l]
758 unsigned int w=sk-rpara[2];

Step 339: Changed “{0,0}” on line 1624 to “{0}” (see yellow highlighted below) (Used

[23] to help with code):

Before:

1624 vector_t FE_wvec = {8,8};
After:

1624 vector_t FE_vec = {@};



151
Step 340: Added “unsigned” to line 1765 below:
1765 unsigned fint i = a;

Step 341: Added “long long unsigned” in line 1797 (yellow highlighted below) (used

code from line 1798 to add this code):

1797 long long unsigned fint i= @;
Step 342: Added “unsigned” in line 1835 below (yellow highlighted):
1835 unsigned fint i = @;

Step 343: Added “long long unsigned” in line 1875 below (yellow highlighted) (used the

"long long unsigned int" code from line 1872 to help add this code):
1875 long long unsigned int i = 8;

Step 344: Added “unsigned” to “bytesize” parameter in line 1920 (yellow highlighted):
1£_~22I int r‘-':-lngeafdl.?ilz.lnlsigﬁed char bytesl[], unsigned char bytes2[], unsigned |"_n‘t bytesize){

Step 345: Added “unsigned” to “bytesize” parameter in line 128 (yellow highlighted):

128  int rangeadd(unsigned char bytesl[], unsigned char bytes2[], unsigned |in't bytesize);

Step 346: Removed “ SnumR=0,” from line 769 (yellow highlighted):

Before:

= |
o
Lt=]

int SnumR=8, Snum{=8;

After:
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|
3]
L=]

int| SnumC=a;

Step 347: Added “unsigned int SnumR = 0;” in line 770 (and pushed previous line 770

and all lines below down by one line):

778 unsigned int SnumRk = @;
3

Step 348: Added “int a = (int) 1;” in line 681 (yellow highlighted), and pushed previous

line 681 and all lines below down by one line (Used [24] to help with adding this code):

638 unsigned int i;
681 int a = (int) ij

Step 349: Changed “i” in line 709 (yellow highlighted below) to “a” (yellow highlighted

in “After” below):
Before:

-89 for (i=@;i<{sk->3)->numR; i++} {
After:

@0 for {i=ﬂ;ak:sk-}5j->erR; i++) {



Step 350: Clicked green “Commit changes” button.

Update riceCode.c
¥ main

W jwagrunner committed 34 seconds ago | Verified

Showing 1 changed file with 14 additions and 12 deletions.

129
130
131

Sre/kem/RLCE/rlceCode. ¢ [0

@@ -125,7 +125,7 @@ int RLCEpadDecode(unsigned char encoded[],unsigned int encodedien,

125 unsigned char message[], unsigned long long *mlen,
126 RLCE_private_key_t sk,
127 unsigned char e@[1, unsigned int edlen);

128+ int rangeadd(un:

678
679
688

661
682

- int rangeadd(un:

gned char bytesl[], unsigned char bytes2[1,

t bytesize);

gned char bytesi[], unsigned char bytes3[], Unsigned int bytesize);

129 poly_t genPolyTable(int deg);
130
131 int getRLCEparameters{unsigned int para[], unsigned int scheme, unsigned int padding) {
@@ -678,6 +678,7 @@ int sk2B (RLCE_private_key_t sk, unsigned char skB[], unsigned int blen) {
678 if (blen[@]csklen) return KEYBYTEZSMALL;
679 Jret=o;
630 unsigned int ij

681 + int a = (int) i;

682 unsigned int n=

705 706
706 787
767 768
708

7a9
709 710
718 711
1 712
5
S,
763 764
764 78
765 766
766
767
768
769
767
768
769
770
771
770 77;
k! 773
772 774

1621 1623

1622 1624

1623 1625

1628

1626

1625 1627

1626 1628

1627 1629

1762 1764

1763 1768

1764 1766

1765

1767

1766 1768

1767 1769

1768 1770

Kk->paral@];

=sk->parall];
unsigned int w=sk->para[2];

@@ -705,7 +786,7 B8 int sk2B (RLCE private_key_t sk, unsigned char skB[1, unsigned int *blen) {

3=3+25
T
if (invslen>@) {

- for (i=0;i<(sk->S)->numR; ies) {

+ For (120334 (5k->S)-rnumR; i) {
memcpy(&(FE->data[]1), (sk->5)->datal1], ((sk->5)->numC)*sizeof (Field £));
325+ (s5k-35) -»nunC;

3

€@ -763,10 +764,11 @@ RLCE_private_key_t B2sk(const unsigned char binByte[], unsigned long long blen)

b

int 3,ret=

unsigred int i;
- int n=sk->para[@];
- int k-sk->paralll;
- int wesk->para[2];

- int SnumR=d, Snum

+ unsigned int n=sk->para[@l;
+  unsigned int k=sk->paralll;
+  unsigned int w=sk->para[2];
+  dint Snumceo;
+ unsigned int SnunR = @;
if (DECODINGMETHOD!=2) {
SnumR=k;
SnunC=sk->para[15]+1;

@0 -1621,7 +1623,7 @@ int RLCE_decrypt(unsigned char cipher[], unsigned long long clen, RLCE private k

7* BEGIN convert feildElement vector to padded message bytes of kl+k2+k3 =/
unsigned short KPlus

=3}
- vector_t FE_vec = {6,8};
+ vector_t FE_vec = {8};

int paddedLe:

K-3paral6]+sk-rparal7]+sk- rparalal;
if ((sk->para[9] == @)||(sk->para[9] == 1)) {
FE_vec=vec_init(kPlust);

@@ -1762,7 +1764,7 @@ int RL(Espad(unsigned char bytes[],unsigned int bytesLen,

RLEE_public_key_t pk,
unsigned char randomness[], unsigned int randien,

unsigned char ea[], un

ned int edlen) {

+ unsigned int i = @;
unsigned int kl=pk->para(6];
unsigned int k2=pk->peral7];
unsigned int k3=pk->para[8];

@@ -1794,7 +1796,7 @@ int RLCEspadDecode(unsigned char encoded[],unsigned int encodedien,

unsigned char message[1, unsigned long long *mlen,
RLCE private_key_t sk,
unsigned char 0[], unsigned int edlen) {
- inti-9;
+  long long unsigned int i- 03
long long unsigned int kl=sk->para[6];
unsigned int k2=sk->para[7];
unsigned int k3-sk-»paral8l;

What I committed:

1 parent 8d99¢8e

Browse files

Split

commit £959¢b19f8048aFho82141194a54773dd200¢c1e3

Unified
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1832 1338
1833 1835
1834 1836
1835

1837
1836 1838
1837 1839
1838 1840

3

1872 1874
1873 1875
1874 1876
1875

1877
1876 1878

1877 1879

1878 1880

1917 1919

1918 1920

1919 1921

1920

1922

1921 1923

1922 1924

1923 1925

+

@@ -1832,7 +1834,7 @@ int RLCEpad(unsigned char bytes[],unsigned int byteslen,
unsigned int K1-pk->paral6l;
unsigned int k2=pk->pera[7];

unsigned int k3=pk->paralsl;

int i = 0;

+  Unsigned int i = o5

-

if ((byteslen!=k1) || (randLen!=k3)|| (paddedLen!=(k1+k2+k3})){

@@ -1872,7 +1874,7 @ int RLCEpadDecode(unsigned char encoded[],unsigned int encodedlen,

long long unsigned int k.

=sk->paral6];
unsigned int k2=sk->paral7l;

unsigned int k3=sk->para[8];
- dnti=8;

+  long long unsigned int i

Kk1+k2+k3)) return PADPARAERR;
NULL) || (message==NULL)) return MSGNULL;
if (mlen[@]< K1) return SHMGZSMALL;

@@ -1917,7 +1919,7 @@ void hex2char(char hex[1, unsigned char hexChar[], int charlen){

H

- int rangeadd(unsigned char bytesl[], unsigned char bytes2[], int bytesize){
+ int rangesdd(unsigned char bytes[], unsigned char bytesd[], unsigned int bytesize){

unsigned

t i
if (sizeof(long)

8) {

unsigned int sizesbytesize/8;
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Step 351: Clicked on bottom right pencil icon below in libogs/src/kem/RLCE/rlceKAT.c

to edit this file. The following are committed changes:

Update rlceKAT.c

Pm

ain

W jwagrunner committed 28 seconds ago | Verified

Showing 1 changed file with 2 additions and 2 deletions.

srcfkem/RLCE/r1cekAT. c (L

@ -37,7 +37,7 @@ int RLCEpadDecode(unsigned char encoded[1,unsigned int encodedLen,
unsigned char message[], unsigned long long *mlen,
RLCE_private key_t sk,
unsigned char e@[], unsigned int edlen);
- int rangeadd(unsigned char bytesl[], unsigned char bytes2[1, int bytesize);
+ int rangeadd(unsigned char bytesil[], unsigned char bytes[],
poly_t genPolyTable(int deg);

unsigned int bytesize);

int getRLCEparaneters(unsigned int para[], unsigned int scheme, unsigned int padding) {

@6 -2604,7 +2664,7 @@ void hexdchar(char hex[], unsigned char hexChar[], int charlen

T

- int rangeadd(unsigned char bytesi[], unsigned char bytes2[], int bytesize){
+ int rangeadd(unsigned char bytesi[], unsigned char bytes2[], unsignedint bytesize){
int §;

if (sizeof(long

8) {

unsigned int sizesbytesize/s;

1 parent £858chbl

Browse files

conmit 28ef79eefcBrechbodbbcfE452857bbA3befO1dE0

Split

Unified
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Step 352: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

lue of “fread’, declared with

ommandline
lue of ° declared with attribute warn_unused_r

lue of ffread’, declared arn_unused_result

lue of “fread’, declared with attribute warn_unused_r

e-uninitialized]

Step 353: Clicked on pencil icon in the bottom right of libogs/src/kem/RLCE/rlceCode.c
to edit this file. The following are committed changes (used the exact the exact code from
line 11 of “rlce.h” to input line 20 below, and also sources [25], [26], and [27] to help me

decide to include this code; also used the above error output to help me correct line 681):

Update riceCode.c Browse files

¥ main

& jwagrunner committed onds 3go | Verified 1 parent

Showing 1 changed file with 2 additions and 1 deletion. Split  Unified

v &3 mmEC src
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Step 354: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

value of “fre declared

Use the output above to make the following changes to rlceCode.c:

Step 355: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file.

Step 356: Wrote the following new code in line 1707 (yellow highlighted) (the previous

line 1707 and all lines below are pushed down by one line):

1786 fread(buffer, 1,blen[@8],f);
17@7 if {(fread(buffer, 1, blen[@],f) != blen[®]) return r'-.IULL;|
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Note: Used the "if" and brackets "(", ")", and "return NULL;" code from line 1701 and
also line 1700 to create the code on line 1707. Also used source [28] where I used the
logic of how if the number returns "differs from the nmemb parameter" (our blen[0]
parameter) “then either an error had occurred or the End Of File was reached". Also used
the idea from source [29] of checking a return value of a code for my code I added. Also
used source [30] to manipulate the use of lines 1702 and 1703 in “rlceCode.c” to use "!=

blen[0]" in my code.

Step 357: Clicked green “Commit changes” button. What I committed:

Update riceCode.c Browse files
P main
W jwagrunner committed 27 seconds age | Verified 1 parent 3007844  commit G0aced2122d5@dcOabeslbfalfeo3vsTaide2oc
Showing 1 changed file with 1 addition and 0 deletions. Split | Unified
v Faim sre/kem/RLCE/r1cecode.c [

@ -1784,6 +1784,7 @@ unsigned char* rlceReadFile(char* filename, unsigned long leng *blen, int hex) {

sizeof(char));

t= blen[8]) return NULL;

r®) buffer;

Step 358: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja
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th attribute warn_un ult [-Werron|

attribute warn_un

attribute warn_unus ult [-Werror

Use the output above to make the following changes to rlceCode.c:

Step 359: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file.

Step 360: Inputted “size tz=""in front of “fread” in line 1706:

1786 size t 7 = :fea:{bJJFEP, 1,blen[@],f);

Step 361: Removed the yellow highlighted below in 1707:
1767 if (fread({buffer, 1, blen[@8],f) != blen[8]) return MULL;
to be just “z” (yellow highlighted below):

17a7 if (g

I= blen[@]) return MULL;
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Note: The “size t [variable] =" code added in line 1706 came from [31]. The idea to use

the variable in the if statement (line 1707 above) also came from that same source.

Step 362: Clicked green “Commit changes” button. What I committed:

Update rlceCode.c Browse files

¥ main

W jwagrunner committed 12 seconds 390 | Verified 1 parent G@aced?  commit dad6ofBeSdf22a1lc35c3bbadEogiced19daagel
Showing 1 changed file with 2 additions and 2 deletions Split  Unified

~ -} 4 MEMEO src/kem/RLCE/rlceCode.c (D

L @ -1783,8 83,8 @@ unsigned char® rlceReadFile(char® filename, unsigned long leng ®blen, int hex) {

» sizeof{char));

b ¢ » 1,blen(8],F);
if (fread(buffer, 1, blen[@],f) != blen[e]) return NULL;

+  sizet r, 1,blen[0],);

nar*) buffer;

Step 363: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

lue of
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Note: Use the output above to make the following changes to rlceCode.c:

Step 364: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/rlceCode.c to edit

this file.

Step 365: Added ““size t x =" code below in line 2089 right before “fread” (yellow

highlighted):
2889 size t x = Frea:{plaiﬂtext+5—iilﬁhaﬂeleﬂJi,file_eﬁJf};

Step 366: Added new line of code on line 2090 below (yellow highlighted) (pushed

previous line 2090 and all lines below by one line):

@9a if {(x != filelen)} return NULL;

[

Step 367: Added “size t w =" before “fread” in line 2228 (yellow highlighted):

2228 size t w = fread({buffer,1,filelLen,f):

Step 368: Added new code on line 2229 below (this is all new code below). Pushed

previous line 2229 and all lines below by one line:

[
Fud
g%
(]

if (w !'= filelen) return NULL;|
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Step 369: Added “char *b =" before “fgets” in line 1981 below (yellow highlighted):

1981 char *b = fgets(str, 2*numR, stdin)j|

Step 370: Added a new line of code in line 1982 (all line 1982 code below is all new

code). Pushed previous line 1982 code and all lines below down by one line:

1982 if (b !'= str) return hULLﬂ

Note: Added the new code in Step 369 based on the logic in [32]. Added the code in Step
370 using the same logic in the link where fgets is supposed to return the first parameter,

and NULL otherwise which is what I used.

Step 371: Clicked green “Commit changes” button. What I committed:

Update riceCode.c

Browse files
¥ main
W jwagrunner committed 27 seconds ago  Verified 1 parent 4ad6df8  commit edSf55feb@6eBbe3fbb289b9cddddf3sc7ldl63e
Showing 1 changed file with 6 additions and 3 deletions Split  Unified

v 4 9 W src/kem/RLCE/rlceCode.c (G

ze_t x = fread(plaintext+E+FileNamelen,l,fileLen,f);
2091+ if (x != Filelen) return NULL;



felose();

unsigned int nonce =1234;

@9 -2224,7 +2226,8 @@ int rlce_decrypt(char® prikey, cher* cipherfile) {

ilelen=Ftell(£);

ilelensl, F(char));

2227
239 . ,1,Fileten, £);

23 + urn NULL;

sivs) iF ((unsigned char)buffer[i+1]!=pkhash[i]) return PUBKEYHASHINCORRECTINCIPHER;

Step 372: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..

$ ninja

** from a f

* from a

Use the above output to make the following changes to rlceCode.c:
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Step 373: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file.
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Step 374: Changed “NULL” in line 1982 to “-1” (yellow highlighted) (used line 1976 to

help me add this code):
Before:
1982 if (b != str) return NULL;

After:

1582 if (b != str) return -1}

Step 375: Changed “NULL” to “-1” in line 2091 (yellow highlighted) (used line 2058 to

help me add this code):
Before:
2a91 if {x != filelLen) return MULL;
After:
2a91 if {(x != filelLen) return -1

Step 376: Changed “NULL” to “-1” in line 2230 (see yellow highlighted) (Used line
2201 to help me add this code):

Before:

2238 if {w != filelLen) return NULL;



]

e

I= filelen) return -1
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Step 377: Added “unsigned” in line 2226 (yellow highlighted) (used “unsigned int” code

from line 2061 and also line 2091 to help me add this code):

unsigned int filelLen=Ftell(f};

Step 378: Clicked green “Commit changes” button. What I committed:

Update riceCode.c
¥ main

W9 jwagrunner committed 34 seconds ago | Verified

Showing 1

x
1979 1979
1988 1930
1981 1951
1982
1982
1983 1983
1984 1954
1985 1985
'i
20885 2088
2089 2089
2096 2098
2091
2091
2092
2093
2092
B
1
2223 2223
2224 2224
2225 2235
2226
2226
2227 2227
2228 2228
2229 2229
2230
2230
2231 2231
2232 2232
2233 2233

changed file with 4 additions and 4 deletions.

src/kem/RLCE/rlceCode.c (L

@@ -1979,7 +1979,7 @@ int getrandombytesfromcommandline(unsigned char® randomness, int nunR) {
char str[2*numR];
unsigned long ma[gl;
char *b = fgets(str, 2*numR, stdin};
if (o
if (b 1= str) return 5

= str) return WULL;

sha512_md((unsigned char®)str, 2%numR, md);
memepy (randomness, md, numR);

o e;

@@ -2085,7 +2085,7 @@ int rlce_encrypt(int kem, char* pubkey, char® plainfile) {
1285(fileNamelen, plaintext+4, 4);

memcoy(plaintext+5, plainfile, fileNamelen);

x = fread(plaintext+B+Filellanelen, 1, filelen, #);

if (x 1= filelen) return NULL;
if (x 1= filelen) return =1;
felose(f);

unsigned int nonce =1234;

@ -2223,11 +2223,11 @@ int rlce_decrypt(char* prikey, char* cipherfile) {

FILE £ = fopen(cipherfile, "rb");

if (f==NULL) return -1;

fseek (f,0,5EEK_END);

int filelen=ftell(f);

unsigned int filelen=ftell(f);

rewind(f);

char *buffer=calloc(filelen+l, sizeof{char));

size_t w = fread(buffer,1,filelen,f);

if (u != filelen) return NULL;
if (u I= Filelen) return =;
felose(f);

(i=0;ic64;1++) if {(unsigned char)buffer[i+1]!=pkhash[i]) return PUBKEYHASHINCORRECTINCIPHER;

Browse files

conmit CBBabbAbUE3E9EBSEE20AT527bFeA7E92301552

Split | Unified
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Step 379: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

nple_kem

mple_kem 1lib/libogs.a -Im /usr/li

ump_alg_info 1lib/libogs.a -

Use the output above to make the following change in alg_support.cmake to resolve the

C1TorS.

Step 380: Clicked on the bottom right pencil icon in liboqs/.CMake/alg_support.cmake to

edit this file.

Step 381: Added “ family” in line 163 below (yellow highlighted)

(Note: I added this since almost all times “algorithm family” is mentioned in the same
file there is also “option” included in the same line of code (line 165 as shown below, for
example), so this explains why I included “family” (also lines 3, 5, and 7 from
“libogs/scripts/copy_from upstream/src/ogsconfig.h.cmake/add alg enable defines.frag

ment” (see [4]) is also the reason too)):

option{QQ5_EMABLE_KEM_RLCE "Enable RLCE algorithm -Fam"_l}'i" 0y

[
o o
LV ) I =S T

option{0Q5_ENABLE_KEM HQC “Enable hgc algorithm family™ OM)



Step 382: Clicked green “Commit changes” button. What I committed:

Update alg_support.cmake Browse files
¥ main
W jwagrunner committed 24 seconds ago  Verified 1 parent c88dabb  commit 928ca897cF 85829872 CbaB81910af

Showing 1 changed file with 1 addition and 1 deletion. Split Unified

v P2 Em .CHake/alg_support.cmake [CJ
1 -166,7 +160,7 @@ 1f(0QS_DIST_XB6_64_BUILD OR (0QS_USE_AVX2_INSTRUCTIONS AND 0QS_USE_POPCNT_INSTRU
endif()
endif()

option(0Q5_EN )
05 _ENABLE_KEN_HQC" OFF)

LHQC "E
stion (0QS_ENAB

cmake_depende

Step 383: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja
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Step 384: Navigated to libogs/src/ogsconfig.h.cmake, and clicked on the bottom right

pencil icon to edit this file. The following are the committed changes:

Update ogsconfig.h.cmake

Browse files
¥ main
W jwagrunner committed 31 seconds ago | Verified 1 parent 92@ca®?  commit 1665982e98e65ele5@1cFl7Bed49c568dc7686a2
Showing 1 changed file with 1 addition and 0 deletions. Split | Unified
v F1m
T
_aux 1
2 2

Note: Used the classic mceliece code defined in lines 101 and 102 in the same link to

help me define my code and also used lines 103 - 121 to help me too (see [4]).
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Step 385: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file. The following are the committed changes:

Update rlceCode.c

Browse files
¥ main
WY jwagrunner committed 23 seconds ago | Verified 1 parent 33¢08b5  commit 94al2977ed791c5e7T4c338ebabcbbfab03782aC
Showing 1 changed file with 1 addition and 1 deletion. Split Unified
v F2mm src/kem/RLCE/rlceCode.c [C
k2 @0 -21,7 +21,7 @
22 22 #include <oqs/rlce.n>
24 - #i defined(DQS_ENABLE_KEM_RLCE)

24+ #if defined(0QS_ENABLE KEM rlce ricevl)
00S_KEM *0QS_KEM_RLCE_neu() {

Note: Used line 7 of

“libogs/src/kem/classic_mceliece/kem_classic mceliece 8192128f.c” (see [4]) with help

with the code above
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Step 386: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlce.h to edit this

file. The following are the committed changes:

Update rice.h

Browse files
¥ main
W jwagrunner committed 26 seconds ago | Verified 1 parent 94a1297  commit 4084a249c6as478B6cAd7Fc5786d63532b32dbea
Showing 1 changed file with 1addition and 1 deletion. Split Unified
v 32 mm sr/kem/RLCE/rice.h (5
*
20 o
2 2
23 fdef 0QS_ENABLE KEM_RLCE
23 0QS_ENABLE_KEM_r 1

Note: Used line 107 of “libogs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see
[4]) and line 7 of “liboqs/src/kem/classic_mceliece/kem classic_mceliece 8192128f.c”

(see [4]) to help with this code above.

Step 387: Clicked on the bottom right pencil icon in libogs/src/kem/kem.c to edit this file.
The following are the committed changes:

Update kem.c

Browse files
¥ main
W jwagrunner committed 17 seconds ago ' Verified 1 parent 4384524  commit CfB0@eBeell02945f@6750fC9b2356205a0e1618
Showing 1 changed file with 2 additions and 2 deletions. Split  Unified

v 3+ 4 mEEEC sre/kem/kem.c (G

i €8 -167,7 +167, 005_API int 0QS_KEM_alg_is_enabled(const char =method_name)

#endif

I else if (@ == strcasecmp(method_name, 0QS_KEM_alg RLCE)) {
ifdef DQS_ENABLE_KEM RLCE

0QS_ENABLE_KEM_rlce_rlcevl

71 return 1;
2 12 s
73 return @;
: @8 -545,7 +545,7 @ 0QS_APT 0QS_KEM +0QS_KEM_new(const char *method_name) {
545 545 return NULL;
546 546
547 547 00S_KEM_alg RLCE))
sa5
543
4 549
550 de
5 return NULL;
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Note: Used line 164 of this same kem.c file and also line 162 of “libogs/src/kem/kem.c”
(see [4]) for help with this code above on line 170. Used line 549 of the same file along
with lines 162, 534, 535 of “libogs/src/kem/kem.c” (see [4]) to help with the code above

on line 548.

Step 388: Clicked on bottom right pencil icon for libogs/.CMake/alg_support.cmake to

edit this file. The following is the committed change:

Update alg_support.cmake Browse files

P main
& jwagrunner committed 21 seconds ago  Verified 1 parent cfBd@e8  commit 491c2b37b5d4c59cd7c297ccd543347873d84e80
Showing 1 changed file with 1addition and 0 deletions. Split  Unified

(0QS_ENABLE_KEM_rlc 1 - OFF)

option{0Qs_ENA

{_HQC "Enable hqc algorithm family” OM)

cmake_dependen S_ENABLE_KEM_hqc_128 "" ON "0QS_ENABLE_KEM_HQC™ OFF)

Note: Used lines 47 - 65 to help me with the code above, and used the exact code from
line 159 and also line 95 of “liboqs/.CMake/alg support.cmake” (see [4]) to help me with

the code above; also used source [33] to help me define my code above.

Step 389: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja



(EM_RLCE_new"

info
p_alg info.c.o

| RLCE_new"

170

kem 1lib/libogs.a -Im /fusr/l

/dump_alg_info 1lib/liboq -Im /fusr/lib/¥

Step 390: Navigated to “libogs/tests/test kem.c”, and clicked on the bottom right pencil

icon to edit this file. The following are the committed changes:

Update test_kem.c
¥ main

W jwagrunner committed 32 seconds ago | Verified

Showing 1 changed file with 1 addition and 1 deletion.

v 2 mm tests/test_kem.c [0

J MAX_LEN_KEM NAME_; ++1) {
t= NULL)

"HQC-256-"};
» "HQC-256-","RLCE"};

Browse files

1 parent 491c2b3  commit 3e51@adfalleedSfebcTa523d8eadlbbibe72776

Split | Unified

Note: Since “Classic-McEliece” is defined in line 238 above and is also listed in lines 40

— 58 in “libogs/src/kem/kem.h” (see [4]), I decided to input “RLCE” above just as it is

shown in the same source at line 60.

Step 391: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..

$ ninja
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Step 392: After changing directories (to “lib” directory) and executed “nm -A libogs.a”, a
large amount of output is displayed. Scrolling down leads to the following where

“OQS_KEM RLCE new” is displayed at the top (highlighted yellow):

: 6020000000000 0E0
000000000000000
000000000000000

000000000000000
000000000000000
: 6020000000000 0E0

000000000000000

5_new

5_new

060000000000000
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060060000000660D

0:80600000006000!
06006000008060a5 r . LC11

Note: Above only shows part of the large output. Used source [34] to execute “nm -A

libogs.a” along with sources [35] and [36] to help with the command.

Also, lines 5 — 16 above have matches to lines 476, 482, 489, 495, 501, 507, 513, 519,
525, 531, 537, 543 of “libogs/src/kem/kem.c” (see [4]). Therefore, it is necessary to
change “OQS_KEM RLCE new()” (line 549 at the same link) to
“OQS_KEM rlce new()” based on the lower case shown for “OQS_KEM bike” and
“OQS_KEM classic_mceliece”, and also due to the fact that “OQS_KEM RLCE new”

is placed at the very top in the first screenshot above.
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Step 393: Clicked on the bottom right pencil icon in libogs/src/kem/kem.c to edit this file.

The following is the committed change.

Update kem.c

Browse files
P main
W jwagrunner committed 39 seconds age  Verified 1 parent 3e510ad  commit fddde544359dda6d92f6echBad7b7ed7I941184e

Shewing 1 changed file with 1 addition and 1 deletion. Spiit  Unified

,7 +566,7 @8 0QS_API 0QS_KEM *0QS_KEM_new(const char *method_name) {

} else if (@ == strcasecmp(method_name, 00S_KEM_alg RLCE)) {
#ifgef 0QS_ENABLE_KEM_rlce rlcevl

return 0QS_KEM_RLCE_new();

return 0QS_KEM_rlce_new();

Step 394: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlce.h to edit this

file. The following is the committed changes:

Update rlce.h

Browse files
P main
W jwagrunner committed 36 seconds ago | Verified 1 parent fdaddeS4  commit e3274394ad7b81212ac773bbd45c2cd952¢135a9

Showing 1 changed file with 1 addition and 1 deletion. Split Unified

v 2 mm
*+
29
29
30
3
2 2
E

Step 395: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file. The following is the committed changes:

Update riceCode.c Browse files
¥ main
W jwagrunner committed 1 minute ago  Verified 1 parent €327439  conmit 3846@5(Fbf3039de97a3ad7925aC7 2F3878e34e6

Showing 1 changed file with 1 addition and 1 deletion. Split | Unified

#i% defined(0QS_ENABLE_KE_rlce_rlcevl)

26 - OQS_KEM =0QS_KEM_RLCE new() {
26+ DQS_KEM *0QS_KEM_rlce new() {

00S_KEM *kem = malloc(sizeof (0QS_KEM));
if {kem == NULL) {
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Step 396: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

wple_kem 1lib/liboqs.a -1m Jusr/l

fdump_alg_info 1lib/libogs.a -lm

Step 397: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlce.h to edit this

file. The following is the committed changed:

Update rlce.h

Browse files
¥ main
&Y jwagrunner committed 27 seconds ago | Verified 1 parent 384685  commit 98448ab127@58@ebceatdbabTfe588d711ed32373
Showing 1 changed file with 1addition and 0 deletions. Split  Unified

v t1m Ken/RLCE/rice.h (5]

Note: Line 19’s code is the exact code from line 6 of

“libogs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4]).
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Step 398: Executed:

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=0gs-openssl/ogs ..
$ ninja

Linkin E g_mem

Note: Followed Step 5 in Linux of Quickstart in [4] in above command which is also in

Step 1 in Linux of Quickstart in [3].
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Step 400: Changed directories then executed:

fConfigure no-sh

i
fL) for linu

.F
.F

ersion 1.1.1o

https:
lude the output

perl configdata.pm -

-DOPENSSL_U
IONT5 -DOPE

_ASM -DX
MD -MF app:

NODELETE -DL_ENDIA
L, Sk

MONT -DOPEN!

PUID_OBJ -DOPEN

h file or dil
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include/openss

h file or dir

h file or dir

: No such file or dir

compilation termi

ogs.h: No such file or dir

No such

tion terminated.
n termi

include/openssl/ev
# include

include/openssl/evp.h
# include

compil
make[1]

[Make .0] Error 1
In file included fr
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ofasnl/asn_moid
: Mo such file or d

: No such file or

.h:18,
cms.h:16

_ditem 1i

Note: Followed Step 2 for Ubuntu in [3] for the commands in steps 400 and 401 above

Step 402: Executed:

$ rm -r libogs

$ rm -r ogs-openssl [you usually have to enter “y” two or three times when you execute this]

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Linking C ¢ able te /te mem

Note: notice that CMAKE INSTALL PREFIX is now set to “../../ogs-openssl” to

hopefully clear the previous errors.


https://github.com/jwagrunner/liboqs.git
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Step 403: Executed:

$ ninja install
/1] Ins
Install
Installing:

Installi
Inst

Ins
Ins
Ins
Ins

Installi / )
Installi /ho ) s o0qs _saber.h
Installi o bun DENSS de/ogs/sig_dilithium.

nclude

Using os- ( C s configuration
Creatin

L has been ssfully configured

unter a problem while building, please open an
issue on GitHub <https://gith fop ‘openssl/issues>
and include the output from the following command:

perl configdata.pm --dump

(If you are new to Open
Troubleshootir section in the IN




Step 405: Executed “make -j” (however, this process would not finish executing, no

matter how many times I entered CTRL-C, so I had to close out my local command

prompt):

Step 406: After logging back into my AWS instance in a new command prompt,

executed:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

180


https://github.com/jwagrunner/liboqs.git
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Step 407: Executed:

5

for linu

thub

iblest




182

Step 409: Executed (not showing the whole large output as the process freezes and will

not finish executing):

-DL_ENDIAN
G -DSH.

-DNDEBUG -

Step 410: Closed out local command prompt, then stopped my instance. Then right

clicked on my instance and navigated to “Instance settings”, then “Change instance

type”:

@ New EC2 Experience % Instances (1/2) info Instance st

Tell ou think

Q,
EC2 Dashboard
Change termination protection

EC2 Global View =2 Name Instance ID i
Events - [POSBS73d04045855eg ~ C"enge stop protection

e s . Change shutdown behavior =
- Launch instances Change auto-recovery behavior —
Hmis Launch instance from template  Change instance type

¥ Instances Migrate a server

Change credit specification

. T Change resource based naming options
nstance lypes
Instance: i-0417 Start instance
Launch Templates
Modify Capacity Reservation settings
Spot Requests
Secu Edit user data

Savings Plans

Terminate instance Allow tags in instance metadata

Reserved Instances ¥ Instance sumn

Instance settings »| Manage tags
Dedicated Hosts nstance ID FULLIL IFVE dUUiess
i-0417ce9596 Networking g"
Scheduled Instances Security .

- Pv6 address Instance state
Canacitv Reservatinons < == - - . =k
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2

Step 411: Changed “Instance type” to “t2.medium”, then clicked Apply button:

Change instance type  info

an change the e only if the current instance type and the nt are compatible

nstance ID

0417ce9596eee55¢9

Current instance type

t2.micro

Instance type

t2.medium v

Cancel

Step 412: After logging back into my instance (after starting it) in a new local command

prompt, executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im

$ make -j

-DL_ENDIAN -DOPENSSL_PI)



https://github.com/jwagrunner/liboqs.git

pes
, unsigned c

es
unsigned c

unsigned c

include/ogs.
14 d

include/ogs/rlce.
void

M_MONT
T

L
-DMD5_AS
-DEN

5_en

n of
pher[], unsigned c

ct_b64.
ude/ogs/rlce.
411 | #define d

_USE_NODELETE
_DOPEN

-DECP_N
-DNDEBUG

-DOPEN

-DECP_NIS
-DNDEB!

-DL_ENDIAN

-DO
1

PENSSL_PT]

184
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include/ogs/rlce.h:411:13: ' 2 - without a cast [

1
411 | #define dec

char *' but argument i

uffer.h:15,
117

1 of 'CRYPTO_free' makes er from integer u

"OPENSSL_free®

‘void *' but
file, int line

YPTO_free' makes pointer from integer

Note: The output above was used to help make the following changes to all of the below

files:
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Step 413: Clicked on the bottom right pencil icon in libogs/src/kem/RLCE/rlce.h to edit

this file. The following are committed changes:

Update rlce.h
¥ main

W jwagrunner committed 34 seconds ago | Verified

Showing 1 changed file with 3 additions and 3 deletions.

1.

an

4 6 mEmEO sre/kem/RLCE/r1ce.n (O

@8 -149,8 +148,8 @@ unsigned char® rlceReadFils(char® filename, unsigned long long *blen, int hex);

int rlceWritefile(chars filename, unsigned cher bytes[], unsigned long long blen, int nex);

asskey_t aeskey_init(unsigned short kappa);
void aeskey_free(assk

- void AES encrypt(unsigned char plain(], unsigned char cipher[], aeskey_t key);
- void AES decrypt(unsigned char cipher[], unsigned char plain[], aeskey t key);
+ vois AES_Encrypt(unsigned char plain[], unsigned char cipher[], aeskey_t key);

+ void AES_Decrypt(unsigned char cipher[], unsigned char plein[], aeskey_t key);

void shal_ma(unsi

ned char message[],int size, unsigned i

 ad[51);

void sha2s6_ncfunsigned char messsge[], int size, unsignec int md[8]);
€9 -408,4 +468,4 @@ int rlce_decrypt(char* prikey, char® cipherfile);

#define genkey256 3
#define encr 4
#define kemenc 5

- #define gec 6

+ #define decr 6

Browse files

1 parent B44dabl amit 198d3ccfc77303482202d38970231a768705a85¢

Split | Unified

Step 414: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlce.c to edit this

file. The following are committed changes:

Update rlce.c

¥ ma

W jwagrunner committed 33 seconds ago  Verified

Showing 1 changed file with 4 additions and 4 deletions.

o

288

w0 © 0
® 8 8

™

w0

sresken/ALCErice. ¢ (§)

€8 -17,7 +17,7 @@ static

lue_t lookuptable[] = {
{"genkey256", genkey2563,

{"encr®, encr},

“kemenc”, kemenc},

- {"dect, decy
+  {"dece", decr}
b
int comfr g(char® com) {

@0 -43,7 +43,7 @8 int main (int arge, char *argv[]) {
printf("To encrypt o message using ALCE-AES, use the command:\n");

printf(" % kemenc RLCE_PUBLIC_KEY_FILE FILE_TO_BE_ENCRYPTED\n", argu(0l):

printf("To decrypt a message, use the command:\n");

- printF("  %s dec RLCE_PRIVETE_KEY_FILE FILE_TO_BE DECRYPTED\m\n\n", argv[@]};
+  printf("  %s decr ALCE_PRIVETE KEY_FILE FILE_TO 8E DECRYPTED\m\n\n®, argv[0l);
3 else {

suitcn(comfr:

nglarev[11)) {
case genkey12s:

€@ -89,9 +53,9 @@ int main (int argc, char <argv1) {

ret=rlce_encrypt(1, argv[2]l,argv(31);

if (ret <@) printf("error code %d\n", ret);

exit(2);

se dec

se decr:

(arge 1-8) {
("use command: %s dec RLCE_PRIVETE_KEY_FILE FILE_TO_BE_DECRYPTED\n", argv[@]);

("use command: %s decr RLCE_PRIVETE_KEY_FILE FILE_TO_BE_DECRYPTED\n", argv[@l);

gv[2],argv[3]);

Browse files

1 parent 198d3cc  commit 026GFc41850438eelefEicab26biFEe0cd02334E

Split | Unified
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Step 415: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/aes.c to edit this

file. The following are committed changes:

Update aes.c
¥ main

W jwagrunner committed 21 seconds ago  Verified
Showing 1 changed file with 2 additions and 2 deletions.

sre/kem/RLCE/aes.c (0

L4 @@ -408,7 +448,7 @@ int KeyExpansion(aeskey_t key, unsigned char w[]){
a8 asg
a9 a9}
a0 ase
451 - veid AES encrypt(unsigned char plain[], unsigned char cipher(], aeskey t key) {
451+ void AES_Encrypt(unsigned char plain[], unsigned char cipher[], aeskey_t key) {
a2 as2 i
453 253 unsigned char T
asa ase w=calloc(key->ulen, sizeot(unsigned char));
: @@ -678,7 +678,7 @@ static void InvMixColumns(unsigned char plain[l) {
678 678}
679 679
680 630
681 - void AES decrypt(unsigned char cipher[], unsigned char plainl], aeskey t key) {
681  + void AES_Decrypt(unsigned char cipher[], unsigned char plain[], aeskey_t key) {
682 682 i
683 633 unsigned char T
684 684 w=calloc(key->ulen, sizeot(unsigned char));
T

1 parent 62bsfcd

Browse files

ommit cBdlbd3B73547274chb52F90275¢0571FF5200665

Split  Unified

Step 416: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file. The following are committed changes:

Update rlceCode.c
¥ main

& jwagrunner committed 20 seconds ago | Verified

Showing 1 changed file with 3 additions and 3 deletions.

6 WEEE src/ken/RLEE/rlceCode.c (0

i, @ -2166,7 +2166,7 @8 int rlce_encrypt(int kem, char® pubkey, char® plainfile) {

/% CTR moge =/
1285 (i, counter, 4);
- AES_encrypt (counter, countercipher,key);

+ AES_Encrypt (counter, countercipher,key);

/* CTR made =/
1285 (total

Len/16, counter, 4);

2179 - AES_encrypt (counter, countercipher, key) ;
u79 4 AES_Encrypt (counter, countercipner, key) ;

2180 2180

2181 218 s

2182 2182 Free(plaintext);

2273 2273

274 2274 /* CTR mode =/

2275 2275 1285 (i, counter, 4);

2276 - AES_encrypt (counter, countarcipher, key)
2276+ AES_Encrypt (counter, countercipher, key);

2277 2277 For (32033<16;3++) ( plaintext+1671)[3]

2278 2278 }

2279 2279 e (key);

@8 -2176,7 +2176,7 @@ int rlce_encrypt(int kem, char* pu

33<16;3++) (ciphertext=baseslock=16*1) [j1=countercipner(i] ~ (plaintext+16°1)[31;

, char® plainfile) {

;1< totallen % 16;3++) (ciphertextsbaseBlocks16+1)[jl=countercipher(i] * (plaintexts

€@ -2273,7 +2273,7 @@ int rlce_decryptlchar® prikey, char® cipherfile) {

untercipner(i] * (ouffersbassBlocks1671)[31;

1 parent codlodd

Conmit dB7FOC7e@RLS62438a206ebDBIFEEI04333684D

Split | Unified
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Step 417: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/drbg.c to edit this

file. The following are committed changes:

Update drbg.c Browse files
¥ main
Wy jwagrunner committed 31 seconds 3go | Verified 1 parent dB7f6c7  commit 4CPOUCISS73pA1FA410967Ca336CHEEHIIIDEAD
Showing 1 changed file with 7 additions and 7 deletions. Split | Unified
14 MEMEC src/kem/RLCE/drbg.c (5
£t @@ -455,7 +455,7 @@ int BCC(aeskey t key, unsigned char data[], unsigned int datalen, unsigned char
455 455 for (i=0; ien; i) {
as6 456 input_long[8] = output_long(@] ~ data_long[27i1;
as7 457 input_longl1] - output_long[1]  data_long[2=i+1];
458 = AES_encrypt (input_block, output, key);
458+ RES_Emcrypt(input_block, output, key);
459 459 3
a0 50 eturn 0
a1 451}
T
a @@ -508,7 +508,7 @@ int block_cipher_df(int aestype,unsigned char input[], wint32_t inputlen,
568 568 memset (newtemp, @, (outputlen+16)*sizeof{unsigned char));
589 569 unsigned int newtemple
s1e s1e uhile (newtemplen<outputlen) {
511 - AES_encrypt (X, &(newtemp[newtemplen]), key);
511 +  AES_Encrypt(X, &(newtemp[newtemplen]), key);
512 512 memcpy (X, &(newtemp[newtempLen]), 16*sizeof(unsigned char));
51 513 newtemplen += 18;
514 514 3
. @8 -539,7 +539,7 88 int ctr_DRBG_Updste (unsigned char provided datal], unsizned short datalen, ctr_
539 53 ¥ else {
sS40 540 big_add(drogState->V, 16, one, 1);/* V = Vel mog 2°{128} */
sa1 541 ¥
542 - AES_encrypt(drbgState->V, &(temp[templen]),key);
582 . AES_Encrypt(drbgState->V, &(temp[templen]),key);
543 543 templen += 16;
sa4 san H
545 545 aeskey_free(key);
i
. @8 -679,7 +679,7 @@ int ctr_DRBG Generate(ctr_drbg state t drbgState, drbg Input_t drbglnput,
679 ¥ else {
680 big_add(drogstate->v, 15, one, 1);
681 ¥
682 - AES_encrypt(drbgState-»V, &(returned bytes[16¥i1), key);
662 .  AES_Encrypt(drbgstate->V, &(returned_bytes[16%1]), key);
683 683 )
684 684 if (rem@) {
685 685 if (ctr_len < 16) {
@8 -689,7 +689,7 @@ int ctr_DRBG Generate(ctr_drbg state t drbgState, drbg Input_t drbglnput,
689 ¥ else {
630 big_add(drogState->V, 16, one, 1);
621 691 ¥
692 - AES_encrypt(drbgstate->V, temp, key);
692 . AES_Encrypt(drbgState->V, temp, key)j
633 693 memepy (returned_bytes+16*1oop, temp, rem*sizeof(unsigned char));
624 694 3
695 695 aeskey_free(key);
<
M @8 -732,7 +732,7 @@ int ctr_DRBG Generate DF(ctr_drbg_state_t drbgState, drbg Input_t drbgInput,
= 732 } else {
733 7 ig_add(drogState->V, 16, one, 1);
74 734 3
735 = AES_encrypt (drbgState-5>V, &(returned bytes[16%i]), key);
735+ AES_Encrypt (drogsState->V, &(returned_bytes[16%1]), key);
¥
if (rem:0)

$f (ctr_len < 16) {

@@ -742,7 +742,7 @@ int ctr_DRBG_Generate_DF(ctr_drbg_state_t drbgState, drbg Input_t drbgInput,

742 742 3 else ¢
a3 723 . zdd(arogstate->V, 16, one, 1);
s 724 ¥
745 = AES_encrypt (drbgState-3V, temp, key);
745+  AES_Encrypt(drbgState->V, temp, key);
746 6 memcpy (returned_bytes+16%locp, temp, rem*sizeof(unsigned char));




189

Step 418: Clicked bottom right pencil icon in libogs/src/kem/RLCE/test.c to edit this file.

The following are committed changes:

Update test.c

¥ main

W4 jwagrunner committed 37 seconds ago | Verified

Showing 1 changed file with 6 additions and 6 deletions.

1446 1446
1847 1447
1448 1448

1458 1458
1459 1459
1460 1460

1461

1477
1478
1479
1288

1458
1831 1451
1282 1482
1483 1483

1512 1512
1513 1513
1514 1514
1515

1515
1516
1517
1518
1528 1528
1529 1529
1530 1538
1531

1531
1532 1532
1533 1533
1534 1534

sre/kem/RLCE/test.c ()

€0 -1442,7 +1442,7 0@ int testAES(void) {
unsigned char decryptednsg[16];
hex2char (msgstring, msg, 16);

unsigned char cipner[16];

- AES_encrypt(msg, cipher,key);
+  RES_Encrypt(msg, cipher,key);

char ciphertring[]="

9c4eBd86a7bB438d8cdb78A7BbACSSa" 5
unsigned char expectedcipher[16];
hex2char (ciphertring, expectedcipher, 16);

6@ -1458,7 +1458,7 @@ int testAES(void) {

printf("AES-128 encryprion succeeds\n”);

- AES_decrypt(cipher,decryptednsg, key);
+  AES_Decrypt(cipher,decryptednsg, key);

jic16;de) {

failed:
or (i

€@ -1477,7 +1477,7 @@ int testAES(void) {

€8 -1477,7 +1477,7 @8 int testAES(voia) {

key=aeskey_init(192);

char ing192[]="aee: 1011121314151617";
hex2char (keystringl92, key->key, 24);
AES_encrypt(nsg, cipher,key);
AES_Encrypt(nsg, cipher,key);
char ciphertringlo2[1-"dda97ca4864cdfe06eaf70a0eced711 ;
unsigned char expectedcipher192[161;
hexZchar(ciphertringlsl, expectedcipher1s?, 16);
€@ -1493,7 +1493,7 @@ int testAES(void) {

printf("AES-192 encryprion succeeds\n");

AES_decrypt(cipher,decrypiednse, key);
AES_Decrypt(cipher,decryptednsg, key);

failed=;
for (1=0;1€18;1++) {
@8 -1512,7 +1512,7 @@ int testAES(void) {

key=aeskey_init(256);

char ingase[]="eee: 101112131415161715191alb1c1d1e1"
hex2char (keystring256, key->key, 32);

AES_encrypt(msg, cipher,key);

AES_Encrypt(nsg, cipner,key);

char ciphertring256[1-"8ea2b7cas16745bFearc43904b496089" ;

unsigned char expectedcipher256[1615

hexZchar(ciphertring256, expectedcipher2ss, 16);

@8 -1528,7 +1528,7 @@ int testAES(void) {

printf("AES-256 encryprion succeeds\n");
[AES_decrypt(cipher, decryptednsg, key);
RES_Decrypt (cipher,decryptedmsg, key);

Failed=0;

for (i=e3ic163i++) {

1 parent 4fcaedc

Browse files

commit aadf1842cCba2edEbBC1S3e9F016929714835055

split

Unified
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Step 419: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openss ..
$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im

$ make -j

-DNDEBUG



https://github.com/jwagrunner/liboqs.git
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Use the output above to make the following changes to rlce.h, drbg.c, fieldMatrix.c,

sha.c, and test.c:

Step 420: Clicked on pencil icon in the bottom right of libogs/src/kem/RLCE/rlce.h to

edit this file. The committed changes are:

Update rice.h
P main

Browse files

W jwagrunner committed 1% seconds ago  Verified 1 parent aa4fl184  commit a3fa6@1l260fa7dce3137F@283bce2eed126ec9d6

Showing 1 changed file with 1addition and 1 deletion.

split | Unified
v T2 mm src/kem/RLCE/rlce.h (L

S 6@ -143,7 +143
193 183
s 124
15 125
146

146

4 4

Step 421: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/drbg.c to edit this

file. The committed changes are:

Update drbg.c
¥ main

Browse files

W jwagrunner committed 26 seconds ago | Verified 1 parent a3faBdl  commit 45cddd7dS5aE354¢910720729519856377360C1

Showing 1 changed file with 2 additions and 2 deletions. Split  Unified

v -1 4 EEEMD src/kem/RLCE/drbg.c (D)

S t drbg_hash_af(int ,unsigned char input[],int inputlen,
char(], int, u int[1);
178
78+
atype == 1) {
so 150
2 181
A
248
249 shs = 0
250 se if (drbgState-sshatype == 9) {
251 - shs = snalng;
251+ sha = shal MD;

beState-»shatype == 1) 1
sha = sna2se_nma;
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Step 422: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/fieldMatrix.c to

edit this file. The committed changes are:

Update fieldMatrix.c ey

¥ main

W jwagrunner committed 31 seconds 396 | Verified 1 parent 45cddd7  commit ea?47dbSd9338F450d4addd9daAbeaTablee2660
Split Unified

Showing 1 changed file with 1 addition and 1 deletion.

VRLCE/Fielamatrix.c (D

Step 423: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/sha.c to edit this

file. The committed changes are:

Browse files

Update sha.c

¥ main
1 parent ear47ds  commit 60aB18061dc130977158a7030741e99144370F34

W jwagrunner committed 33 seconds ago | Verified
Split | Unified

Showing 1 changed file with 1 addition and 1 deletion.

ned int hasn(s]) {
ned int hasn(5]) {
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Step 424: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/test.c to edit this

file. The committed changes are:

Update test.c
¥ main

W jwagrunner committed 42 seconds ago | Verified 1 parent Goas1se
Showing 1 changed file with 3 additions and 3 deletions.

~ & 6 mmmm srcrkem/RLCE/test.c (B

@@ -1128,7 +1128,7 @@ i SHA(void){

stati igned char msgll] = {'a's "b', '’}

size = 3

shal_md(msgl, size, hashl);
1131+ shal MD(msgl, siz

1132 if ({hash1[e] 47068163 ) || (hasn1[2]!=exba3e2571 )
1133 11(hash1r3 5 ( 1-Bx9cdadsIc)) {

pass=1;

e#gnfghighiJniJd jleljkimcl onopa”;
si (msg3)-1;

1158 - shallmé(msg3, size, hashl);
)

1158+ Shallfd(msg3, siz
9 if ((hashl[@]
1 (nasng3

44) | | (hash1[1]!=8x1c3bd26e) | | (hashl[2]!=Bxoazesasl)

|1 (hasn1[4]! =oxesa67051)) {

pass=1;

& SHA(void){
187 msgdlil='a’;

189 size=1008000;

1190 - shal_md(msgd, size, nashl);

119 .+ shal MD(msga,

if ((nasn1fe] 973¢)| | (hashi[1]1=Bxdscadaas) | | (nasn1[2]!=
[1(hasn1[3]1=exdbad2731) || (hash1[411=0x6534216f)) {
pass=1;

Step 425: Executed:

$ rm -r libogs
$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im

$ make -j

Browse files

conmit fo4apatflE2421225ce4e30008050073415F1CFa

Split | Unified
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mbol

ude/open
‘to/evp/

Use the above output to make the following changes to rlce.h, drbg.c, test.c, sha.c,

rlceCode.c, and fieldMatrix.c:
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Step 426: Clicked bottom right pencil icon in libogs/src/kem/RLCE/rlce.h to edit this file.

The committed changes are:

Update rlce.h Browse files
¥ main
W jwagrunner committed 24 seconds ago | Verified 1 parent fdfa0af  comnit 16b49F1700¢a1064b90F2F1F7ad647627a002

Showing 1 changed file with 2 additions and 2 deletions. Split | Unified

4 mmmE | src/kem/RLCE/rlce.h (C)

8 -144, +144,8 @@ void AES_Encrypt(unsigned char plain(], unsigned char cipher(], aeskey_t key);

pt(unsigned cher cipher(], unsigned char plain(], aeskey_t key);

void shal MD(unsigned char message[],int size, unsigned int md[5]);

147 - void sha2sé_md(unsigned char message[], int size, unsigned int md[81);
128 - void shas12_md(unsigned char message[], int size, unsigned long ma[81);
147+ void Sha2S6D(unsigned char messagel], int size, unsigned int nd[81);
+ void shaS12.MD(unsigned char message[], int size, unsigned long ma[81);
hash_drog_state_t drbgstate_init(int shatype);
rogstate);

har entropy[1,int entropylen,

ste(nash_drbg_s:

drbg_Input_t drbglnpi

_init(unsign

Step 427: Clicked bottom right pencil icon in libogs/src/kem/RLCE/drbg.c to edit this

file. The committed changes are:

Update drbg.c Browse files
¥ main
¥ jwagrunner committed 18 seconds ago  verfied 1 parent 16b4stl  comnit aass39nSC10060091F564410505607=9C1E15a4C

Showing 1 changed file with 7 additions and 7 delet

Split  Unified

sre/kem/RLCE/ drbg.c (0

@ -178,7 +178,7 @@ int drbg_hash_df(int shatype,unsigned char input[],int inputlen,

178 sha = snal_

} else if (smatype

nasnsize = &

181 - sha = sha256_md;
181+ sha = sha256_MD;
182 182 } else if (shatype
hashSize = 8;
) else {

@@ -204,7 +204,7 @@ int drbg_hash_df(int shatype,unsigned char input[l,int inputlen,

unsigned long hasns12[nashsize];

for ( icoutputlen; i++) {
(ctr== 8 = hashsiza) ¢
- sheS12.md(seed, inputlent5, hash512);
207 - sha512 MD(seed, inputlentS, hash512);
208 08
209 209
210 10 >
H @@ -250,7 +250,7 @@ int hash_DRBG_Generate(hash_drbg state t drbzState,drbz Input_t drbgInput,
25 250 if (drogState->shatype = @) {
251 251 sha = shal ¥D;
252 252 } else if (arbgState->shatype == 1) {
253 - sha = sha2s6_md;
25 sha = sna2s6_MD;
254 254 }
285 285
256 256 int hashSize - drogState-rhashSize;
q @@ -269,7 +269,7 @@ int hash_DRBG_Generate(hash_drbg state t drbgState,drbg Input t drogInput,
289 269 ig agd(drbgstate->V, drbgState->seedlen, wBytes, 4*hasnsize);
78 270 /= Veu mod 2°seedlen ®/
7 } else if (drogState-rshatype ==2 ) {
272 - 5na512 md(wseed, drbestate->sesdlensl+droglnput-raddlen, WS12);
272+ 5na512 MD(wseed, drbestate->sesdlensl+droglnput->addlen, WS12);
273 273 for (i=0; i<64; i++) wS12Bytes[i] = (wS12[1/B1>>(56-(i%8)*8)) & OFF;
274 274 ig_add(drbgState-3V, drbgState->seedlen, wS12Bytes, 8%hashSize);
275 275 /* V= Vw512 mod 2*seedlen */
: @ -306,13 +386,13 @@ int hash_DREG_Generate(hash_drbg state_t drbgState,drbg Input_t drbglnput,
306 306 } else if (drbeState->shatype —=2 ) {
37 307 m=(req_no_of_bytes/(8*(drogState-rhasnsize)))s
385 308 for Lemyien){
309 - 5ha512_md(data, drbgState-rseedlen, w512);
309 - 5ha512 MD(data, drbgState->seedlen, w512);
318 31e _add(data, drbgState->seedlen, (unsigned char *)aone, 1);

311 3 for (:

<643 §++) returned_bytes[i®64+j]=(w512[3/8]>> (56~ (j%6)*8) )BAXFF;



sz 312 >
33 31 remainedBytes=req_no_of_bytesk(8*(drbgState->hashSize));
38 314 if (remsinedytes>o) ¢
B - Shas12_md(data, drogState->seedlen, ws12);
315+ Shas12 MD(data, drbgstate->seedlen, wS12);
6 316 For (i-0; i<64; fe+) tap[i] = (WS12[1/81>>(56-(i%8)*8)) & OXFF;
37 317 mencpy(&(returned bytes(mg» (drbgstate->hashSize)1), tmp, remainedBytes);
n8 318 3

big_add(drogState->V, drbgState->sesdlen, resesdbyte, 4);

w1 3a1 /# V = VaCrreseed_counter+H mod 2*seedlen */
a2 a2 ) else if (drbgstate-sshatype =2 ) ¢
343 - shaS12 md(hseed, drbgState->seedlens1, h512);

343+ shaS120D(nse=d, drbgState->sesdlensl, n5iz);
s 3a For (i=0; $<84; i++)hS12Bytes[i] = (WS12[4/8]>>(56-(i%8)*8)) & OxFF;
s 3 big sdo(drogState->V, drbgState->sesdlen, n5126ytes, 57 (drbgState->nasnsize));
45 346 big_sdd(drogState->V, drbgState->seedlen, drbgState->C, drbgState->seedlen);

€@ -349,7 +340,7 @@ int hash_DRSG_Generate(hash_drbg state_t drbgState,drbg_Input_t drbgInput,
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Step 428: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/test.c to edit this

file. The committed changes are:

Update test.c
B main

W jwagrunner committed 21 seconds ago | Verified
Showing 1 changed file with 6 additions and 6 deletions.

12 WEME) src/kem/RLCE/test.c [C)

€8 -1135,7 +1135,7 @@ int testSHA(void){

printf("SHAL with input sbc failedin”);

- sha2Se_md(msgl, size,hash2);
1138+ shadS6_MD(msgl, size,hash2);

139 1139 3F ((hesh2[0] 1= @xba78166) || (hash2[1]!=BxBF@lcsea) | | (hesh2[2]1=0xé14140de)
40 1140 | [{hash2[3]1=0x5dae2223) | | (hash2[4]!=0xb00351a3) | | (hash2[5]1=x36177a0<)
141 1141 | (hash2f]1=0x02105751) | | (hash2[7]!=0x720015ad)

@8 -1194,7 +1144,7 @8 int testsHA(void){
1144 rintf("SHA2S6 with input abc failed\n
1145 )

1146

- sheSL2md(msgl, size,hash3);
147 . shas12_fB(msgl, size,hash3);

1148 1148 if ((hash3[0] != Oxddaf35a193617aba) | | (hash3[1]!=0xccd17349ae284131) | | (hash3[2]
1149 114 || (nash3[3] !=0x0adeeeerenssaaga) | | (nash3[2]!=0x2192992a274Fc1a8) | | (hash3[5]
1 L |1 (nash3[6] 1=ex45444423643ceB0) | | (nash3[ 71! =0xzadac94Fasacads )

€@ -1162,7 +1162,7 @@ int testsHA(void){

1165 - sha256_md(nsg3, size,hasn2);
1165+ 5ha256 MD(nmsg3, size,hash2);

1166 if ((hash2[9] != @x248d8a51) || (nash2[1]:=0xd2063808) | | (hash2[2]
1167 | | (hash2[3]!=8x8c3e6038) | | (hash2[4]!=8xa33ced59) | | (hash2[5]1!=0x647F2167)
1168 || (nash2[6] t-exFeecedds) | | (hash2[7]1-0x10db06e1)

0xe5c82693)

@@ -1173,7 +1173,7 @8 int testSHA(void){
1173

1178 static unsigned char msg31[] =" icdefgnijdefgnijeefghielfghii
1175 size = sizeof(msg31)-1;

sha512_md{msg31, size, hash3);

1176 + sha512_MD(msg3l, size, hash3);

1177 if ((hash3[2] != @x8e¥59b75dae313da) || (hash3[1! £728147C143F) | [ (hash3[2]
1178 1 (nash3[3] 1-0x7 18)| | (hash3[ £724) || (hash3[5]
|| (hash3[6] t=exc 2654) || (hash3([7: )

@0 -1194,7 +1194,7 @8 int testSHA(void){

printF("SHAL with input 1000800 \'a\'s failed\n");

1197 - sha256_md(msgs, size,hasn2);

1 parent ag3a3sb

x2e67ade69a57ea2)
¥38ba3c23a3¢ebnd)

printF("SHAL with input \'abcdbedecdefdefgefgnfghighiinijiijklikinklmnlnnomnopnopgl failedin®);

XBF7779C6e00F7Fal)
¥%331b98d2cab5433a)

Browse files

connit Se0a9146674e0e1a65a1d5eEa047e07 C431a2127

Split

3k 1mnoi jkLmnop 3k 1mnopak1mnopqr1mnoparsmnopqrstnoparstu” ;

Unified



1197 +  sha2S6MD(mse4, size,hash2);
1198 if ((nash2[e] !

oxcacroesc) || (nasn2(1]1=0xss147032) || (nasna2
|| (nash2p3] ! =exeaa73e67) || (nasna[e]!=

oxs1a1c7e2)

1809a43) | | (nash2[5
| | (hash2[6]1=8x@46d39cc) | | (hash2[7]!=8xc7112cd8)

@xad972002)
1200

@@ -1203,7 +1203,7 @8 int testSHA(void){

1203 1203 printf("SHAZS6 with input 1008008 \'a\'s failed\n");
1204 1284 3
1285 1285
1208 - shas12 md(msg4, size,hasni);
1206 + shaS12 MD(mse4, size,hash3);
1267 1207 if ((nash3[e] != exe71843300ce76964) || (nasn3[1]!=6xdezed2c7bel5b453) | | (nasn3[2]!=0xBelFoBD130204425)
1208 1208 | | (nash3[ 3] t=ex5632a803a¢a073eb) | | (hasn3[4]! =2xaeas+244577ea60a) | | (hasn3[5]!=0xacb@432ce577c31b)
1209 1209 || (hash3[6] 1 =Bxeb@9c5c2cagaaze) | | (hash3[7]!=Gxdeadb217ad8ccagb)
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Step 429: Clicked on bottom right pencil icon in liboqs/src/kem/RLCE/sha.c to edit this

file. The committed changes are:

Update sha.c
¥ main

W jwagrunner committed 29 seconds ago | Verified

Showing 1 changed file with 2 additions and 2 deletions.

srcrken/RLCE/sha.c (5

v
& @@ -168,7 +168,7 @@ void shal_process(unsigned int hash[1, unsigned char msg[]) {
168 return;
169 b
170
71 - void 5ha256_md(unsigned char message[], int size, unsigned int hasn[8]) {

171+ void sha256_MD{unsigned char message[], int size, unsigned int hash[8]) {

172 unsigned int bitlen = =size;
173 nasn[@] = BxBAOSEGST;
178 nash[1] - OxBEG7AESS;

@@ -295,7 +295,7 @8 void sha512_msg_padd(unsigned int bitlen, unsigned char paddedmsg[1) {

295 3

2

297

298 - void 5ha512 md{unsigned char message[], int size, unsigned long hash[81) {
298+ vois shas12 MD(unsigned char message[], int size, unsigned long hash[8]) {

209 299 unsigned int bitlen = s=size;

30 300 hash[8] = @x6a@9e6673bccoes;

se1  se1 nash[1] = BxbbETaeEEBACaaTI0;

1 parent 5edadls

Browse files

conmit 1923b42eed51e71efd107al2c0621e65¢7253159

Split  Unified
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Step 430: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file. The committed changes are:

Update rlceCode.c Browse files

¥ main

W jwagrunner committed 27 seconds ago | Verified 1 parent 1923042  commit 743¢7cebg57e74675503b 2135 CE50RAIED95AD1
Showing 1 changed file with 4 additions and 4 deletions. Split | Unified

& mmm sre/ken/RLCE /riceCode. ¢ (5]

@8 -1980,7 +1986,7 @@ int getrandombytesfromcommandline(unsigned char* randomness, int numR) {

1982 1980 unsigned long md[81;

1981 1981 char *b = feets(str, 2%numR, stdin);

1982 1982 if (b 1= str) return -1;

1983 - sha512 md((unsigned char®)str, 2%numR, md);
1983 + sha512.MD((unsigned char®)str, 2¢numR, md);

1984 1984 memepy(randomness, md, numR);

1985 1985 return @;

1986 1986}

i .
0 €8 -2102,7 +2102,7 @@ int rlce_encrypt(int kem, chars pubkey, char® plainfile) {
2102 2102 unsigned char spksytes=calloc(pklen, sizeof(unsigned char));
2103 2103 ret=pk28(pk, pkBytes , &pklen);
2184 3104 unsigned long wS12[8];
2165 - shas12_md(pksytes, pklen, ws12);

2105 +  sha512_MD(pksytes, pklen, ws12);
free(pkBytes);

int ciphertextlen;

€8 -2137,7 +2137,7 @@ int rice_encrypt(int kem, char® pubkey, char* plainfile) {

137 2137 seedlo1=0x11;
138 2138 seed[1]=0x03;
2138 1139 seed[2]=0x94;
2140 - Sha2S6_md(seed, pk->para[19]+3, hasn);

2140 +  sha2sé_MD(seed, pk->para[19]+3, hash);
41 2141 hashTObytes(hashBytes, 32, hash);
w4z 2142 kappa;
243 2143 (pk-rparal18] == @) kappa=128;

¥

@8 -2214,7 +2214,7 @@ int rlce_decrypt(char® prikey, char* cipherfile) {

2214 2214 unsigned char *pkBytes=calloc(pklen, sizeof(unsigned char));
2215 2215 0k2B(pk, pkBytes, Boklen) ;
2216 2216 unsigned long wS12[81;
2217 - shaS12 md(pkBytes, pklen, w512);
2217+ shaS12 MD(pkBytes, pklen, wS12);
218 2218 Free(pkBytes);
219 2219 RLCE_free_pk(pk);
2220 1220 unsigned char pknasn[4];

Step 431: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/fieldMatrix.c to

edit this file. The committed changes are:

Update fieldMatrix.c Browse files

¥ main

ommit aBSeec560S4crae27as0aTbE106d07463¢B70409

W jwagrunner committed 38 seconds ago | Verified 1 parent 749¢7ce

Showing 1 changed file with 5 additions and 5 deletions. Split | Unified

0; §--) seedlngfseedLens31=(2xFF & (1> ((3-3)%8)));

a5 - shasizimd(seed, mefseedlen+s, nasnsi2);
466+ shaS12.D(seed, mgfscedLensd, hasnsiz);
w7 a6 For (3=033¢6433++) mask[1¥64+T]=(nashS1201/815> (56~ (385)78) 80xFF;
s a8 )
%9 469 i () ¢
a0 a7 For (335 $>=0; 3--) seedlmgFsecdLens3]=(BXFF & (W>((3-9)*8));
an - shasizimd(seed, mefseedlen+s, nasnsi2);
471+ shaS12.MD(seed, mgfscedLensd, hasnsiz);
2 an For (3=033¢r53++) mesk[n*64e31=(nashS1203/81>> (56- (%8)*6) )80xFF;
a3 a3 )

03

MGF (unsigned char mgfseed[], int mgfseed

@8 -486,7 +485,7 @8 int RL
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3/81>5(56-(1%8)8)

2512_md (seed, mefs:
+ shas12_iD(seed, mgfs:

for (3=033<rije) mask[mies

Step 432: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl ..
$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im

$ make -j

DL_END.
F2 DSH

“DNDEBUG -MMD -MF

-MMD -MF

ib -
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Step 433: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im

$ make -j

al 9 [Killed]

make [ Error 1
make[1]
${LDC

test/bic_memle
terminated with si
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ation termina

Note: When I execute cmake above, I added “/oqs” just as shown in Step 1 for Linux in

[3].
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Step 434: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:kyber512:ED448"\

Note that the “DOQS_DEFAULT GROUPS” and “ED448” code came from [3] and the

“X25519:kyber512” code is from source [37]):

4 -1m -DOQS_DEFAULT_GRO

Step 435: After executing the Configure command previously three times (I changed the
command a little bit each time to see if I got different results), I decided to start over

again in case anything weird happened. Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im —DOQS_DEFAULT_GROUPS=\"X25519:kyber512:ED448\”
$ make -j
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NODELETE -DL
n -DSHA1 W -DSHA

Jfclier
ted with
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:7856: test/asy
~: 1d terminated

a9%e: te
: 1d termi

mpilation termi
make[1]: [Make 17 H snl_internal_ Error 1
C “or i (illed]

[Makefile:7884: te 1_encode
tal error: 1ld ter

2 al
tion terminated.
[Makefile : Error 1
fatal error: ld rmi d h sig ) [Killed]
tion terminated.
[Makefile
1 error:
erminated.
[Makefile:7
al error:
n terminated.
[Makefile:

: fatal error:
tion ter

[Makefile

2: fatal error:

tion terminated.

Note: For the Configure command above, I put “DOQS DEFAULT GROUPS” at the

end of this command along with including \” and \”” as defined in [38].
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Step 436: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ sudo apt-get install gemu

$ sudo apt-get install gemu-kvm

$ apt show gemu-system-x86

$ kvm -version

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja run_tests
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liece-46
test_kem[

~obust]

datasheet
tiol
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Eliec
_mem
Eliec

em[Cla
t_mem.

t_mem
mem_kem[ HQ!

mem_kem

_mem. est_mem_kem[NTRU-HP:
mem_kem[NTRL ] 1]
/ em[ NTRU-HPS-4i

BN s

em[ NTRU-HPS-4i

test_mem_kem[NTRU-HRSS-761]
]

elpers.filtered_test

test.mark.parametrize('kem name', helpers.available_kems_by name())

test_alg _info_kem(kem_name

if not(helpers.i | led_| ame(kem_name)): pytest.skip('Not enabled’)

# get the algorithm info from libogs

output = helpers.run_ s([helpers > table('dump_alg_info')])

alg_info e_load(output)[

1g_info[ 'isnull']))
d and load the datasheet
datasheet_filename = helpers.run_subprocess(['g ', ", » kem_name, ‘docs/algorithms/kem’]).splitlines()[@]

me/ubuntu®

_subprocess(command, working_dir='.", env=None, expected_returncode=@, input=Hone, ignore_returncode-False
Helper function to run a shell command and report success/failure
on the exit status of the shell command.

is not None
update(env)

# Note we need to

# then print it

# buffer appropriate
print(working_dir +
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result = bpr run(

)

) and (result.returncode != expected_returncode):
tdout.decode("utf-8"))
Got unexpected return code {}".format(result.retur

-r -1 RLCE d

ielpers.filtered_test
test.mark ipif(

current_build dir name()+"
get_current_build dir_name()+'/1ib/1
helpers.run_

f-gt, 1

["Am*, -

= helper
['nm’, °

rip().split("\

lines:

if ' T ' din line or ' D ' in line or ' 5 ' in line:
symbols.append(line)

# ideally this would be just [‘ogs', 'p an'], ntains exceptions (e.g., providing compat implementations of ung
ions)

"init*, ‘fini', 'seedexpander’, get_pc_thunk’]

+ namespace):

format(

- Captured stdout

aaoaoas3

mbol :
mbol :

aococaaoocaoan
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"RLCE"
lhelpers.filtered_test
est.mark.parametr ( 'kem_name', helpers.available_kems_by name())
st_kem(kem_name):
if not(helpers.is_kem_enabled by name(kem_name)): pytest.skip(’Not enabled')
helpers.run_subprocess
[helpers.path_to _executable( 'test_kem'), kem_name],

*RLCE'], wo

None, ign

def run_subproc ommand, working_di , one, expected_returncode-8, input-None, ignore_returncode-False):
Helper function to run a shell command and report su ilure
depending on the exit status of the shell command.

env

# Note we need to stdout/stderr from the subpr
# then print it ytest will then capture and

# buffer appropriately

print (working_dir + " * *_join(command))

result subprocess.run(

cwd=working_dir,

)

if not(ignore_returncode) and (
print(result.stdout.decode(
assert False, "Got unexpected return code {}".format(result.returncode)

tured stdout
build/tes
r failed

reason="Not needed on Windows")

if(
def test style():

result = helpers.ru
["test
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def run_subprocess(command, working_di , one, expected_returncode=

Helper function to run a shell command and report success/failure
on the exit status of the shell command.

riron. copy()

# Note we need to p stdout/stderr from the subproce
# then print it c| ytest will then capture and

# buffer

print(wor +

.join(command))

result

PIPE,
STDOUT,

env=env,

)

if not(ignore_returncode) and (result.returncode expected_returncode):

de('utf-8"))
ected return code {}".format(result.returncode)

[gwe] linux

elpers.filtered_test
/ th("win™) ot needed on Windows™)

result = helpers.run_subprocess
[ "tests/test_spdx "
)
if len(result) !=
print("The following files do not have proper SPDX-License-Identifier headers:
print(result)
ert False

ssertionError
- Captured stdout

proper SPD: nse-Identifier headers:




elpers.filtered_test

k.skipif(sys.platform.startswith("win reason="Not needed on Windows™)

1es that contain

ree(’ but not ' _free(’

line in enumerate(f,1):

not re.match(r’ [~_]free\(.*$', line):
continue

' IORE free k' in line:

print("Suspicious ~free” in {}

assert ok “'free’ is used in some files

s appropriate. If you are sure you want to use
ne where ‘free' occurs.”

free
“free
“free’

free

free

free”

“free

free”

“free

“free®

free”

“free” i kem/RLC

free® in s kem/RLC

“free® i /kem/RL

free” in src/kem/RLC

“free® i kem/RLC

free”

“free

“free®

free” i /R i ¢ if (TI= NULL)
“free

free™ i f eedsolomor free(input
“free” in s kem/RLC eedsolomor free(tmpB)

free™ i kem/RLC eedsolomor g free(lambdaRootsLs

“free” in src/kem/R freedsolomor g free(lanmdaDoutput);

free™ i fkem/RLCE/reedsolomor free(ome,

/

IGNORE free-ch

on the 1i
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Suspicious ~free” in s

w8] linux -- P
kem_name = ‘RLCE"

@helpers.filtered test

p not available for SIDH")
if not(helper C led_| ame(kem_name)): pytest.skip('Not enabled®)
output = helpers.run_subproce

[helpers.path_to_executable( kat_kem'), kem_name],

)

ne, ignore_retu

def run_subprocess(command, working dir='.', env-None, expected_returncode-@, inpu

one, ignore_returncode=False):

Helper function to run a shell command and report success/failure
g on the exit status of the shell command.

.environ
not None:

# Note we need to capture stdout/stderr from the subprocess,
# then print it, which pytest will then capture and

# buffer ropriately

print(working_dir + ".join(command))

result = subprocess.run(
command ,

input. R
stdou ss.PIPE,
stder STDOUT,

)
if not(i

print(result.stdout.decode( 'utf-8"))
assert False, "Got unexpected return code {}".format(result.returncode)

expected_returncode):

[gwl] linux --
kem_name = "RLCE’
thelpers.filtered_test

platform.startswith(™w: lot needed on Window
.mark.parametr name’, helpers. ilable_kems_by name())

algorithms']

None,

def run worki|

Helper function to run a shell command and report success/failure



215

depending on the exit status of the shell command.
env_ os.enviror
if env is not
e
env env_
# Note we need to stdout/stderr from the subproce
# then print it ytest will then capture and
# buffer ropr
print(working_dir + b + " ".join(command))

result subprocess. run(

ubpr:
cwd=vorking_dir,

)

grep -

1 linu>
kem_name = "RLCE"
elpers.filtered_te
Aipytest.mark.parametrize( kem_name’, helpers.available_kems_by name())
def test_mem_kem(kem_name)
if not(helpers.is_kem_enabled_by_name(kem_name)):
pytest.skip(’Not enabled')

Path(helpers.get rrent_build_dir_name()+'/mem-benchmark’).mkdir(parents=True, exist_ok=True)

for i in range(3)
helpers.run_sul str(i)])

None, ignore_retu

def run e working_dir , en one, expected_returncode=8,

Helper function to run a shell command and report success/failure
depending on the exit status of the shell command.

# Note we need to capture stdout/stderr from the subprocess,
# then print it ch pytest will then capture and

# buffer appropriately

print(work d. in({command))

result

)
if not(ignore_returncode) and (result.returncode xpected_returncode):

print(result.stdout.decode( utf-8"))
assert False, "Got unexpected return code {}".format(result.returncode)
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Note: The gemu and kvimm commands came from source [39]; I did these commands since

it is mentioned in [4] that test_portability program requires gemu.

Step 438: Navigated to libogs/docs/algorithms/kem, and clicked “Add file” and then

“Create new file” (highlighted blue):

<« C & github.com/jwagrunner/libogs/tree/main/docs/algorithms/kem 2 x* »0@

Search or jump to... /|| Pullrequests lssues Marketplace

% jwagrunner/ libogs ' Public & Pin ®Watch 0 ~ - ¥ sar 0~

forked from

e/libogs

<> Code 19 Pullrequests (@ Actions [ Projects [0 wiki @ Security [~ Insights &8 Settings

F main - libogs/docs/ rithms / kem / Go to file Add file ~
This branch is 116 commits ahea ehind open-quantum-safemain. Y= — lam ~
@@ Martyrshot ARMuE optimized Dilithium (open-guantum-safe#1194) Ssbesch onMar9 €D History
ike.m Adding multiple upstream en-quantu
bike.md iding multiple up: :

3 bikeyml Adding multiple upstream support eration (open-quantum-safe...

9 months ago
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Step 439: Created a new file “rlce.yml”.

The following contents is the most up-to-date version of rlce.yml:

12 lines (12 sloc) 263 Bytes

name: RLCE

type: kem

nist-round: 1

spec—version: NIST Round 1 submission

parameter-sets:

- name: RLCE
claimed-nist-level: 1
claimed-security: IND-CCA2
length-public-key: 188601
length-ciphertext: 988
length-secret—key: 310116
length-shared-secret: 64

W N oG W NP

B R
N B ® O

Note: Code from lines 1, 2, 23 - 30 from
“libogs/docs/algorithms/kem/classic_mceliece.yml” (see [4]) was used for lines 1 — 2,
and 5 - 12 above. Current values from lines 25 — 28 from “rlce.h” were used for lines 9 —
12 above. The use of IND-CCA2 was used above as it is mentioned in Dr. Yongge
Wang’s RLCEspec.pdf (see [40]). I also looked at page 61 in [41] that mentions RLCE-
KEM-128A and RLCE-KEM-128B having a NIST security level of 1, thus that is why I

put “claimed-nist-level” as 1 in line 5 above.

Also used source [46] (and download a RLCE zip file to see that there is a

“RLCE_KEM 192B” folder) to determine that the above code on lines 3 and 4 is a
Round 1 Submission. Used lines 19 and 20 code from
“libogs/docs/algorithms/kem/classic_mceliece.yml” (see [4]) (and also the code in line 19
of libogs/docs/algorithms/kem/frodokem.yml” (see [4])) to help me add the code on lines

3 and 4 above.
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Step 440: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/config.h to edit

this file. The following are the committed changes:

Update config.h
¥ main

Browse files

W jwagrunner committed 28 seconds age  Verified 1 parent S5aldfc  conmit e99b38446b6cd91cbfIld22a5eb2a2488e50adce

Showing 1 changed file with 1 addition and 1 deletion. Split  Unified

v P2 mm src/kem/RLCE/config.h (O
1
1o |
1 1
12 12 * @:include S; 1: W{-1}; 2: no help matrix *
13 8,1,2
13 1,2
L 14 1, 2,
1 15
16 16 * FOLLOWING PARAMETER HAS BEEN OPTIMIZED FOR €4-BLT CPUS.
i

Step 441: Clicked on the bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to

edit this file. The committed changes are:

Update riceCode.c
¥ main

Browse files

Wy jwagrunner committed 24 seconds ago | Verified 1 parent £99b364  commit £137220622178092F85albce3d3cd1£B996e5Ca0

Showing 1 changed file with 1 addition and 1 deletion. Split Unified

v P2 mm sre/kem/RLCE/r1ceCode.c [0

kem->length_public_key = 0QS_KEM_RLCE_length_public_key;

Step 442: Executed:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja run_tests
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1.0
home/ubuntu/libogs

16 (default, Jun
83]

dulin,

RLCE tests PASS/FAIL/SKIPPED:




Rest of output (not showing all output here):

FAILURE
[ew8] linux -- Pythor

helpers.filtered_test
rk.skipif(sys.platform.starts

liboq g
if libogs

[1
ne in lines:
f ' T ' in line or ' D ' in line or ' 5 ' in line:
symbols.append(line)

# ideally this would be just ['ogs’', ‘pqclean’], but contains exceptions (e.g., providing compat imj

vailable platform functior
LELEE es ["ogs®, 'pgclean’, ‘keccak®, ‘pgcry s', "init*, ‘fini®, ‘seedexpander’,
non_namespaced = []

symbolstr.

1 namespaces:

artswith(namespace) or symbol.lower().startswit
True

pend(symbol)

if len(non paced) B:
for ol in non_namespaced:
print("Non-namespaced .format(symbol))

assert(len(non_namespace

ementations of una

_thunk”]
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@] linux -- P
kem_name = 'RLCE"

ielpers.filtered_test
test.mark.parametrize("kem_name’, helpers.available_kems
def test_kem(kem_name):
if not(helpers.is_kem_enabled_by_name(kem_name)): pytest.skip(’'Mot enabled')
helpers.run_subpro
[helpers.path_to_executable( "test_kem'), kem_name],
)

ubuntu
gnore_retur
def run_subprocess(command, working dir=".", env=None, expected_returncode=8, input=None, ignore_returncode=False):

Helper function to run a shell command and report success/failure
depending on the exit status of the shell command.

env_ = os.environ.copy()

# NMote we need to capture stdout/stderr from the subprocess,
# then print it, wh pytest will then capture and

# buffer appropriately

print {worki > + .join{command))

result = subprocess.run(

)

if not(ignore_returncode) and (result.returncode != expected_returncode)
print(result.stdout.decode( utf-8'))
assert False, "Got unexpected return code {}".format(result.return
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helpers.filtered_test
@pytest.mark.skipif(sys.platform.startswith("w: reason= needed on Windows
def test_style():

result = helpers.run_subproc
['te run_astyle "

def run_subproce i z n xpected_returncode-8, input=Mone, ignore_returncode-False):

Helper function to run a shell command and report suc failure
g on the exit status of the shell command.

# Note we need to capture stdout/stderr from the subproce

# then print it, which pytest will then capture and
# buffer appropriately
print(work

.join(command))

result = s

)
code) and (result.returncode != expected_returncode):

dout .decode( 'utf-8'))
ot unexpected return code {}".format(result.returncode)

aptured stdout
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Some files need
kem/RLCE/aes.c

ne termina
with CRLF line

with CRLF line terminatol
LF line term

[gwe] linux -- P

helpers.filtered_test
pytest.mark.skipif(sys.platform.startswith("win") Not needed on Windows
def test_spdx(

result = helpers.run_subproci
['tests/test_spdx.sh']
)
if len(result) != @:
print("The following files do not have proper SPDX-License-Identifier header
print(result)
assert False

ptur

nse-Identifier header
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elpers.filtered_test
Ipytest.mark.s sys.platform. startswith( reason="Not needed on Windows")
def test_free()
c_files - []
for path, _, files in os.walk('src')
if os h.join( " pi ‘external’)
= [os.path.join(path,f) for

n path: continue
in files if f[-:

i
a3

for fn in c_files:
with open(fn) as f:
# Find all lines that contain 'free(' but not '_free('
for n line in enumerate(f,1
if not re.match(r’ A_]free\(.*$', line):
continue
if 'IGNORE free ck® in line:
continue
False
print("Suspicious “free” in {}:{ }".format(fn,no,line))
assert ok “'free’ is used in some files These should be d to "0QS_MEM_secure_free' or "0QS_! insecure_freg
s appropriate. If you are sure you want to use 'free' in a partic pot, add the comment '// IGNORE free- on the 1i
ne where ‘free’ occurs.”

picious

picious

free
free
free
5 “free® i /RLC C < E free(tmp.
free™ i kem/ i ownInde: ULL) free(unknownInd
“free” i / c if ( wnInde: ULL) free(knownInd
if (tmp ULL) free(tm

free(tmpVv)

/kem/RLCE/

kem/RLCE

fkem/RLCE

kem/RLCE/rlceC
c/kem/RLCE/

kem/RLCE 748: free(binByte);
/kem/RLCE/ c free(pkB);

free(binByte);
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if kem_name.sta 1("SIDH" ) : pytes ip(*® available for SIDH')
if not(helpe kem_enabled_| ("Not enabled’)
output = helper:

[helpe

me/ubuntu’, "L

8, input = None, ignore_retu

(command, worl ., None, expected_returncode=8, input=None, ignore_returncode=False):

Helper function to run a shell command and report succes
i on the exit status of the shell command.

# Note we need to ture stdout/stderr from the subproc
# then print it, whicl t will then capture and

# buffer appropriat

print(working_dir +

result subprocess. run(

)
if not(ignore_returncode) and (result

print(result.stdout.decode( utf
assert False, "Got unexpected return

ome/ubuntu/libogs

41DBD2E1FFAL

kem_name = 'RLCE’

elpe iltered_t
{ test.mark.parametri
def test_mem |
if not(helpe
pytest

Path(helpers

for i
helpers
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» 'LESSCLOSE'

one, expected_returncode=8, input=None, wore_returncode=False):

Helper function to run a shell command and report suc failure
depending on the exit status of the shell command.

# then print it
# buffer a
print(work + " ".join(command))

ore_returncode) and (result.returncode != expected_returncode):
print(result.stdout.d de( 'utf )
ected return code { ormat(result.returncode)

ptured
test_kem_mem RLCE ©

j0QSs build
CPU ex ime: | L - LMULQDQ POPCH

Step 443: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file. The committed changes are:

Note: link “libogs/src/kem/classic_mceliece/kem_classic_mceliece 8192128f.c” (see [4])
was used to help me add “#endif” to the end of the file in rlceCode.c (after seeing #endif
in this link along with “#if defined(OQS_ENABLE KEM classic mceliece 8192128f)”

and based the placement of #endif off of this).
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Update riceCode.c T TS
¥ main
W jwagrunner committed 27 seconds ago  Verified 1 parent £137a20  commit benllbfeddS62085¢7c3780CFA1a6F2777aET065

Showing 1 changed file with 1addition and 3 deletions. Split Unified

signed char *ss,const unsigned char

2296

2294+ #endif

Step 444: Executed:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja run_tests
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;cmdliﬂe.py::test_{em[HLEE:

_code conventions.py::test

se --numproces

Step 445: Clicked bottom right pencil icon in libogs/src/kem/RLCE/rlceCode.c to edit

this file.

Step 446: Changed the parameters for crypto_kem keygenerate in line 50 from being

“unsigned char” type to “uint8 t” (yellow highlighted):
Before:

58 DQS_API OQ5_STATUS crypto_kem keygenerate({unsigned char *pk, unsigned char #sk) {

58 DQ5_APT OQ5_STATUS crypto_kem_keygenerate(uint8_t *pk, uin:E_t| k) I

229
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Note: Used line 43 in same file along with lines 848 and 852 from

“libogs/src/kem/kem.c” (see [4]) to modify the code above.

Step 447: Changed the types of the first two parameters in

crypto_kem keygenerate KAT in line 56 from “unsigned char” to “unit8 t” (yellow

highlighted):
Before:

=12 int crypto_kem_keygenerate_KAT(unsigned char *pk, unsigned char *sk, const unsigned char *randomness) {
After:

56 in# crypto_kem_keygenerate_KAT{uint®_t *pk, uintd_t| *szk, const unsigned char *randomness) {

Note: Used line 50 from above and also line 53 from the same file for changes to line 56

above.

Step 448: Changed all “unsigned char” to “uint8 t” in line 73 (yellow highlighted):
Before:

73 DQS_APT OQ5_STATUS crypto_kem_encapsulatef{unsigned char #ct,unsigned char *ss,const unsigned char *pk) {

After:

73 DQS_API 0Q5_STATUS crypto_kem encapsulate{uwintd_t *ct,uintd t *ss,const uints_t|*pkj {
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Note: Used line 44 from the same file and lines 856 and 860 from

“libogs/src/kem/kem.c” (see [4]) to help with changing the above code.

Step 449: Changed the types of the first three parameters of

crypto_kem encapsulate KAT below to “uint8 t” (yellow highlighted):

Before:

79 int crypto_kem_encapsulate KAT{unsigned char *ct,unsigned char *ss,

28 const unsigned char *pk,const unsigned char *randomness) {
After:

79  int crypto_kem_encapsulate KAT({uint&_t *ct,uint8_t *ss,

] const uin‘tS_t| *pk,const unsigned char #*randomness) {

Note: Used lines 73 and 76 from the same file to make code changes above.

Step 450: Changed all the parameter types in crypto_kem decapsulate in line 94 below

from “unsigned char” to “uint8 t” (yellow highlighted):

Before:

94 OQS_API 0OQS5S_STATUS crypto_kem decapsulate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {
After:

94  OQS_API DQ5_STATUS crypto_kem_decapsulate(uint&_t *ss,const wint8_t *ct,const Jil‘l‘tB_‘tl #gk) {

Note: Lines 864 and 868 from in “libogs/src/kem/kem.c” (see [4]) helped with changes to

the code above along with line 45 from the rlceCode.c file.
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Step 451: Clicked green “Commit changes” button. What I committed:

Update riceCode.c

¥ main

W jwagrunner committed 24 seconds age | Verified

Showing 1 changed file with 6 additions and 6 deletions.

v -} 12 EEERO src/kem/RLCE/rlceCode.c ()

g

@@ -47,13 +47,13 @@

47 return kem;

& &

»

- 0QS_APT 0QS_STATUS crypto_kem_keygenerste{unsigned char pk, Unsigned char *sk) {

58  + 0QS_API 0QS_STATUS crypto_kem_keyi

51 unsigned char seed[0QS_KEM_R
52 randombytes(seed, 0QS.

53 return (0Q5_STATUS) c

sa 3

55

- int crypto_ken_keygenerat

56+ int crypto_kem_keygener:

7 int ret;

unsigned int para[PARASIZE];

@@ -78,14 +70,14 @@ int crypto_kem_keygenerate KAT(unsigned char *pk, unsigned char *sk, const unsig

- 0QS_API 0QS_STATUS crypto_kem_encapsulate(unsigned char “ct,unsigned char *ss,const unsigned char *pk) {

73+ 0QS_API 00S_STATUS crypto_t

enerate(uints_t *pk, uintd t sk} {
_length_random_bytes]

RLCE_length_random_bytes);

pto_kem_keygenerate KAT(pk,sk, {const unsigned char *} seed);

AT (unsigned char *pk, Unsigned char *sk, const unsigned char *randomness) {

(uint8_t =pk, uintd_t *sk, const unsigned char *randomness) {

getRLCEparameters (para, CRYPTO_SCHEME, CRYPTO_PADDING) ;

ulate(uint8_t *ct,uint8 t *ss,const uint8_t *pk) {

_kem_encapsulat:

char seed[0QS_KEM_RLCE_length_random_bytes];

KAT(ct,ss,pk, (const unsizned char®)seed);

5 randombytes(seed, 00S_KEM_RLCE_length_random_bytes);
return (0QS_STATUS)

73

78

const Unsigned char =pk,const unsig:

(unsigned char *ct,unsigned char =ss,

char =randomness) {

79 . (Ufnt8_E *ct,uintB_t *ss,

80+ const uint8_t *pk,const unsigned char *randomness) {
81 int ret;

82 RLCE public_key_t RLCEpk=B2pk(pk, DQS_KEM_RLCE_length_public_key);

if (RLCEpk==NULL) return -1;

@@ -91,7 +81,7 @ int cn

- DQS_APT 0QS_STATUS crypto_ken_de
94+ 0QS_API 00S_STATUS

int ret;

o_ken_de

97 if (RLCE

ul

to_kem_encapsulate KAT(unsigned char *ct,unsigned char *ss,

1ate(unsigned char *ss,const unsigned char *ct,const unsigned char *sk) {

te(uint8 £ *ss,const uint8_t *ct,const wintB_t *sk) {

RLCE_private_key_t RLCEsk=B2sk(sk, OQ5_KEM_RLCE_length_secret_key);
NULL) return (0QS_STATUS) -1;

1 parent bebllbf

Browse files

commit 670ab9c630eBF63bT009656a792248002235e54

Split | Unified

Step 452: Clicked on bottom right pencil icon in libogs/src/kem/RLCE/rlce.h to edit this

file.

Step 453: Changed crypto_kem_keygenerate parameter types from “unsigned char” to

“uint8 t” in line 31 (yellow highlighted below

Before:

31

005 _APT 0Q5_STATUS crypto_kem_keygenerate(unsigned char *pk, unsigned char *sk);
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After:

31 0OQ5_API OQ5_STATUS crypto_kem keyvgenerate(uintd t *pk, uintE_‘t| *zk);

Note: Used exact code from line 50 in “rlceCode.c” to help make the above code changes

Step 454: Changed parameters in crypto_kem_encapsulate from “unsigned char” to

“uint8 t” in line 32 (yellow highlighted):

Before:

32 0Q5_API 0DQ5_STATUS crypto_kem_encapsulate(unsigned char #ct,unsigned char *ss,const umnsigned char *pk);

After:

32 DQ5_API 0Q5_STATUS crypto_kem_encapsulate({uwint8_t *ct,uintd_t *ss,const wint8_t *pk);

Note: Used exact code from line 73 in “rlceCode.c” to make these code changes above

Step 455: Changed parameter types in crypto_kem decapsulate from “unsigned char” to

“uint8 t” in line 33 (yellow highlighted):

Before:

33 DQS_API OQ5S_STATUS crypto_kem_decapsulate(unsigned char #ss,const unsigned char ®ct,const unsigned char #sk);

After:
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33 OQS_API DQ5_STATUS crypto_kem_decapsulate(uint8_t *ss,const uint8_t *ct,const uint8_t| *sk);:

Note: Used exact code from line 94 in “rlceCode.c” to help make the code changes above

Step 456: Changed the first two parameter types in crypto_kem_keygenerate KAT in

line 34 from “unsigned char” to “uint8 t” (yellow highlighted):

Before:

34 ':_nt crjc'p-_0_kerr_<ey‘ge’lel‘ate_K.'l.T(uns:i.gned char *pk, uns.igned char #sk, const Jns."_g"le: char =3’arc|:|r“rsss),j
After:

34 in-‘t_cr;—'p—_0-_;err_<e-,-‘g9”|;2;"a‘t;_K.'-‘-.;iuinf&_‘t *‘:};J uinES_‘t| *‘zsk, const _|n;igﬂed.mar ”'eq::-n_'ressj.;-

Note: Used the exact code from line 56 in “rlceCode.c” to make the above changes.

Step 457: Changed the first three parameters in crypto_kem encapsulate KAT in line 35

from “unsigned char” to “uint8 t” (yellow highlighted):

Before:

35 int crypto_kem_encapsulate KAT(unsigned char #ct,unsigned char *=s, const unsigned char #pk,const unsigned char *randomness);
After:

35 int crypto_kem_encapsulate_KAT{uint8_t *ct,uint8_t *ss, const wint8_t| *pk,const unsigned char *randomness);

Note: Used exact code from lines 79 and 80 in “rlceCode.c” to make the above changes.



Step 458: Clicked “Commit changes” green button. What I committed:

Update rice.h Browse files
P main
& jwagrunner committed 21 seconds ago | Verified 1 parent 679abSc  commit 458c2568adf23zcecdeIefl9aa5cc52173dalb2a

5 additions and 5 deletions. Split Unified

Showing 1 changed file v

v ¥ 10 mmEm

nsigned char *pk, unsigned char *sk);

32 nsigned char *ct,unsigned char *ss,const unsigned char *pk);
3 nsigned char *ss,const unsigned char st unsigned char *sk);

34 AT (unsigned char pk, unsigned char *sk, const unsig “randonness) ;

35 nst unsigned char *randomness);

AT (unsigned char *ct,unsigned char *ss, const unsigned char

31
32
3 ulate(uint8_t *ss,const
3 AT (uintB_t *pk, uintB_E *sk,

AT (uEnEB_E *ct, uinta E *ss,

Step 459: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja run_tests

18 (default
16 (default,
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r S5e --numproces

Step 460: Clicked bottom right pencil icon in liboqs/src/kem/RLCE/rlce.h to edit this file.

Step 461: Changed value in line 25 to “188001” (yellow highlighted):

Before:

#define OQ5_KEM_RLCE_length_public_key 118441

o]

After:

Pk

#define OQ5_KEM_RLCE_length_public_key 1SE®EH

Note: Used the exact value shown for Kpublic for RLCE-KEM-128B in page 61 of

source [41]
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Step 462: Changed the value in line 26 to “310116” (yellow highlighted):

Before:

26 fdefine OQS_KEM_RLCE_length_secret_key 179946

After:

26 #define 0Q5_KEM_RLCE_length_secret_key BIBIIH

Note: Used the value listed for Kprivate for RLCE-KEM-128B in page 61 of source [41].

Step 463: Changed the value on line 27 to 988

Before:

27  #define 0Q5_KEM_RLCE_length_ciphertext 785

After:

27 #define DQ5_KEM_RLCE_length_ciphertext BEﬂ

Note: Used the value for “c” for RLCE-KEM-128B in page 61 of source [41].

Step 464: Clicked green “Commit changes” button. What I committed:
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Update rlce.nh Browse files
¥ main
& jwagrunner committed 27 seconds age  Verified 1 parent 454c256  commit 498546790197 cad3a0e782¢7606870368d31dd
Showing 1 changed file with 3 additions and 3 deletions Split  Unified
© G 6 MR src/ken/RLCE/Mce b (D)

Step 465: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja run_tests

nary.py::



https://github.com/jwagrunner/liboqs.git

239

r::test _kem[RLCE]

code conventions.py::tes

_code conventions.py::tes

y::test kem[RLCE]

Note: the top failure clears when the public key, ciphertext, and secret key values are

corrected.

Step 466: Clicked on the bottom right pencil icon in libogs/docs/algorithms/kem/rlce.yml

to edit this file.
Step 467: Clicked green button to Commit changes. What I committed:

Update rice.yml Browse files

W jwagrunner committed 27 seconds ago  Verified 1 parent e5fBedb  comnmit 448F1Fd5099800Fe35026:

Showing 1 changed file with 3 additions and 3 deletions.

y: IND-CCA2
185001
988
310115
118441
785
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Step 468: Edited liboqs/src/kem/RLCE/rlce.h as follows:

Update rice.h Browse files

¥ main

W jwagrunner committed 16 seconds ago | Verified 1 parent 448f1Fd  commit eB263deBE8a7bb7eed3e85bE61498D3FCFIOCE30

Showing 1 changed file with 3 additions and 3 deletions. Split | Unified

Step 469: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja run_tests

What failed:
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onventions. Py :

_conventions.py:

t.py::test _kem[RLCE]

Step 470: Changed directories and executed the following:
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Step 471: Executed:

Step 472: Click on the bottom right pencil icon in libogs/tests/test kem.c to edit this file.

The committed changes are:

Update test_kem.c frerea s
¥ main
W jwagrunner committed 26 seconds ago | Verified 1 parent e8268de  commit 4deScE31dela9clcogEbeEdSnASETSITFEEESTTC
Showing 1 changed file with 1addition and 1 deletion. Split | Unified
« § 2 mmO tests/test_kem.c ()

thread_ken_patterns) / M3

tr(alg_name, no_thread kem_pstterns[i]) != NULL) {

Step 473: Executed:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$./test_kem RLCE [in tests directory]
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_kem RLCE

Step 474: edited the file src/kem/RLCE/rlceCode.c as follows:

Update riceCode.c Browse files
B main
W jwagrunner committed 27 seconds ago | Verified 1 parent 4deScB3  commit 9646025761781a56ec33b%ab16a6Fd3eaRc54145

Showing 1 changed file with 2 additions and 2 deletions spiit | Unified

v -3 4 EEMEO src/kem/RLCE/rlceCode.c (D

RLCE_free_pk(RLCE_public_key_t pk) {

pk, unsigned char pkB[

pk, Uint8_t pkBI1, un

rn KEVEYTE2

k28 (RLCE_public_}

, unsigned char pkB[], unsigned int sblen) {

, unsigned char sk8[1, unsi

*blen) {

» Uint8E skB[], unsi *blen) {

Step 475: Executed:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ./test_kem RLCE [in tests directory]
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_kem RLCE

on info

Step 476: Edit the src/kem/RLCE/rlceCode.c as follows:

Update riceCode.c
¥ main

W jwagrunner committed 13 seconds ago | verified

Showing 1changed file with 4 additions and 4 deletions.

sre/kem/RLCE/rlceCode.c (O

x57,8x7b, 8xB4, 8x33,B:

=)randomness, 0QS_KEM_RLCE_length

66 - unsigned in

&7 - unsigned int pkle:

KEM_RLCE_length_public_k

K, pk,&pk1en)

k,sk,&sklen);

id RLCE free_pk(RLCE_public_key |

pk, uints_t pkB[], Unsigned int *blen) {

Pk, uintd t pxB[], size t “blen) {

n KEYBYTE2SMALL;

return 0;

t skB[], unsigned int *blen)

8_t skB[], size_t *b

Step 477: Executed:

$ rm -r libogs
$ rm -r ogs-openssl

(uint8_t *pk, uint8 t *sk, const unsigned char *ra

6xe8, Bxes, B

_bytes, no:

_t pk, uint8_t pkB[], unsigned int *blen) {

16, RLCEpk, RLCEsk);

commit £d10d215dc714166:
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Browse files

0902202b4461bFdbScd

Split | Unified

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs
$ mkdir build && cd build
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$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

mpatible pointer type [-Wer incompatible-poin|

long
In file included

gned int *

of was here
r skB ned int *blen)

from incom ble pointer type [-UWe

e ‘unsigned int

from incompatible pointer type [-le:

note: exp d i {aka © 51 d int t i ned int

from




Use the output above to make the following changes to rlce.h and rlceCode.c:

Step 478: edit the src/kem/RLCE/rlce.h as follows:

Update rice.h
B main

Browse files

& jwagrunner committed 13 seconds ago  Verified 1

nt £018021  commit dealaSoB7SdPaFaf7S31114a17352a204 0803

ng 1 changed fil 2 additions and 2 deletions Split | Unified

~ 4 mmmmo sro/kem/RLCE/rice.h (C

-131,8 +131,8

ypedef struct {

y_t pk, unsigned char pkB[1, Unsigned int *blen);
char skBL1, unsigned int *blen);

char pkBL], size_t *blen);

r skB[1, size_t *blen);

(1, unsigned long long blen);

nByte[], unsigned long long blen);

charlen);

Step 479: edit the src/kem/RLCE/rlceCode.c as follows:

Update riceCode.c

Browse files

P main
W jwagrunner committed 19 seconds ago | Verified 1 parent 4ealaSd  commit bAE1S71F79F
Shewing 1changed file with 4 additions and 4 deletions. Split  Unified
v -} 8 W src/kem/RLCE/rlceCode.c [0

-1721,7 +1721,7

nsigned char® riceReadFile(char® filename, unsigned long long *blen, int hex) {

(char® filename, RLCE_private key_t sk, int hex) {
int ret-8;

unsigned dnt sklen=sk->para[17];

ra[17];

11oc (sklen,

size t sk

unsigned

s skd

k28(sk, skB, &sklen);

if (retc) return ret;

y_t readsk(char* filename, int hex) {

y_t pk, int hex) {

if (retc) return ret;

246



-2096,7 +2096,7 rice_encrypt(int kem, char®

dombytesfromcormandline(randomness, pk->para[191);

F(unsigned char));

prikey, char* cipherfi

2211+
2212
2213

2214

gned long wS12[81;

Step 480: Executed:

$ rm -r ogs-openssl
$ rm -r libogs

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ./test_kem RLCE [in the test direct

"Y]

$ . kem RLCE

Step 481: edited src/kem/RLCE/fieldMatrix.c as follows:

Update fieldMatrix.c Browse files

¥ main

W jwagrunner committed 35 seconds ago | Verified 1 parent b861571  commit 918c17cccfabelf6570544323b0002aF 10208768
Shewing 1 changed file with 2 additions and 2 deletions. Spiit | Unified

Seldvatrix.c [0

789,7 +749,7 @8

t B2FE10 (unsigned char bytes[], unsigned int Blen, v

FE, unsigned chas

, unsigned int Blen, v

B2FEL (

1 (( vecLen *11))
return BYTEVECTORTOOSHALL;
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Step 482: edit the src/kem/RLCE/rlce.h as follows:

Update rlce.h Browse files
¥ main
W jwagrunner committed 13 seconds ago | Verified 1 parent 910c17c  commit e8b73a53adF5c272101cB78e17Fcaec13c21411n
Showing 1 changed file with 2 additions and 2 deletions. Split Unified
~ & 4 EEEEC srcfkem/RLCE/rice.h (D

unsigned char
322+ int uints_t bytes(],

2 23 it yres(], u

328 int unsigned char

324« int uints_t bytes[],

int nasn[1);

Step 483: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ./test_kem RLCE [in test directory]

Step 484: edit src/kem/RLCE/rlce.h as follows:
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Update rice.h Browse files
P main
W& jwagrunner committed 28 seconds ago | Verified 1 parent edb73a5  commit 5479331174cSaclblsbc2fcbeteslbecbcchedbo
Showing 1 changed file with 4 additions and 4 deletions. Split Unified
~ -3 8 EEEEC sre/kem/RLCE/rlce.h (O

0QS_APT 0QS_STATUS c

Note: Used the values listed on line 9, 10, 11, 12 in

“libogs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4]) for the above values

in lines 25, 26, 27, and 28, respectively.

Step 485: Executed:

$ rm -r libogs
$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$./test_kem RLCE [in tests directory]
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Step 486: Executed:

.1@ (default, Jun
.1@ (default, Jun

info_kem[BIK

18] linux --

kem_name = 'RLCE’

lone, expected_returncode=8, input=None, ignore_returncode-False):

Helper function to run a shell command and report success/failure

# Note we need to derr from the subproc
# then print it ch py will then capture and
# buffer appr
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int(working_dir + " > " ".join(command))

result = subprocess.run(

)

if not(ignore_returncode) and (result.returncode != expected_returncode):
it (result.stdout.d de('ut 3)
Got unexpected return code {}".format(result.returncode)

red stdout

At end of output:

_BUILD_DIR=/home/ubunt build

Step 487: edit the src/kem/RLCE/config.h as follows:

Update config.h
¥ main

Browse files

W jwagrunner committed 11 seconds ago  Verified

1 parent b3aBcat

Showing 1 changed file with 1 addition and 1 deletion.

Split | Unified

en/RLCE/contig.n (5

1
1 10
1 11
12 12
13

13
14 12

15
16 16
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Step 488: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$./test_kem RLCE [in tests directory]

Configuration info

Step 489: Executed:

E=Relea
ULQDQ POPC
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Step 490: Executed:

Step 491: edit the src/kem/RLCE/rlceCode.c as follows:

Update riceCode.c Browse files

P main

& jwagrunner committed 37 seconds ago  verified 1 356030ddf d88da58a

Showing 1 changed file with 10 additions and 2 deletions Split  Unified

src/kem/RLCE/rlceCode.c (O

getPK(RLCE private_key t sk,

11 +1989,19 &

207, 0427}

1996 +
1997+
1998 +
1999
000
001
002 print("Please continue!");
2003
2004

Step 492: edit src/kem/RLCE/rlceCode.c as follows:
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Update riceCode.c Browse files
P main
& jwagrunner committed 20 seconds ago  Verified 1 parent 5c576b4 329528087179

Showing 1 changed file with 1addition and 1 deletion. Split  Unified

« 2 mE sre/ke/RLCE ricecose. e (D)

oid randombytes(unsigned char *x,unsigned long long xlen) {

("Error when ting randombytes");
}else ¢

print("Please

+ printf("Pleas:

Step 493: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 494: edit the src/kem/RLCE/rlceCode.c as follows:

Update rlceCode.c Browse files
¥ main
W jwagrunner committed 26 seconds ago | Veriied 1 parent Sebefc2  comnit 141fcedadS1479e75CT0a208FONAFACFACEE2F13

Shawing 1 changed file with 2 additions and 12 deletions. Split | Unified

2002 - print#("Please continue:")
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et, andom;

unsigned int para[PARASIZE];

Step 495: edit the src/kem/RLCE/rlceCode.c as follows

Update rlceCode.c S —
¥ main
Y jwagrunner committed 2 minutes ago  Verified 1 parent 1417ced  conmit 9e520cafbaSIcaCEbAELI9IBFECEBI321aSECHBT
Showing 1 changed file with 7 additions and 1 deletion. Split | Unified

Step 496: Executed:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 497: Executed “./test kem RLCE”, and notice now that it prints “Not equal to 1!”:

kem RLCE

Step 498: edit src/kem/RLCE/rlce.h as follows:
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Update rice.h Browse files

¥ main
W jwagrunner committed 18 seconds age  Verified 1 parent 19607cd  conmit b8871ae70@1b516590679867C636408¢0890c38
Showing 1 changed file with 1 addition and 1 deletion. Split  Unified
v i 2 Em src/kem/RLCE/rice.h (B

Note: Used the values listed for RLCE-KEM-192B in page 58 of source [41] for the

above values for lines 25 and 27.

Step 499: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 500: Executed:

qual; -Wwritel

Use the output above to make the following change:
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Step 501: edit the src/kem/RLCE/rlceCode.c as follows:

Update riceCode.c Browse files
¥ main
W jwagrunner committed 25 seconds ago | Verified 1 parent bE871ae  conmit cdaS92bb589Gen2BeedeBRS267E3990C169571a
Showing 1changed file with 1 addition and 0 deletions. Split Unified
v Fam src/kem/RLCE/r1ceCode.c (5

€@ -689,6 +680,7 @@ int pk2B (RLCE_public_key_t pk, wimt8 t pkB[1, size_t *blen) {

k, uint8_t skB[1, size_t *blen) {

ral17];

Step 502: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 503: Executed (notice how it states that sklen is “747393”):

figuration info

G
00S_OPT_T. o CM UILD_TYPE=Release
mpile-time: A BMI2 PCLMULQDQ POPCNT S

Use the output above to make the following change to rlce.h:
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Step 504: edit src/kem/RLCE/rlce.h as follows:

Update rlce.h Browse files
¥ main
o jwagrunner committed 22 seconds ago | verified 1 parent ec6bad3 commit 7271848b45549127402e6518e430f81b58cd7%a
Showing 1 changed file with 1 addition and 1 deletion Split | Unified
o d 2w srekemRLce frice.n (O

6@ -23,7 =

Step 505: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 506: Executed:

$ ./test_kem RLCE

Used previous output to make the following change to rlceCode.c:

Step 507: edit the file src/kem/RLCE/rlceCode.c as follows:
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Update riceCode.c Browse files
¥ main
W jwagrunner committed 30 seconds age | Verified 1 parent 7871846  commit GcdSace@63afSdl72d756041382ee86632042ed0
Showing 1 changed file with 1 addition and 0 deletions. Split Unified
v Faim fkem/RLCE/rlceCode.c [C

689,6 +689,7 @@ int pk2B (RLCE_public_key t pk, wint8_t pkB[], s

5 (RLCE _private_key_t sk, uintd_t skB[],

en ra[171;

Step 508: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Use the output above to make the following change to rlceCode.c:

Step 509: edit the file src/kem/RLCE/rlceCode.c as follows:

Update riceCode.c Browse files
¥ main
W& jwagrunner committed 21 seconds agoe | Verified 1 parent 6cdSace  conmit bEBBE2D: edeb76cFal7311503d34567cd

Showing 1 changed file with 1 addition and 1 deletion. Split  Unified

em/RLCE/r1cecode.c (5

@ int pkaB (RLCE_public_key t pk, uint8 t pkB[], size t *blen) {

uint8_t skB[], size
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Note: Used [42] for help with above code.

Step 510: edited the file src/kem/RLCE/rlceCode.c as follows:

Update rlceCode.c
¥ main

W jwagrunner committed 27 seconds age | Verified 1 parent bEb862b

Shewing 1 changed file with 9 additions and 2 deletions.

size_t *blen) {

blen[8]csklen, continuing\n");

t sk2B ¢

y_t sk, uintd_t skB[1,

n+2*w+l+bytelen)) return SKWRONG;

((sk- &skB[4*ne2rwel], bytelen);
1 (sk->paral. 2811(FE, &skB[4*n+2*w+l], bytelLen);
732 - if (ret<d) return re

with either FE2811 or FE2B11 above");

Browse files

commit 5fSc48ael7a

Split | Unified

Step 512:

build {

build
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Step 513:

-GNinja - INSTALL_PREF

minimum

Step 515: edit the file src/kem/RLCE/rlceCode.c as follows:

Update rlceCode.c
¥ main

Browse files

W jwagrunner committed 10 seconds ago | Verified 1 parent S5fScéSa  commit B36881726602F6c21a486493 e301a3eBacdd7ed

Showing 1 changed file with 3 additions and 4 deletions. Split | Unified

]

t sk28 (RLCE private_key_t sk, uints_t sk8[], size_t *blen) {

)->datalil;

) dnuSlens ((sk-53)->nund) *

3 722,68 4723,

sk28 (RLCE _private_key_t sk,

(sk->8) ->numC;

t sk, uintd t skB[], size_t *blen) {
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iF (sklen P SKURONG;

o(FE, aska[4*n=2%u1],
1(FE, BskBL4Tn+2wel],

ther FE2811 or FE2B11 sbove”);

Step 516: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 517: Executed:

ifloat-equal; -Wwri

len, continuing

entation faul e dumped)

Step 518: edited the file src/kem/RLCE/rlceCode.c as follows:
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Update rlceCode.c
¥ main

W jwagrunner committed 25 seconds 36 | Verified 1 parent 0350817

Showing 1 changed file with 4 additions and 1 deletion.

v 35 mm ode.c (G

invsien=a;

GMETHOD 1=2) invSien= ((sk-»S)-»numR) * ((sk-»S)->numC);

s invSLennek® (neu-k);

talFELen);

i1)->datale][o];

)->A[1])->dstal1](0];

enre) ¢

<(5k-25) >Ry i) ©

-»datal31), (sk-25)->datali], ({sk->$)->nunC)

G5+ (sk-35) -snumC;

Step 519: Executed:

$ rm -r libogs
$ rm -r ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 520: Executed:

re dumped)

Browse files

commit 420cBabba77ee

c2207427b3c£8b41830F

Split | Unified
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Step 521: edited the following file (based on *“j” used in lines 726 and 727):

Update riceCode.c
¥ main

W jwagrunner committed 26 seconds ago  Verified

Showing 1 changed file with 1addition and 0 deletions.

kem/RLCE/r1ceCode.c ()

(RLCE_private_key_t sk, uints_t skB[]

<(sko38)-snumR; ie+) {

(FE->data[31}, (sk->5)->datali], ((sk->5)->nunC)

Step 522: Executed:

$ rm -r libogs
$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

Browse files

1 parent 428ceab  commit 45062aee92e@30217951550042ab80a28EAA5CE

Split | Unified

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ cd libogs
$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja
Step 523: Executed:

_kem RLCE

=Release
LODQ POPCNT SSE

ontinuing

gmentation fault (

dumped)

Used the above output for the following code changes:
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Step 524: edited the following file:

Update riceCode.c

¥ main
W jwagrunner committed 38 seconds ago | Veriied 1 parent 456022
Showing 1 changed file with 3 additions and 1 deletion.

v ¥ 4 B src/kem/RLCE/ricecode.c (D

€@ int sk28 (

private_key_t sk, uintd_t kB[], size_t *blen) {

Step 525:

$ rm -r ogs-openssl
$ rm -r libogs
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ cd libogs
$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 526: Executed

info

for-loop:

wmR is equal

Browse files

conmit 518e271429¢331050004180582C458 005165452

Split

Unified
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Step 527: edit the following file:

Update rlceCode.c Browse files
¥ main
W& jwagrunner committed 24 seconds ago  Verified 1 parent 518e2f1  comnit ddf947002a58al44bbcec]abadcTEecF1426a25
Showing 1 changed file with 4 additions and 0 deletions. Split  Unified
v -1 4 MEEEO src/kem/RLCE/rlceCode.c (B

int sk28 (RLCE_private key t sk, uints_t skB[], size_t sblen) {

", (sk-»S)->numR);

, (sk->S)->numC) ;

->datal3]), (sk-55)

(&( ((sk-»8)-»numC)
3=3+(sk-5)->numC;

Note: Used lines 732 and 733 above to make the code changes above.

Step 528:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

ned int’, but
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Use the above output to make the following changes to rlceCode.c:

Step 529: edited the following file:

Update rlceCode.c

Browse files
¥ main
¥ jwagrunner committed 23 seconds ago | Verified 1 parent qof9470  conmit 2004740956DCIAC2FRUGEIAALIEAFT25010CT7
Showing 1 changed file with 2 additions and 2 deletions Split  Unified

© G ¢ MM src/ken/RLCE/ricecode < (5

K28 (RLCE_private_key_t sk, uints_t skB[], size_t *blen) {

o %\n", (sk->S)->numR) ;

(sk->5)->numC) ;

ta[i], ((sk->5)->nunC)*s:

Step 528:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Use the above output to make the following change to rlceCode.c:

Step 529: edited the following file:

Update riceCode.c

Browse files
¥ jwagrunner committed 26 seconds ago | Verified 1 parent 2cd4f40  commit 4518cefdesela’o3611feesdfo5585e260a05077
Showing 1changed file with 1 addition and 1 deletion. Split  Unified
v T 2mm src/kem/RLCE/r1ceCode. ¢ [

(RLCE_private_key_t sk, uints_t sk8[], size_t *blen) {

1a<(sko28) onumR; 144 {
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Step 530:

$ rm -r libogs
$ rm -r ogs-openss|
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Used the above output to make the following change to rlceCode.c:

Step 531: edited the following file:

Update riceCode.c Browse files

¥ main

W jwagrunner committed 15 seconds ago | Verified 1 parent 4518def  commit cB2f1740097"

894662020 Cee2a2800402
Showing 1 changed file with 1 addition and 1 deletion. Split  Unified

v o2 mm sre/kem/RLCE/r1ceCode. ¢ (O

int sk2B (RLCE_private_key_t sk, uint8_t skB[], size_t =blen) {

to %uhd\n", (sk->S)->data[il);

s equal to Xld\n", (sk-»S)->numC*sizecf(field_t));

5 (5k-38) ->numC) ;

<(sk=>S)->numR; ies)

Step 532: Executed the following:

$ rm -r ogs-openssl

$ rm -r libogs

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja
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Used the above output to make the following changes to rlceCode.c:

Step 533: edited the following file:

Update rlceCode.c B

9 et

& jwagrunner committed 22 seconds ago  Verified 1 parent c62f174  commit 68a214@bBC259944fCddl7BcFe3e32879a713268
Showing 1 changed file with 3 additions and 7 deletions. split | Unified

-38)-snunCesizeof(Field_t));

11, ((sk-5) ->punC; 14.4));

J=3+(sk->8) ->numC;

Step 534: Executed:

$ rm -r ogs-openssl|

$ rm -r libogs

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja
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Used the above output to make the following changes to rlceCode.c:

Step 535: edit the following file:

Update riceCode.c
¥ main

¥ jwagrunner committed 44 seconds ago | Verified 1 parent 6822148

Showing 1 changed file with 3 additions and 3 deletions.

~ I 6 EEEE src/kem/RLCE/rlceCode.c (O

,7 +689,7 @@ int sk2B (RLCE_private_key_t sk, uints_t skB[], size_t *blen) {

->para[e];

->paral2];

w

,8 +724,8 @@ int sk2B (RLCE_private_key_t sk, uintB_t skB[], size_t *blen) {

1oop:\n");

726 72 is equal to S, (sk->S)->numR);

727 numR; i+v)

728 ¢ )->data[il, ((sk->S)->numC)*siz 5
727+
728+ FE->datalj]). (sk-»5)->datalal, ({sk->5)-snumC)* s

3=3+(5k->5)->numC;

Step 536: Executed the following:

$ rm -r libogs
$ rm -r ogs-openss|

Browse files

conmit cBeead3df

eBdcaB916FF6632089290511

split | Unified

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ./test_kem RLCE [in tests folder]
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C
00S build flags: O0QS_OPT_TARGET=au
CPU exts pile-time:

blen[@]
sklen

g for-loop:

numR is equal to

>seedlen=40

$

-Wfloat-equal

Use the above output to make the following change in rlce.h:

Step 537: edit the following file:

Update rlce.h
F main

W jwagrunner committed 32 seconds ago | Verified

Showing 1 changed file with 1 addition and 1 deletion.
v 32 mm sreskensricesrice.n (G

S_APT 0QS_STATUS ¢ - i *pk, UInt8_t *sk)j

0QS_APT 0QS_STATUS *ct,uinté_t *ss,const uints_t

Step 538: Executed the following:

done.

1 parent cgcead3

Browse files

conmit 513b495cdeala’aafale3)enenf37odc1f1691a8

Split | Unified
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Step 539: Executed the following:

d build

1ja -DCMAKE_INSTALL_PREFIX= -openssl/fogs ..
The C
The
Found

-- works
ABI info
I in - done
- done

PTHREAD
PTHREAD - Failed

L1f", minimum required is "1.1.1
1 dot

at.
Build files home/ubunt ibo uild
$

_BUILD TYPE=Release
I1 BMIZ PCLMULQDQ POPCNT

blen[8]
sklen




Step 542: edited the following file:

Update rlceCode.c
¥ main

W jwagrunner committed 28 seconds ago | Verified

Showing 1 changed file with 3 additions and 23 deletions

658
659
660
661

677
678

679
530

694
895
695

- printf(~Initiating for-loop:
= printf

src/kem/RLCE/r1ceCode.c ()

@ -67,13 +67,7 @8 int crypto_kem keygenerate KAT(uint8_t *pk, wints_t *sk, const unsigned char *ra
size_t pklen=0QS_KEM_RLCE_length_public_key;
<28 (RLCEp, Dk, &oklen) ;
ret-sk28 (RLCEsk, sk,dsklen) ;
- if(reti=1) {

- printé("Not equal to 1! ret = %d\n", ret);
- return ret;
< yelse g

- printf(“Error where ret is equal to 1!

- return ret;
= 3
+  df(reti=1) return ret;

00S_APT 0Q5_STATUS crypto_en_e

ulate(uints_t *ct,uints_t =ss,const uints_t *pk) {

€@ -661,7 +655,7 @ void RLCE_free_pk(RLCE_public_key_t pk) {

int ok26 (RLCE_public_key_t pk, uints_t pkB[1, size_t *blen) {
int ret = 0
unsigned int i;
- iF (blen[0]<pk->para[18]) return S783 J/retlrn KEVBYTEZSHALL;
+  if (blen[@]<pk->para[18]) return KEVBYTE2SMALL;
ok8[2]= (ok-paral18]) | (ok-para[91<<4);
unsigned int nplus

k->para[@]+pk->paral2];
unsigned int kepk->para(1];

@ -680,13 +674,7 @@ int pk2B (RLCE_public_key_t pk, uints_t pkB[1, size_t =blen) {

dnt k26 (RLCE_private key_t sk, uints_t skB[1, size_t *blen) {
unsigned int sklen =sk->para[171;
- printf(“blen[0] = %zu\n",blen[8]);
- printf("sklen = %d\n", sklen);
- if (blen[@l<sklen) {
- return -79; //return KEYBYTEZSHALL;
- yelse g
- printf("Passed blen[8]<sklen, continuing\n");
-1
+ if (blen[@l<sklen) return KEYBYTE2SHALL;
int 3,ret=0;
unsigned int i = @;
int a = (int) 4;

@8 -786,30 +694,22 @@ int sk28 (RLCE_private_key_t sk, uints_t skB[], size_t *blen) {

SKB[J+1]=(sk->perm2) ->datali];
-2

¥
- printf("Check 1\n!

unsigned int invSLen

if (DECODINGMETHOD!=2) invSlen= ((sk-»5)-»numR) * ((sk->5)->nunC);
- printf("Chack 2\n");

unsigned int totalFELen=2ewsinvSLensneke (nsu-k);

vector_t FEsvec_init(totalfELen);
- orintf("Check 3\n");

for (=

5w dee) {
FE->datal3]=((sk->A)->A[11)->data[B1(0];
FE-vdata[j+1]=((sk->A)->A[i])->datal1][8];
25

¥
- printf("Check 4\n

if (inustense) {

- printf("(sk-»5)->numk is equal to ¥d\n", (sk->S)->numR);

for (a=8;a<(sk->S)->numR; a++) {
memcpy (&(FE->data[3]), (sk->S)->datalal, ((sk-75)->numC) *sizeof (field_t});

F=j+(sk->8)->numC;

¥

- printf("Check 5\n");

memcpy (&(FE->data[J1), (sk->grs)->data, nssizeot (field_t));
j=gen;
for (i=0;icsk->paralll; i++) {

1 parent 5130495

commit

72206234 1083490825230 7d=076C0 74055934

Split | Unified
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Step 543: Executed the following:

write-prote
write-protect

open-quantum-

Step 544: Executed the following:

ogs-openssl/ogs

le features - done
h

Found Thr
Found Open c ' i / . i "1.1.1f", minimum required is "1.1.1")
Found Dx

been written t
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Step 545: Executed:

Use the output above to make the following change to rlceCode.c:

Step 546: Clicked on bottom right pencil icon:

€« C @ github.com/jwagrunner/libogs/blob/main/sre/kem/RLCE /riceCade.c 2+« 0@
Search or jump to... /| Pullrequests lssues Marketplace Explore +- @~
% jwagrunner/ libogs ' pubtic R Pin | ©wach 0 - - Wsro o~

forked from open-quantur

libogs

¢> Code 11 Pull requests @ Actions [ Projects [0 Wiki @ Security |+ Insights 8 Settings

¥ main ~  libogs / src / kem / RLCE / rlceCode.c Go to file

W iwagrunner Update rceCode.c Latest commit £7se962 9 minutes ago D) History

Aa1 contributor

59.1 k8 Raw  Blame £ ~ | (@ §

5. 2017

Step 547: Removed yellow highlighted code below:

Before:

78 if(ret!=1) return ret;

7@ Feturn ret;



Step 548: Clicked green “Commit changes” button. What I committed:

Update rlceCode.c Browse files

¥ main

1 parent f7aa362  conmit Bcfef5d1233a688aee3d6122F60476:

W jwagrunner committed 1 minute ago | Verified

Shewing 1 changed file with 1addition and 1 deletion. Split Unified
v &2 Em fricecode.c (O
. KAT(uint8 t *pk, uint8 t *sk, const unsigned char *ra
70 - Ef(rett=1)
+  return ret;
7 b
7 0Q5_APT 0QS_STATUS c e(uint8_t *ct,uint8 t *ss,const uints t *pk} {
v

Step 549: Executed the following:

276



Step 550: Executed the following:

% cd libogs
$ mkdir build &&
3 ake - C s-opens

Found = i nu/1i d table version "1.1.1f" nimum required is "1.1.1")
sion omponents: do en dot

Build bun

utable tests

Step 552: Executed:
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Step 553: Executed:

3 BUILD
CPU exts 1 HE VX2 BMI1 BMI2 PC

keygen for

A
I00S b BUILD TYPE=Release
CPU exts 2 PCLMULQDQ POPCNT

Step 555: Executed:

(E_BUILD_TYPE-Release
X2 BMI1 BMI2 PCLMULQDQ POPC

dbad-function-

ifloat-equal;
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Step 556: Executed (to compare to above):

uto CMAKE_BUILD_TYPE=Release
BMI1 BMI2 PCLMULQDQ PO

Step 557: Executed:

2

float-equal

=Release
ULQDQ POPCNT &

float-e
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Step 559: Executed:

c
:  0QS_OPT_TARGE
mpile-time:

Total time (s) (us): mean pop. dev les: mean
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301064
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185294

111706
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15

94138

KEM-648-SHAKE
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mpressed

mpressed

mpressed




mpressed

mpressed

mpressed

mpressed

64.444

18.618

286
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Step 560: edited the following file:

Update riceCode.c Browse files
¥ main
W jwagrunner committed 25 seconds age | Verified 1 parent §cfefSd  commit dESB7F5F4604302c388a94c973¢750606C3dc51d
Showing 1 changed file with 1 addition and 1 deletion. Split Unified
v P2 mm src/kem/RLCE/FlceCode. ¢ O

Note: Used NIST security level mentioned for RLCE-KEM-192B in page 69 of source

[41] for the above changed value.

Step 562: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja run_tests
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Passed RLCE tests:
g _info_kem[RLCE]
_cmdline.py::test kem[RLCE]
_code_conventions.py::test_datasheet_kem[RLCE]

est_mem_kem[RLCE]

y::test kem[RLCE]

_binary.py::test_

_code conventions.py::test spdx
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Bottom of output (did not include all output that was displayed):

), reason="Not needed on Window

liboq
if libogs
out = helpers.run

elif libogs

out helpers

[‘nm*, *

)
else:

out = helpers.run_sul

', libogs]

)
lines = out.strip().split("\n")
symbols
for line in lines:

if * T " in line or ' D * in line or * S ' in line:

mbols. append(line)

# ideally this would be just ['ogs', ‘pgclean’], but contains exceptions (e. providing compat implementations of una|
vailable platform functions)

"pgclean’, ke ', 'pgcrystals’, 'init', ‘fini’, ‘seedexpander’, get_pc_thunk']

symbols:
ymbolstr.split()

artswith(names ymbol . lower().startswith('_" + namespace):

if not(is
nbol)

if len(non
for

print{“Non-namespaced : {}".format(symbol))

assert(len(non_namespaced) == 8)

AssertionError
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helpers.filtered_tes
@pytest.mark.skipif( platform.startswith("wi lot needed on Window
def test_style():

result = helpers.run_subproc
["tests/run_astyle.sh’]

5 e.
TON_BUS_ADDRE

@, input = None,

(command, workin

Helper function to run a shell command and report suc
depending on the exit status of the shell command.

# Note we need to cap stdout/stderr from the bproce
# then print it, wh ytest will then capture and

# buffer appropriatel

print(worki > " join{command) )

)
if not(ignore_returncode) and (result.returncode expected_returncode):

print( 1t.stdout.decode( "utf )
assert False, "Got unexpected retu }".format(result.returncode)

ured stdout
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LF line termi

thelpers.filtered test
test.mark.skipif(s platform.startswith("win
def test_spdx(

result = helpers.run_subproce
["tests/test_spd '

)

if len(result) != @:
print("The following files do not have proper SPDX-L se-Identifier headers
print(result)
assert False

k. skipif(s startswith( Not needed on Windows™)
test_free():
cF

with open(fn) as f:
# Find all lines that contain 'free(' but not '_free("
for no, line in enumerate(f,1):

if not re.match(r'
ntinue

ir “free” in {}:{ no,line))
ass. Fi b ed to '0Q cure_free' or _MEM_insecure_fred)
as approp . If you are sure you want to use 'free' in a particular spot, add the comment '// IGNORE free ' on the 1i
ne where ‘free' occurs.”
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kem/RLCE/
kem/RLCE/

fkem/RLC

fkem/RLC

kem/RLCE/
kem/RLC
kem/RLCE/

kem/RLCE

kem/RLCE/

kem/RLCE/

"ee
“free
“free
s “free
“free
“free
free
free™ i / reedsolomon
free™ i r “eedsolomon
free™ i r /RLC edsolomon.
free i / edsolomon : anmdaDoutput);
free™ i / /RLCE/reedsolomon H free(omegaoutput

free”

[gwe] linux --
kem_name = 'RLCE’
helpers.filtered_test

pytest.mark.parametrize( 'kem_name', helpers.available_kems_by_name())
def test kem(kem name):

lable for SIDH')
kip(“Not enabled’)

output = un_subprocess(
[helpers.path_to_executable('kat_kem'), kem_name],

)

output = output.replace(™\r\n", "\
h2s6 ha256()

F update(output.encode())

ssert(kats[kem_name] hexdigest())
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Step 563: Executed

$ ninja install
$ ./Configure no-shared linux-x86_64 -Im
$ make -j

At bottom of output for “make -j” (did not include all output, just the very bottom):

-m64 -Io

read -logs -1m
1-test] Er 1

terminated.
[Makefile:

844: tes
: 1d termil
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Step 564: edit the following file:

Update kats json

Browse files
¥ main

W jwagrunner committed 37 seconds ago | Verfied L parent 6277906 commit 083cb973FecacsI1SBEE1FEETbISIIZTdacoR2n
Showing 1 changed file with 2 additions and 1 deletion. Split Unified

1 15
1 15
1 17 07 coe:
B 4 e be50a269C8F8aDR40545"
18 19 FeT150e£ 7476,
12 2
20 2

"sntrup7el’

"sntrupssT”

Note: the hash I inputted came from lines 1224 and 1659 of

“liboqs/src/kem/RLCE/rlceKAT.c” ; I also used source [43] to help me decide to input an

entry for RLCE above.

Step 565: Executed the following:

kem RLCE

1DED2E1FFAL

Only showing last part of output (where all of output is too large to capture):
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Showing last part of output (did not include all output here):
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Step 567: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$./kat_kem RLCE

t_kem RLCE

BC479Da9
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Step 568: Executed:

0QS_BUIL... --numpr
t on start
a. e -

-1.31.9
Python 3.8.18 cwd: /home/ubuntu/libogs
Python 3. fhome/ubuntu/libog
L » Jun
gwl] P
we [983]
redul

[gwe] linux --

kem_name = ‘RLCE"

1elpers. filtered test
test.mark.paramet s lable_kems_by_name())

k

if kem_| a ith(* ): pytest.skip('KATs not ilable for SIDH')
if not(helpers.is_kem enabled by name(kem name)): pytest.skip('Not enabled
output = helper

)

Step 569: Notice the hash that was displayed in the output above:
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I will include this as the new value set in kats.json:

First clicked on bottom right pencil icon:

<« G @& github.com/iwagrunner/liboqs/blob/main/tests/KATs/kem/kats,s0n 2+ » 0@ :

h or jump to... /| Pullrequests Issues Marketplace Explore

% jwagrunner/ libogs ' Public R Pin | ©Watch 0 v | ¥ Fork 285 v || % Star 0~

forked from open-quantum-safe/libogs

¢> Code 1% Pullrequests () Actions [ Projects [ Wiki @ Security |~ Insights % Settings

P main ~  libogs / tests / KATs / kem / kats json Go to file

W iwagrunner Update katsjson Latest commit 96:

36 minutes ago D History

ava contributors () ﬁ‘) o T

59 lines (59 sloc) = 4.92 k8 Raw Blame £ - (@ O

452282 5c29

Scab64e6ecasdlc

228452671a2307a44306 0828

Step 570: Finished editing the following file:

Update kats.json Browse files
¥ main
h!‘ Jjwagrunner committed 21 seconds ago | Verified 1 parent 863cb97 commit 2668a833c4c6ecbbb583fe67495153511c646033
Showing 1 changed file with 1 addition and 1 deletion. Split | Unified
« 2 mmEED tests/KaTs fken/kats. Json (51
Iy

1 1 §192128F": "464F27cBeeefI13c1bba24330¢ 4cOR125bEFBa2S
"a87ebeB62971F5eb 32050 214447507850 51658 580 2CheB0a209 BT 5abOILSAE
18 4
1 19
o 0

Step 571: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ./kat_kem RLCE
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8541DBD2E1FFAL

Step 572: Executed:

$ ninj
_BUIL
test session starts
.1, plu

1iome/ubuntu/1ibogs
/home/ubuntu/libogs
16 (default, Jun :
10 (default, Jun :




_cmdline.py::test kem[RL

What failed:

CE]

.py::test namespace

FAILURES

platform.startswith("win"), reason="Not needed on Windows™)

libogs]

split(”

line or " D ' in line or " & ' in line:
.append(line)

# ideally uld be just ['ogs', 'pgclean’], but contains eptions (e.g
vailable platform fun ons)
. ‘pqclean’, ‘keccak', 'pgcrystals’, ‘init’, 'fini®, 'seedexpander’,

at implementatio

.get_pc_thunk']
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def

if symbol.lower().startswith(namespac
is_namespaced = True
if not(is_name d)
non_namespaced. append(symbol)

if len({non_namesp
for symbol in non_namespaced:
print( n-namespaced symbol: {}

.format(symbol))

assert(len(non_namespaced) 8)

bol.lower().startswith("_

lot needed on Window:

input None, ignore_retu

run_subproc ommand, working_dil

+ namespace)
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Helper function to run a shell command and report s
depending on the exit status of the shell command.

copy()

# Note we need to capture stdout/stderr from the subprocess,
# then print it, ytest will then capture and

".join(command))

f not(ignore_returncode) and (result.returncode != expected_returncode):
print(result.stdout.decode( utf-8"))
assert False, "Got unexpected return code {}".format(result.returncode)

./build/in
Fil

helpers.filtered_test
ipif( latform.startswith("win™) Not needed on Window:

result = helpers.run_subproc
["tests/tes
)
if len(result) a:
nt("The following files do not have proper SPDX-License-Identifier headers:

ptured stdout

ense-Tdentifier headers:
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elpers.filtered_test

K (sys.platform.startswith("win™), ot needed on Windows
def test_free():

les

h, _, files in 1k("src

if os.path.join(" i "external’) in path: continue

c_files += [os.path.join(path,f) for f in if f|
ok True
for fn in c_file

with open(fn) :

# Find all lines that contain "free(' but not '_free('
for line in enumerate(f,1):
if not re.match( _]free\( , line)
continue
if 'IGNORE free-check’ in line:

print("Sus {3} )
assert okay, "'free’ is used in s F "0Q5_MEM_secure_free' or '0QS_MEM_insecure_freg]
appropriate. If you are sure you want to us free’ in a particular spot, add the comment *// IGNORE free-ch on the 1i
lere ‘free’ occurs.”

free’

free’

“free

“free

“free

free™ i ALC :1 free(d
Suspicious “free® in src/kem/RLCE/ 184: free(d
Suspicious ~free’

“free

“free

“free

“free

free’

free’

free’

“free” i /RLC free(tmp
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free(pk

fkem/RLCE/reedsolomon.
em/RLCE edsolomor £ e(tmpB)
em/RLCE/reedsolomon. E free(lambdaRootsLo,
em/RLCE/reedsolomon. g free(lanmdaDoutput
em/RLCE/reedsolomon. E free(omegacutpu

em/RLC

Step 573: Executed:

$ ninja install
$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:kyber512:ED448\”
$ make -j

E -DL_ENDIAN -DOPEN
G HA1_ASM -DSH

DELETE -DL_ENDT
SL_BA GF SH;

_NODELETE -DL_ENDIAN -DOPEN
BN_ GF2m - AL -D:

-DL_ENDIAN -DOPEN
GF2m - AL -D:

At bottom of output:
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signal 9 [Killed]

de_test] Er

n ter ted.
[Makefile: 1 ti Error 1

1
[Killed]

1
[Killed]

[Killed]

1d terminated w

B05: test,
1d terminated

31: te
1d termir

[Makefile te
fatal error:

compilation terminated
ke[1]: *** [Makefile
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d terminated with signal 9 [Killed]

Step 574: Executed the following:

$ rm -r libogs
$ rm -r ogs-openss|
$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl

Step 575: Executed the following (this time, [ am git cloning the main branch of libogs to

see if it same errors appear when executing “make -j”):

Step 576: Executed the following:

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:kyber512:ED448\”
$ make -j
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-DOPENSSL_U
|_MONTS -DOPE
-Ddl ASM

M -DECP, M -DX

" -DNDEBUG -DOQS_DEFAULT_(

IODELETE -DL_ENDIAN
ASM_GF2m -DSHA
M -DX

|_MONTS -DOPE
M -DECP_|
-DNDEB

${LDCMD

${LDCMD:

ad -logs -1Im
9 [Killed]

tion termin
atal er
on termi
* [Makefile:
lel'_
compilation terminated
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test/afalgtest] Error 1
1d terminated with signal 9 [Killed]

Error 1
illed]

[Ma
fatal error:
n terminated.
1
[Killed]

or 1
[Killed]

r 1
[Killed]
[Killed]

fuzz, num-t rror 1
1d terminated with sign: 3 [Killed]

de_test] Error 1
1 9 [Killed]

terminated.
[Makefile:7117: t/bi of 1
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CGI forms
1e use of templates in a Dist::Zilla distribution

Step 578: Executed “sudo apt-get install libtext-template-perl”:
Step 579: Executed “sudo apt install valgrind” (along with entering “y” to continue):

Step 580: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:kyber512:ED448\"
$ make -j



https://github.com/jwagrunner/liboqs.git

Step 581: Hit CTRL-C after seeing the following in output (did not include all output

from previous step):

Error 1

Step 582: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch OQS-OpenSSL_1_1_1-stable https://github.com/open-quantum-safe/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja install

$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:kyber512:ED448\”
$ make
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_USE_NODELETE -DL_ENDIAN -DOP!
L_BN_ASM_GF AL

f_p
E_NODELETE
SSL_BN_ASM_GF2m -

NODELETE -DL_ENDIAN -DOP
G Al

"

t.d.tmp
time_test

ogs-openssl’
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Step 583: Executed “make test’:

$ make

ome/ubuntu,
ne/ubuntu
ome/ubuntu,

RESULT_D
usr/b

I~

+
MMODMMTDMODMDMOMODODMODODDMOODDMOMDD

ok
ok
skipped: Only useful when building
ok
ok
(=14

Aokttt oo

ottt et

M@ WMmmininainin A nininainin i in i
PR RO OO D OO DO D DO DD

o+

o+

(=14
ok
skipped: GOST support is di led in this OpenSSL build
ok
(=14

o of ok of oo e
oottt oot

o
o+

supported i

o+
o+

o+
o+
+

o o
o+

o

oot ot
MMMMMDMDMMOMDODMLMDDDMODMODDODMOMEDMDMHMD

o+ oFoef
ot oot
WA W Wi i n
+

o
o+

ted in this build

o
o+

oF of of oF o
DI I A e R B R e e R
ot oet

o

M ihtn i intnid i nininininninininin g nin
o+

secs

home/ubun
$
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Step 584: Executed:

% make install

cion denied
[Makefile:425: install_runtime_libs] Erro
: 3 1

Step 585: Then executed “sudo make install” (could not display me executing this
command since there was a large amount of output that did not allow me to scroll back in

my local Command prompt):

Last part of output after executing command (not showing all output here):

89
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Step 586: Clicked “Fork™ at the top right of the open-quantum-safe/openssl page:

& C & github.com/open-quantum-safe/openssl/tree/0QS-OpenSSL_1_1_1-stable 2 +« » 0@

O Search or jump to... /|| Pullrequests lssues Marketplace Explore

¥ open-quantum-safe / openss| ' Public @ Wateh 29 ~ - % sar 24 -
forked from openssl/openss!

<> Code (O Issues 1% Pullrequests Y Discussions [ Projects [0 Wiki @ Security |~ Insights

# 0QS-OpenSSL 1. » P 5branches 288 tags Go to file Add file ~ m About

Fork of OpensSSL that includes prototype
This branch is 1452 commits ahead, 8813 commits behind opensskmaster. 19 Contribute + quantum-resistant algorithms and
ciphersuites based on libogs

§) baentsch fix libogssowersion install (+37) ® o097 4 daysago §D) 24217 commits & openquantumsafe.crg/
s cryptography %509 smime
circleci Remove SIDH/SIKE (#383) 5 days ago
post-quantum
github merge with upstream 11,10 (#370) 3 months ago
M Readme
fix v tall (#387) ay:
Configurations ix liboqs. so.version install (#387) Adaysage | e
yMs 1111 (#288) 17monthsate |y 214 chars

Result (https://github.com/jwagrunner/openssl) .

Step 587: edited the file “openssl/ogs-template/generate.yml” by adding line 41—43 and

45 — 46 (line 44 is added later):

s _
35 family: 'FrodoKEM'

36 name_group: 'frodol344shake’

37 nid: '@x@205'

38 nid_hybrid: 'Ox2F05'

39 ogs_alg: 'OQS_KEM_alg_frodokem_1344_shake'
40 -

41 family: 'RLCE’

42 name_group: 'rlce’

43 nid: '@x024F'

44 nid_hybrid: '@x2FFE'

45 ogqs_alg: 'OQS_KEM_alg_RLCE'

46 -

47 family: 'BIKE'

48 name_group: 'bikelllcpa'

49 bit_security: 128

50 extra_nids:

Note: Used line 35°s code to create line 40 code. Used line 36 code to create line 42°s
code (along with how “frodo1344shake” is written in source [3] for key exchange

algorithms supported by libogs (and another algorithm was used to ). Code from line 37
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was used to create line 43 (and used the Windows calculator and the “kem nid end”
code mentioned in line 455). Finally, line 39 and line 32 in “rlceCode.c” was used to help
create line 45’°s code (along with line 9, and line 15 from
“libogs/src/kem/frodokem/kem_frodokem640aes.c” (see [4]) was used as reference to

help create this code).

Used code from line 38 from the same file to help me with this code along with Windows

calculator to calculate a hex value less than “kem nid hybrid end” (line 462).

Step 588: Executed:

Note: Command came from source [44] with help from source [45]

Step 589: Executed the following:

$ rm -r libogs
$ rm -r ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|
~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs
~/ogs-openssI$python3 ogs-template/generate.py
g % pytt
e to r-u::f E erate_c if required.
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Step 590: Executed:

*% No

Step 591: Executed:

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

rm 1i

Note: Received command above after following source [47]
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Step 593: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|
$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja install

~/ogs-openssl$ python3 ogs-template/generate.py

$ ./Configure no-shared linux-x86_64 -Im —DOQS_DEFAULT_GROUPS=\"X25519:rice:ED448\"
~/ogs-openssl$ make generate_crypto_objects

Step 594: Executed “make”:

ELETE -DL_ENI
N_ASM_GF
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Step 595: Executed:

~/ogs-openss| $ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:kyber512:ED448\"
~/ogs-openss|$ make generate_crypto_objects
~/ogs-openss|$ make

Step 596: edited the following file, openssl/apps/s_cb.c:

Update s_cb.c Browse files

¥ 0Qs-OpensSL_1.1_1-stable

W jwagrunner committed 33 seconds ago | Verified 1 parent 7fdgecs  commit Scd3feré

€91291eb20958839¢00767435¢

Showing 1 changed file with 2 additions and 0 deletions. Split  Unified

* 0QS_CURVE_TD_NAME_STR(int ia) {

* 0QS_CURVE_ID_NAME_STR(int id) {

hake hyb

Note: Used code from line 479 above to help add line 480. Used line 516’s code to help

me add line 517, along with the error output that was listed in Step 595.

Step 597: Executed the following:

$ rm -r libogs
$ rm -r ogs-openss|
$ git clone --branch main https://github.com/jwagrunner/libogs.qit
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$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

$ ninja install

~/ogs-openssl$ python3 ogs-template/generate.py

$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:rlce:ED448\"
~/ogs-openssl$ make generate_crypto_objects

$ make
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Step 598: Executed:

ok
skipped: On
ok
ok
ok
ok
ok

3secrets is not supported in this build

al
nal
al

abled in 0Qs fork

r 11.04

REVOKED_get_ext_|
REVOKED_get_ext_|
_REVOKED_delete

_ext.html -
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Using RLCE in TLS Demo (as stated in source [3]):

Step 600: Executed:

~/ogs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=ogstest CA” -days 365 -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj
“/ICN=ogstest server” -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl| x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA..crt -CAkey
dilithium2_CA key -CAcreateserial -days 365

~/ogs-openss|$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3

openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_ca.key -out dilithium2|
5 -config app penssl.cnf

-new -newkey dilithium2 -keyout dilithium2_srv.key dilithium2_.
-subj f
a dilithium

req -in dilith 2_sr ~ -out dilithium2 rt -CA dilithium2_CA.

default temp DH p

Step 601: Logged into AWS instance from another local command prompt, and executed:

~logs-openssl|$ apps/openssl s_client -groups rice -CAfile dilithium2_CA.crt

$ app p ce -CAfile dilithium2

routine X are:internal erro xtensions_cln

e CA names sent

read 1648 and written 5

NONE
tiated
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What appears in the server window (the last two lines below is the new part that shows):

g $ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tlsi_3
g default temp DH parameters
PT

rror:14@94438:55L routines:ssl3_read_bytes:tlsvl alert internal error:ssl/record/rec_layer_s3.c:1543:55L alert]

Performance testing (Empty TLS handshakes):

Step 603: Executed for server:

8 $ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tlsil_3
Using default temp DH parameters

ACCEPT

Step 604: Then on other local command prompt:

g $ a nssl s_time -curves rlce
tion statistics for 3

60:error:141BD@44:55L routines:tls_parse stoc_key ss1/state ensions_clnt.c:2015:
: $

Result on server (bottom two lines below are the results):

dilithium2 dilithium2

svl alert internal er

Step 605: Hit CTRL-C on server:
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Measuring speed of KEM algorithms:

Step 606: Executed:

Step 607: Then executed:

Back to troubleshooting:

Step 608: Executed for server (just to test using another KEM algorithm):

$ apps/openssl s_server -cert dilithium2_. crt -key dilithiumz_.

efault temp DH parameters
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Step 609: Then executed in client side (other local command prompt window):

rs@DUojXs
u7 5




IOT supported

7BCA6F@4

4DDFC

: None

lifetime hint: 7208 (

325
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: None

lifetime

Step 611: Executed for server (chose TLS1.2 instead of TLS1.3):

E er -cert dilithium2_s rt -key dilithiumz_s -www -tl
Using default temp DH parameters
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Step 612: Executed in other local command prompt:

Afile dilithium

alert handshake failure:s

What appears for server (bottom two line):

openssl
default temp DH a rs

@4:error:1417A8C L routines:tls_post pr

Step 613: Hit CTRL-C for server:

Step 614: Executed for server (using tlsl _1):

-key dilithium2_. y -www -tlsi_1




Step 615: Executed on other local command prompt:

oups rlce -CAfile dilithium2_CA

alert handshake failure

te CA names sent

bytes and written 5

HONE )
T supported

What appears for server (bottom line below is new line that appears):

default temp DH parameters

4 1141748C SL routines:t

Step 616: Hit CTRL-C for server:

Step 617: Executed for server:

$ apps/openssl s_server -cert dilithiumz_. t -key dilithium2_s / -www -tlsl

Using default temp DH parameters

ACCEPT

328
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Step 618: Executed on other local command prompt:

groups r ile dilithium2 CA.crt

L routine: ) alert he ake failure ) L alert n

ilable

te CA names sent

What appears for server (bottom line):

&

% apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -wimw -tlsil
Using default temp DH parameters
JACCEPT

1464841941 rerror:1417ABC1:SS5L routines:tls_post_process_client _hello:no shared cipher:ssl/st: {statem_srvr

Step 619: Executed:

% apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -wiw -tlsi_.

ng default temp DH parameters

EPT
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Step 620: In other command prompt:
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and written 16855 b
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None

lifetime

a6e8
eele
8628

Step 621: Hit CTRL-C for Client:

Step 622: Hit CTRL-C for Server:
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Step 623: Executed:

Step 624: Executed:

Step 625: edit the following file, src/kem/RLCE/config.h:

Update configh Browse files
F main
¥ jwagrunner committed 35 seconds ago | Verified 1 parent 619332 comnit B76764c6859460ageDad63se3db11066722cb8ba
Showing 1 changed file with 1 addition and 1 deletion. Split  Unified
v 2 Em src/kem/RLCE/ config.h (B

-10,7 +10,7

1
u u
2 B
1

13
1w o
515
6 16

Note: Above value is based on CRYTO SCHEME being set to 2, which originally came

from api.h file for RLCE_KEM 192B of RLCE zip file which came from source [48].
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Step 626: Executed:

Jusr/local/lib$ sudo rm libcrypto.a

/usr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs
~/ogs-openssl$ python3 ogs-template/generate.py

$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:rlce:ED448\”
~/ogs-openssl$ make generate_crypto_objects

$ make

$ make test

$ sudo make install

Step 627: Executed:

~/ogs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=ogstest CA” -days 365 -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj
“/ICN=ogstest server” -config apps/openssl.cnf

~/ogs-openss|$ apps/openss| x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey
dilithium2_CA key -CAcreateserial -days 365

~/ogs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3

Step 628: Logged into AWS instance in another command prompt and executed:

Step 629: What appears for server:
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crt -key dilithium2_s key -www -tls1 3

/record/rec_layer_ 1476:

Step 630: Hit CTRL-C on server, then executed:

_server -cert dilithium2 t -key dilithium2 r.key -wwar -tlsl 2

ing default temp DH parameters
IACCEPT

as not sent
de: @

dilithium2z_: y -wwe -tlsl 2

Step 632: Hit CTRL-C for server, then executed for server:

g $ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tlsl_1
Using default temp DH parameters
ACCEPT
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Step 633: Then executed for client:

% apps/ lient -groups rlce -

SL routines:add Y re:internal error:ss

names sent

5 and written

is (NONE

t -key dilithium
default temp DH
T
58647

Step 634: Hit ctrl-C on server, then executed:

E $ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tlsi
1g default temp DH parameters
ACCEPT

lient -groups rlce -

re:internal error

NONE )
NOT supported

not sent
de: @ (o
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What appears for server (bottom line):

-tls1

openssl speed rlce
18 rlce keypair in 18.88s

=Rele.

Y z
ULQDQ POPC

Total time ) mean | pop.
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4382445

104844

ation fault (
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Step 638: Executed:

-Wfloat-equal

Step 639: edit the following file:

Update configh

Browse files
% main
W jwagrunner committed 1 minute ago | Verified 1 porent BF6764c  commit 1a7c3ScaSefdddeF6aaF0F230317¢819640e731
Showing 1 changed file with 1addition and 1 deletion. Split | Unified

v iz mm mrRLCE/contig.h (B

+

0 x

RNt

2 1 -1

13

FER

1% 14

5 15

6

Step 640: Executed the following:

Jusr/local/lib$ sudo rm libcrypto.a

Jusr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qgit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja
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Step 641: Executed:

C E_BUILD =Release
BMI1 BMI2 PCLMULQDQ POPCNT

9840e73
Open Quantum

A
j0QS build flags: G 0 E_BUILD_TYPE=Release
CPU exts compile-time: WX AVX2 BMI1 BMI2 PCLMULQDQ POPCNT

Iterations | Total time ) Time (us): mean pop . CPU s: mean
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Step 643: edited the file libogs/src/kem/RLCE/config.h:

Update config.h
P main

Browse files
W jwagrunner committed 27 seconds age | Verified 1 parent 1a7¢35c  commit d4277caadcde84c2882e32chee20ac236100ee8

Showing 1 changed file with 1 addition and 1 deletion. Split  Unified

v To2mm src/ken/RLCEfconfig.h (O
*
10 10
1 1
12 12 1 help mat
13
13
1 14
bt 1
16 15 * FOLLOWING PARAMETER HAS BEEN OPTIMIZED FOR 64-BIT CPUS

Note: The “0” value is from where scheme is set to “0” in line 139 in “rlceCode.c”

is in order to use RLCE KEM 128B .

Step 644: edited the file:

Update riceCode.c
¥ main

Browse files
W jwagrunner committed 1 minute ago | Verified 1 parent d4277ca  commit 56017eb82354c32Cb8566d1708693188358cC

Showing 1changed file with 1 addition and 1 deletion. Split  Unified

me = £QS_KEM_slg RLCE;

33 = "0QS_KEM_alg RLCE";
35 kem->claired_nist_level = 3;

3+ kem->clad ist_level - 1;

36 kem->

kem->length_public_key = 0QS_KEM_RLCE_length_public_key;

Note: Obtained value above from RLCE-KEM-128B of page 61 in source [41]
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. This



Step 645: edited the file:

Update rlce.h
P main

Browse files
W jwagrunner committed now  Verfied 1 parent SEEL7eb  commit 21254f4aa3co6ebecoaOEbOsfScaR16aF 0503
Showing 1 changed file with 4 additions and 4 deletions.

Split | Unified
v i 8 EEE src/kem/RLCE/rlce.h [C)

3

2 2

25 aserel

26 747393

27 1585
25 _key 188001
26 310116
27

2
20

Ed 30

2 2 0QS_API 0QS_STATUS te_t =pk

+

Note: Changes values were obtained from api.h of RLCE KEM 128B of RLCE zip file

(mentioned earlier) from source [48] and also line 155 from “rlceCode.c”

Step 646: Edited the file “openssl/apps/s_cb.c”:

Update s_cb.c

Browse files
¥ 0Q5-OpenSSL_1_11-stable
Wy jwagrunner committed 16 seconds ago | Verified 1 parent Sad3fef  commit 35630651654017b00e7646a7CARS00b1646cdC]
Showing 1 changed file with 1 addition and 1 deletion.

Split | Unified
v +f 2 mmoon apps/s_co.c (@

E23 char* 0QS_CURVE_ID_NAME_STR(int id) {
514 s1a
515 515
516 516
517

517

1 518
1 1

3

Note: Used code from lines 511 and 512 to help add this code above along with help

from source that states using a “p256 with a quantum algorithm that has “L1 security’:

[3]
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Step 647: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$vninja

Step 648: Executed:
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Step 650: Executed (then hit CTRL-C after seeing RLCE results):

pop. stdev les: mean




346

Step 651: Executed:

$ ninja run_tests
/bin ke -E env 0QS_BUIL...

< /home/
w@] Python Jun 2.

est_alg info.
info_kem[C
g

('kem_name’, helper

i am
if not(helpe

output = output.replace("\r\n",
h256 = sha256()
h256.update (output .encode())

ert (kats[kem_name] == h256.hexdigest())

tured stdout call ---

00S_BUILD_DIR=/home/ubuntu/1libogs/build p Y v e --numproces|

Step 652: edited the file libogs/tests/KATS/kem/kats.json:

Update kats.json
¥ main

Browse files

W jwagrunner committed 1 minute ago | Verified 1 parent Bcdsale

23585185¢

Showing 1 changed file with 1 addition and 1 deletion. Split | Unified

~ 3+ 2 WEI tests/KATs/ken/kats.Gson (O

3202517795F

5 1 "beB5dabe: 56091
17 17 "464£27cBeeeF313C1000: .
18 .
B+ ‘e25acd9FcFa3bdcdaos c b 78eack bbed”,
aber-KEM": "93709b2213911213042! Suerravs .
384-AES": "2 2c1t 2 5 1 3
2 21 1344-SHAKE"; "6es4e3. 7
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Note: Used the value from Steps 651°s output above for line 10’s value in this commit

above

Step 653: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../Jogs-openssl/ogs ..
$ ninja

Step 654: Executed:
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Step 656: Executed:

16 (d :
16 (default, Jun

BUILD_DIR=/home/ubuntu/1ib fbuild py pytest --verbose --numproces]

Step 657: Executed:

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs

~/ogs-openssl$ python3 ogs-template/generate.py

~/ogs-openssl$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:rice:ED448\"
~/ogs-openssl$ make generate_crypto_objects

~/ogs-openss|$ make

~/ogs-openssl$ make test

~/ogs-openss|$ sudo make install

Step 658: Executed:

~/ogs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=ogstest CA” -days 365 -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj
“/ICN=o0gstest server” -config apps/openssl.cnf

~/ogs-openss|$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey
dilithium2_CA key -CAcreateserial -days 365

~/ogs-openssl$ apps/openssl s_server -cert dilith 3

ium2_s

rer

rv.crt -key dilithium2_srv.key -www -tls1

dilithium2

ing default temp DH p
ACCEPT
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Step 659: Logged into AWS instance from another local command prompt, and executed:

$ app

L routines

names sent

tes and written

default temp DH parameters

terror: 148944 SL routines:

Step 661: After hitting CTRL-C on server, executed:

8 % apps/openssl s_server -cert dilithium2_sr rt -key dilithium2_srv.key -www -tlsi 2
temp DH parameters

ups rlce -CAfile dilithium2

alert handshake failure:ss

names sent

—we -tls1 2
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Step 663: Hit CTRL-C on server, then executed:

% apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_: y - -tlsl 1

Using default temp DH parameters

JACCEPT

Step 664: Executed on client:

$ apps/openssl s_server -cert dilithium2 rt -key dilithium2_ y -wwe -tlsl 1

lient_hello:no shared cipher

Step 665: Hit CTRL-C on server, then executed:

$ apps/openssl speed
for 1lés rlce
ce en
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Step 666: Executed:

Z0h o0z
E-hhT

W
hmo

~ in 9.
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8804000€
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Step 668: Next executed:

Step 669: edited the file:

Update riceCode.c

Browse files
¥ main
W jwagrunner committed 20 seconds ago  Verified 1 parent 89bd473  commit 95833ced9e 8c04021
Showing 1 changed file with 3 additions and 0 deletions. Split  Unified
v ¥ sre/kem/RLCE/rlcacode.c (D)
1 @ -1079,6 {unsigned char msg[],
1079 {1 d int entropylen,
1080 t noncelen,
1081 nar cipner(1, uns
1082 .+
1082 1083
1083
1080 QEncryptiona”
M @ 67,11 8 int RLCE encrypt(unsigned char msg[],
i a[s] == 2) || (px->para[e] = RLCEspad
161, paddediSE, paddedLen, ok, padrand, pk->paral8], ed,
1210 1 pk->paral?
1711 1213 1SG, padcedLen, p, pacrand, pk->para[ ], 28, usedealen) ;
214+
1212
1213
if dedlisG, paddedlen, FE_vec);
Update riceCode.c Browse files
¥ main
Wy jwagrunner committed 1 minute ago | Verified
Showing 1changed file with 4 additions and 3 deletions. Split  Unified

rpto_kem_decapsu

100 t=RLCE_decrypt(( |RLCE_lengt!
if (ret<d) return (DQS_STATUS) rets
102 102 cpy(ss, message, OQS_KEM_RLCE_length_shared_secret);

%s\n”, 55);

rn (0QS_STATUS) ret;

entrapylen,
gned char nonce[], u noncelen,

RLCE_public_key_t pk, unsigned char cipher[], unsigned leng long *clen)
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@8 -1207,11 +1208,11 @@ int RLCE_encrypt(unsigned char msg[],

ISG, paddedLen, pk, padrand ,ok->paral 8], 8, usede@len);

pl->paraf8] == 3

dcedlISG, paddedLen, pk, padrand, sk->para[8], =&, usededlen) ;

if (m=-18) ret-B2FE10(paddedrSG,paddedlen, FE_vec);

Step 671: Executed:

Jusr/local/lib$ sudo rm libcrypto.a

Jusr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qgit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 672: Executed:

platform:
mpiler
mpile o

Used the output above to make the following changes to rlceCode.c:


https://github.com/jwagrunner/liboqs.git

Step 673: edited the file:

Update riceCode.c
¥ main

W jwagrunner committed 35 seconds ago | Verified
Showing 1 changed file with 2 additions and 2 deletions.

~ ' 4 EEEEO src/kem/RLCE/rlceCode.c (0

PI 005_STATUS crypto_kem_deca

) return (0QS._

message, 005, LCE_length_shared_secret)

-_encrypt(unsigned char msg[l,

1 parent 749aco9

Browse files

commit 9fa6Ce298ae0340bEAA5C15FIEEI11BEC3IIDTI6

Split

Unified
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Note: Used code from source [49] and [50] to help add the above code on line 103, and

also used code from source [51] for the above changed code value on line 1083.

Step 674: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs .. (I believe | executed this at this step)

$ ninja

ull -MD -MT

File
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Made the following change based on the above output:

Step 675: edited the file:

Update riceCode.c
P main

¥ jwagrunner committed now | Verified 1 parent 9f46ce2

Showing 1 changed file with 1 addition and 1 deletion.

© § 2 MO src/kemRLCE /ricecode ¢ (D)

ng *clen)

Step 676: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 677: Executed:

mmit:
L enabled:

Browse files

commit 93c7e937df292c113Fed6d5ad6ChdebTBISHTEE3

Split | Unified

loat-equal; -Wwrite

356


https://github.com/jwagrunner/liboqs.git

357

Step 678: edited the file:

Update rlceCode.c Browse files
P main
("] Jjwagrunner committed now | Verified 1 parent @3c7ed3 commit déaeeB879e6ce337ebBbS7F1c2a0cddc c26e70d9
Showing 1 changed file with 2 additions and 1 deletion. Split Unified

~ 4 3 EEWOD sre/kem/RLCE/rlceCode.c (0

@ int crypto_kem_keygenerate KAT(uints_t *pk, uintd_t *sk, const unsigned char *ra

o

ertext,RLCEsk,message, anlen) ;

(retco) retu
message, 0QS_KEM_RLCE_length_shared_secret);

Fun”, *s

em_decapsulate: ss = %u\n", *ss);

Note: Used line 73 to help me add line 74 above.

Step 679: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja
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Step 681: Executed again:

CMAKE_BUILD_TYPE=Release
ULQDQ POPCNT S

float-equal

) =Release
PCLMULQDQ POPCNT SSE
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Step 683: edited the file:

Update riceCode.c Browse files

¥ main

99316675

W jwagrunner committed NOW | Verified 1 parent d6aceB@  commit 73674b2ee3c22

Showing 1 changed file with 2 additions and 0 deletions. Split | Unified

ATUS) ret;

RLCE_length_shared_sec

capsulat:

capsulate,

Note: Used crypto_kem encapsulate code on line 76 and crypto_kem_decapsulate code

from line 109 to help me define line 92 and 106 above, respectively.

Step 684: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 685: Executed:

float-equal

BUILD_TYPE=Rele
CLMULQDQ PO



https://github.com/jwagrunner/liboqs.git

360

Step 686: edit the file:

Update riceCode.c Browse files

¥ main
W jwagrunner committed 2 minutes ago | Verified 1 parent 73674b2  commit S426bde 82022d04abe] F4cab2ca221
Showing 1changed file with 2 additions and 0 deletions. Split  Unified
v tomm src/kem/RLCE/r1ceCode. ¢ [

char *)randomness,0Q5_KEM_RLCE_length_random_bytes,nonce,8,RLCEpK,ct,&ctlen);

", *message);

Note: Used line 92 to create the code in this Commit.

Step 687: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 688: Executed:

float-equal; -l



https://github.com/jwagrunner/liboqs.git

361

Step 689: edited the file:

Update riceCode.c P its
P main
& jwagrunner committed 1 minute age | Verified 1 parent 5426bde  commit 98c96bCCOTAaD52c3232c212509FGFEF3aa82635
Showing 1 changed file with 2 additions and 0 deletions. Split  Unified
v 42w src/kem/RLCE/rlceCode.< (B
2 -96,10 +96,1. int crypto_ken_encapsulate_KAT(uints_t *ct,uints_t *ss,

(uints

capsulate: s:

05_KEM_RLCE_length_secret_key);

har *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,message, mlen) s
if (ret<d) return (DQS_STATUS) ret;

Note: Used line 98 above to create line 99, and used line 103 to create line 104 in this

Commit.

Step 690: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 691: Executed the following:

t_kem rlce
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Step 692: Then executed:

Step 693: edited the file libogs/tests/test kem.c:

Update test_kem.c Browse files
¥ main
W jwagrunner committed now | Verified 1 parent 98c9sbc  commit f2alfdBSoad2c9@Se3c@B41a790a032168ce6704
Showing 1 changed file with 2 additions and 0 deletions. Split Unified
v T o2mm tests/test_kem.c (O

const char *method_name) {

00S_SUCCESS && memcmp(shared
Forintf(stderr, "ERROR: O

Note: Used lines 136, 137, and 141 above (see [4]) to help create the code in this

Commit.

Step 694: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
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$ ninja

Step 695: Executed:

e6fed
Open Quantum

e

end of
red s

Step 696: edited the file:

Update test_kem.c Browse files
¥ main
W jwagrunner committed now | Verified 1 parent f2alfds  commit 93feS57cb72838ala3036Ffa80cbe35467C15758

Showing 1 changed file with 1addition and 1 deletion. Split Unified

"HQC-256-"1}3
"HQC-256-", "RLCE"};

Step 697: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja
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Step 698: Executed:

41DBD2E1FFAL
DFA2@4

t the start
Using RLCEpad
befor

8100308,
FD@EDEDERE7

B. 4 E ]
= 000BBBAEOOLOBHEAOOEB0B0000600000000000005000000600000060000000000060000000000000600000060000000000000600000060000006000000)
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Step 700: edited the file:

Update riceCode.c

Browse files
P main
W jwagrunner committed 1 minute age | Verified 1 parent 93feSS7  commit £9188€D613C03DF208bEee047dB20568a7e12828
Showing 1 changed file with 2 additions and 0 deletions Split | Unified
v Fo2mm
+
8o
8 81
82
&3
5 5

Note: line 74 was copied and pasted at line 82 and modified for the Commit above. Also,

line 82 was copied and pasted at line 95 and modified for the Commit above.

Step 701: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 702: Executed:
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Step 703: edited libogs/tests/CMakeLists.txt

Update CMakelLists.txt
¥ main

W jwagrunner committed now | Verified

Showing 1 changed file with 3 additions and 0 deletions.

v -I* 3 mEEOD tests/CMakeLists.txt (O

kS €@ -64,6 +64,9 @@ set(API_TEST_DEPS ogs ${LIBM})
example_kem exanple_kem.c)
raries(example_kem PRIVATE ${API_TEST_DEPS})

64 64 add_exec

target_lin

@
a %

@

example_kem_rlce example_kem_rlce.c)
{API_TEST_DEPS})

67 + acd_exec

68  + target_l ries(example_kem_rlce PRIVATE

69+
67 70 add_execu kat_kem kat_kem.c)

71 target_link_libraries(kat_kem PRIVATE ${API_TEST_DEPS})

72

1 parent £9188fb

Browse files

commit 55d06537ebdl1e9357F592F33F842064¢@747Fadc

Split | Unified

Note: code from lines 64 and 65 was used to make the above code. See [4].

Step 704: edited the file libogs/tests/test cmdline.py:

Update test_cmdline.py
¥ main

W jwagrunner committed now | Verified

Showing 1 changed file with 1addition and 1 deletion.

oy (@

- tests/test_cmdl

irport sys

@ < o

5. filt 1
9 st.mark. param ‘program', ['example_kem', ‘example_sig'])
+ ‘program’, ['example_kem', 'example_sig', ‘example kem rlce'])
12 1e
11 11
12 12 cutable(program)],

1 parent 5546537

Browse files

commit ee2642bdd9F5F53A5TacETA5TebdsFcBdIBET11T

Split | Unified

Note: Used line 9 itself above to add the example kem rlce code (see [4])

366
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Step 705: Clicked “Create new file” (blue highlighted):

< @ @ github.com/wagrunner/libogs/tres/main/tests e % » 0@

O Search or jump to... /| Pullrequests Issues Marketplace Explore

% jwagrunner / libogs ' Public X Pin | ©Watch 0 v | % Fork 285 v | ¥ Sar 0 -

forked from open-quantum-safe/libogs

<> Code [% Pullrequests (® Actions [ Projects [0 wiki @ Security |~ Insights &3 Settings

P main -  liboqs / tests/ Go to file Add file ~
Create new file
This branch is 200 commits ahead, 37 commits behind open-quantum-safe:main. 11 Upload files ork ~
W iwagrunner Update test_cmdline.py ee2642b 1 minute ago XD History
KATs Update katsjson yesterday
constant_time Suppress constant time check for public matrix generation on Kyber AV.. 6 months ago
M CMakelists.oxt Update CMakelLists.txt 4 minutes ago

Step 706: Named the file “example kem rlce.c” (yellow highlighted below):

libogs / tests / Examn\e,kem,r\w-d in main Cancel changes

<> Edit new file & Preview Spaces ¥ 2 5 No wrap s

1

Note: This name is based off of “example kem.c” from libogs/tests/example kem.c (see

[4])
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Step 707: Copied lines 1 — 20 from “libogs/tests/example _kem.c” (see [4]), and pasted

them below:

liboqs / tests / example_kem _rice.c in main
<> Edit new file & Preview

example_kem.c

Minimal example of & Diffie-Hellman-style post-quantum key encapsulation

SPDX-Llicense-Identifier: MIT

;

*
*
=
* implemented in libogs.
*
*
8.’

[ R Y e N

=)

18  #include <stdbocl.h>
11  #include <stdio.h>
12 #include <stdlib.h:
13 #include <string.h:

14
15  #include <ogs/ogs.h>

16

17  /* Cleaning up memory etc */

18 wvoid cleanup_stack{uint3_t #®secret_key, size_t secret_key_len,

19 uint8_t *shared_secret_e, uint8_t *shared_secret_d,
28 size_t shared_secret_len);

Step 708: Copied lines 41 — 84 from “liboqs/tests/example kem.c” (see [4]), and pasted

them below 1n lines 22 — 65 below:
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58
59
68
el
62
63

B85

stetic OQS_STATUS example_stack(vold) {

#ifndef OQS_ENABLE_KEM_frodokem_649_ass // if FrodoKEM-84@-AES was not enabled at compile-time

printf{"[example_stack] 0Q5_KEM_frodokem_g4¢ ses wss not enabled at "
“compile-time.\n");
return 0Q5_ERROR;
#Felse
uint8_t public_key[0Q5_KEM_frodokem_s4@ sesz_length_public_key];
uint8_t secret_key[0Q5_KEM_frodokem_gd4@ sez_length_secret_key];
uint8_t ciphertext[0Q5_KEM_frodokem_648 aes_length_ciphertext];
uint8_t shared_secret_e[0Q5_KEM_frodokem_648 ases_length_shared_secret];
uint8_t shared_secret_d[0Q5_KEM_frodokem_648 ases_length_shared_secret];

0QS5_STATUS rc = OQ5_KEM_frodokem_64@_aes_keypair(public_key, secret_key);
if (rc != OQS_SUCCESS) {
fprimtf(stderr, "ERROR: 0Q5_KEM_frodokem_s64d_zes_keypair failed!\n");
cleanup_stack(secret_key, OQS_KEM_frodokem _648_ses_length_secret_key,
shared_secret_e, shared_secret_d,
0Q5_KEM_frodokem_648_aes_length_shared_secret);

return OQ5_ERROR;
T
rc = OQS_KEM_frodokem_£48_aes_encaps(ciphertext, shared_secret_e, public_key);
if {rc != OQS_SUCCESS) {
fprintf(stderr, "ERROR: OQ5_KEM_frodokem_s£4@_szes_encaps faliled!\n");
cleanup_stack(secret_key, 0O05_KEM_frodokem £49_ses_length_secret_key,
shared_secret_e, shared_secret_d,
0Q5_KEM_frodokem_648_ges_length_shared_secret);

return OQ5_ERRCR;
¥
rc = OQ5_KEM_frodokem_£48_aes_decaps(shared_secret_d, ciphertext, secret_key);
if {rc != OQS_SUCCESS) {
fprintf({stderr, "ERROR: 0Q5_KEM_frodokem_648_ses_decaps failed!\n"};
cleanup_stack(secret_key, OQS_KEM_frodokem_648_ses_length_secret_key,
shared_secret_e, shared_secret_d,

005_KEM_frodokem_64@_aes_length_shared_secret);
return OQ5_ERROR;
¥

primtf({"[example_stack] 0Q5_KEM_frodokem_g4@_aes operations completed.in™);

return OQS_SUCCESS; f/ success!

#endif

H
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Step 706: Copied lines 156 — 170 from “libogs/tests/example _kem.c” (see [4]), and

pasted it in the lines below:

int main{void) {
if (example_stack() == 0Q5_SUCCESS && example_heap() == 0Q5_SUCCESS) {

o o h
=1 I

g return EXIT_SUCCESS;
7a T else {
71 return EXIT_FAILURE;
72 T
73 r
74
75  wold cleanup_stack({uintd_t #*secret_key, size_t secret_key_len,
76 pintd_t #*shared_secret_e, uintd_t *shared_secret_d,
77 size t zhared_secret_len) {
78 005_MEM_cleanse(secret_key, secret_key_len);
79 005_MEM_cleanse(shared_secret_e, shared_secret_len);
24 O05_MEM_cleanse(shared_secret_d, shared_secret_len);
81 ¥
gz |

Step 707: Clicked “Commit new file”.

Step 708: edited the file:

« C @ github.com/jwagrunner/libogs/bleb/main/tests/example_kem _rice.c 2 * #» 0 ﬂ

O Search or jump to... Pull requests Issues Marketplace Explore

% jwagrunner / libogs ' public X Pin | ©Watch 0 ~ Y Fork 285 - % Star 0~

forked from open-quantum-safeflibogs

<> Code I Pullrequests () Actions [ Projects [0 Wiki () Security [~ Insights 8 Settings

¥ main +  libogs / tests / example_kem_rlce.c Go to file
& iwagrunner Create example_kem _rlce.c Latest commit d688z4e 4 minutes ago &) History
Ax1 contributor

81 lines (7@ sloc) | 2.78 KB Raw  Blame VRN "]

1y

* exanple_kem.c

4 = Minimal example of a Diffie-Hellman-style post-quantum key encapsulation



The changes I made:

Update example_kem_rice.c

¥ main

W jwagrunner committed now | Verified

Showing 1

changed file with 7 additions and 7 deletions.

tests/example_kem_rice.c (G}

€8 -20,16 +20,16 @@ void cleanup_stack{uint8_t *secret_key, si

size_t shared_secret_len);

005_STATUS example_stack({voic) {
- #ifndef DQS_ENABLE_KEM frodokem 648 aes // if FrodoKEM-648-AES wss not enabled st compile
“[example_stack] DQS_KEM_frodoken 648_aes was not enabled at

sas not enabled at compile-time

"[example_stack] 0QS_ENABLE KEM_rlce ricevl was not emabled at -
“compile-time.\n");

return 0QS_ERROR;

2else
- uint8_t public_key[00S_KEM frodoken 640 acs_length public_key];

- uint8_t secret_key[00S_KEM_frodoken_640_oes_length_secret_key];

- uint8_t ciphertext[00S_KEM frodoken_640_aes_length_ciphertext];

- uints_t shared_secret_e[0Q5_KEM_frodoken_640_aes_length_shared_secret];
- uints_t shared_secret_d[0Q5_KEM_frodoken_640_aes_length_shared_secret];
- uints t public_key[0QS_KEM RLCE_length_public_keyl;

+ uints_t secret_key[0QS_KEM_RLCE_length_secret_keyl;

- uints_t ciphertext[0QS_KEM RLCE_length_ciphertextl;

+ uints_t shared_secret_e[0QS_KEM_RLCE_ length_shared secret];

shared_secret_d[0QS_KEM_RLCE_length_shared_secretl;

0Q5_STATUS rc = 00S_KEM_frodokem_648_aes_keypair (public_key, secret_key);
if (re 1= OQS_SUCCESS) {

371

Browse files

1 parent d68Be4e  commit 4F22824c6555297bbfB4e6aacT CF7dO5FIITSTE

Split | Unified

Note: The RLCE code is from variables from lines 24, 38 — 41 from rlceCode.c in my

libogs fork, which is also defined in lines 24 - 28 in rlce.h of my libogs fork.

Step 709: edited the file:

Update example_kem_rlce.c

¥ main

W jwagrunner committed now

Showing 1 changed file with 6 ad:

Verified

ions and 6 deletions.

tests/example_ken_rice.c (5]

@8 -31,18 +31,18 @@ static 0QS_STATUS example_stack(void) {

uint8_t shared_secret_e[0QS_KEM_RLCE_length_shared_secretl;
uintB_t shared_secret_d[0QS_KEM_RLCE_length_shared_secretl;

0QS_STATUS rc = DQS_KEM_frodoken_648_aes_keypair (public_key, secret_key);
0QS_STATUS rc = crypto_kem_keygenerate(public_key, secret_key);
if (re 1= 0QS_SUCCESS) {
fForintf(stderr, "ERROR: 00S_KEM frodoken 640 ses keypain failed!\n");
Cleanup_stack(secret_key, 0QS_KEM_ frodokem_640_aes_length_secret_Key,
fprintf(stderr, "ERROR: crypto_kem_keygenerate failec!in®);
cleanup_stack(secret_key, 0QS_KEM_RLCE_length_secret Key,
shared_secret_e, shared_secret_d,
005_KEM_frodoken_640_ses_length shared_secret);
00S_KEM_RLCE_length_shared_secret);

return 005_ERROR;

= 0QS_KEM_frodoken_648_aes_encaps(ciphertext, shared_secret_e, public_key);

rc = Crypto_kem_encapsulate(ciphertext, shared_secret_e, public_key);

Browse files

1 parent 4f2202d  conmit 3d874eS4af7595a264e6ab53ened5Bae313caadc

Split  Unified



aa 44 if (rc 1= 0QS_SUCCESS) {
as tf(stderr, "ERROR: 0QS_KEM_frodoken_640_ses_encaps failed!\n");
a5 4 derr, "ERROR: crypto_kem_encapsulate faile
% 26 .y, DQS_KEM_frodoken_640_aes_leng’
a7 L cret_e, shared_secret_d,
2 4 _KEM_frodoken_648_ses_length_s
v
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Note: Line 26 and 28, 31 — 32 from rlce.h of my libogs fork was used to help make the

changes above (also same as code in lines 39, 41, 43 — 44 in rlceCode.c of my libogs

fork.

Step 710: edited the file:

Update example_kem_rlce.c

¥ main

W jwagrunner committed now  Verified 1 parent 3d874e9

Showing 1 changed file with 4 additions and 4 deletions.

L ic 0QS_STATUS example_st:

23 23 r ncapsulate (ciphertext, shared secret_e, public_key);

a4 aa if {rc 1= 00S_SUCCESS) {

a5 a5 #orintf(stderr, "ERROR: crypto_kem_encapsulate failed!\n");

a5 Cleanup_stack(secret_key, 0QS_KEM_ frodoken_648_ses_length_secret key,
% - cleanup_stack(secret_key, OQS_KEM_RLCE length_secret_key,

a7 a7 shared_secret_e, shared_secret d,

a8 - 005_KEM_frodoken_648_aes_length_shared_secret);
8 . 005_KEM_RLCE_length_shared_secret);
29
50 return 00S_ERROR;

51 51 }

52 - rc = 0QS_KEM_frodoken_646_ass_decaps(snared_secret_d, ciphertext, secret_key);
52 + rypto_ken decapsulate (shared_secret_d, ciphertext, secret key);

53 53 if {rc 1= 00S_SUCCESS) {

54 #(stderr, "ERROR: 0QS_KEM_frodoken 640_ses_decaps failed!\n"};
54+ F(stderr, "ERROR: Crypto_kem_decapsulate failedl\n”);
5 cleanup_stack(secret_key, 0QS_KEM_frodoken_640_ses_1 cret_key,
5 ret_e, shared_secret_d,

00S_KEM_frodoken_640_ses_length_shared_secret);

Browse files

conmit 1bc7900952801083130Fa230208793cdcsed16e]

Split | Unified

Note: lines 26, 28, and 33 from rlce.h of my libogs fork was used to help change code

above to variables from those lines (same as code from lines 39, 41, and 45 from

rlceCode.c of my libogs fork).



Step 711: edited the file:

Update example_kem_rlce.c Browse files
B main
& jwagrunner committed now | Verified 1 parent 167308 conmit 9780208edo974S0116972727 0772627093090
Showing 1 changed file with 4 additions and 4 deletions. Split Unified

« P s mmmm tests/exempie_ken_rice.c (G}

kA tic 0QS_STATUS example_stack(void)
2 52 late(shared_secret_d, ciphertext, secret_key);
54 54 Forintf(stderr, "ERROR: Crypto_kem decapsulate failedln");
55 - cleanup_stack(secret_key, 00S_KEM_frodoken 640 aes_length_secret Key,
55+ cleanup_stack(secret_key, 0QS_KEM_RLCE length secret_key,
shared_secret_e, shared_secret_d,
57 - 005_KEM_frodoken_640_aes_length_shared_secret);
57+ 0QS_KEM_RLCE_length_shared_secret);
return 0QS_ERROR;
60 60 3
61 - printf(*[exanple_stack] 0Q5_KEM frodokem_640_ses operations comp]
61 printf("[example_stack] 0QS_ENABLE KEM_rilce rlcewl operations <o
2 62
63 return 00S_SUCCESS; // success
” 4 dendif
¥
67 int r
68 == 0S_SUCCESS 8 exanple_heap() == 0QS_SUCCESS) {
68 == 00S_SUCCESS) {
XIT_SUCCESS;
) o
return EXIT_FAILURE;
¥

Note: Lines 24, 26 and 28 from rlce.h of my libogs fork was used to help make the

changes above (also same as lines 24, and 39, 41 from rlceCode.c of my libogs fork).

Step 712: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja
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Step 713: Executed:

Step 714: edited the file:

€« O T T e e 2+ 0@ :

O Search or jump to... /| Pullrequests Issues Marketplace Explore

% jwagrunner / libogs ' Public 4 Pin @ Watch 0 ~ - T Star 0 -

forked from open-quantum-safe/libogs
<> Code [ Pullrequests ( Actions [ Projects 00 Wiki @ Security |~ Insights &3 Settings
F main ~ | libogs / tests / example_kem _rlce.c Go to file
W iwagrunner Update example_kem_rice.c Latest commit 9£30208 25 minutes ago %) History

Ax 1 contributor

]
[=

81 lines (76 sloc) | 2.55 KB Raw  Blame & ~

Step 715: Made space between lines 20 and 22:

Before:

28 size_t shared_secret_len);
21
22 stetic OQ5_STATUS example_stack(wveold) {
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28 size_t shared_secret_len);
21

22

23

24

25 |

26 stetic OQS_STATUS example_stack(wvoid) {

Step 716: Copied lines 22 - 24 from “libogs/tests/example_kem.c” (see [4]), and pasted it

in lines 22 — 24 below:

22 woild cleanup_heap(uint&_t #*secret_key, uintd_t #*shared_secret_e,
23 uintd_t *shared_secret_d, uintd_t *public_key,
24 uint&_t *ciphertext, 005_KEM *kem);
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Step 717: Copied lines 95 — 154 from “libogs/tests/example kem.c” (see [4]), and pasted

them starting at line 71 below (had to first push everything from line 71 and all lines

below that line by one line):

71
72
73
74
75
76
77
78
79
8@
81
82
83
B4
85
86
87
88
89
9@
91
92
93
94
95
96
97
98
99
1lea
181
182
183
184

185
186
187
188
189
118
111
112
113
114
115
116
117
118
119
128
121
122
123
124
125
126
127
128
129
138

static OQS_STATUS example_heap{void) {

0OS_KEM *kem = NULL;
uint8_ t *public_key = MULL;
uint8 t *secret_key = HULL;
uint8_t *ciphertext = HULL;
uint&_t #*shared_secret_e = NULL;
uint&_t #*shared_secret_d = MNULL;

kem = 0QS_KEM_new(0Q5_KEM_alg_frodokem_64@_zes);
if (kem == NULL) {
printf (" [example_heap] OQ5_KEM_frodokem_648_ses was not enabled at ™
“compile-time.\n");
return 0Q5_ERROR;

public_key = malloc(kem->length_public_key);

secret_key = malloc(kem->length_secret_key);

ciphertext = malloc(kem->length_ciphertext);

shared_secret_e = malloc(kem->length_shared_secret);

shared_secret_d = malloc(kem->length_shared_secret);

if ((public_key == NULL) || (secret_key NULL) || {ciphertext == WULL) |
(shared_secret_e == NULL) || {shared_secret_d == MULL}) {
fprintf(stderr, "ERROR: malloc failed!'n"};
cleenup_heap(secret_key, shared_secret_e, shared_secret_d, public_key,

ciphertext, kem);

return OQS5_ERROR;

0Q5_STATUS rc = 0QS_KEM_keypair(kem, public_key, secret_key);
if (rc != 0QS_SUCCESS) {
fprintf(stderr, "ERROR: OQS_KEM_keypair failed!\n");
clesnup_heap(secret_key, shared_secret_s, shared_secret_d, public_key,
ciphertext, kerr};|

return OQ5_ERRCOR;

rc = 0Q5_KEM_encapsikem, ciphertext, shared_secret_e, public_key);
if (rc !'= DOS_SUCCESS) {
fprintf(stderr, "ERROR: OQS_KEM_encaps failed!n"};
cleanup_heap(secret_key, shared_secret_e, shared_secret_d, public_key,
ciphertext, kem);

return 0Q5_ERROR;
H
rc = 0Q5_KEM_decaps(kem, shared_secret_d, ciphertext, secret_key);
if (rc != DQS_SUCCESS) {
fprintf{stderr, “ERROR: OQS_KEM_decsps failed!n");
cleanup_heap(secret_key, shared secret_e, shared_sec
ciphertext, kem);

public_key,

return 0QS_ERROR;

printf{"[example_heap] OQS_KEM_frodokem_649_aes operations completed.\.n");
cleanup_heap(secret_key, shared_secret_e, shared_secret_d, public_key,
ciphertext, kem);

return OQS_SUCCESS; // success
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Step 718: Copied lines 172 — 183 from “libogs/tests/example _kem.c” (see [4]), and

pasted them starting at line 148 below:

148  woid cleanup_heap(uint&_t #*secret_key, uintd_t *shared_secret_e,
149 uintg_t *shared_secret_d, uvintd_t *public_key,
158 uintg_t *ciphertext, OQS_KEM *kem) {

151 if (kem != NULL) {

152 0Q5_MEM_secure_fres(secret_key, kem-»length_secret_key);
153 0Q5_MEM_secure_fres(shared_secret_s, kem-»length_shared_secret);
154 0Q5_MEM_secure_fres(shared_secret_d, kem-:length_shared_secret);

155 }
156 0Q5_MEM_insecure_free(public_key);
157 0Q5_MEM_insecure_free(ciphertext);
158 0Q5_KEM_fres(kem);

159

Step 719: Clicked Commit changes button. The following appears for what I committed:

Update example_kem_rlce.c Browse files
¥ main
&Y jwagrunner committed now  Verified 1 parent 388208  commit 2e1478d2c873fB8dedc568023c6a10c25c67F891d
Showing 1 changed file with 78 additions and 0 deletions. Split  Unified

& @@ -19,6 +19,10 @@ void cleanup_stack(uint8_t *secret_key, size_t secret_key_len,
19 19 uintB_t *shared_secret_e, uint8_t *shared_secret_d,
2 20 size_t shered_secret_len);

1 1

22+ void cleanup_heap(uints_t *secret_key, uints t *shared_secret_e,

3. uints_t *shared_secret_d, uints_t *public_key,
EZ uints_t =ciphertext, 0Q5_KEM skem);
5
22 26 static 0QS_STATUS example_stack(void) {
23 27 #ifndef 0QS_ENABLE_KEM_rlce_rlcevl // if RLCE was not enabled at compile-time
2 28 printf(“[exanple_stack] 00S_ENASLE KEM rlce_rlcevl was not enabled st *
&
&S @@ -64,6 +68,67 8@ static 00S_STATUS example stack(void) {
6 65 #enaif

65 6 1



72
73
74
75
75
77
78
79
82
81
82
83
B4
85
85
87
88
]
£
21
22
93
94
95
S
o7

126
127
128
129
130
131
132
133
134

159

+ static

e -79,3

+ void cle;

0Q5_STATUS example_heap(void) {
0QS_KEM *kem = NULL;

uint8 t *public_key = NULL;
uints t *secret_key - NULL;
uints t sciphertext = NULL;
uints t *shared_secret e =

uints_t *shared_secret d =

kem = 00S_KEM_new(0QS_KEM_alg_frodoken_640_aes);
if (kem == NULL) {
printf("[example_heap] 0QS_KEM_frodokem 648_aes was not enabled at "
"compile-time.\n");
return 0QS_ERROR;

public_key = malloc(kem->length_public_key);

secret_key = malloc(ken->length_secret_key);

ciphertext - malloc(ken->length_ciphertext);

shared_secret_e - malloc(kem->length shared_secret);

shared_secret_d = malloc(kem->length shared secret);

if ((public_key == NULL} || (secret_key == MULL) || (ciphertext == nuLL) ||
(shared_secret_e nULLY) {

fprintf(stderr, "ERROR: malloc failed!\n");

NULL) || (shared_secret g

cleanup_heap(secret_key, shared_secret_e, shared_secret_d, public_key,

ciphertext, kem);

return 0QS_ERROR;

0Qs_STATUS rc = 0QS_KEM keypair(kem, public_key, secret_key);

if (rc 1= 0Q5_SUCCESS) {
Fprintf(stderr, "ERROR: 0QS_KEM keypair failed!\n");
cleanup_heap(secret_key, shared_secret_e, shared_secret_d, public_key,

ciphertext, kem);

return 00S_ERROR;
T
rc = 0QS_KEM_encaps(kem, ciphertext, shared_secret_e, public_key);
if (rc != DQS_SUCCESS) {

Fprintf(stderr, "ERROR: 0QS_KEM_encaps failed!\n");

cleanup_heap(secret_key, shared_secret_e, shared_secret_d, public_key,

ciphertext, kem);

return 0QS_ERROR;

¥

rc = 005_KEM_decaps(ken, shared_secret_d, ciphertext, secret_key);

if (rc 1= 0QS_SUCCESS) {
fprintf(stderr, "ERROR: 0QS_KEM_decaps failed!\n");
cleanup_heap(secret_key, shared_secret e, shared secret d, public_key,

ciphertext, kem);

return 0QS_ERROR;

printf("[exanple_heap] O0QS_KEM_frodokem_640_ses operations completed.\n");

cleanup_neap(secret_key, shared_secret_e, shared_secret_d, public_key,

ciphertext, kem);

return 0QS_SUCCESS; // success

) {

iF (example_stack() == OQS_SUCCESS) {
return EXIT_SUCCESS;

+144,16 @8 void cleanup_stack(uints t *secret key, size t secret_key len,
0QS_MEM_cleanse(shared_secret_e, shared_secret_len);

0QS_MEM_cleanse (shared_secret_d, shared_secret_len);

anup_heap(uints_t *secret_key, uints_t *shared_secret_e,
uint8_t “shared_secret_d, uint8_t *public_key,
uints_t *ciphertext, 0QS_KEM *kem) {
if (kem 1= NULL) {
00S_MEW_secure_fres(secret_key, kem->length_secret_key);
00S_MEN_secure_fres(shared_secret_e, ken->length_shared_secret);
00S_MEN_secure_fres(shared_secret_d, kem->length_shared_secret);
b
0QS_MEM_insecure_free(public_key);
005_MEM_insecure_free(ciphertext);
0Q5_KEM_frea(kem);

378



379

Step 720: edited the file:

Update example_kem_rlce.c BT

¥ main

W jwagrunner committed oW | Verified 1 parent 2614780 commit @2dafccAcaBcdsfesef50es244d9dnc3a48560e9
Showing 1 changed file with 4 additions and 4 deletions. Split Unified

v % s mmmmo tes

2 @8 -76,9

72
@ 8o
81 o] 0QS_KEM_frodokem_640
81 »] 0QS_ENABLE_KEM_rice r
2 s ;
&3
3
T -
& 8 122,15 +122,1: atic 00S_STATUS example_heap(void) {
122 122 return 005_ERROR;
bl
125 heap]  0QS_KEM_frodoken_640_:
125
29 return 00S_SUCCESS;
30 ¥
32 2
133 == 0gs_success) {

133+ if (e () == 00S_SUCCESS| && example_heap() == 005_SUCCESS) {
34 IT_success;

return EXIT_FAILURE;

Note: Lines 24 and 32 from rlceCode.c of my libogs fork are used to help make changes
to lines 81 and 125, and line 79, respectively (Lines 81 and 125 changes above are also
defined on line 24 in rlce.h of my libogs fork). Also copied code from line 157 from

“liboqgs/tests/example kem.c” (see [4]), and pasted it in line 133 (yellow highlighted).

Step 721: Executed:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja



https://github.com/jwagrunner/liboqs.git

Step 722: Executed:

pto_kem_en

psulate K
cpsulate, ret

apsulate:
apsulate_|

pto_kem decapsulate,

pl 0QS_EMNABLE_KEM r

380

_rlce

completed.

completed.



Step 724: edited the file:

Update rlceCode.c

¥ main

& jwagrunner committed now | Verified

1 parent 82dafcc

Showing 1 changed file with 12 additions and 12 deletions.

~ & 24 WEEE src/kem/RLCE/r1ceCode. ¢ (D

7 7
72 72
73 73
7

74

7 75
7 76
77 77
7 78
79 79
0 80
E 81
82

82

83 83
84 84

£ 85

89 89
%0 98
a1 o1
92
92
a3 93
En
95
96
9
95
9
7 57
98 B
%9 99
00 190
101
161
102 102
103 103
104 104
185 105
106
186
107 107
108 108
105 109
18 118
m
112
m
112
1z 113
14 114
115
1217
1218 1218
1219 1219
1220
1238
1221 1221
1222 1232
1223 1223
1224
1224
1235 1235
1226 1226
1227 1227

@8 -71,15 +71,15 @@ int crypto_kem_keygenerate KAT(uints_t *pk, uints_t *sk, const unsigned char *ra
b

0QS_APT 0QS_STATUS crypto_kem_encapsulate(uints_t *ct,uints_t *ss,const uints_t *pk) {
printf("At the start of crypto_kem_encapsulate: ss = %u\n", *ss);
Fdprintf("At the start of crypto_kem_encapsulate: ss = %u\n", *s5);
unsigned char seed[00S_KEW_RLCE_length_random bytes];
randombytes(seed, 00S_KEH_RLCE_length_random bytes);
return (0QS_STATUS) crypto_kem_encapsulate_KAT(Ct,ss,pk, (const unsignes char®)seed);

int crypto_kem encapsulate KAT(uint8_t *ct,uint8_t *ss,

const uint8_t *pk,const unsigned char *randemness) {
printf("At the start of crypto_kem encapsulate KAT: ss = %u\n", *ss);

FlprintF("At the start of crypto_kem_encapsulate KAT: ss
int ret

= %u\n", *ss);

RLCE_public_key_t RLCEpk=82pk(pk, OQS_KEM_RLCE_length_public_key);
if (RLCEpk==NULL) return -1;

@@ -89,27 +89,27 @@ int crypto kem encapsulate KAT(uintd t *ct,uints_t =ss,
unsigned long long ctlen=0QS_KEM_RLCE_length_ciphertext;
unsigned char nonce[1];

ret=RLCE_encrypt(message, (un:

igned char *)randomness,0QS_KEM_RLCE_length_random_bytes,nonce,®,RLCEpk,ct,&ctlen);
printf("message befere freeing = %u\n", *message);

+  [dorintf("message before freeing = Xu\n", *message);

+

+

+

free(ressage);

printf("message after freeing = ¥u\n", *message);

printf("At the end of crypto_kem_encapsulate KAT: ss = Xu\n", *ss);
printf("At end of crypto_kem encacpsulate, ret = ¥d\n”, ret);
Fiprintf("message after freeing = %u\n", *message);

[fprintf("At the end of crypto_kem_encapsulate KAT: ss = %u\n", *ss);
[fAprintf("At end of crypto_kem_encacpsulate, ret = ¥d\n", ret);

return ret;

0QS_APT 0QS_STATUS crypto_ken_decapsulate (uint8_t *ss,const uint8_t *ct,const uints_t *sk) {
printf("At the start of cryto_kem decapsulat

55 = %uAn”, *ss);
[ffprintf("At the start of cryto_kem decapsulate: ss = %u\n", *ss);
int ret;

RLCE_private_key_t RLCEsk=B2sk(sk, 0QS_KEM_RLCE_length_secret_key);
if (RLCEsk==NULL) return (OQS_STATUS) -

unsigned char message[RLCEsk->paral61];

printf("unsigned char message in crypto_kem_decapsulate, message = %u\n”, "message);
fdprintf("unsigned char message in crypto_kem decapsulate, message = %u\n", *message);
unsigned long long mlen=ALCEsk->paral6];

ret=RLCE decrypt((unsigned char *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,message,&mlen);
if (ret<@) return (0QS_STATUS) ret;

Browse files

conmit 729720879ea220eb2a0346050340F 83606352041

spiit

Unified

memcpy(ss, message, 0QS_KEM_RLCE_length_shared secret);
printf("At end of crypto_kem_decapsulate: ss = %u\n", *ss);
printf("At end of crypto_kem decapsulate, ret = ¥d\n", ret);
ffprintf("At end of crypto_kem_decapsulate: ss = %u\n", ss);
Florintf("At end of crypto_kem decapsulate, ret = %d\n", ret);
return (0QS_STATUS) ret;

@@ -1217,11 +1217,11 @@ int RLCE encrypt(unsigned char msg(l,

if ((pk->para[8]

2) || (pk->para[8] == @)) { /* RLCEspad */
ret=RLCEspad(msg, pk-»>paral6],padded!se, paddedlen, pk,padrand,pk->paral8], e, useds@len);
printf("Using RLCEspad\n®);

Fiprintf(-Using RLCEspad\n”);
if (ret<®@) return ret;
} else { /= RLCEpad ((pk->para[9]

1) || (pk->para[s]

) =
ret=RLCEpad (msg, pk->paral6],paddedHss, paddedLen, pk, padrand, pk->para[8], 28, usededlen) ;
printf("Using RLCEpadin”);
Ffprintf("Using RLCEpad\n”);
if (ret<@) return ret;
T
if (m==10) ret=B2FE10(paddedisG,paddedlen, FE_vec);

381
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Step 723: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs
~/ogs-openss|$ python3 ogs-template/generate.py

$ ./Configure no-shared linux-x86_64 -Im -DOQS_DEFAULT_GROUPS=\"X25519:rlce:p256_rlce:ED448\"
$ make generate_crypto_objects

$ make

$ make test

$ sudo make install

Step 724: Executed the following:

~/ogs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA key -out dilithium2_CA.crt -nodes -
subj “/CN=ogstest CA” -days 365 -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj
“/ICN=o0gstest server” -config apps/openssl.cnf

~/ogs-openss|$ apps/openssl x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey
dilithium2_CA .key -CAcreateserial -days 365

~/ogs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3

Step 725: Logged into AWS instance from another local command prompt, and executed:
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Step 726: Hit ctrl-C for server, then executed for server:

$ apps/openssl s_server -cert dilithium2_sr rt -key dilithium2_srv y -www -tlsl_ 2

g default temp DH parameters

ACCEPT

Step 727: Then executed for client:

ups rlce -CAfile dilithium2_t

alert handshake failure

lable
te CA names sent

and written 5

dilithium2
default temp DH

7604096:error:1417A8C1:55L routines:tls post_pr

Step 728: After hitting ctrl-C for server, then executed:

~ in 18.88s

ir in 10.60s

r in 18.8es

WA

p
p
:
d




Step 729: edited the file:

Update test_kem.c
¥ main

W jwagrunner committed now  Verified 1 parent 7297a0a
Showing 1 changed file with 3 additions and 0 deletions.

v 43 mmEOD tests/test kem.c (5

atic 0QS_STATUS kem_test_correc

d = %u\n", shar

& = %u\n", shar

Step 730: Executed both:

Jusr/local/lib$ sudo rm libcrypto.a

Jusr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

ned int?,

ned int?, but

Use the above output to make the following changes:

commit cdcfdS0582240e998an150cB7F55FF2398nF

ument 2

Browse files

Split

Unified
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Step 731: edited the file:

¢« C & github.com/jwagrunner/libogs/blob/main/tests/test_kem.c 2 %+ » 0@

O Search or jump to... Pull requests Issues Marketplace Explore

% jwagrunner / liboqs ' public R Pin | OWach 0 v ¥ Fork 284 - | TF Star 0 | ~

forked from open-quantum-safe/libags

<> Code ]9 Pullrequests ( Actions [ Projects [0 wiki @ Security |~ Insights &3 Settings
# main ~  liboqs / tests / test_kem.c Go to file
W9 jwagrunner Update test_kem.c Latest commit cdcfdse 10 minutes ago &0 History
ascnibuos P U @O@E@H

272 Lines (234 sloc) | .86 kB Raw Blame 2 ~ @ T

Step 732: Modified lines 118 and 119 (yellow highlighted where I added both asterisks

and changed the colon to a semicolon):

I
Le]

printf("Shared sec

= =
= B
m
t
[= 1
n
k!
L.
3
¥

printf({"Shared sec

Step 733: Made space between lines 108 and 110 to add the following lines (copied from

lines 118 and 119):

114 printf("Shared secret d = %u\n", *shared_secret_d};
111 printf("Shared secret & = %¥u\n", *shared_secret_e);

Step 734: Made space between lines 100 and 102 to add the following lines (copied lines

again):
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=
[
=

printf{"Shared secret d = ¥u\n", *shared_secret_d);
printf("shared secret e = Bu\n", *shared_secret_e) ;.|

=
]
]

Step 735: Made space between lines 128 and 129. Then added all code in the below lines

(copied lines once again):

138 printf("shared secret d = Bu\n", *shared_secret_d);
131 printf("Shared secret & = Bu\n", *shared_secret_e):

Step 736: Clicked green Commit changes button. What I committed:

Update test_kem.c

Browse files
¥ main
W jwagrunner committed now | Verified 1 parent cdcidse  commit

Showing 1 changed file with 12 additions and 2 deletions. Split | Unified

vt 10 mmmm tests)test_ken.c (G

@@ -98,6 +98,0 @@ static 0QS_STATUS kem_test_correctness(const char *method_name) {
forintf(stderr, "ERROR: 0QS_KEM_keypair failed\n”);

goto err;

102+ “Shared secret d = Su\n”, *shared_secret_d);
103+ “Shared secret e = Su\n", shared_secret_e);
11 108
102 105 0Qs_TEST_CT_DECLASSIFY (public_key, kem->langth_public_key);
103 106 re = OQS_KEM_encaps (kem, ciphertext, shared_secret_e, public_key);
+ @ -106,6 +109,3 @@ static 005 _STATUS kem_test_correctness(const char method_name) {
109 forintF(stderr, "ERROR: 0QS_KEM_encaps failedin®);
10 goto err;
18 111 3
m .
13 . printf("Shared secret d = %u\n", *shared_secret_d);
14 . printe("Shared secret e = %u\n", “shared_secret_e);
19 s
1me 1 0Q5_TEST_CT_DECLASSIFY(ciphertext, ken->length_ciphertext)s
wm rc = 005_KEM decaps (ken, shared_secret_d, ciphertext, secret_key);
e @ -115,11 +121,15 @@ static 0QS_STATUS kem_test_correctness(const char *method_name) {
us goto err;
s 122 3
17 13
118 - printf("Shared secret d = u\n", shared_secret_d);
119 - print ", shared_secret_e):
14 . print("Shared secret d = ¥u\n", shared_secret d);
125 -+ printf("shared secret e = ¥\n", *shared_secret_e);
126 126
m 005_TEST_CT_DECLASSIFY(shared_secret_d, ken->length_shared_secret);
122 128 005_TEST_CT_DECLASSIFY(shared_secret e, kem->length_snared_secret);
120 .
130 -+ printf("shared secret d = \n", shared_secret_d);
m . print#("shared secret e = Xu\n", “shared_secret_e);
132 .+
133 ru = mencmp(shared_secret_e, shared_secret_d, kem->length_shared _secret);
134 2 (rv 1= 0) [
135 forintf(stderr, "ERROR: shared secrets are not equalin”);

Step 737: Executed the following:

$ rm -r libogs
$ rm -r ogs-openssl



$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 738: Executed:

_BUILD_TYPE=Release
2 PCLMULQDQ POPCNT

* that exists

Step 739: edited the file (Using my lines 102 and 103 previously, and modifying this

code):

Update test_kem.c Browse files

¥ main
W jwagrunner committed now  Verified 1 parent 369cd87  commit b@944ac@blllbdlid3cecle3latssads534968F3F
Showing 1 changed file with 3 additions and 0 deletions. Split | Unified

~ 3 3 EEEOC tests/test_kem.c [D

1

70 + rst mentioned Shared secret d -
. rst mentioned Shared secret e = *shared_secr

(shared_secret_e == NULL) || (shared_secret

387
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Step 740: edited the file (Used line 106 to make lines 109, 110, and 114):

Update rlceCode.c
B main

W jwagrunner committed now | Verified

Showing 1 changed file with 7 additions and 4 deletions.

sre/kem/RLCE/rlceCode . ¢ (0

3 @8 -92,23 +92,26 @@ int crypto_kem encapsulate KAT(uints_t *ct,uints_t *ss,

e before fre “me:

JIprintf("mess:

Free(message);

ng = %u\n",

age);

Jlprintf("message after fr u\n”, message);

- flprintf("At the end of crypto_kem_enc

%u\n”, *s
Fu\n", *ss);

sulate, ret = ¥d\n", ret);

+  printf("At the end of crypto_kem_encapsulate_KAT: s5 =
Jlprintf("At end of

urn ret;

ypto_kem_¢

0QS_APT 0QS_STATUS crypto_ken_decepsulate(uintB_t *ss,const uints_t *ct,const uintd_t *sk) {

ecapsulate: ss = Eu\n", ®ss

- flprintf("At the start of cr
11 .

) kem_

printf("At the start of cryto_kem decapsulate: ss = ¥u\n", *ss);
int ret;

RLCE_private_key_t RLCEsk=B2sk(sk, 0QS_KEM_RLCE_length_secret_key);
if (RLCEs] ULL) return (0QS_STATUS) -1;
message[RLCEsk->paral6]];

unsigned cha

106 - capsulate, message - %u\n", *message);
186 + printf("unsigned char message in crypto_kem decapsulate, message = Xu\n", “messege);

107 107 unsigned long long mlen=RLCEsk->paral5];
108 ret=RLCE_decrypt((unsigned char *)ct,005_KEM RLCE_length ciphertext,RLCEsk,message,anlen);

189 + printf("At the middle of cryto_kem_decapsulate: s3 = Xuln", *ss);

118 + printf("unsigned char message in crypto_kem_decapsulate part 2, message = ¥u\n", *message);
109 111 if (ret<d) return (DQS_STATUS) ret;
18 112 memcpy(ss, message, 0OS_KEM_RLCE length_shared secret);
m - f Crypto_kem_decapsulate: ss = %u\n“, *ss);

113+ printf("At end of crypto_kem decapsulate: ss = ¥u\n", *ss);

- nsigned char message in crypto_kem decapsulate part 3, message = Xu\n", “message);
112 1ntF("At end Of crypto_kem_decapsulate, ret )
113 return (0QS_STATUS) ret;
18 ¥
-

Step 741: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs
$ ninja

Browse files

1 parent b29dsac  commit 3b83BCEE7eE3dBE6OC3SCCFSee33n200d1EFFCEa

split | Unified
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Step 742: Executed the following:

ile options:
i fomi

d14ffc8a
Open Quantum

=Relea
S AVX AVX2 BM 3MI2 PCLMULQDQ POPCNT

that exists

Wfloat-equal; -k

389
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Step 744: Executed:

Hfloat-equal

build flags: _OPT_TARGET=auto

compile-time: |/ AVX AV

n

Step 745: Executed:

C
0Q5_OPT_T. ( E_BUILD_TYPE=Rele:
CPU exts compile-time: AES BMI1 BMI2 PCLMULQDQ POPCNT
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Step 746: Executed:

est_kem NTRU-H

loat-equal
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Step 748: edit the file:

Update rice.h Browse files

¥ main

& jwagrunner committed now  verified 1 parent 3b8a@d8  commit Cd638c248c05a304027a628¢24c9b2000418bb3C

Showing 1 changed file with 1 addition and 1 deletion. Split | Unified

v T 2 mmono sre/ken/RLCE/rice.h (E

0_ART 0QS_STATUS c. e(uints_t *pk, uintB_t *sk);

Note: Changed value to “32” after seeing this value in “liboqs/src/kem/bike/kem_bike.h”
(see [4]) and “libogs/src/kem/classic_mceliece/kem_classic_mceliece.h” (see [4]) for

their shared secret keys.

Step 749: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ./test_kem rice
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Step 750:

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs

~/ogs-openssl$ python3 ogs-template/generate.py

$ ./Configure no-shared linux-x86_64 -Im -DQOS_DEFAULT_GROUPS=\"X25519:rlce:ED448\"
~/ogs-openss|$ make generate_crypto_objects

$ make

$ make test

$ sudo make install

Step 751: Executed the following:

~/ogs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=ogstest CA” -days 365 -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl req -new -newkey dilithium?2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj
“/ICN=ogstest server” -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl| x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA..crt -CAkey
dilithium2_CA key -CAcreateserial -days 365

~/ogs-openss|$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3

Step 752: Executed for client (logged into AWS instance from another command
prompt):

$ apps/openssl s_client -groups rlce -CAfile dilithium2_ca.crt
CONNECTED( @000
’-IE fc

:internal erro tem/extensions_cln

cate available

No client certificate CA names sent

es and writte

-key dilithil y -www -tls

4
ad_bytes:tlsvl alert internal error frecord/rec_lay




Step 753: Hit ctrl-C, then executed for server:

$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_2

Using default temp DH parameters

ACCEPT

Step 754: Executed for client:

CAfile dilithium2

SL routin 3 hake failur

sent

and written

Step 755: What appears for server (bottom line new):

default temp DH parameters

or:1417A8C1:

Step 756: Executed for server again:

Step 757: Executed for client:

394



sen
tes and written

(NONE)
NOT sup

t sent
@ (ok)

At the end o
148E 5 54
numbe:

Step 758: Executed:

395

ups rlce -

statem/extensions

/1 alert internal error:ssl/reco

‘openssl speed r

What appears at end (did not include all):

At the end
t the end

unsigned char mes
At the middle of

psulate
ypto_kem d
o_kem_decapsulat

W o e

=]
W0

Ir]

p

oW @
=]

RG]

b=]
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Step 759: edited the file:

Update rlce.h Browse files

P main
& jwagrunner committed now  Verified 1 parent cd638c2  conmit 6442389a947d6ee23fa43e43FF3C3C533F08aTFF
Showing 1 changed file with 1 addition and 1 deletion. Split | Unified
v o2mm

e
005 _Kem
0Q5_APT 005_STATUS

nerate(uints_t *pk, uintd_t ®sk);

Step 760: edited the file:

Update rlceCode.c BT
¥ main
W& jwagrunner committed now | Verified 1 parent 6442389  commit 2cfal3fFSed6548e34caficonBedTeTECrCC2208
Showing 1 changed file with 3 additions and 0 deletions. Split  Unified
v 3mmm
.

u 13 (ret<@) return (0QS_STATUS) ret;
118
12 15
13 1
1 £t e \n, =
53

Note: Received the above “%]llu” code on line 108 from source [52]. Also used lines 109
and 119 from rlceCode.c of my libogs fork for lines 112 and 114 above. Also used line

116 from rlceCode.c of my libogs fork for adding line 108 above.

Step 761: Executed:

Jusr/local/lib$ sudo rm libcrypto.a

Jusr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.qit
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$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs
~/ogs-openss|$ python3 ogs-template/generate.py

$ ./Configure no-shared linux-x86_64 -Im -DQOS_DEFAULT_GROUPS=\"X25519:rlce:ED448\”
~/ogs-openssl$ make generate_crypto_objects

$ make

$ make test

$ sudo make install

Step 762: Executed the following:

~/ogs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA key -out dilithium2_CA.crt -nodes -
subj “/CN=ogstest CA” -days 365 -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl req -new -newkey dilithium?2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj
“/ICN=o0gstest server” -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl| x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA..crt -CAkey
dilithium2_CA key -CAcreateserial -days 365

~/ogs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3

Step 763: Executed the following for client (logged into AWS instance from another

command prompt):

y_share:internal error atem/extensions_clnt.c:2815:
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Step 765: edited the file:

Update rlce.h Browse files

¥ main

W& jwagrunner committed now | Verified 1 parent 2¢fal3f  commit cBdab7eaSebl3fbIecd7B3ddIadead15ac4a9671
Showing 1 changed file with 1 addition and 1 deletion. Split Unified

© 2 WM src/kem/RLCE/rIce.h (6]

Step 766: Executed:

Jusr/local/lib$ sudo rm libcrypto.a

/usr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs
~/ogs-openssl$ python3 ogs-template/generate.py

~/ogs-openssl$ ./Configure no-shared linux-x86_64 -Im -DQOS_DEFAULT_GROUPS=\"X25519:rice:ED448\"
~/ogs-openssl$ make generate_crypto_objects

~/ogs-openss|$ make

~/ogs-openss|$ make test

~/ogs-openssl$ sudo make install

Step 767: Executed:

~/ogs-openssl$ apps/openssl req -x509 -new -newkey dilithium2 -keyout dilithium2_CA.key -out dilithium2_CA.crt -nodes -
subj “/CN=ogstest CA” -days 365 -config apps/openssl.cnf

~/ogs-openssl$ apps/openssl req -new -newkey dilithium2 -keyout dilithium2_srv.key -out dilithium2_srv.csr -nodes -subj
“/ICN=o0gstest server” -config apps/openssl.cnf

~/ogs-openssl$ apps/openss| x509 -req -in dilithium2_srv.csr -out dilithium2_srv.crt -CA dilithium2_CA.crt -CAkey
dilithium2_CA .key -CAcreateserial -days 365

~/ogs-openssl$ apps/openssl s_server -cert dilithium2_srv.crt -key dilithium2_srv.key -www -tls1_3
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Step 768: Executed for client (logged into AWS instance in another command prompt):

CAfile dilithium
CONNECTED(@0a00603

tatem/extensio

no peer certificate

handsh
ficatiol

return code: @ (ok

ulate 113 4
L routine s:tlsvl alert internal error:ssl/record/rec

CMAKE_BUILD_TYPE-Release
BMI1 BMI2 PCLMULQDQ POPCNT




400

Step 770: edited the file:

Update riceCode.c TS
¥ main
Wy jwagrunner committed Now | Verified 1 parent cBdabZe  commit
Showing 1 changed file with 1 addition and 1 deletion. Split  Unified
v 3 2mm src/kem/RLCE/r1ceCode.c (5

@@ int crypto_kem_encapsulate KAT(uint8 t *ct,uint8_t

Step 771: Executed:

Jusr/local/lib$ sudo rm libcrypto.a

/usr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|
$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ./test_kem rice

Hloat-equal

47
sulate, message
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Step 772: edited the file:

Update rlceCode.c

Browse files
¥ main
W jwagrunner committed now | Verified 1 parent 3cdfbed  comnit 45182alacchBbA3cB2a5a78S5EFABTAIIC56Fack
Showing 1 changed file with 1 addition and 0 deletions. Split | Unified
v i src/kem/RLCE/riceCode.c [
* 15,6 +11 PT 00S_STATUS crypto_kem_dec t, const u
1s a5 0Qs_KEN_RLCE_length_shared,
16 116
17 17 t3, & sage)
118
18 119
119 o
120 ¥

Used line 109 and 121 from rlceCode.c of my libogs fork to add the above code.

Step 773: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja
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Step 774: Executed:

info

loat-equal;

Step 775: edited the file (used line 115 and line 117 below to help with this change):

Update rlceCode.c Browse files

P main

W jwagrunner committed 1 minute ago  Verified 1 parent 4518222  commit 56! €6d122036bBc FalBF59:

Showing 1 changed file with 1 addition and 1 deletion. Split  Unified
v 2mm
L ulate(uints_t *s *ct,const ui
us 1 message, 0Q5_KEF 5
s 116 nd of crypto_k
ur oz art 3, message = ¥u\n", *message);

Step 776: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja
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Step 777: edited the file:

Update riceCode.c
¥ main

W jwagrunner committed now | Verified

Showing 1 changed file with 1 addition and 2 deletions.

rc/kem/RLCE/FleeCode. ¢ [

115,12 +115,11 (uint8_t *ss,const uints_t =

APT 0QS_STATUS cr

ss, message, 0QS_KEM_RLCE_length_shared_s

pto_kem_decapsulate:

d char message in cr part 3, message = ¥u\n", *message);

vtes[], nt Blen,

sdded[], unsig

ed int paddedlen,

Step 778: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../Jogs-openssl/ogs ..
$ ninja

Step 779: Executed:

Q

won o

ag

Browse files

1 parent 568035  commit @22853e6aeb72e7betcld561lced513cdda3actld

Split | Unified

-Wfloat-equal;

403
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Step 780: edit the file:

Update riceCode.c Browse files

¥ main

Wy jwagrunner committed now | Verified 1 parent 822853  commit cbaa73@DC4C176dBC2404aG1aeCdC6AT3FS02A3
Shewing 1 ¢changed file with 5 additions and 2 deletions. Split | Unified

U 37 mmmE sre/kemRLCE fricecose. (5]

5 @ 0QS_APT 0QS_STATUS crypto_kem_decapsulate(uints_t *ss,const uintB_t *ct,const ui
o S_KEM_RLCE_length_secret_key);
o5
125 decapsulate, message = Hu\n", *message);

iecapsulate, 1

gned char));

apsulate, message = ¥u\n", *message);

rtext,RLCEsk, message, Smlen) ;

nts_t *ss,const uint8 t =ct,const ui

@ end of crypto_ken_a ", ret);

15 17 ssage, 0QS_KEM_RLCE_length_s

art 3, message = ¥u\n", ‘message);

Note: Used lines 96, 97, 115, and 116 from rlceCode.c from my libogs library to help
create the code in line 108. Copied line 106 above and pasted it at line 109 in this

Commit. Used code that was deleted in Step 777 for line 118’s code above.

Step 781: Executed:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|

$ git clone --branch main https://github.com/jwagrunner/libogs.qit

$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja
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Step 782: Executed:

est_kem rlce

C
00Q5_OPT_TARGET=-aut
ime: AES AVX AW

Step 783: edited the file libogs/src/kem/RLCE/config.h:

Update config.h

Browse files
¥ main
W& jwagrunner committed now | Verified 1 parent cbaa73e  conmit 19842e5C00070170FFC74bOdadE
Showing 1 changed file with 1 addition and 1 deletion. Split Unified
v 2w src/kem/RLCE/config.h (O
1
10 10
1 1
12
2
1 13
14 14
1 15

Step 784: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|
$ git clone --branch main https://github.com/jwagrunner/libogs.qit
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$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

Step 785: Executed:

test_kem rlce

KE_BUILD TYPE-Rel
BMI2 PCLMULQDQ POPC




Step 786: edited the file:

Update riceCode.c
P main

W jwagrunner committed now | Verified

Showing 1 changed file with 2 additions and 5 deletions.

~ -i* 7 MMM src/kem/RLCE/rlczCode.c [0

@0 -102,11 +102,9 @@ 0QS_APT 0QS_STATUS crypto_kem decapsulate(uints_t

102 122 int ret;

103 183 RLCE private_key_t ALCEsk=Blsk(sk, 0Q5_KEM RLCE_length_secret_key);
108 1es if (RLCEsk==NULL) return (0QS_STATUS) -1;

105 - /funsigned char message[RLCEsk->para[6]1];

106 - //printf("unsigned char message in crypto_kem_decapsulate, message
107 - unsigned long long mlen=RLCEsk->para[6];

108 - unsigned char *message=calloc(mlen, sizeof(unsigned char));

+ unsigned char message[RLCEsk->para[611;

+ unsigned long long mlen-RLCEsk->para[6];

printf("nlen = ¥1lu\n", mlen);

printf("At the middle of cryto_kem decapsulate: ss = ¥u\n", #ss);

if (ret<@) return (0QS_STATUS) ret;

16 114 printf("Toward end of crypto_kem_decapsulate: ret = %d\n", ret);
17 1S memcpy(ss, message, 0QS_KEM RLCE_length_shared_secret);
18 - free(message);
e 11e printf("At end of crypto_kem decapsulate: s5 - %u\n", *s5);
126 117 printf{"unsigned char message in crypto_kem decapsulate part 3, message - BUAn", *message)s
121 18 //orintf("At end of crypto_kem decapsulate, ret

i

*ss,const uint8_t *ct,const ui

printf("unsigned char message in crypto_kem_decapsulate, message = %u\n”, *message);

ret-RLCE_decrypt((unsigned char *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,message,amlen);

@ -115,7 +113,6 @ 0QS_API 0QS_STATUS crypto_kem_decapsulate(uint8_t *ss,const uint8_t *ct,const ui

1 parent 1984ee5

Step 787: edited the file libogs/src/kem/RLCE/config.h:

Update config.h
¥ main

W9 jwagrunner committed now | Verified

Showing 1changed file with 1addition and 1 deletion.

src/kem/RLCE/config.h (B

v
@ -9,7 +9,7 @

9 9 #ifndef _CONFIGH_

10 10 adefine

n 1

12 - #define DECCDINGMETHOD 2 /* @:include S; 1: WA{-1}; 2: no help matrix =/
12 + #define DECODINGMETHOD @ /* @:include S; 1: WA{-1}; 2: no help matrix */

3 13 #define CRYPTO_SCHEWE © /% 6,1,2 */

I 14 #define CRYPTO_PADDING 1 /* @, 1, 2, 3 */

Step 788: edited the file:

1 parent 66cds13

commit by

Browse files

Split
Browse files
Split  Unified

conmit 66cd5137¢83Fd3853c30dbed245700d46da5bb91

Uni

407



Update rlce.h
¥ main

W jwagrunner committed now | Verified
Showing 1 changed file with 2 additions and 2 deletions.

v 4 4 EEEEC src/kem/RLCE/rice.h (O

v 188001
y 310116
v 626

v 1659

408

Browse files

parent bjcchdd  commit £810@c6c57E1blbcesScd354a532aF98b0250cae

Split  Unified

Note: Used values shown on line 348 and 350 from rlceCode.c of my libogs fork for the

above changed values.

Step 789: Executed the following:

$ rm -r libogs
$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|
$ git clone --branch main https://github.com/jwagrunner/libogs.git

$ cd libogs
$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..

$ ninja

Step 790: Executed the following:

5 Jul 2022,

I1 BMI2 PCLI

mentioned
mentioned

Open Quantum Safe 2@

Wfloat-equal
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Step 791: edited the file libogs/src/kem/RLCE/config.h:

Update config.h Browse files
¥ main
W jwagrunner committed Nnow | Verified 1 parent f8100c6é  commit d391eea3b3@fcfd443641bCI74e8748196050aC5
Showing 1 changed file with 1addition and 1 deletion. Split  Unified
v Fomm src/kem/RLCE fconfi

Note: Change value is based off of line 335 from rlceCode.c of my libogs fork, since
CRYPTO_SCHEME is past as the second parameter in line 152’s function
getRLCEparameters (see line 60). Therefore, that is why CRYPTO_ SCHEME is changed

to the value of 3 to execute line 335’s case.

Step 792: Executed the following:

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|
$ git clone --branch main https://github.com/jwagrunner/libogs.qit
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ./test_kem rice
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Step 793: Executed the following:

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs

~/ogs-openssl$ python3 ogs-template/generate.py

~/ogs-openssl$ ./Configure no-shared linux-x86_64 -Im -DQOS_DEFAULT_GROUPS=\"X25519:rice:ED448\"
~/ogs-openss|$ make generate_crypto_objects

~/ogs-openss|$ make

~/ogs-openssl$ make test

~/ogs-openss| $sudo make install

Step 794: Executed the following:

key dilithium2 -keyout dilithium . t dilithium2|

q -neu ilithium2 yout dilithiu key -out dilithium2_:

-req -in dilithium2 c -out dilithiu -CA dilithiuw

cert dilithiu c -key dilithiumz
g default temp DH ameters
IACCEPT

Step 795: Logged into AWS instance in another command prompt, and executed:

ile dilithium
CONNECTED( 20080
At the start of
" me

te CA names sent

d written 8

iated
not sent
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What appears for server:

number

Step 796: edited the file:

Update rlce.h
B main

Browse files

W jwagrunner committed now

Verified commit 5e4648f3f16e5e4378b8dI3ce58F35d862011810
Showing 1 changed file with 2 additions and 2 deletions. Split Unified
o % o mmmE src/ken/RLCE/rice.n (0
k3 22,8 +22,8
26
Step 797: edited the file libogs/src/kem/RLCE/config.h:
Update config.h Browse files
¥ main
W jwagrunner committed now | Verified commit 9203ed9l

9245905 26eb956d509ee4e42da1
Showing 1 changed file v

1 addition and 1 deletion.

split  Unified

v 2 mm src/kem/RLCE/config.h (D) -
t +10,7 @

1 10

1 1

12 12

13
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Step 798: After hitting ctrl-C for server, executed:

Jusr/local/lib$ sudo rm libcrypto.a

/usr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl|

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl|
$ git clone --branch main https://github.com/jwagrunner/libogs.qit
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$./test_kem rice

_kem rlce

float-equal;

eeded2dal
Open Quantum

o

aunwuw

sulate part

There is some other e

Step 799: Executed:

$ ./example_kem_rlce


https://github.com/jwagrunner/liboqs.git

413

Step 800: Executed:

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs

~/ogs-openssl$ python3 ogs-template/generate.py

~/ogs-openssl$ ./Configure no-shared linux-x86_64 -Im -DQOS_DEFAULT_GROUPS=\"X25519:rice:ED448\"
~/ogs-openssl$ make generate_crypto_objects

~/ogs-openss|$ make

~/ogs-openssl$ make tests

~/ogs-openssl$ sudo make install

Step 801: Executed the following:

dilithium2 ilithi dilithium2
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Step 802: Logged into AWS instance from another local command prompt, and executed

the following:

lient -groups rlce -CAfile dilithium2 CA.

te CA names sent

Then hit CTRL-C for the server.

Step 804: Executed:

rt dilithium -key dilithium
lce
default temp DH parameters

alert handshake failure:
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What appears in other prompt (bottom line is new line that appears):

dilithium2

ensions

Step 806: First executed the following (after hitting ctrl-C for the server)

dilithium2_. y - -tl

g default temp DH p

ACCEPT

Step 807: Then executed in separate command prompt:

fextension

$

What appears for server (bottom three lines are new):

y -www -tlsl 3

Hit ctrl-C for server.



Step 808: Executed for server:

-key dilithium2 y -www -tls1

rlce
default temp DH parameters

Step 809: Executed the following in other command prompt:

penssl ien rlce -CAfile dili

24

re:internal err

dilithium2_:

1 alert internal err
number ¢

Note: Used source [53] to add “-curves rlce” to this step and the previous step.

Hit ctrl-C for server.

Step 810: Executed (this time using p256 rlce):

crt -key dilithium2_srv.key -www -tlsl 3 -cur|

416
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Step 811: Then executed in separate command prompt:

pher is
otiation
NONE
IONE
N negotiated

What appears for server (bottom four lines is new):

t dilithiu cey dilithium y -www ~tls1_

Hit ctrl-C for server.



418

Step 812: edited the file:

Update riceCode.c Browse files
B moin
W jwagrunner committed now | Verified 1 parent 6203200 commit eec23b32aba5E804ESChe411921204204717124
Shewing 1 changed file with 12 additions and 12 deletions. Spiit | Ui

24 WEEM src/ken/RLCE/rlceCode.c (5

114
115

122
123
124
125

@8 -92,34 492,34 @@ int crypto_kem_encapsulate KAT(uint8_t =ct,uints_t *ss,
//print#("message before freeing = %u\n", *message);

free(message);

/1printf("message after freeing = %u\n", *message);
- printf("At the end of Crypto_kem encapsulate KAT: ss = ¥u\n", *ss);

- printf("At end of crypto_kem encacpsulate, ret = d\n", ret);

+  [Iprintf("At the end of crypto_kem encapsulate KAT: ss = u\n", *ss);
+  [lprintf(*At end of crypto_ken encacpsulate, ret - %d\n", ret);

return ret;

00S_APT 0S_STATUS crypto_kem decapsulate(uints_t *ss,const uints_t sct,const uint8_t ssk) {
- printf("At the start of cryto_kem_decapsulate: ss = u\n”, *ss)
+  Blprintf("At the start of cryto_kem_decapsulate: ss = %uln", *ss);

int ret;
RLCE_private_key_t RLCEsk=B2sk(sk, 0QS_KEM_RLCE_length_secret_key);

if (RLCEsk==NULL) return (0QS_STATUS) -1;

unsigned char message[RLCEsk->para[6]];

- printf("unsigned char message in crypto_kem_decapsulate, message = Xu\n", *message);

+  Plerintf("unsigned char message in crypto_kem_decapsulate, message = %u\n", *message);
unsigned long long mlen-RLCEsk->para(6];

- printf("mlen = Mln", mien);

+  [Flprintf("nlen = %11u\n", mlen);

LCE_decrypt((unsigned char *)ct,005_KEM_RLCE_length_ciphertext,RLCEsk,nessage,&nlen);

7, *ss);

rei

- printf("At the middle of cryto_kem_decapsulate:

s
- printf("unsigned char message in crypto_kem decapsulate part 2, message = %u\n", message);
%a\n", ret);

- printf("Middle of crypto_kem decapsulate: ret
+  [FIprintf("At the middle of cryto_kem_decapsulate: ss = %u\n", *ss);

+  [printf("unsigned char message in crypto_kem_decapsulate part 2, message = %u\n®, *message
+  [lprintf("Middle of crypto_kem decapsulate: ret = Xd\n", ret);

if (ret<d) return (0QS_STATLS) ret;
- printf("Toward end of crypto kem decapsulate: ret = &d\n", ret);

ret = %d\n", ret);

+  [lprintf("Toward end of crypto_kem_decapsulat
memcpy(ss, message, OQS_KEM_RLCE_length_shared_secret);

- printf("At end of crypto_kem decapsulate: ss =

- [printf("unsigned char messasge in crypto_kem_decapsulate part 3, message = ¥u\n", *message);

- At end of crypto_kem decapsulate: ss = %u\n®, *ss);
- unsigned char message in crypto_kem_decapsulate part 3, message = ¥u\n”, *message:
/printf("At end of crypto_kem decapsulate, ret = %d\n", ret);
return (0QS_STATUS) ret;
+

- #define OPTIMIZED @
+ #define OPTIMIZED 1

int RLCEspad(unsigned char bytes[],unsigned int Blen,
unsigned char padded[], unsigned int paddedLen,
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Step 813: edited the file:

Update test_kem.c Browse files
¥ main
¥ jwagrunner committed Now | Verified 1 parent egee23b  commit 52d 1 73604
Showing 1 changed file with 0 additions and 17 deletions. Split  Unified
v W tests/test_kem.c (O e

@@ -66,9 +66,6 @@ Static 0QS_STATUS kem_test_correctness(const char >method_name) {

66 66 ciphertext = malloc(ken->length_ciphertext = 2 * sizeof(magic_t));
67 67 shared_secret_e = malloc(kem->length_shared_secret + 2 = sizeof(magic_t));
68 68 shared_secret_d = malloc(ken->length_shared_secret + 2 * sizeof(negic_t));
& -
7° - print#("First mentioned Shared secret d = %u\n", *shared secret d);
7 - printf("First mentioned Shared secret e = %u\n", *shared_secret_e);
72 &
73 70 if ((public_key == WULL) || (secret_key == NULL) || (ciphertext == NULL) || {shared_secret_e == NULL) || (shared_secret_d == MULL)) {
74 71 forintf(stderr, "ERROR: mallec failed\n");
: @@ -101,% +98,6 @@ static 0QS_STATUS kem_test_correctness(const char *method_name) {
101 9% forintf(stderr, "ERROR: 0QS_KEM keypair failed\n");
102 99 goto err;
103 100 ¥
104 -
105 - printf("Shared secret d = %u\n", *shared_secret_d);
106 - printf("Shared secret e = Xu\n", *shared_secret_e);

108 102 005_TEST_CT_DECLASSIFY(public_key, kem->length_public_key)s
103 rc = 0QS_KEM_encaps(kem, ciphertext, shared_secret_e, public_key);

@8 -112,9 +106,6 @8 static 0QS_STATUS kem_test correctness(const char *method_name) {

12 106 Forintf(stderr, "ERROR: 00S_KEWM encaps failed\n”);

n3 17 goto err;

14 108 3

15 -

16 - printf("Shared secret d = %u\n", *shared_secret_d);

17 - printf("Shared secret e = %uln", “shared_secret_e);

18 189

19 110 00s_TEST_CT_DECLASSIFY(ciphertext, kem->length_ciphertext);

120 1 rc = 00S_KEM decaps (kem, smared_secret d, ciphertext, secret_key);
B @ -123,16 +114,10 @ static 0QS_STATUS kem test_correctness(canst char *method_name) {

123 1 Forintf(stderr, "ERROR: 00S_KEW Gecaps failed\n”);

124 115 goto err;

125 116 3

126 -

127 - printf("Shared secret d = %u\n", *shared_secret_d);

128 - printf("Shared secret e = %uln", “shared_secret_e);

129 117

130 118 00s_TEST_CT_DECLASSIFY(shared_secret_d, kem->length shared_secret);

131 119 00s_TEST_CT_DECLASSIFY(shared_secret_e, kem->length shared_secret);

132 120

133 - printf("Shared secret d = %U\n", *shared secret_d);

134 - printf("shared secret e = %U\n", “shared_secret_e);

135 -

136 121 ru = nemcrp(shared_secret_e, shared secret_d, kem->length_shared secret);

137 12 if (rv 1= @) {

138 123 forintf(stderr, "ERROR: shared secrets are not equalin”);

@8 -152,8 +137,6 @@ static 0QS_STATUS kem_test_correctness(const char *method_name) {

152 137 if {rc == OQS_SUCCESS && memcmp(shared_secret_e, shared_secret_d, kem->length_shared_secret)
153 138 fprintf(stderr, "ERROR: 0QS_KEM_decaps succeeded on wrong inputin®);

154 139 eoto err;

155 - } else {

1356 - printf("There is some other error that exists");

157 148 3

158 141

159 142 ndef 0QS_ENABLE_TEST_CONSTANT_TIME

£



Step 814: edited the file:

Update rice.h Browse files
£ main

W jwagrunner committed now | Verified 1 parent B2d1f78  commit d1d0162699c3afTefe50379cB180b67b5F IeaneS

Showing 1 changed file with 4 additions and 4 deletions.

Split  Unified
v ¥ 8 mEmEC src/kem/RLCE/rlce.n (B
k3 @@ -22,10 +22,10 g8
2 22 #define RLCEH_
2 23
2 2 ef 0QS_ENABLE_KEM_rice ricevl
25 oot
26
27
2%
25
£
27
2
30 30
3 3 erate(uint8_t *pk, uints_t *sk);
v

Note: Used the values that came from api.h of the RLCE_KEM_128A (within

Optimization Implementation) of the zip folder mentioned before.

Step 815: edited the file:

Update rice.h Browse files
D et

W jwagrunner committed now | Verified 1 parent f3efSie  conmit fOfds6cATI2IBFeclI65FbOSRd3FeF13F02200

Showing 1 changed file with 2 additions and 2 deletions. Split | Unified

420

Note: Value above in line 25 is based off of line 409 in rlceCode.c of my fork libogs, and

line 26 is based off of line 407 in rlceCode.c
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Step 816: edited the file:

Update rlce.h Browse files
P main
W jwagrunner committed now  Verified 1 parent c9c72e4  commit cbEbSbc4BeRfabcgbedabldslldiSIsci7227a5
Showing 1 changed file with 3 additions and 3 deletions. Split Unified
v -} 6 EEEE src/kem/RLCE/rice.h (B

Used api.h for RLCE_ KEM 128B (of Optimized Implementation folder) from zip file

mentioned before, for the above values.

Step 817: Executed:

Jusr/local/lib$ sudo rm libcrypto.a

Jusr/local/lib$ sudo rm libogs.a

$ rm -r libogs

$ rm -r ogs-openssl

$ git clone https://github.com/jwagrunner/openssl.git ogs-openssl
$ git clone --branch main https://github.com/jwagrunner/libogs.git
$ cd libogs

$ mkdir build && cd build

$ cmake -GNinja -DCMAKE_INSTALL_PREFIX=../../ogs-openssl/ogs ..
$ ninja

$ ninja run_tests
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Failures:

Failures in detail (bottom of output is below, but I do not include rest of the large output.

Only 4 failures):

_| _ name( )+"/
ild_dir_name()+'/1ib/

ubproc
bogs]

nbol.
line in lin
if " 1" ine or * D ° in line or ' S ° in line
symbo pend(line)

# ideally t would be just [‘ogs’, 'pgclean’], but contains exceptions (e.g., providing compat implementations of ung
v ions)

‘paclean’, ‘keccak', 'pgcrystals’, 'init®, 'fini', 'seedexpander’', '_; thunk']

mbolstr.split()
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namespaced = False
in namespaces
if symbol.lower().startswith(namespace) nbol.lower().startswith('_" + namespace):
i ed = True

if len(non_namespaced)
for symbol in non_|
print(“Non

assert(len( amespaced)

platform.startswith("win"), reason="Not needed on Windows")

result - helpers.run_subprocess(
[“tests/ru a.sh

"HOME ' :

None, expected v i ignore_ret

Helper function to run a shell command and report success/failure
ing on the exit status of the shell command.

None:
pdate (env)

# Note we need to ture stdout/stderr from the
n print it, which pytest will then capture and
fer a3
+ " ".join(command))
subprocess. run(

mmand,,
input=i
dou
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line termin
LF line ter
C sou
IX line end

), reason="Not needed on Windows")
result = helpers.ru

if len(result) 9:
print(“The following files do not proper SPDX-License-Identifier header
print(result)

assert False

/kem/RLCE
kem/RLCE

[gwe] linux -- P

elpers.filtered_test
test.mark. skipif(sys.platform.startswith("win

). reason="Not needed on Windows"

. ‘external’) in path
M

uith open(fn) as f:
# Find all lines that contain ‘free(® but not '_free("
line in enumerate(f,1
if not re.match(r'~.*[~_]free\(.*$*, Line):
ntinue
heck’ in line:

picious “free in {}:{}:{}".format(fn,no,line))

> assert ckay, "'free' is used in some files. These should be changed to '0QS MEM_insecure_free
* as appropriate. If you are sure you want to use ‘free' in a particular spot, add / TGNOR k' on the 1i
ne uhere ‘free' occurs.”

- Captured stdout call
key->k

free(key);

free(w

free(p);

free(d

free(tmp
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free® i / « free(bin

free® i / / frlc free(pkB);

“free

“free

free’

“free

“free

free’

“free

“free” i ; Llomon.
free® i / 1omor
“free® i E Lom
“free” i ; Llomon.
free’

free

se --nump

rto --ignore=
build

Step 818: Executed:

$./test_kem rice

E-Release
MULQDQ POPCNT

Step 819: Executed:

$./example_kem_rice

example kem rlce test:
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Step 820: Executed:

$ ninja install

~/ogs-openssl$ export LIBOQS_DOCS_DIR=/home/ubuntu/libogs/docs

~/ogs-openssl$ python3 ogs-template/generate.py

~/ogs-openssl|$ ./Configure no-shared linux-x86_64 -Im -DQOS_DEFAULT_GROUPS=\"X25519:rlce:p256_rice:ED448\"
~/ogs-openssl$ make generate_crypto_objects

~/ogs-openss|$ make

~/ogs-openss|$ make test

~/ogs-openssl$ sudo make install

Step 821: Executed “apps/openssl speed rlce” (after executing
this command many times before, decaps repeatedly was killed, but worked this time

around):
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Step 822: Next executed “./speed_kem rlce”:

eed_kem rlce

Same results, but zoomed in on table above:

Total time
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Step 823: Next executed for Classic-McEliece-348864 (to compare):

ifloat-equal

Total time

Same table but larger:

Note: these three tests were chosen since “test kem”,

“speed _kem”, and “openssl speed” is shown under “Benchmarking” testing for KEM: see
[54]. RLCE was used to compare against the Classic McEliece family for all three tests (

see [55], [56], and [57]).
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CHAPTER 3: RESULTS
The following are test results for the RLCE algorithm using two tests from the libogs

library:

test_kem (as shown before in Step 818 of Chapter 2):

float-equal

{E_BUILD TYPE=Release
X2 BMI1 BMIZ PCLMULQDQ POPC

[ loat-equal;

_BUILD_TYPE=Relea
PCLMULQDQ POPC

Total time




430

The following are the test results for the RLCE algorithm using one of OQS-

OpenSSL 1 1 1-stable’s tes

Execution of “apps/openssl speed rlce” (as referenced in Step 821 of Chapter
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