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ABSTRACT 
 
 

MICHAEL WEBBER.  Exploring Cyber Threat Hunting through Interactive Labs.   

(Under the direction of DR. JINPENG WEI) 

 
 

As we continue to see the impact of cyber attacks and cyber threats throughout the world, 

the need for cyber threat hunting skills is more and more important to the cybersecurity industry 

and provides a compelling case for expanding the workforce capable of performing these tasks.  

In this regard, this thesis is intended to help provide more opportunities for students to learn and 

practice these cyber threat hunting skills.  The labs developed are intended to leverage a safe 

environment and provide an instructor with a toolset to challenge students to better find and 

analyze cyber threats in an interactive environment.  The labs have specific goals and objectives, 

are built on modern Windows Operating Systems, and leverage free tools and software to make 

the work more attainable to more people and also create sustainability beyond the labs while 

avoiding some student costs.  The labs demonstrate different examples of malware functions 

interacting with a victim computer through a command and control (C&C) model and to 

demonstrate various capabilities and payloads.  The student is intended to leverage the tools and 

techniques of malware analysis to identify and analyze the malware in order to understand how 

the malware operates and ultimately understand how the malware interacts with the C&C 

operator.  This skill set is extensible to a broader set of malware analysis and cyber threat hunting 

activities and is anticipated to continue to be a skillset which is needed to address the challenges 

we see today and in the future. 
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Chapter 1: Introduction  

1.1 Overview 

The capabilities and effectiveness in defending against cyberattacks is dependent on the 

development of cyber hunting skills[1][2][13][14].  We continue to see an increase in 

cyber-attacks [5][6][7][8][9][10][11][12][13][14][15][16][17][18][20][21][22][23] which 

have different impacts and some significant attacks are not detected by even the most 

sophisticated, automated systems.  Over the past year, we have seen supply chain attacks 

against pivotal IT tools like Solarwinds® [17] and Kaseya® [15], both of which 

individually created threat vectors into thousands of other businesses.  We have seen an 

individual government require tax software which contained malware [16].  We continue 

to see a deficit in skilled labor in the area of cybersecurity and more specifically in the 

area of cyber threat hunting [24][25].  Although advancements in Artificial Intelligence 

and Automated Information Security are likely to grow and improve, we will still need to 

cultivate the individual’s cyber hunting skills in our industry to defend our systems and 

environments from cyberattack.     

1.2 Lab Concepts and Cyber Hunting Skills 

Developing and improving cyber hunting skills leveraging free tools is the focus of this 

research and fundamental in continuing to develop the workforce to support 

cybersecurity.  The research project created labs built with free software and tools to 

introduce and hone Cyber Hunting skills.  In order to fulfill the free software and tools 

goal, the labs have some fundamental requirements including: (1) the labs must be able to 
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support the analysis of the malware, so the malware must be able to be run without a 

dependency on internet access and (2) the labs must have all the required elements to be 

able to perform the analysis.  In support of these fundamental requirements, the lab 

environment allows the student to spin up multiple virtual machines (VMs) to be a 

helpful tool for analysis, for example a Ubuntu VM to run Netcat or INetSim to provide 

command and control capabilities to interact with malware [4].    

The overall basis for cyber threat hunting is focused on 8 Threat Hunting Skills[1] which  

are:  (1) incident detection and analysis, (2) threat intelligence, (3) security data analysis, 

(4) forensic analysis, (5) malicious code analysis, (6) analytical models, (7) penetration 

testing, and (8) vulnerability testing.  The labs created are focused on threat detection and 

malicious code analysis with specific analysis activities further categorized into 4 groups:  

Basic Static Analysis, Basic Dynamic Analysis, Advanced Static Analysis and Advanced 

Dynamic Analysis.  The students operating the labs will utilize specific techniques and 

tools with different levels of complexity to identify and analyze the threat(s) they find 

within the labs. 
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Chapter 2: Technical background 

2.1 Lab Build 

The labs are built using Oracle Virtual Box virtual machines with a Microsoft Windows 

Operating System.  The labs run stable virtual machines with virtual networking to 

provide students with an effective cyber threat hunting environment while also providing 

security options to prevent the malware from escaping the lab environment. The labs 

include additional virtual machines which are optional and can be started by the student 

to perform functions and introduce capabilities to be used individually or in coordination 

with other virtual machines to analyze and interact with the malware.  These virtual 

machines contain software and tools which are available to the general public at no cost.  

More details on these tools is provided in later sections. 

 

2.2 Lab Specifications 

The lab objectives are designed to provide real-time examples of cyber threat hunting to 

demonstrate specific ways to identify and analyze malware.   Each lab objective has both 

a technical goal as well as a level of complexity or difficulty which is intended to match 

up with the various levels of student skills and knowledge which is explored further in 

this thesis. The lab environment is running Oracle Virtual Box built on virtualbox-

5.2_5.2.22-126460.  The operating system of the virtual machine running the malware is 
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Microsoft® Windows® 8 and Windows® 10.  The tools and software available in the 

environment are listed in Table 1. 

Table 1: Tools and software 

Tools and software 

apateDNS 
IDA Free 
Netcat 
OllyDbg 
GHIDRA 
FAKENET-NG 

PEiD 
Regshot 
FlareVM 
WinPcap 
WinSCP 
Wireshark 

PEView 
SysinternalsSuite Process Explorer 
SysinternalsSuite Process Monitor 
Dependency Walker 
INetSim 
other tools as available 

 
The labs are built to provide an environment for the student to practice and demonstrate 

the use of these tools in a secure way by proving a hands-on lab with an active threat and 

providing an instructor and student lab manual to assist both parties in accomplishing the 

goals of the labs.     

2.3 Malware Overview 

The malware in the lab includes a Remote Access Trojan (RAT), also known as a Remote 

Administration Tool or backdoor, with support of reverse shell and remote desktop 

experience along with Command and Control (C&C) capabilities.  The method of the 

C&C interaction varies from lab to lab as in some cases, the victim machine can be 

analyzed independently from the C&C machine, but in other labs, the C&C machine is 

part of the lab activities. 

The Primary Functions of the malware include File System Management, Remote Shell 

Commands, Camera and Sound Spying, Keystroke Logger, Remote Control, amongst 

other functions.  The full list of functions available through the malware are shown in 
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Figure 1 and more detail of this malware can be found in Section 4.4.  For now, we will 

look at some of the primary functions which are of interest in the malware capabilities.   

 

   
 

Figure 1  - List of Functions 

 
 
This malware has many different attack methods including enumeration of the computer 

system components, file system access, remote access shell, interactive chat, audio 

surveillance, video surveillance, keylogging, screen capture, and many others (Figure 1).  

In addition, the malware can persist after restart and hide visibility of its files.  These 

File 
Explorer 

Remote 
Shell 

Network 
Discovery 

Computer 
Power 

Passwords 
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capabilities are useful in both the variability and difficulty of the labs which can be 

developed.    
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Chapter 3: Methodology   

 3.1 Design Goals/Objectives 

G1: Tailored for Different Skill Levels  

The first goal of each lab is to align the activities to meet different skill levels in order to 

provide students of different backgrounds the opportunity to learn cyber threat hunting 

skills appropriate to their knowledge and ability.  By creating labs with varying skill 

levels, the labs will be appropriate for a broader set of students, both from an interest 

level as well as the depth of skill which an individual student brings.   The expectation is 

to help increase the number of students who can participate as well as the extent to which 

students can grow and learn throughout the activities.  In practical application the 

instructor will need to decide which labs will be used for which students.  This is 

important as the intent is to challenge the student without making the labs so difficult that 

they discourage the student from future efforts.   From the Goals and Objectives are 

developed questions to be answered by the student during the lab.  These questions 

provide a starting point for the student and help move the student through different tools 

to achieve the intended results and the Goals and Objectives of the lab. 

G2: Accessible/Free 

The second goal of the labs is to use software and tools which are free and available to 

the general public.  This goal is intended to facilitate development for the student which 

can be applied outside the classroom experience and helping to minimize the financial 

burden for the student.  This approach is beneficial both on the part of the instructor or 
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institution as well as the ongoing use and practice of the student.  The student is more 

likely to be able to build and leverage these tools after their training completes if the tools 

are freely available.  In some cases, the tools are open source and students could even 

provide improvements by contributing to the open source project or provide feedback for 

future application development by others.     

 

G3: Safely Sustainable/Extensible/Customizable 

The third goal of the labs is to be sustainable, extensible and customizable.  This goal will 

help to provide longevity of the learning environment.  The labs can be sustained through 

utilization of stable, well-known and established operating systems, virtual machine 

platforms, and software.  The labs are extensible through the use of additional, optional 

virtual machines and tools which can be implemented by the student to provide additional 

capabilities.  The labs are customizable through modification of key elements of the 

malware to provide the instructor with the option to make changes which can be reflected 

in assignments and alter the outcomes of specific results. It is important that these 

customizations do not negatively impact the lab environments. 

3.2  Methods to Achieve Education and Skill Level Goal (G1)  

3.2.1 G1 Bloom’s Taxonomy 

 
Each Lab Objective incorporates Bloom's Taxonomy [26][27], the Cyber Hunting Skill 

Set, and Malware Analysis Techniques to create effective lessons which have different 
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difficulty skill levels.  Bloom’s Taxonomy is a framework which provides six categories 

of educational goals. 

Table 2: Bloom's Taxonomy 

Remembering Identify     Recall     Select     Label     Recognize      
Tell     List     Match     Name 

Understanding 
 
 

Classify     Demonstrate     Infer     Relate     Translate 
Compare     Explain     Interpret     Show 
Contrast     Illustrate     Outline     Summarize 

Applying 
 

Use     Respond     Organize     Choose     Solve 
Carry out     Apply     Build     Model 
Provide     Develop     Select     Utilize 

Analyzing 
 
 

Assume     Classify     Dissect     Analyze     Compare     Distinguish     
Categorize     Contrast     Examine 
Conclude     Discover     Inspect 

Evaluating 
 

Appraise     Assess     Award     Choose 
Criticize     Defend     Disprove     Estimate 
Interpret     Judge     Rate     Support     Justify 

Creating 
 
 

Create     Design     Assemble     Generate     Build 
Change     Choose     Combine     Formulate     Elaborate 
Modify     Compose     Invent     Improve     Predict     Plan 

3.2.2 G1 Threat Hunting Skill Set 

Threat Hunting Skill Set incorporates multiple skill areas.  The Lab objectives align to 

this skill set: 

Table 3: Threat Hunting Skill Set 

Threat Hunting Skill Set 

Incident detection and analysis 
Threat intelligence 

Security data analysis 
Forensic analysis 

Malicious code analysis 
Analytical models 

Penetration testing 
Vulnerability analysis 
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Within the skill set of malicious code analysis, the Labs leverage principles of malware 

analysis [28] including: 

● Basic Static Analysis - Perform Analysis on the malware while it is not 

actively running and without viewing the actual instructions of the malware.  

This is a common starting point for malware analysis, but in the labs the 

malware must first be identified which can move Basic Static Analysis later in 

the sequencing. 

● Basic Dynamic Analysis – Perform Analysis with malware running to observe 

the malware and begin to understand the activity of the malware.  It is 

important to note that this requires a safe, secure, and contained environment. 

● Advanced Static Analysis – Perform analysis through disassembler program 

to view actual instructions of the malware and gain an understanding of what 

the program is designed to do. 

● Advanced Dynamic Analysis – Perform analysis through a debugger program 

to see the malware in a running state to further examine dynamic changes 

while the malware is running.  This method allows the threat hunter to see 

data in active registers, in memory, and discover details which may only be 

visible while the malware is running. 
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Each lab is mapped to the categories of the techniques which are demonstrated within the 

lab. The following table shows the mapping for five labs developed in this thesis. For 

example, the lab named “Apogee” covers basic static and basic dynamic techniques. 

 

Table 4: Technique Categories by Lab 

Analysis Technique Apogee  Blueshift Celestial Declination Eclipse 

Basic Static  X x X x x 

Basic Dynamic X x X x x 

Advanced Static    x x 

Advanced Dynamic   X x x 

 

3.2.3 G1 Questions and Manuals 

Student Lab Manuals (Available upon request) are scoped for the student and the 

Instructor Lab Manual (Available upon request) provides details for the instructor to align 

the activities to the expected results and provide consistency across the lab experiences.  

These lab manuals enable the instructor to provide the appropriate level of assignments to 

the student skill level and to reference key information which match to the malware 

characteristics in the lab.  The manuals include questions intended to both help the 

student progress through the different techniques but also help the instructor evaluate the 

efforts of the student in the labs.   

 3.3 Methods to Achieve Accessible and Free Goal (G2) 

Free and Open Source Software are available and effective.  These tools are often not the 

most up-to-date and missing features which paid tools may have, but the concept of Free 

and Open Source has been around for many years and the tenets of the model are to have 
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access to software without cost being prohibitive. This applies to the field of 

cybersecurity and the tools leveraged for these labs are available as free and open source.   

Free, Open Source, Freeware and Shareware are all terms which are used and sometimes 

misunderstood [29][30].  Free Software Foundation (FSF) is based on 4 pillars:  the 

software is free to use for any purpose, free of cost to use, free to study, and free to 

redistribute copies.  Open Source Initiative (OSI) has specific terms and conditions.  

Examples of Open Source licenses are Apache, BSD, GNU, MIT and Mozilla [30], but 

open source software is generally free to use and redistribute.  Freeware Software is free 

to use, but cannot be modified and must be free of cost when redistributed.  Shareware 

software is free to use, but is limited in functionality or in features.  In general, the 

software associated to these labs will fall under one of these 4 Free and Open Source 

categories. 

In addition to leveraging free software to perform the labs, the malware selection process 

is also an important aspect of the lab methodology of accessible/free.  The malware was 

selected through a process whereby multiple malware samples were reviewed.  These 

malware samples were found using freely accessible websites, like github, hybrid-

analysis.com, and others.  Multiple different malware samples were evaluated, but this 

particular malware software provided many different functional capabilities as well as a 

built-in user interface to customize and deploy many different executable files with 

variability in many aspects.  This was a driving factor in the selection of the malware for 

the labs.   
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3.4 Methods to Achieve Sustainable, Extensible, and Customizable Goal (G3) 

To achieve G3, Sustainable, Extensible, and Customizable, the labs incorporate multiple 

methods to modify and enhance the labs.  Parameters for configuration and customization 

are available through modification of the malware binary as well as through the 

interaction with the C&C operator system.  The lab re-deployment options allow for 

reconfiguration of the virtual machines to change data points to help address sharing of 

information between students and sessions and to provide an opportunity for labs to 

maintain contemporary or present-day references.  The lab information which can be 

readily changed includes:  

● Name of the executable to be deployed to primary VM 

● Entry in Hosts file of the primary VM 

● DNS Name of the C&C client (reverse client-server malware) 

● IP Address of the C&C client (reverse client-server malware) 

● Port Number used in communication with C&C client (reverse client-server 

malware) 

● Registry entries 

● Date of File Creation 

 
The steps to change these values is part of the binary creation process, but some changes 

can also be made through use of the Dark Comet RAT after deployment through dynamic 

interaction.  

  



 

14 
 

Chapter 4: Results  

4.1  G1 Results 

In this research, we developed five labs: Apogee, Blueshift, Celestial, Declination, and 

Eclipse. Each lab has specific goals and objectives which align to a category of 

techniques.  

Table 5: Overview of G1 Results by Lab 

Overview of G1 Results by Lab 
Lab Name Technique Category Goal and Objective 
Apogee Basic Static 

Basic Dynamic 
1.  Identify network traffic generated by malware including 
traffic destination DNS name and IP address. 
2.  Examine the running processes on the computer to 
determine which process is sending the malware network 
traffic. 

Blueshift Basic Static 
Basic Dynamic 

1.  Determine what type of malware information is being sent 
through the network traffic. 
2.  Provide the path, filename, and some example data 
attempting to be exfiltrated by the malware. 

Celestial Basic Static 
Basic Dynamic 
Advanced Dynamic 

1.  Establish which protocol and network service is being used 
by the malware to attempt to exfiltrate data. 
2.  Begin collecting data sent by the malware for potential 
future analysis. 

Declination Basic Static 
Basic Dynamic 
Advanced Static 
Advanced Dynamic 
 

1.  Identify the Malware running on the victim computer 
through basic static and basic dynamic analysis techniques. 
2.  Show the location (hex instruction) of the start/entry 
function of the Malware through advanced static analysis. 
3.  Identify the location (hex instruction) of the message 
handler which is listening for communication from the C&C 
Client (operator) 
4.  Discover which Encryption Key in use by the malware 
through inspecting the malware code debugger analysis and 
comparing to disassembler functions. 
5.  [Optional] Select and analyze 2 primary functions available 
to the malware C&C Client based on Advanced Static Analysis 
and/or Advanced Dynamic Analysis.  Find the cross reference 
(xref) call instructions for each of the 2 chosen functions. 
 

Eclipse Basic Static 
Basic Dynamic 
Advanced Static 
Advanced Dynamic 
 

1.  Find Start of Malware function location and Initial Network 
Communication function location in disassembler program. 
2.  Identify and Analyze 2 primary functions available to the 
malware C&C Client based on Advanced Static Analysis. 
3.  Work with the C&C Client to send active commands to the 
victim computer while observing the interaction and then find 
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the function location in the malware which represents the 
attack primary function. 
4.  Use Python Script in tools to decrypt malware 
communication attempting to be exfiltrated to C&C Client. 

 
From these goals and objectives, questions are added to the Student Manual to help the 

student choose appropriate tools to perform tasks and gather information to complete the 

goals and objectives.  The following figure provides some example questions. 

As a student looks to determine suspicious network traffic, the expectation from the 

instructor is for the student use tools like Wireshark, ApateDNS, FAKENET-NG, or 

other tools with opportunities to observe network traffic to identify something out of the 

ordinary.  Examples of the results of this work are found in the G2 results (Section 4.2). 

 

4.1.1 Goals and Objectives of Blueshift Lab 

Table 6: G1 Blueshift Lab Results 

Lab Name Technique Category Goal and Objective 
Blueshift Basic Static 

Basic Dynamic 
1.  Determine what type of malware information is 
being sent through the network traffic. 
2.  Provide the path, filename, and some example 
data attempting to be exfiltrated by the malware. 

 

Example Questions from Labs 
 

Is any suspicious network traffic being sent by the computer? 
(Determine the destination DNS name and IP address) 
 
How is the DNS name resolved to the IP address? 
 
Determine which active process is sending the malware network 
traffic. 
 
Establish which protocol and network service is being used by the 
malware to attempt to exfiltrate data. 
 
What are some keystrokes which were captured in the logs? 

Figure 2 - Example Lab Questions 
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Looking in more detail at the Blueshift lab, the student is expected to perform tasks 

associated with Basic Static and Dynamic Analysis to determine information about the 

network traffic being generated by the malware and what type of information the 

malware is attempting to exfiltrate.  Through Basic Dynamic Analysis techniques, the 

student will look for network traffic intended for unexpected destinations.  Some 

expectation of general knowledge of the operating system is necessary and the lab uses 

different tools (refer to section 4.2.1) to analyze the network traffic and isolate the 

malware as well as the information attempting to be exfiltrated.   

To assist the student in accomplishing the objectives, questions are provided in the lab 

manual to help the student choose tools as well as help the instructor evaluate the success 

of the student’s efforts.  Some example questions from this lab include: 

 Is any suspicious network traffic being sent by the computer? (Determine the 

destination DNS name and IP address) 

 Determine which active process is sending the malware network traffic. 

 What is the path of the keylogger log files? 

 What are some keystrokes which were captured in the logs? 

The skill level of this lab is considered to be a fairly simple and straightforward 

demonstration of Basic Static and Dynamic Analysis techniques because the Goals and 

Objectives require limited information focusing on the network traffic which is being 

generated, then identifying the process responsible for the traffic and further looking into 

the behavior of the process to find the payload of the malware function.  This lab does not 

require more advanced skills in static or dynamic analysis and although more advanced 

techniques could also achieve the results, the focus is on the basic techniques and 
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emphasize starting with observation to focus the work to be completed and sets the stage 

for more advanced efforts.  

 

4.1.2 Goals and Objectives of Declination Lab 

Table 7: G1 Declination Lab Results 

Lab Name Technique 
Category 

Goal and Objective 

Declination Basic Static 
Basic Dynamic 
Advanced Static 
Advanced Dynamic 
 

1.  Identify the Malware running on the victim 
computer through basic static and basic dynamic 
analysis techniques. 
2.  Show the location (hex instruction) of the 
start/entry function of the Malware through 
advanced static analysis. 
3.  Identify the location (hex instruction) of the 
message handler which is listening for 
communication from the C&C Client (operator) 
4.  Discover which Encryption Key in use by the 
malware through inspecting the malware code 
debugger analysis and comparing to disassembler 
functions. 
5.  [Optional] Select and analyze 2 primary functions 
available to the malware C&C Client based on 
Advanced Static Analysis and/or Advanced Dynamic 
Analysis.  Find the cross reference (xref) call 
instructions for each of the 2 chosen functions. 

 

The skillset for the Declination lab is expected to be significantly higher than the 

Blueshift lab and it becomes apparent as the goals and objectives are focused well beyond 

the network traffic and process behavior at a basic level, but instead expect the student to 

quickly find and identify the malware and progress into advanced analysis through 

disassembly and debugging techniques.  Example questions included in the Declination 

lab include: 

 What instruction point is the Entry or Start of the Malware? 

 What is the encryption key used in the C&C communications? 

 What function is used by the malware to identify the C&C communications? 
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In this lab, the student looks for specific instructions within the code of the malware and 

looks for variable values to determine the Encryption key which is in use by the malware.  

This lab expects the student to be able to differentiate between the important functions 

and processes and the insignificant functions to identify where in the code the Encryption 

key might be used and then find the key within the malware.  The approach taken through 

this activity set is intended to provide opportunities for the student to debug the active 

malware by pausing the malware, setting breakpoints and testing theories based on the 

observations of advanced static analysis working closely with advanced dynamic analysis 

techniques.  The expectation is for the student to work through a logical analysis building 

on discoveries and knowledge until the student completes the tasks which is covered in 

more detail in section 4.2.2.  

4.2  G2 Results 

Each lab has specific tools which can be used by the student, at the student’s discretion. 

The expectation is that the student will achieve the lab objectives through a combination 

of these tools used to complement and build on another tool’s results. 

 

Table 8: Overview of G2 Results by Lab 

Overview of G2 Results by Lab 
Lab Name Technique Category Tools 
Apogee Basic Static 

Basic Dynamic 
Process Explorer, Process Monitor, 
Wireshark, ApateDNS, FAKENET-NG, 
PEView, Strings 

Blueshift Basic Static 
Basic Dynamic 

Process Explorer, Process Monitor, 
Wireshark, ApateDNS, FAKENET-NG, 
PEView, Strings 

Celestial Basic Static 
Basic Dynamic 
Advanced Dynamic 

Process Explorer, OllyDbg, Process Monitor, 
Wireshark, ApateDNS, INetSim 
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Declination Basic Static 
Basic Dynamic 
Advanced Static 
Advanced Dynamic 
 

Process Explorer, IDA Free, GHIDRA, 
Process Monitor, Wireshark, FAKENET-NG, 
ApateDNS, OllyDbg, C&C Client (optional) 

Eclipse Basic Static 
Basic Dynamic 
Advanced Static 
Advanced Dynamic 

Process Explorer, IDA Free, GHIDRA, 
Process Monitor, Wireshark, FAKENET-NG, 
ApateDNS, OllyDbg, Python Script 
(optional), C&C Client (optional), InetSim 

 
 

4.2.1 Tools used by Blueshift Lab by Goals 

 
Table 9: G2 Blueshift Lab Results 

Malware Analysis Tools Basic Static Basic 
Dynamic 

Process Explorer  x 

Process Monitor  x 

Wireshark  x 

ApateDNS  x 

FAKENET-NG  x 

PEView x  

Strings x  

 
As an example of the tools in use by the Blueshift Lab, the student is expected to apply 

Process Explorer (Procexp.exe) and Process Monitor (Procmon.exe) to observe the active 

processes on the system. While looking through Process Explorer, the student may notice 

the malware msdcsc.exe is running and is not a common program.  Also, the student may 
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observe a notepad.exe program is running with a subprocess of the same malware name, 

msdcsc.exe.  This is unusual for notepad.exe, which is a basic text editor.   

 
 

Figure 3 - Process Explorer notepad.exe 

 
 
Process Monitor is helpful in further understanding what the malware process is sending 

(payload) in the network traffic as shown in Figure 4, which shows a Notepad process 

accessing a log file.  This is a significant clue into the payload of the malware. 

 
 

Figure 4 - Procmon notepad.exe keylogger file information 
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But first, the student should apply a network tool like ApateDNS, Wireshark, 

FAKENET-NG or combinations of tools to identify a destination IP and hostname of the 

traffic generated by the victim computer.  Simply running Wireshark on the victim 

computer provides some immediate information on the loopback interface as shown in 

Figure 5.  

 
Figure 5 - Wireshark 
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Implementing ApateDNS on the victim computer also identifies network traffic generated 

to a DNS hostname as shown in Figure 6. 

 
 

Figure 6 - ApateDNS 

And if Wireshark is run in conjunction with ApateDNS, then the Wireshark window 

becomes more standard as ApateDNS provides a method for the communication to be 

sent rather than ICMP errors without ApateDNS as shown in Figure 7. 

 
Figure 7 - Wireshark with ApateDNS 
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As an alternative toolset, FAKENET-NG when launched on the victim computer quickly 

identifies the DNS request for an unusual hostname as seen in Figure 8. 

 
 

Figure 8 - FAKENET-NG 

 

Regardless of the tools utilized by the student, the DNS name specific to this lab is 

appcenter.starlightlabs.org and has an IP address of 192.168.57.152 (Figure 9). If the 

DNS name is found first, the student can use the ping utility to find the IP address.  The 
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student may wonder why that name is resolvable and could check the Hosts file on the 

computer (Figure 9). 

 
 

Figure 9 - IP Resolution for DNS name 

 

4.2.2 Tools used by Declination Lab by Goal 

Table 10: G2 Declination Lab Results 

Tools Basic Static Basic Dynamic Advanced Static Advanced Dynamic 

Process Explorer  x   

IDA Free x  x x 

GHIDRA x  x  

Process Monitor  x  x 

Wireshark  x   

FAKENET-NG  x   

ApateDNS  x   

OllyDbg    x 

 

The Declination lab tools provide a series of different insights into the behavior of the 

malware and the student is considerably more involved in the analysis of the malware 

functions through disassemblers and debugging toolsets.  The student can choose from a 
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few different tools to achieve the goals and objectives and a combination of tools will ne 

necessary to complete the tasks.  The Basic Static Analysis and Basic Dynamic Analysis 

in the Declination Lab is all contained in the first goal and objective: Identify the 

Malware running on the victim computer through basic static and basic dynamic analysis 

techniques. 

An example screenshots of the first objective lab results are in the following Wireshark 

capture. 

 

Figure 10 - Declination Wireshark Capture 

But this lab quickly moves into more advanced analysis tools and expects the student to 

practice disassembly and debugging techniques.  The tools available include IDA Free 

and GHIDRA for Advanced Static Analysis as well as IDA Free and OllyDbg for 

Advanced Dynamic Analysis.  The student is expected to find specific instructions and 

values within the malware code as demonstrated in the following figures. 
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Figure 11 - Example OllyDbg Attach 

Simply attaching to the malware using OllyDbg is captured in Figure 11 above.  And 

working further though the application code, the student may find the reference to 

contacts.starlightlabs.org within the debugger as shown in Figure 12 below.  OllyDbg 

provides a strong tool for walking through the malware code in an effort to achieve the 

goals and objectives of the lab.   

 

 
 

Figure 12 - OllyDbg Showing contacts.starlightlabs.org 
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For Advanced Static Analysis, GHIDRA provides an interactive disassembler as shown 

in Figure 13, identifying the entry hex location for the malware code.  This is one of the 

objectives of the lab.  In addition, visualizing the function is an important aspect of 

advanced static analysis and the following Figure 14 shows the same Entry function 

diagram. 

 

 
 

Figure 13 - Entry HEX location in GHIDRA 

 
 

Figure 14 - Entry Function Diagram in GHIDRA 

 



 

28 
 

The communication between the victim computer and the C&C operator is encrypted and 

the student can continue to leverage tools like GHIDRA and IDA Free through advanced 

static analysis techniques and possibly advanced dynamic analysis techniques to find this 

additional information.  After determining the start function of the code, the student can 

follow the code branches to find where the victim computer listens for C&C operator 

commands.  Tools like GHIDRA and IDA Free have visual graphing to help determine 

these branches and follow the logic.  Also, the tools can search for different types of 

commands like send and recv commands to find locations where the code will be 

listening and sending commands as shown in the following examples. 

 

Figure 15 - String Search for WSOCK32.DLL::recv 

 

Figure 16 - String Search for send 
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In looking closer at examples of these send and receive calls, the student can find some 

consistent requests before or after that reference the encryption key.   

 

Figure 17 - Key Following Recv: the key string “#KCMDDC51#...” is used to call Decrypt() after 
recv() is called 
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Figure 18 - Key Preceding Send: the key string “#KCMDDC51#...” is used to call Encrypt() before 
send() is called 

 
The commands which are sent must first be encrypted at the victim computer; while the 

commands which are received must be decrypted afterwards. The code references these 

encryption processes and without fully investigating the encryption algorithms, 

indications of the encryption key itself can be identified within the code.  This activity 

requires the analyst to follow along with the code through advanced dynamic analysis to 

see the key.  In this process, the full key can be observed in use as shown below.  IDA 
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Free has a debugger built in which can execute the malware code and OllyDbg has the 

ability to attach to the running malware to also observe the code while it is active.   

 

 

Figure 19 - Encryption Key in Use in OllyDbg 

   

recv Command 

Encryption Key 
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In addition, as the student is looking through the code for the recv commands and looking 

for a location where the C&C operator’s commands could be managed, the student can 

find many additional strings and values represent the many functions of the application.   

 

                                                  

Figure 20 - Main Selector Function 

As shown in Figure 20, the function which is renamed to MainSelector is a long function. 

This function tests multiple values to determine which action to take.  In the analysis of 

the code, the student can find strings like “GetFullInfo” and this example shows what 

code will be executed when this string is matched. As the malware tests each value with 

the command it received from the C&C operator, it determines what action should be 

taken.  In the above case, the function requests more information about the computer.  

This same process can be done to map functions within the malware. 

Occurrence of 
example within 
overall Function  

String: “GetFullInfo”  

Examine location 
LAB_004798ea 
more closely 
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The tools leveraged for the Declination Lab are going to be determined by the student’s 

preferences as well as the student’s interest in exploring and learning more about all the 

tools available.  The instructor can provide additional suggestions or hints within the 

Student Lab Manual, if desired, to direct students to utilize specific tools, if that is 

needed.  The instructor's discretion on providing more assistance with the tools is an 

important aspect for the student’s success in using the labs. 

 

4.3  G3 Results 

Overall, the demonstration of the G3 results can be summarized in the building out of 5 

separate labs.  Each lab was modified in multiple ways and demonstrate the labs are 

sustainable, extensible and customizable.  Consider the malware executable, which is 

modified to create each lab instance.  IP addresses have been changed as well as DNS 

names.  Hosts files have been modified to reflect the different changes.  Persistence has 

been enabled to provide a consistent repeatable experience after operating system restarts. 

This is only a sampling of the changes which are available to the instructor for many 

more labs as well.  To demonstrate in more specific manner the results of G3, we can 

continue to focus on the 2 labs, Blueshift and Declination.   

In the Blueshift Lab, as it is currently captured, we have an example with the G3 results 

of both what to do and what not to do in the development of future labs.  The malware 

executable was created with the msdcsc.exe filename which is the default filename of the 

malware.  This filename, if not changed, could be searched on the internet to quickly find 

the source of the malware.  In other labs, the malware executable is renamed, like in 

Apogee, to security.exe and in Declination to contacts.exe.  The malware network traffic 
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in Blueshift is generated toward a DNS name of appcenter.starlightlab.org while in the 

Apogee Lab, the malware reaches out to ftp.threathuntinglabs.com.  This change of the 

domain name are all configurable during the build out of the malware executable.  Other 

examples of the malware buildout are captured in the below figures demonstrating a set 

of hosts file entries and a keylogger target DNS name as found in the Declination Lab. 

 

Figure 21 - Hosts File Values 
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Figure 22 -  Keylogger Exfiltration Target 

In addition to the examples provided in the Blueshift Lab, the Declination Lab also 

incorporates an example of the G3 results to adjust the skill level of the lab.  This could 

be useful to accommodate a student performing the lab who may not be achieving 

success.  The example can be seen in the optional Goal and Objective:  

5.  [Optional] Select and analyze 2 primary functions available to the malware 

C&C Client based on Advanced Static Analysis and/or Advanced Dynamic 

Analysis.  Find the cross reference (xref) call instructions for each of the 2 chosen 

functions. 

If the student is not able to effectively complete these tasks as designed, the skill level 

can be adjusted by the instructor by providing the student with the C&C Client.  This 

activity would reduce the difficulty of the lab by allowing the student to generate the 

interaction with the malware on the victim computer and thereby know what type of 

behavior is expected to be seen.  With this additional knowledge, the student would be 
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expected to move forward more easily in the process of analyzing the malware and more 

readily achieve the goal and objective. 

4.4 Additional Technical Background 

More detailed command and control functionality is illustrated in the following additional 

technical background of the malware.  As a recap, the list of functions is broad and 

includes many different ways to attack the victim’s computer, assess the nearby network 

devices and to observe and interact with the operator of the victim computer.   

   

Figure 23 - List of Functions 
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The System Info functions provide insight into the victim’s computer details including 

potentially Personal Identifiable Information (PII) as shown in Figure 24. 

 

Figure 24 

The Fun Functions provide some interesting options grouped into 4 areas: Fun Manager, 

Piano, Message Box, Microsoft Reader and Remote Chat.  The Fun Manager (Figure 25) 

includes easy ways to hide the desktop, clock, task icons, task manager and even open 

and close the CD door (which may not be quite as relevant today, but some computers do 

still ship with CD drives).  The MessageBox function provides the victim with a message 

box designed by the attacker (Figure 26).  The Remote Chat function provides the 

attacker with a two-way real-time chat capability to interact directly with the operator of 

the victim computer (Figure 27). 
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Figure 25 - Fun Manager 

 

Figure 26 - Fun Manager Send MessageBox 
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Figure 27 - Fun Manager Chat 

The System Functions include Process Manager (Figure 28), Remote Registry (Figure 

29), Remote Shell (Figure 30), Windows List, Uninstall Applications (Figure 31), System 

Privileges, and Hosts File (Figure 32).   

 

Figure 28 - Process Manager 
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Figure 29 - Remote Registry 

 

Figure 30  - Remote Shell 

 

Figure 31 - Uninstall Applications 
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Figure 32 - Hosts File 

Together, these System Functions provide the attacker with granular controls to add 

software, remove software, add registry entries, and modify the system as desired. 

The Remote MSConfig functions provide a list of Services (Figure 33) and Registry 

(Figure 34) items which run at startup.  One of the methods for persistence is captured in 

Figure 34 as the malware added a registry key to run again at startup. 

 

Figure 33 - Services Startup 
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Figure 34- Registry Startup 

Remote Scripting (Figure 35) provides HTML, Batch Scripting and Visual Basic 

Scripting options for the attacker.   

 

Figure 35 - Remote Scripting 

The Files Manager (Figure 36) has 2 options: Explorer files and Search for files.  The 

Explorer files option provides a window to browse through files both on the remote 

victim computer as well as the attacker’s computer and to drag and drop files between the 

systems.  It also provides similar functionality to create folders, as well as delete folders 

and files. 
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Figure 36 - Files Manager 

The functions for Passwords / Datas (Figure 37) provides Stored Passwords and uTorrent 

Download logs.   

 

Figure 37 - Passwords 

MSN Functions (Figure 38) have become somewhat outdated, but you can imagine the 

impact this could have on the victim as the attacker impersonates the victim to external 

parties on MSN.  As the attacker has full access to the computer, the capabilities of MSN 

are placed here for convenience, but the attacker can impersonate the victim through any 

applications via remote desktop, remote shell, etc.   
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Figure 38 -  MSN Functions 

The Spy Functions (Figures 39 & 40) provide the most intrusive and direct observations 

of the victim using the Webcam, Microphone, Remote Desktop, and Keylogger.  These 

options allow the attacker to have access to the victim’s camera and microphone which 

enables the attacker to record video and sound from the victim’s computer.  This video 

and sound can be used to frighten and intimidate the victim as well as enable to attacker 

to extort, blackmail, or otherwise exploit the victim. 

 

Figure 39 -  Spy Functions - WebCam, Microphone, Keylogger 
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Figure 40 - Spy Functions - Remote Desktop 

The next group of functions, Network functions, provide insight to the attacker of the 

victim’s network.  This can provide possible additional target systems to attack as well as 

provide more information to the devices and systems which are on the same network as 

the victim.  Lateral attacks can be orchestrated directly from the victim computer or 

through alternative attack methods.   
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The Active Ports (Figure 41) provides the victim’s active network ports. 

 

Figure 41 - Network Active Ports 

Network Shares (Figure 42) provides a list of shares which are being provided to the 

network from the victim’s computer.  This could provide an attack vector to replace a file 

or upload a new file to a network share which could be downloaded or run on another 

computer. 

 

Figure 42 - Network Shares 

The Network Function, LAN Computers, provides a list of networked IP addresses on the 

local area network, which provides a list of potential devices to attack (Figure 43). 
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Figure 43 - LAN Computers 

The Print Manager and Clipboard functions are listed in the Misc Functions (Figure 44).  

These tools provide access to the clipboard on the victim computer to see what has been 

copied to the clipboard as well as create (Write in) new clipboard values as well as clear 

the remote clipboard.   

 

Figure 44 - Misc Functions - Print Manager and Clipboard 
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The Computer Power functions (Figure 45) include Poweroff, Shutdown, Restart and 

Logoff.   

 

Figure 45 - Computer Power 

Both the Client and Server have Restart Socket functions which warn the attacker that 

this action will create a new handle (Figure 46). 

 

Figure 46 - Restart Socket (Client and Server) 

The Server Actions functions each perform functions associated to the Windows Server 

Capabilities including Lock Computer, Restart Server, Close Server, Uninstall Server, 

Upload and Execute, Remote Edit Server and Take Notes.   
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Figure 47 - Server Actions and Update Server 

The Update Server Actions provide both a URL option and a File option (Figure 48). 

 

Figure 48 - Update Server 

Some more nefarious functions include Dynamic Denial of Service (DDoS) commands: 

Http flood, Syn flood and UDP flood, as shown in Figure 49.  Other research has shown 

that these functions at different points were not properly functional [19], but nonetheless, 

their appearance questions the motivations of the developer [21].  Further, the malware 

has been used in infamous cases, like the Syrian Government’s use in 2012 [10][11] 

which demonstrate that even if the design was with good intent, it was used maliciously. 
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Figure 49 - DDoS Functions 

Chapter 5: Conclusion 

5.1 Summary of results and alignment to Goals/Objectives      

This research paper is intended to help develop and improve the skills which are needed 

to perform effective cyber threat hunting and further increase the capabilities of our 

workforce while leveraging free software and tools to help reduce the financial 

investment required to learn and practice these techniques.  To achieve three goals:  

 Tailored for Different Skill Levels, 

 Accessible/Free, and  

 Safely Sustainable/ Extensible/ Customizable,  

the labs have established objectives which incorporate Bloom’s Taxonomy, the Threat 

Hunting Skill Set, and the use of Questions and Manuals to encourage the student’s 

investigation.  The labs utilize a malware which demonstrates many different capabilities 

and provides opportunities for students of many different skill levels.  From these efforts, 
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students can continue to practice skills and develop new capabilities in Cyber Threat 

Hunting. 

5.2 Possible future work 

As this work is further developed, the automation of variable changes, additional lab 

buildouts and extending new free tools and software as they become available can help 

enhance and keep the labs relevant to the always changing landscape of cyber threat 

hunting.    
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