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ABSTRACT

MICHAEL WEBBER. Exploring Cyber Threat Hunting through Interactive Labs.

(Under the direction of DR. JINPENG WEI)

As we continue to see the impact of cyber attacks and cyber threats throughout the world,
the need for cyber threat hunting skills is more and more important to the cybersecurity industry
and provides a compelling case for expanding the workforce capable of performing these tasks.
In this regard, this thesis is intended to help provide more opportunities for students to learn and
practice these cyber threat hunting skills. The labs developed are intended to leverage a safe
environment and provide an instructor with a toolset to challenge students to better find and
analyze cyber threats in an interactive environment. The labs have specific goals and objectives,
are built on modern Windows Operating Systems, and leverage free tools and software to make
the work more attainable to more people and also create sustainability beyond the labs while
avoiding some student costs. The labs demonstrate different examples of malware functions
interacting with a victim computer through a command and control (C&C) model and to
demonstrate various capabilities and payloads. The student is intended to leverage the tools and
techniques of malware analysis to identify and analyze the malware in order to understand how
the malware operates and ultimately understand how the malware interacts with the C&C
operator. This skill set is extensible to a broader set of malware analysis and cyber threat hunting
activities and is anticipated to continue to be a skillset which is needed to address the challenges

we see today and in the future.
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Chapter 1: Introduction

1.1 Overview

The capabilities and effectiveness in defending against cyberattacks is dependent on the
development of cyber hunting skills[1][2][13][14]. We continue to see an increase in
cyber-attacks [S][6][7]1[8][OI[10][11][12][13][14][15][16][17][18][20][21][22][23] which
have different impacts and some significant attacks are not detected by even the most
sophisticated, automated systems. Over the past year, we have seen supply chain attacks
against pivotal IT tools like Solarwinds® [17] and Kaseya® [15], both of which
individually created threat vectors into thousands of other businesses. We have seen an
individual government require tax software which contained malware [16]. We continue
to see a deficit in skilled labor in the area of cybersecurity and more specifically in the
area of cyber threat hunting [24][25]. Although advancements in Artificial Intelligence
and Automated Information Security are likely to grow and improve, we will still need to
cultivate the individual’s cyber hunting skills in our industry to defend our systems and

environments from cyberattack.

1.2 Lab Concepts and Cyber Hunting Skills

Developing and improving cyber hunting skills leveraging free tools is the focus of this
research and fundamental in continuing to develop the workforce to support
cybersecurity. The research project created labs built with free software and tools to
introduce and hone Cyber Hunting skills. In order to fulfill the free software and tools

goal, the labs have some fundamental requirements including: (1) the labs must be able to



support the analysis of the malware, so the malware must be able to be run without a
dependency on internet access and (2) the labs must have all the required elements to be
able to perform the analysis. In support of these fundamental requirements, the lab
environment allows the student to spin up multiple virtual machines (VMs) to be a
helpful tool for analysis, for example a Ubuntu VM to run Netcat or INetSim to provide
command and control capabilities to interact with malware [4].

The overall basis for cyber threat hunting is focused on 8 Threat Hunting Skills[1] which
are: (1) incident detection and analysis, (2) threat intelligence, (3) security data analysis,
(4) forensic analysis, (5) malicious code analysis, (6) analytical models, (7) penetration
testing, and (8) vulnerability testing. The labs created are focused on threat detection and
malicious code analysis with specific analysis activities further categorized into 4 groups:
Basic Static Analysis, Basic Dynamic Analysis, Advanced Static Analysis and Advanced
Dynamic Analysis. The students operating the labs will utilize specific techniques and
tools with different levels of complexity to identify and analyze the threat(s) they find

within the labs.



Chapter 2: Technical background

2.1 Lab Build

The labs are built using Oracle Virtual Box virtual machines with a Microsoft Windows
Operating System. The labs run stable virtual machines with virtual networking to
provide students with an effective cyber threat hunting environment while also providing
security options to prevent the malware from escaping the lab environment. The labs
include additional virtual machines which are optional and can be started by the student
to perform functions and introduce capabilities to be used individually or in coordination
with other virtual machines to analyze and interact with the malware. These virtual
machines contain software and tools which are available to the general public at no cost.

More details on these tools is provided in later sections.

2.2 Lab Specifications

The lab objectives are designed to provide real-time examples of cyber threat hunting to
demonstrate specific ways to identify and analyze malware. Each lab objective has both
a technical goal as well as a level of complexity or difficulty which is intended to match
up with the various levels of student skills and knowledge which is explored further in
this thesis. The lab environment is running Oracle Virtual Box built on virtualbox-

5.2 5.2.22-126460. The operating system of the virtual machine running the malware is



Microsoft® Windows® 8 and Windows® 10. The tools and software available in the
environment are listed in Table 1.

Table 1: Tools and software

Tools and software

apateDNS PEID PEView

IDA Free Regshot SysinternalsSuite Process Explorer
Netcat FlareVM SysinternalsSuite Process Monitor
OllyDbg WinPcap Dependency Walker

GHIDRA WinSCP INetSim

FAKENET-NG W.ireshark other tools as available

The labs are built to provide an environment for the student to practice and demonstrate
the use of these tools in a secure way by proving a hands-on lab with an active threat and
providing an instructor and student lab manual to assist both parties in accomplishing the

goals of the labs.

2.3 Malware Overview

The malware in the lab includes a Remote Access Trojan (RAT), also known as a Remote
Administration Tool or backdoor, with support of reverse shell and remote desktop
experience along with Command and Control (C&C) capabilities. The method of the
C&C interaction varies from lab to lab as in some cases, the victim machine can be
analyzed independently from the C&C machine, but in other labs, the C&C machine is
part of the lab activities.

The Primary Functions of the malware include File System Management, Remote Shell
Commands, Camera and Sound Spying, Keystroke Logger, Remote Control, amongst

other functions. The full list of functions available through the malware are shown in



Figure 1 and more detail of this malware can be found in Section 4.4. For now, we will

look at some of the primary functions which are of interest in the malware capabilities.

4 {6 System Info
#¥! System Monitor
g Computer Info
55 Trace Map
4 %% Fun Functions
'@‘ Fun Manager Ls -
Pian 4 Network Functions
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5% Remote Chat M Server Socks5
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{88 Process Manager du Net Gateway
&) Remote Registry .;a% IP Scanner
Remote & Remote Shell -2 Url Download
Shell Windows List ; u Brov_vse Page
7, Uninstall Applications ; I{ Redirect Ip/Port
¥ System Privileges - = WIFI Access points
[;‘/ Hosts File 4 _3 Misc Functions
4 -[Z) Remote MSConfig - Print Manager
@ Services Startup [l Clipboard
&3 Registry Startup 4-/§ Computer Power Computer
4 -|o| Remote Scripting -, Poweroff Power
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Explorer 12y Explorer files -1, Client
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& Sound Capture 4 -%) Update Server
{2} Remote Desktop Q) From Url
il Keylogger L& From File

Figure 1 - List of Functions

This malware has many different attack methods including enumeration of the computer
system components, file system access, remote access shell, interactive chat, audio
surveillance, video surveillance, keylogging, screen capture, and many others (Figure 1).

In addition, the malware can persist after restart and hide visibility of its files. These



capabilities are useful in both the variability and difficulty of the labs which can be

developed.



Chapter 3: Methodology

3.1 Design Goals/Objectives

G1: Tailored for Different Skill Levels

The first goal of each lab is to align the activities to meet different skill levels in order to
provide students of different backgrounds the opportunity to learn cyber threat hunting
skills appropriate to their knowledge and ability. By creating labs with varying skill
levels, the labs will be appropriate for a broader set of students, both from an interest
level as well as the depth of skill which an individual student brings. The expectation is
to help increase the number of students who can participate as well as the extent to which
students can grow and learn throughout the activities. In practical application the
instructor will need to decide which labs will be used for which students. This is
important as the intent is to challenge the student without making the labs so difficult that
they discourage the student from future efforts. From the Goals and Objectives are
developed questions to be answered by the student during the lab. These questions
provide a starting point for the student and help move the student through different tools

to achieve the intended results and the Goals and Objectives of the lab.

G2: Accessible/Free

The second goal of the labs is to use software and tools which are free and available to
the general public. This goal is intended to facilitate development for the student which
can be applied outside the classroom experience and helping to minimize the financial

burden for the student. This approach is beneficial both on the part of the instructor or



institution as well as the ongoing use and practice of the student. The student is more
likely to be able to build and leverage these tools after their training completes if the tools
are freely available. In some cases, the tools are open source and students could even
provide improvements by contributing to the open source project or provide feedback for

future application development by others.

G3: Safely Sustainable/Extensible/Customizable

The third goal of the labs is to be sustainable, extensible and customizable. This goal will
help to provide longevity of the learning environment. The labs can be sustained through
utilization of stable, well-known and established operating systems, virtual machine
platforms, and software. The labs are extensible through the use of additional, optional
virtual machines and tools which can be implemented by the student to provide additional
capabilities. The labs are customizable through modification of key elements of the
malware to provide the instructor with the option to make changes which can be reflected
in assignments and alter the outcomes of specific results. It is important that these

customizations do not negatively impact the lab environments.

3.2 Methods to Achieve Education and Skill Level Goal (G1)

3.2.1 G1 Bloom’s Taxonomy

Each Lab Objective incorporates Bloom's Taxonomy [26][27], the Cyber Hunting Skill

Set, and Malware Analysis Techniques to create effective lessons which have different



difficulty skill levels. Bloom’s Taxonomy is a framework which provides six categories

of educational goals.

Table 2: Bloom's Taxonomy

Remembering Identify Recall Select Label Recognize
Tell List Match Name

Understanding Classify Demonstrate Infer Relate Translate
Compare Explain Interpret Show
Contrast lllustrate Outline  Summarize

Applying Use Respond Organize Choose Solve
Carry out Apply Build Model
Provide Develop Select Utilize

Analyzing Assume Classify Dissect Analyze Compare Distinguish
Categorize Contrast Examine
Conclude Discover Inspect

Evaluating Appraise Assess Award Choose
Criticize Defend Disprove Estimate
Interpret Judge Rate Support Justify

Creating Create Design Assemble Generate Build
Change Choose Combine Formulate Elaborate
Modify Compose Invent Improve Predict Plan

3.2.2 G1 Threat Hunting Skill Set

Threat Hunting Skill Set incorporates multiple skill areas. The Lab objectives align to
this skill set:

Table 3: Threat Hunting Skill Set

Threat Hunting Skill Set

Incident detection and analysis
Threat intelligence
Security data analysis
Forensic analysis
Malicious code analysis
Analytical models
Penetration testing
Vulnerability analysis




Within the skill set of malicious code analysis, the Labs leverage principles of malware

analysis [28] including:

Basic Static Analysis - Perform Analysis on the malware while it is not
actively running and without viewing the actual instructions of the malware.
This is a common starting point for malware analysis, but in the labs the
malware must first be identified which can move Basic Static Analysis later in
the sequencing.

Basic Dynamic Analysis — Perform Analysis with malware running to observe
the malware and begin to understand the activity of the malware. It is
important to note that this requires a safe, secure, and contained environment.
Advanced Static Analysis — Perform analysis through disassembler program
to view actual instructions of the malware and gain an understanding of what
the program is designed to do.

Advanced Dynamic Analysis — Perform analysis through a debugger program
to see the malware in a running state to further examine dynamic changes
while the malware is running. This method allows the threat hunter to see
data in active registers, in memory, and discover details which may only be

visible while the malware is running.
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Each lab is mapped to the categories of the techniques which are demonstrated within the
lab. The following table shows the mapping for five labs developed in this thesis. For

example, the lab named “Apogee” covers basic static and basic dynamic techniques.

Table 4: Technique Categories by Lab

Analysis Technique Apogee Blueshift Celestial | Declination Eclipse
Basic Static X X X X X
Basic Dynamic X X X X X
Advanced Static X X
Advanced Dynamic X X X

3.2.3 G1 Questions and Manuals

Student Lab Manuals (Available upon request) are scoped for the student and the
Instructor Lab Manual (Available upon request) provides details for the instructor to align
the activities to the expected results and provide consistency across the lab experiences.
These lab manuals enable the instructor to provide the appropriate level of assignments to
the student skill level and to reference key information which match to the malware
characteristics in the lab. The manuals include questions intended to both help the
student progress through the different techniques but also help the instructor evaluate the

efforts of the student in the labs.

3.3 Methods to Achieve Accessible and Free Goal (G2)

Free and Open Source Software are available and effective. These tools are often not the
most up-to-date and missing features which paid tools may have, but the concept of Free

and Open Source has been around for many years and the tenets of the model are to have

11



access to software without cost being prohibitive. This applies to the field of
cybersecurity and the tools leveraged for these labs are available as free and open source.
Free, Open Source, Freeware and Shareware are all terms which are used and sometimes
misunderstood [29][30]. Free Software Foundation (FSF) is based on 4 pillars: the
software is free to use for any purpose, free of cost to use, free to study, and free to
redistribute copies. Open Source Initiative (OSI) has specific terms and conditions.
Examples of Open Source licenses are Apache, BSD, GNU, MIT and Mozilla [30], but
open source software is generally free to use and redistribute. Freeware Software is free
to use, but cannot be modified and must be free of cost when redistributed. Shareware
software is free to use, but is limited in functionality or in features. In general, the
software associated to these labs will fall under one of these 4 Free and Open Source
categories.

In addition to leveraging free software to perform the labs, the malware selection process
is also an important aspect of the lab methodology of accessible/free. The malware was
selected through a process whereby multiple malware samples were reviewed. These
malware samples were found using freely accessible websites, like github, hybrid-
analysis.com, and others. Multiple different malware samples were evaluated, but this
particular malware software provided many different functional capabilities as well as a
built-in user interface to customize and deploy many different executable files with
variability in many aspects. This was a driving factor in the selection of the malware for

the labs.

12



3.4 Methods to Achieve Sustainable, Extensible, and Customizable Goal (G3)

To achieve G3, Sustainable, Extensible, and Customizable, the labs incorporate multiple

methods to modify and enhance the labs. Parameters for configuration and customization

are available through modification of the malware binary as well as through the

interaction with the C&C operator system. The lab re-deployment options allow for

reconfiguration of the virtual machines to change data points to help address sharing of

information between students and sessions and to provide an opportunity for labs to

maintain contemporary or present-day references. The lab information which can be

readily changed includes:

Name of the executable to be deployed to primary VM

Entry in Hosts file of the primary VM

DNS Name of the C&C client (reverse client-server malware)

IP Address of the C&C client (reverse client-server malware)

Port Number used in communication with C&C client (reverse client-server
malware)

Registry entries

Date of File Creation

The steps to change these values is part of the binary creation process, but some changes

can also be made through use of the Dark Comet RAT after deployment through dynamic

interaction.

13



Chapter 4: Results

4.1 G1 Results

In this research, we developed five labs: Apogee, Blueshift, Celestial, Declination, and

Eclipse. Each lab has specific goals and objectives which align to a category of

techniques.

Table 5: Overview of G1 Results by Lab

Overview of G1 Results by Lab

Lab Name

Technique Category

Goal and Objective

Apogee

Basic Static
Basic Dynamic

1. Identify network traffic generated by malware including
traffic destination DNS name and IP address.

2. Examine the running processes on the computer to
determine which process is sending the malware network
traffic.

Blueshift

Basic Static
Basic Dynamic

1. Determine what type of malware information is being sent
through the network traffic.

2. Provide the path, filename, and some example data
attempting to be exfiltrated by the malware.

Celestial

Basic Static
Basic Dynamic
Advanced Dynamic

1. Establish which protocol and network service is being used
by the malware to attempt to exfiltrate data.

2. Begin collecting data sent by the malware for potential
future analysis.

Declination

Basic Static

Basic Dynamic
Advanced Static
Advanced Dynamic

1. Identify the Malware running on the victim computer
through basic static and basic dynamic analysis techniques.

2. Show the location (hex instruction) of the start/entry
function of the Malware through advanced static analysis.

3. Identify the location (hex instruction) of the message
handler which is listening for communication from the C&C
Client (operator)

4. Discover which Encryption Key in use by the malware
through inspecting the malware code debugger analysis and
comparing to disassembler functions.

5. [Optional] Select and analyze 2 primary functions available
to the malware C&C Client based on Advanced Static Analysis
and/or Advanced Dynamic Analysis. Find the cross reference
(xref) call instructions for each of the 2 chosen functions.

Eclipse

Basic Static

Basic Dynamic
Advanced Static
Advanced Dynamic

1. Find Start of Malware function location and Initial Network
Communication function location in disassembler program.

2. ldentify and Analyze 2 primary functions available to the
malware C&C Client based on Advanced Static Analysis.

3. Work with the C&C Client to send active commands to the
victim computer while observing the interaction and then find

14




the function location in the malware which represents the
attack primary function.

4. Use Python Script in tools to decrypt malware
communication attempting to be exfiltrated to C&C Client.

From these goals and objectives, questions are added to the Student Manual to help the

student choose appropriate tools to perform tasks and gather information to complete the

goals and objectives. The following figure provides some example questions.

(Determine the

traffic.

malware to atte

What are some

Is any suspicious network traffic being sent by the computer?

How is the DNS name resolved to the IP address?

Determine which active process is sending the malware network

Establish which protocol and network service is being used by the

Example Questions from Labs

destination DNS name and IP address)

mpt to exfiltrate data.

keystrokes which were captured in the logs?

Figure 2 - Example Lab Questions

As a student looks to determine suspicious network traffic, the expectation from the

instructor is for the student use tools like Wireshark, ApateDNS, FAKENET-NG, or

other tools with opportunities to observe network traffic to identify something out of the

ordinary. Examples of the results of this work are found in the G2 results (Section 4.2).

4.1.1 Goals and Objectives of Blueshift Lab

Basic Dynamic

Table 6: G1 Blueshift Lab Results
Lab Name | Technique Category Goal and Objective
Blueshift Basic Static 1. Determine what type of malware information is

being sent through the network traffic.
2. Provide the path, filename, and some example
data attempting to be exfiltrated by the malware.
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Looking in more detail at the Blueshift lab, the student is expected to perform tasks
associated with Basic Static and Dynamic Analysis to determine information about the
network traffic being generated by the malware and what type of information the
malware is attempting to exfiltrate. Through Basic Dynamic Analysis techniques, the
student will look for network traffic intended for unexpected destinations. Some
expectation of general knowledge of the operating system is necessary and the lab uses
different tools (refer to section 4.2.1) to analyze the network traffic and isolate the
malware as well as the information attempting to be exfiltrated.
To assist the student in accomplishing the objectives, questions are provided in the lab
manual to help the student choose tools as well as help the instructor evaluate the success
of the student’s efforts. Some example questions from this lab include:

e [s any suspicious network traffic being sent by the computer? (Determine the

destination DNS name and IP address)
e Determine which active process is sending the malware network traffic.
e What is the path of the keylogger log files?

e What are some keystrokes which were captured in the logs?

The skill level of this lab is considered to be a fairly simple and straightforward
demonstration of Basic Static and Dynamic Analysis techniques because the Goals and
Objectives require limited information focusing on the network traffic which is being
generated, then identifying the process responsible for the traffic and further looking into
the behavior of the process to find the payload of the malware function. This lab does not
require more advanced skills in static or dynamic analysis and although more advanced

techniques could also achieve the results, the focus is on the basic techniques and
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emphasize starting with observation to focus the work to be completed and sets the stage

for more advanced efforts.

4.1.2 Goals and Objectives of Declination Lab

Table 7: G1 Declination Lab Results

Lab Name Technique Goal and Objective
Category

Declination Basic Static 1. Identify the Malware running on the victim
Basic Dynamic computer through basic static and basic dynamic
Advanced Static analysis techniques.

Advanced Dynamic | 2. Show the location (hex instruction) of the
start/entry function of the Malware through
advanced static analysis.

3. Identify the location (hex instruction) of the
message handler which is listening for
communication from the C&C Client (operator)

4. Discover which Encryption Key in use by the
malware through inspecting the malware code
debugger analysis and comparing to disassembler
functions.

5. [Optional] Select and analyze 2 primary functions
available to the malware C&C Client based on
Advanced Static Analysis and/or Advanced Dynamic
Analysis. Find the cross reference (xref) call
instructions for each of the 2 chosen functions.

The skillset for the Declination lab is expected to be significantly higher than the
Blueshift lab and it becomes apparent as the goals and objectives are focused well beyond
the network traffic and process behavior at a basic level, but instead expect the student to
quickly find and identify the malware and progress into advanced analysis through
disassembly and debugging techniques. Example questions included in the Declination
lab include:

e What instruction point is the Entry or Start of the Malware?

e What is the encryption key used in the C&C communications?

e What function is used by the malware to identify the C&C communications?
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In this lab, the student looks for specific instructions within the code of the malware and
looks for variable values to determine the Encryption key which is in use by the malware.
This lab expects the student to be able to differentiate between the important functions
and processes and the insignificant functions to identify where in the code the Encryption
key might be used and then find the key within the malware. The approach taken through
this activity set is intended to provide opportunities for the student to debug the active
malware by pausing the malware, setting breakpoints and testing theories based on the
observations of advanced static analysis working closely with advanced dynamic analysis
techniques. The expectation is for the student to work through a logical analysis building
on discoveries and knowledge until the student completes the tasks which is covered in

more detail in section 4.2.2.

4.2 G2 Results

Each lab has specific tools which can be used by the student, at the student’s discretion.
The expectation is that the student will achieve the lab objectives through a combination

of these tools used to complement and build on another tool’s results.

Table 8: Overview of G2 Results by Lab

Overview of G2 Results by Lab
Lab Name | Technique Category | Tools
Apogee Basic Static Process Explorer, Process Monitor,
Basic Dynamic Wireshark, ApateDNS, FAKENET-NG,
PEView, Strings
Blueshift Basic Static Process Explorer, Process Monitor,
Basic Dynamic Wireshark, ApateDNS, FAKENET-NG,
PEView, Strings
Celestial Basic Static Process Explorer, OllyDbg, Process Monitor,
Basic Dynamic Wireshark, ApateDNS, INetSim
Advanced Dynamic
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Declination | Basic Static Process Explorer, IDA Free, GHIDRA,
Basic Dynamic Process Monitor, Wireshark, FAKENET-NG,
Advanced Static ApateDNS, OllyDbg, C&C Client (optional)

Advanced Dynamic

Eclipse Basic Static Process Explorer, IDA Free, GHIDRA,
Basic Dynamic Process Monitor, Wireshark, FAKENET-NG,
Advanced Static ApateDNS, OllyDbg, Python Script

Advanced Dynamic (optional), C&C Client (optional), InetSim

4.2.1 Tools used by Blueshift Lab by Goals

Table 9: G2 Blueshift Lab Results

Malware Analysis Tools Basic Static | Basic
Dynamic

Process Explorer X
Process Monitor X
Wireshark X
ApateDNS X
FAKENET-NG X
PEView X

Strings X

As an example of the tools in use by the Blueshift Lab, the student is expected to apply
Process Explorer (Procexp.exe) and Process Monitor (Procmon.exe) to observe the active
processes on the system. While looking through Process Explorer, the student may notice

the malware msdcsc.exe is running and is not a common program. Also, the student may
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observe a notepad.exe program is running with a subprocess of the same malware name,

msdcsc.exe. This is unusual for notepad.exe, which is a basic text editor.

¥ Process Explorer - Sysi www.sysi om 10\IEUser] ini = o X
File Options View Process Find Handle Users Help

[aaad e ] [ | L] || [ ]| [<Fitterby name>

!

CPU  Private Bytes | WorkingSet  PID  Description Company Name A
100.00 56K 8K 0
<001 192K 152K 4
1.492K 4632K 392 Client Server Runtime Process Microsoft Corporation
1.256 K 6.080K 460 Windows Start-Up Application Microsoft Corporation
<001 1,656 K 4904K 468 Client Server Runtime Process Microsoft Corporation
2528K 10412K 528 Windows Logon Application  Microsoft Corporation
7.736 K 12916K 684 Usemode Font Driver Host  Microsoft Corporation
<001 42604K 67.208K 904 Desktop Window Manager  Microsoft Corporation
3780 K 11,516 K 3668 Remote Service Application  Microsoft Corp.

3812 Notepad Microsoft Corporation

Type Name A
ALPC Port \RPC Control\OLEFC8753B8A675CC8ABSE4421369AE
Desktop \Default
Directory \KnownDlis
Directory \KnownDlls32
Directory \KnownDlls32
Directory \Sessions\1\BaseNamedObjects
Event \KemelObjects\MaximumCommitCondtion
C:\Windows
C:\Windows\SysWOW64
C:\Windows \WinSxS'\x86_microsoft windows common-controls_6535b64144ccf 1df_6.0.17...
\Device\CNG
C:\Windows \System32\en-US\notepad exe mui
\Device \DeviceApi
\Device\KsecDD
C:\Windows \Fonts\StaticCache dat

C:\Windows \SysWOW64\en-US \user32 dil. mui
C:\Windows\WinSxS'\x86_microsoft windows.common-controls_6595b64144ccf 1df_6.0.17...
HKLM\SYSTEM\ComMSe(OOI\Oomol\Sesaon Manager

T TR TITTITRIIRTIRR

HKLM\SYSTEM\C g

HKLM\SOFT Windows NT\Cun ion\Image File Execution Options

HKLM\SYSTEM\Control Set001\Control\Nis\CustomLocale

HKLM

HKLM

HKLM\SOFTWARE\Microsoft\Ole

HKCU\Software\Classes\Local Settings

HKCU\Software\Classes

HKLM\SOFI'WARE\M:&OM\WndomRme

HKLM\SOFT i Classld v

CPU Usage: 8.53%  Commit Charge: 29.62% Processes: 138

Figure 3 - Process Explorer notepad.exe

Process Monitor is helpful in further understanding what the malware process is sending
(payload) in the network traffic as shown in Figure 4, which shows a Notepad process

accessing a log file. This is a significant clue into the payload of the malware.

Time .. Process Name PID  Operation Path Resut Detai
8373 JINOTEPADEXE 832 [ RegQueryKey HKCR\Unknown SUCCESS Query: HandieTags, Handie Tags: (x)
8373. (INOTEPADEXE 892 I RegOpenKey HIKCU\Software\Casses \Unknown NAME NOT FOUND Desired Access: Maximum Alowed
8373.. (INOTEPADEXE 892 i RegQueryVake HKCR\Unknown \NeverShowExt NAME NOT FOUND Length: 12
8373.. [INOTEPADEXE 892 [i¥ RegCloseKey HKCR\Unknown SUCCESS
8373.. [INOTEPADEXE 892 s CloseFie C:\Users\IEUser\AppData\Roaming \dclogs SUCCESS
8373 TINOTEPADEXE 892 [if RegQueryKey HKLM SUCCESS Query: HandieTags, Handie Tags: Ox0
8373.. [INOTEPADEXE 892 [ RegOpenKey HKL NT\G Pa... SUCCESS Desired Access: Query Vakue, Enumerate Sub Keys
8373.. HKLI NG nguagePa. . SUCCESS Class: . Length: 0
8373 HKLM NT\G Pa... SUCCESS Query: Handie Tags, Handie Tags: (x100
8373 HKLU NT\G guagePa... NAME NOT Access: Query Vake
8373 HKLM\SOFTY NT\G nguagePa... SUCCESS
8374, C:\Windows\System32\nctepad exe SUCCESS Offset: 91,136, Length: 4,096, /0 Rlags: Non-cached. Paging 1/0. Synchronous |
8374, C:\Windows\System32\nctepad exe SUCCESS Offset: 62,464, Lengeh: 32,768, /O Rags: Non-cached, Paging /0, Synchronous
8374, HKLM success me HandieTags, HandeTags: 00
8374 HKL SUCCES: Desired Access: Query Value
8374 HKLM\SOFT \Curers \OOBE\Launchl)... NAME Nov FOUND Length: 16
8374, HKL \Cusret Version\OOBE SUCCES!
\20; suo:Ess

Desired Access: Read Atrbutes. Dispostion: Open. Options: Open Reparse Pont
AN

Offset: 759,296, Length: 8.192. 1/O Flags: Non-cached. Pagng /0. Synchronous:

8374 C:\Windows \System32\efowet i SUCCESS Offset: 418,816, Length: 4,096, /O Flags: Non-cached. Paging L0, Synchronous
8374.. (INOTEPADEXE 892 ®Thread Ext SUCCESS Thread ID: 1496, User Time: 0.0000000, Kemel Time: 0.0000000
8374.. (NOTEPADEXE 892 W ReadFie C:\Windows\System32\efswet i SUCCESS Offset: 747,008, Length: 4,096, /0 Flags: Non-cached. Pagng L0, Synchronous
8374.. _JNOTEPADEXE 892 c®Thread Ext SUCCESS Thread ID: 4724, User Time: 0.0000000. Kemel Time: 0.0000000
8374.. _INOTEPADEXE 892 W ReadFie C\Windows \System 32\efswrt dil SUCCESS Offset: 414,720, Length: 28,672, 1/ Rags: Noncached. Pagng 1/0, Synchronou
8374.. (INOTEPADEXE 892 ®Thread Ext SUCCESS Thread ID: 5528, User Time: 0.0000000. Kemel Time: 0.0000000
8374.. _INOTEPADEXE 892 c®Thread Ext SUCCESS Thread ID: 456, User Time: 0.0000000. Kemel Time: 0.0000000
8374.. [NOTEPADEXE  §92 ¥ Readfie C\Wnoons\Sylm\JMMd SUCCESS Offset: 463.872. Length: 14,848, /O Rlags: Non-cached. Paging /0, Synchronou
8374.. JINOTEPADEXE 892 W Readfie C:\Windows \System12\efswrt SUCCESS Offset: 679,424, Lenath: 16.384. /O Flaas: Non<cached, Paaing /0, Synchronou

Figure 4 - Procmon notepad.exe keylogger file information
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But first, the student should apply a network tool like ApateDNS, Wireshark,
FAKENET-NG or combinations of tools to identify a destination IP and hostname of the
traffic generated by the victim computer. Simply running Wireshark on the victim

computer provides some immediate information on the loopback interface as shown in

Figure 5.

M PCAP-appcenter.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ REBRes=Ta5/Eaaan
I o
No. Time Source Destination Protocol Length Info

77 [Standard query @x7f76 A appcenter.starlightlabs.org

127.0.0.1 127.0.0.1 DNS

105 Destinati unreachable (Port unreachable
77 Standard query @x7f76 A appcenter.starlightlabs.org
105 Destination unreachable (Port unreachable

77 Standard query @x7f76 A appcenter.starlightlabs.org

127.0.0.1

77 Standard query ghtlabs.org

ghtlabs.org

9 0.000220

Frame 1: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback

Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1

User Datagram Protocol, Src Port: 58467, Dst Port: 53

Domain Name System (query)

2000 02 00 00 00 45 00 JLE 25 71 00 00 80 11 @0 00 el %q
7f 00 00 @1 7f 00 0@ @1 e4 63 0@ 35 00 35 de 8b c55
7f 76 01 00 @0 01 60 00 ©0 00 00 00 09 61 70 70 ‘v app
63 65 6e 74 65 72 @d 73 74 61 72 6c 69 67 68 74 center s tarlight
6c 61 62 73 @3 6f 72 67 @0 00 01 00 o1 labs-org

Figure 5 - Wireshark

21



Implementing ApateDNS on the victim computer also identifies network traffic generated

to a DNS hostname as shown in Figure 6.

I¥ ApateDNS - X
Capture Window  DNS Hex View

Time Domain Requested DNS Retumed A
10:34:51 glive.com FOUND

10:34:51 appcenter stariightlabs.org FOUND

10:34:51 fe3.delivery mp microsoft.com FOUND

10:34:53 go.microsoft.com FOUND

10:34:56 go microsoft.com FOUND

10:34:58 go microsoft.com FOUND

10:35:01 go.microsoft.com FOUND

10:35:13 glive.com FOUND

10:35:22 settings-win.data microsoft.com FOUND

10:35:23 settings-win data microsoft.com FOUND

10:35:30 alive.com FOUND bt
[+] Using 192.168.57.241 as return DNS IP!

[+] DNS set to 127.e.e.1 on Intel(R) PRO/1@e@ MT Desktop Adapter #2.

[+] sending valid DNS response of first request.

[+] server started at 10:34:51 successfully.

[+] stopping Server...

[+] Static DNS detected, setting back DNS to(127.e.0.1 ).

[+] DNS Restored.

[+] Interfaces list has been refreshed.

DNS Reply IP (Defaut: Cument Gatway/DNS):
eply IP ( way/DNS): [192.16857.241 .

#of NXDOMAIN's: E]
Selected Interface: Intel(R) PRO/1000 MT Desktop Adapter #2 v

Figure 6 - ApateDNS

And if Wireshark is run in conjunction with ApateDNS, then the Wireshark window
becomes more standard as ApateDNS provides a method for the communication to be

sent rather than ICMP errors without ApateDNS as shown in Figure 7.

a
Am ;0@ =
Wudo.stream eq 166 X]=]
No. Time Source Destinaton Protocol  Length Info
4+ 1581 32.052986 127.0.0.1 127.0.0.1 NS 77 Standard query @xbfb7 A appcenter.starlightlabs.org
1582 32.056062 127.0.0.1 127.0.0.1 DNS 93 Standard query response @xbfb7 A appcenter.starlightlabs.org A 192.168.57.201

Frame 1581: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback
> Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1
User Datagram Protocol, Src Port: 59181, Dst Port: 53
Dosain Name System (query)

M VWireshark . Follow UDP Stream (udp.stream eq 166) - PCAP-appcent.. — O X

............ appcenter
starlightlabs.org.
starlightlabs.org.

ppcenter
9.

1 chene pl, 1 server pi. 1 tum.

Entre conversation (106 bytes) ¥ Show data as | ASCIL | Stream (1663
-
Fiter Out This Stream Print Saveas... Back Close Heb
0200 ©2 00 00 00 45 00 00 49 2b 7f 00 00 80 11 00 00 ---<E I +

7f 00 00 01 7f 00 00 01 €7 2d 00 35 00 35 9b 80 =55

bf b7 @1 00 00 01 00 00 0 00 00 00 89 61 70 70 app

63 65 6e 74 65 72 8d 73 74 61 72 6c 69 67 68 74  center s tarlight

6c 61 62 73 03 6f 72 67 ©0 90 01 00 o1 labs-org

Figure 7 - Wireshark with ApateDNS
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As an alternative toolset, FAKENET-NG when launched on the victim computer quickly

identifies the DNS request for an unusual hostname as seen in Figure 8.

Figure 8 - FAKENET-NG

Regardless of the tools utilized by the student, the DNS name specific to this lab is
appcenter.starlightlabs.org and has an IP address of 192.168.57.152 (Figure 9). If the

DNS name is found first, the student can use the ping utility to find the IP address. The
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student may wonder why that name is resolvable and could check the Hosts file on the

computer (Figure 9).

hosts - Notepad

File Edit Format View Help
192.168.57.152 starlightlabs.org
192.168.57.152 appcenter.starlightlabs.org

Windows (  Ln4, Col 1 100%

Figure 9 - IP Resolution for DNS name

4.2.2 Tools used by Declination Lab by Goal

Table 10: G2 Declination Lab Results

Tools Basic Static | Basic Dynamic | Advanced Static | Advanced Dynamic
Process Explorer X

IDA Free X X X
GHIDRA X X

Process Monitor X X
Wireshark X

FAKENET-NG X

ApateDNS X

OllyDbg X

The Declination lab tools provide a series of different insights into the behavior of the
malware and the student is considerably more involved in the analysis of the malware
functions through disassemblers and debugging toolsets. The student can choose from a
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few different tools to achieve the goals and objectives and a combination of tools will ne
necessary to complete the tasks. The Basic Static Analysis and Basic Dynamic Analysis
in the Declination Lab is all contained in the first goal and objective: Identify the
Malware running on the victim computer through basic static and basic dynamic analysis
techniques.

An example screenshots of the first objective lab results are in the following Wireshark

capture.
A Capturing from Adapter for loopback traffic capture = a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
"o RE Qes=FTasSEaaan
@ =)+
No. Time Source Destination Protocol Length Info 4
102.733814 127.0.0.1 I 4 Destination unreachable (Port unreachable)
2477 102.733873 127.0.0.1 127.0.0.1 DNS 76 Standard query @x30c5 A contacts.starlxghtlabs org
127.0.0.1 ICMP 104 Destination unreacha un le
2479 102.733910 127.0.0.1 127.0.0.1 DNS 76 Standard query @x30c5 A :ontacts.starlxgh!labs org
127.0.0.1 127.0.0.1 ICMP 164 Destinat unreachable (Port unre
2481 102.733945 127.0.0.1 127.0.0.1 DNS 76 Standard query 0x30c5 A contacts.starlxghtlabs org
127.0.0.1 127.0.0.1 ICMF 104 Destinati eachable (Port unrea
2483 102.734025 127.0.0.1 127.0.0.1 DNS 76 Standard ‘luery 0)(30:5 A contacts.star‘hghtlabs org
127.0.0.1 127.0.0.1 ICMF 164 Destination eachal Port unre
2485 103.171459 127.0.0.1 127.0.0.1 DNS 76 Standard query @x@87e A contacts.starlxghtlabs org

Frame 1: 76 bytes on wire (608 bits), 76 bytes captured (688 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback

Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.0.1

User Datagram Protocol, Src Port: 64552, Dst Port: 53

Domain Name System (query)

0000 ©2 00 00 00 45 00 00 48 98c46006590690 E--H
7f @@ @0 01 7f @0 @@ @1 fc 28 @@ 35 @0 34 21 57 (-5-4lw
S8 19 01 @0 20 01 0 0@ ©° 00 20 e0 @8 63 6f 6e X con
74 61 63 74 73 @d 73 74 61 72 6¢c 69 67 68 74 6¢c  tacts-st arlightl
61 62 73 @3 6f 72 67 @@ @0 @1 00 o1 abs-org

Figure 10 - Declination Wireshark Capture

But this lab quickly moves into more advanced analysis tools and expects the student to
practice disassembly and debugging techniques. The tools available include IDA Free
and GHIDRA for Advanced Static Analysis as well as IDA Free and OllyDbg for
Advanced Dynamic Analysis. The student is expected to find specific instructions and

values within the malware code as demonstrated in the following figures.
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¥ OllyDbg - contacts.exe - [CPU - thread 7. (00000288), module ntdil]
€] File View Debug Trace Plugins Options Windows Help

X| =1 i u B|M|H
b ~
% HOP
B8 CCP10000 | MOU ERX, 1CC ntdll.2uldaitForklorkyiaklorkerfactory (guessed Rrgl,Rrg2, Argd, Argd, Args)
i W |%Il.m |Entry point
o
$
5 omesou0
MO EDX, 770C63F0 Entry point
CRLL EDX
&
O ERX, 301CE
OV EDX, 770C63F0 Entry point
CRLL EDX
B
L~
MOV EDX, 770C63F0 Entry point
B8
g s
O ERX, 100 ntdl L. Zuous4CerCl
OV EDX, 770C63F0 Entry point
CRLL EDX
St
5 e A
e _—
o

td

Figure 11 - Example OllyDbg Attach

Simply attaching to the malware using OllyDbg is captured in Figure 11 above. And
working further though the application code, the student may find the reference to
contacts.starlightlabs.org within the debugger as shown in Figure 12 below. OllyDbg

provides a strong tool for walking through the malware code in an effort to achieve the

goals and objectives of the lab.

& OllyDbg - contacts.exe - [CPU - thread 5. (00000D80), module contacts] - ] X
€] File View Debug Trace Plugins Options Windows Help - & x
EI_JJ »f>[n] w5384 HU] w]E|m]w|r]c| R K[ B[M |

~ |Begisters (FPU) ~

BDEKS C8DFFFFI| FLEA EAX, [LOCAL.2062]
PUSH EA%

EB SSIEFSFF CALL <JMP.&user32.Translatele
85 CSDFFFI LEA EAX, [LOCAL.2862]

50
E8 SF19FSFF CALL <JMP.&user32.Di
&R 81 1

KERNELBRASE . 765A3D30

Entry point

2]
LER ngx [LOCAL. 20621

m(" Suser32.PeekMessagel E:: :FH-H- :
TEST _EAX, EAX v bit 8(FFFFFFFF)
JNZ_SHORT 99436639 bit B( )
bit IEGBGKFFE!
)

bit O(FFFFFFF

1_NULL

] |Paused

3 WL
ot PILR

5 o] Foiner zo nent SEH record

4 o SE handler

: Entry point

4 Entry point

o

ot

4

* ASCIT "contacts.starlight labs.org”

4

4

4

4

4 v
real

Figure 12 - OllyDbg Showing contacts.starlightlabs.org
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For Advanced Static Analysis, GHIDRA provides an interactive disassembler as shown

in Figure 13, identifying the entry hex location for the malware code. This is one of the

objectives of the lab. In addition, visualizing the function is an important aspect of

advanced static analysis and the following Figure 14 shows the same Entry function

diagram.

E‘ Trees m@hx

Py @6 x|

i id 0048£888 55
0048£889 Sb ec

00 00

0048£890 €a 00
0048£892 €a 00
0048£894 49
0048£895 75 £9
0048£297 S1

undefined4

undefinedd

undefinedd

undefinedd

0048£88b b9 30 O

Stack[-0x3c]:4 local_3c

Stack[-0x40] :4 local_40

Stack[-0x44]:4 local 44

Stack(-0x48]:4 local 48

LAB_0048£890

RO (5

0048£ 8

XREF([2]:
XREF([2] :
XREF([2] :
XREF([2] :
XREF([2]: Entry Poin 0128 (*)
XREF [ 0048£895(3)

PUSH 0x0

PUSH 0x0

DEC E

JNZ LAB_0048£8%0

Figure 13 - Entry HEX location in GHIDRA

undefined
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
undefinedd
entry
...£288 PUSH Ei
...£889 MOV

&-@0| W

Lndefined  register entry(void)

AL:1 <RETURN>
Stack([-0x18]:4 local 18
Stack[-0xlc]:4 local lc
Stack[-0x20]:4 local 20
Stack[-0x24]:4 local 24
Stack[-0: o

Stack[-0x2c:

Stack[-0x40
Stack[-0x44]:4 local_d4
Stack[-0x48]:4 local 48

@ e o O W

Loop_30_LAB_0048£8... |
...£890 FUSH 0Ox0

Figure 14 - Entry Function Diagram in GHIDRA
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The communication between the victim computer and the C&C operator is encrypted and
the student can continue to leverage tools like GHIDRA and IDA Free through advanced
static analysis techniques and possibly advanced dynamic analysis techniques to find this
additional information. After determining the start function of the code, the student can
follow the code branches to find where the victim computer listens for C&C operator
commands. Tools like GHIDRA and IDA Free have visual graphing to help determine
these branches and follow the logic. Also, the tools can search for different types of
commands like send and recv commands to find locations where the code will be

listening and sending commands as shown in the following examples.

@ Search Text - "WSOCK32.DLL::recv" [Program Database] [CodeBrowser: Security:/msdcsc.exe]

Edit Help
O D e Program Database dcs 6 entries

Location [, | Label Namespace Preview

00408798 recv WSOCK32.DLL JMP dword ptr [->WSOCK32.DLL::recv]

0047fb59 CALL WSOCK32.DLL::recv

0047fbas CALL WSOCK32.DLL::recv

0047fce4 CALL WSOCK32.DLL::recv

0047fef1 net_listen_0047fe20 CALL WSOCK32.DLL::recv

0047ff3b net_listen_0047fe20 CALL WSOCK32.DLL::recv

0047ff8a net_listen_0047fe20 CALL WSOCK32.DLL::recv

Filter:

Figure 15 - String Search for WSOCK32.DLL::recv

@ Search [ Search Text - "recv" [Program Database], Search Text - "send” [Prog D ] ] [CodeB Security:/msdcs... — m]
Edit Help

Search Text - "send” [Program Database] - (msdcsc.exe) (182 entries) = IE B
Location [, | Label Preview
004795d9 MainSelector_004760a4 CALL SendRoutine_0047S5e2c
004798d1 MainSelector_004760a4 CALL USER32.DLL::SendMessageA
00479df5 MainSelector_004760a4 CALL SendRoutine_0047Se2c
00479e35 MainSelector_004760a4  CALL SendRoutine_00475e2c
00479e3d MainSelector_004760a4 MOV EDX=>s_SendYourClipboard 0047def4,s_SendYourClipboard 0047def4d
00479e3d MainSelector_004760a4 MOV EDX=>s_SendYourClipboard_0047def4,s_SendYourClipboard 0047def4
00479e70 MainSelector_004760a4 CALL SendRoutine_0047Se2c
0047a05f MainSelector_004760a4  CALL SendRoutine_0047Se2c
0047a2dc MainSelector_004760a4 CALL WINMM.DLL::mciSendStringhA
00472482 MainSelector_004760a4  CALL SendRoutine_0047Se2c
0047a4d1 MainSelector_004760a4 CALL SendRoutine_0047Se2c
0047a4f5 MainSelector_004760a4 MOV EDX=>s_gSendClip_0047e204,s_$SendClip 0047204

0047a4f5 MainSelector_004760a4 MOV EDX=>s_$SendClip_0047e204,s_g$SendClip_0047e204
00472523 MainSelector_004760a4 MOV EDX=>s_gSendTaskMgr_0047e218,s_g$SendTaskMgr_0047e218
0047a523 MainSelector_004760a4 MOV EDX=>s_gSendTaskMgr_0047e218,s_gSendTaskMgr_0047e218
00472995 MainSelector_004760a4  CALL SendRoutine_0047Se2c

0047a9d0 MainSelector_004760a4  CALL SendRoutine_0047Se2c

00472361 MainSelector_004760a4  CALL SendRoutine_0047Se2c

0047aabb MainSelector_004760a4  CALL SendRoutine_0047Se2c

0047ab00 MainSelector_004760a4 CALL SendRoutine_00475e2c

Figure 16 - String Search for send
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In looking closer at examples of these send and receive calls, the student can find some

consistent requests before or after that reference the encryption key.

«:€7c5 MOV EAX, [PTR_DAT_00454a£Q
we67ca MOV SDAT_00495£58,dword pte:
we67cc PUSH EAX

we67cd CALL WSOCK22.DLL::recv

«67d2 MOV dwozd per [ZBP + local_cl,u.
w67dS CMP dword petr [ZBP + local_cl,u.
«.67d% JG  Decrypt_Received_LAB_00426.

[t vo...i - O | W

Decrypt_Received_ L.

«.67¢7 LEA E} >local_20 + Oxf.
w.67ed LEA EDX=>local_2020, [EBP + Oxf...
«.67£3 CALL FUN_00405Seic

«.67T£8 MOV EAX,dword ptx [EEP + local..

--.67fe LEA EDX=>local_2044, [EBF + Oxf...

-
«:€804 CALL FUN_00405bd0 /

«. 6805 MOV >local 2044, dwozd ptx .

«.680f LEA ERX=>local_B8, [EEP + -0x4])
«.6812 CALL FUN_004057d4
«:6817 LEA ECX=>local_204c, [EBP + Oxf..

«.€81d MOV dword ptr [PTR_PTR_s_#.. |HE—
6823 MOV >PTR_s_$KCMDDCS1#-_004..
...6825 MOV EAX,dword per [EBP + local..
6828 CALL Decrypt0l_004616b4

«.682d MOV ED

«.6823 LEA
«.6826 CALL EUN_004055c8

{,dword ptr [EZEF + local..

EA¥=>local_8, [EBP + -0x4)

Figure 17 - Key Following Recv: the key string “#KCMDDC51#...” is used to call Decrypt() after
recv() is called
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weliad?7 PUSH LAB 0047 5abxd
welide PUSH dword ptx tparam 1)

weliQdf MOV  dwoed ptx tparam 1],
-5a52 LEA >local o | + -0x8]

weBahh MOV dword ptr [PTR PTR 5 Je

we il MOV *PTR & IRCMDDC519- 004.
LJahd MWW param 1l,dword ptr | + 1

w06l CALL Encrypt0l 00461348

welibh MOV cdword ptr | t 1

w6l LEA param l.>l a1l A, 1 '
Sath CALL FUN 0040%%cH

w5670 LEA param l->local 8, '

w73 MOV .dword ptx | '

<576 CALL FUN 004055cH

sl MOV param l,dword ptr | t lie
weBa7a TEST param 1,paran |

--S9af0 JZ LAE 00475«R7

e v ®
wefi@f2 SUB param 1,0x4

sei@fh MOV param l,dword ptr [param 1]

80175687 - LA8_0ot7ses7 g0 K
LAR 0047%aR?

e BT MOV paran

-hafl% PUSH

--hafllb PUSH

wiefic LBA param >local R [ + =t

wha@Af CALL thunk FUN O00405%10

--ha% PUSH paran

w5a9% MOV param 1, [PTR DAT 00494a£Q

w90 MOV param >DAT 00499158 dwotee:

—ha% PUSH paran

e %d CALL WSOCKI2.DLL: : sand

w5022 XOR param 1, paran

A Ter

Figure 18 - Key Preceding Send: the key string “#KCMDDC51#...” is used to call Encrypt() before
send() is called

The commands which are sent must first be encrypted at the victim computer; while the
commands which are received must be decrypted afterwards. The code references these
encryption processes and without fully investigating the encryption algorithms,
indications of the encryption key itself can be identified within the code. This activity
requires the analyst to follow along with the code through advanced dynamic analysis to

see the key. In this process, the full key can be observed in use as shown below. IDA
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Free has a debugger built in which can execute the malware code and OllyDbg has the

ability to attach to the running malware to also observe the code while it is active.

recv Command

2

133 HU] uE]m|w| 7] c| R[] B|M|H]|

HMOU EDX, 2000
CALL 0B403RF4
PUSH 8 <=0

= 2000

PUSH_2000
LER EAX, [LOCAL.2055]
PUSH EAX

Arg2 => OFFSET oz
MOU EAX,DWORD PTR DS:[494AF0)
MOV ERX,DWORD PTR DS:[ERX)

Argl => (4 ] = 28¢
CALL <JMP.&wsock32. recv) wsock 32, recv

Encryption Key

DWORD PTR SS:

53283

LEA EAX, [LOCAL.20865]
LER EDX, (LOCAL.2055]
CALL B84@SE3C € INMDCSC. 8B48SE3C
MOU EAX,DWORD PTR SS:(LOCAL.206S5)
%E.QLEDX. [LOCAL.2064]

MOV EOX,DWORD PTR S$S:(LOCAL.2064)
LER EAX, [LOCAL.1]

CALL 90405704

LEA ECX, (LOCAL.

Hov

2066]
EDX,DWORD PTR DS:[494B58]
MOU EDX,DWORD PTR DS:[EDX)

€ IMDCSC. 82409800

ERX,DWORD PTR $S: [LOCAL.1] RASCIT B
CALL 98461684 CINMDCSC, 82461684 ¢
MOV EDX,DWORD PTR SS:([LOCAL.2066] v

Figure 19 - Encryption Key in Use in OllyDbg

31



In addition, as the student is looking through the code for the recv commands and looking
for a location where the C&C operator’s commands could be managed, the student can

find many additional strings and values represent the many functions of the application.

&2 Function Graph [CodeBrowser: Security:/msdcsc.exe] - o X

File Edit Navigation Search Select Help
Bl e =  PREER $IDULFRXY oo

1 Functon Graph - ManSelector_004760a4 - 587 vertices (msde

Occurrence of
example within
overall Function

[ Funcbon Graoh - ManSelector_004760a4 - 587 verices (madcs R GN-52(H-Q- @ x
o o

Examine location
LAB 004798ea
more closely

String: “GetFulllnfo”

Figure 20 - Main Selector Function

As shown in Figure 20, the function which is renamed to MainSelector is a long function.
This function tests multiple values to determine which action to take. In the analysis of
the code, the student can find strings like “GetFulllnfo” and this example shows what
code will be executed when this string is matched. As the malware tests each value with
the command it received from the C&C operator, it determines what action should be
taken. In the above case, the function requests more information about the computer.

This same process can be done to map functions within the malware.
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The tools leveraged for the Declination Lab are going to be determined by the student’s
preferences as well as the student’s interest in exploring and learning more about all the
tools available. The instructor can provide additional suggestions or hints within the
Student Lab Manual, if desired, to direct students to utilize specific tools, if that is
needed. The instructor's discretion on providing more assistance with the tools is an

important aspect for the student’s success in using the labs.

4.3 G3 Results

Overall, the demonstration of the G3 results can be summarized in the building out of 5
separate labs. Each lab was modified in multiple ways and demonstrate the labs are
sustainable, extensible and customizable. Consider the malware executable, which is
modified to create each lab instance. IP addresses have been changed as well as DNS
names. Hosts files have been modified to reflect the different changes. Persistence has
been enabled to provide a consistent repeatable experience after operating system restarts.
This is only a sampling of the changes which are available to the instructor for many
more labs as well. To demonstrate in more specific manner the results of G3, we can
continue to focus on the 2 labs, Blueshift and Declination.

In the Blueshift Lab, as it is currently captured, we have an example with the G3 results
of both what to do and what not to do in the development of future labs. The malware
executable was created with the msdcsc.exe filename which is the default filename of the
malware. This filename, if not changed, could be searched on the internet to quickly find
the source of the malware. In other labs, the malware executable is renamed, like in

Apogee, to security.exe and in Declination to contacts.exe. The malware network traffic
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in Blueshift is generated toward a DNS name of appcenter.starlightlab.org while in the

Apogee Lab, the malware reaches out to ftp.threathuntinglabs.com. This change of the

domain name are all configurable during the build out of the malware executable. Other

examples of the malware buildout are captured in the below figures demonstrating a set

of hosts file entries and a keylogger target DNS name as found in the Declination Lab.

. Create a new stub - Installer version < v5.n > - X
Saved profiles
IP Address Associated Label (DNS)
£ settings-Lab01 _
M 192.168.57.240 ftp.starlightlabs.org
192.168.57. con .starlightiabs.org
M 192.168.57.240 tacts lightiab:
& 192.168.57.240 starlightiabs.org

42 Main Settings
& Network Settings
%% Module Startup
e Install Message
-4 Module Shield
-2 Keylogger
- Hosts File
- .ﬁ Add plugins
% File Binder

- Choose Icon
Stub Finalization

[CJclear the whole previous hosts file data before writting the new one.

IP Address : |192. 168.57.240] DNS: [Starightiabs.org | @ Addline

& Build The Stub

Figure 21 - Hosts File Values
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> Create a new stub - Installer version < v5.n > - X

Saved profiles ; ) ;
- : (E23) Active offiine keylogger on server startup
< Settings-Lab01
Send logs via FTP (File Transfer Protocol)
Account : vi &
FTP Host : Iftplstarlighﬁabs.com I
FTP User : [FirstContact }
—_— FTP Pass : {o"uuuuo “
42 Main Settings = :
|8 Network Settings FTP Port : (Default port : 21)
4% Module Startup FTP Path : M 1

{e= Install Message
«’ Module Shield Send logs when size reach : _ KB
. Keylogger
M Hosts File
.ﬂ Add plugins
2% File Binder

8 Choose Icon
J Stub Finalization

% Build The Stub

Figure 22 - Keylogger Exfiltration Target

In addition to the examples provided in the Blueshift Lab, the Declination Lab also
incorporates an example of the G3 results to adjust the skill level of the lab. This could
be useful to accommodate a student performing the lab who may not be achieving
success. The example can be seen in the optional Goal and Objective:
5. [Optional] Select and analyze 2 primary functions available to the malware
C&C Client based on Advanced Static Analysis and/or Advanced Dynamic
Analysis. Find the cross reference (xref) call instructions for each of the 2 chosen
functions.
If the student is not able to effectively complete these tasks as designed, the skill level
can be adjusted by the instructor by providing the student with the C&C Client. This
activity would reduce the difficulty of the lab by allowing the student to generate the
interaction with the malware on the victim computer and thereby know what type of

behavior is expected to be seen. With this additional knowledge, the student would be
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expected to move forward more easily in the process of analyzing the malware and more

readily achieve the goal and objective.

4.4 Additional Technical Background

More detailed command and control functionality is illustrated in the following additional

technical background of the malware. As a recap, the list of functions is broad and

includes many different ways to attack the victim’s computer, assess the nearby network

devices and to observe and interact with the operator of the victim computer.

4 {6 System Info
-#¥! System Monitor
-#% Computer Info
-5 Trace Map
* Fun Functions
%4 Fun Manager
1= MessageBox
.4 Microsoft Reader
-5 Remote Chat
4 -y System Functions
-8 Process Manager
&) Remote Registry
@ Remote Shell
= Windows List
“{r Uninstall Applications
- '!!] System Privileges
-|5p Hosts File
4 -[Z) Remote MSConfig
@ Services Startup
- Registry Startup
4 - || Remote Scripting
o E*] Html Scripting
-.BA| Batch Scripting
-4 VB Scripting
4 -, Files manager
- a2 Explorer files
---.:.'. Search for files
4 - Passwords [ Datas
(% Stored Passwords
“--{[ uTorrent Downloads
4 %) MSN Functions
2| MSN Control

(4.9

[

» 4% Network Functions

-7 Active Ports
eyt Network Shares
-\ Server Socks5
B LAN Computers
--da) Net Gateway
= IP Scanner
- ¥ Url Download
- g Browse Page
-4 Redirect Ip/Port
- = WIFI Access points
4 &% Misc Functions
i !‘ Print Manager
- Clipboard
4 _i_ Computer Power
i, Poweroff
() Shutdown
-3 Restart
‘& Logoff
4 - ')y Restart Socket
i Client
) Server
48y Server Actions
! Lock Computer
L3 Restart Server
) Close Server
- El Uninstall Server
o 1} Upload and Execute
b i? Remote Edit Server
15 il Take notes
4-) Update Server

Q) From Url

L8 From File

Figure 23 - List of Functions
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4-@ System Info

#¥! System Monitor
=
=

&5 Trace Map
> 44/ Fun Functions
> ~4g4 System Functions
> Remote MSConfig
> -|o| Remote Scripting
4 Files manager
> -1 Passwords /Datas
%’ MSN Functions
> _@) Spy Functions
> 1% Network Functions
&% Misc Functions
> i Computer Power
‘% Restart Socket
®, Server Actions
%) Update Server

! system Monitor | | & Computer Information

Type
Server Connexion

Connection Host

The System Info functions provide insight into the victim’s computer details including

potentially Personal Identifiable Information (PII) as shown in Figure 24.

% Trace Map

Value

192.168.57.152

Connection Port

1604

Server General Information

Country

Name /Nick

Operating System

Screen Resolution

N°® Mouse Buttons

Active Caption

SysDir

WinDir

User SID

Mac Adress

Systeme UpTime

=3 Computer power / type

BIOS Information

Bios Date

Bios ID

Bios Type

Bios Vendor

Server Settings Information

Server location

English (United States)
MALWARELAB User
Unknow [9200]
1440x900

3

DCSCMIN
C:\Windows\system32
C:\Windows
$-1-5-21-2662420268-2085263876-580697844-1001
50-13-39-01-6A-02
2Days and 23:54:15
Laptop - Full charge

C:\Users\User\Documents\DCSCMIN\IMDCSC.exe

Mutex DCMIN_MUTEX-LQAGHO0Z
uuID {fcc73e97-0b03-11e3-9710-806e6f6e6963-3629226 254}
Keylogger Auto YES

Figure 24

The Fun Functions provide some interesting options grouped into 4 areas: Fun Manager,
Piano, Message Box, Microsoft Reader and Remote Chat. The Fun Manager (Figure 25)
includes easy ways to hide the desktop, clock, task icons, task manager and even open
and close the CD door (which may not be quite as relevant today, but some computers do
still ship with CD drives). The MessageBox function provides the victim with a message
box designed by the attacker (Figure 26). The Remote Chat function provides the
attacker with a two-way real-time chat capability to interact directly with the operator of

the victim computer (Figure 27).
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Control : [MALWARELAB / User], Socket : [636].

b ~4gg System Functions
»-EZ Remote MSConfig
b -joo| Remote Scripting
b g Files manager

b -z Passwords /Datas
1 -%¥ MSN Functions

> ~@) Spy Functions

b 1% Network Functions
b &% Misc Functions
bui Computer Power
b -4 Restart Socket

1 -my Server Actions

b %) Update Server

[ %5 FunManager | MM piano | [ SendMessagebox | 4 MirosoftReader |

Hide /Show Functions
Hide Clock Show Clock
Hide Task Icons Show Task Icons
Hide Sys Tray Icons Show Sys Tray Icons
Hide TaskBar Show TaskBar

Hide Start Button (P Only) | Show Start Button (XP Only)

Disable Enable Functions

Disable Start Button (XP Only) | Enable Start Button (XP Only)
DissbleTaskMgr | Enable TaskMor

CD Actions

| Open cD |

| Close CD |

Figure 25 - Fun Manager

Control : [MALWARELAB / User], Socket : [636].

-4 Passwords /Datas
b ¥ MSN Functions
> -8@ Spy Functions
b % Network Functions
1% Misc Functions
b»-i Computer Power
b -4 Restart Socket
1 -y Server Actions
b -%) Update Server

9 Fun Manager l ™ piano |||;SendMessagebox | %, Microsoft Reader ‘
Icon Type Send Message To Custom Window
[TJuse selected item as message window
O Q@0 -
ﬁ Window Name
Msgbox Core
& Message Title : |DarkComet-RAT |
Message :
Visit my web-site :
http://darkcomet-rat.com/
@ Test =) Send ) Refresh

Figure 26 - Fun Manager Send MessageBox
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ﬁ

Control : [MALWARELAB / User], £

i J% remote Chat
b ~4gg System Functions
b -[Z) Remote MSConfig
b -o| Remote Scripting
b g Files manager

b g Passwords /Datas
> -%¥ MSN Functions

-8 Spy Functions
b4 Network Functions
b &% Misc Functions

] E Computer Power
b -\\% Restart Socket

> -®y Server Actions

b -5) Update Server

@  Chat: [MALWARELAB / User], Socket: [636]. - ©

M
AM

AM

: hi

(%] Nudge 'S Send

Figure 27 - Fun Manager Chat

The System Functions include Process Manager (Figure 28), Remote Registry (Figure
29), Remote Shell (Figure 30), Windows List, Uninstall Applications (Figure 31), System

Privileges, and Hosts File (Figure 32).

> -@ System Info [# process Manager | @) RemoteRegistry | [ WindowsList | (2 Uninstall Appications | @ System Privieges | [ Hosts Fie
b 44/ Fun Functions
443 System Functions Process Name Process Path N°T.. PID  User /Domain Pare... Sze  Priority
&8 Process Manager —[=7 [System Process] ACCESS DENIED (x64) 1 0 A 0 0.00... -
;g m‘: ;’:"Y 87 csrss.exe ACCESS DENIED (x64) 8 332 -\ 324 0.00.. Hight
tet — @7 crss.exe ACCESS DENIED (x64) 9 3% -\ 388  0.00.. Hight
> Uninstal Applications 57 dwm.exe ACCESS DENIED (x64) 8 692 -\ 432 0.00.. Hight
@ System Privileges [27] explorer.exe C:\Windows\Explorer . EXE 73 304 User\Malwarelab 228 98.0... Normal
2 Hosts File — [87] IMDCSC.exe C:\Users\User\Documents\DCSCMINVIMDCSC. exe 8 2668  UserMalwarelab 304 17.3...  Normal
> -E2) Remote MSConfig ~ @7 Isass.exe ACCESS DENIED (x64) 5 500 -\ 404 0.00... -
b -|o] Remote Scripting — 87 Searchindexer.exe ACCESS DENIED (x64) 13 1496 -\ 492 0.00.. Normal
2 Files |~ [m7 services.exe AACCESS DENIED (x64) 492 A 404 0.00... -
b Passwords /Datas ~[@7 smss.exe ACCESS DENIED (x64) 2 260 -\ 4 0.00... -
; g furctons ~ [ spoolsv.exe ACCESS DENIED (x64) 1124 -\ 492 0.00.. Normal
» 18 Network Functions ~[87 svchost.exe ACCESS DENIED (x64) 10 1732 -\ 492 0.00.. Normal
b &% Misc Functions -[@7 svchost.exe ACCESS DENIED (x64) 14 1024 -\ 492 0.00.. Normal
% Computer Power {7 svchost.exe ACCESS DENIED (x64) 17 864 -\ 492 0.00... Normal
b -1y Restart Socket — 87 svchost.exe ACCESS DENIED (x64) 8 800 -\ 492 0.00.. Normal
> @ Server Actions ~ @7 svchost.exe ACCESS DENIED (x64) 21 1164 -\ 492 0.00.. Normal
v -0 Update Server — [87 svchost.exe ACCESS DENIED (x64) 3 1512 -\ 492 0.00... Normal
[87] svchost.exe ACCESS DENIED (x64) 34 840 -\ 492 0.00... Normal
87 svchost.exe ACCESS DENIED (x64) 5 588 -\ 492 0.00... Normal
~ 77 svchost.exe ACCESS DENIED (x64) 8 5% -\ 492 0.00... Normal
17 svchost.exe ACCESS DENIED (x64) 9 928 -\ 492 0.00.. Normal
([ system ACCESS DENIED (x64) 7 4 A 0 0.00... Normal
- ings.exe [ i ings.exe 17 2804  UserMalwarelab 556 27.0...  Normal
~ exe c & 9 1996  User\Malwarelab 840 4.23... Normal
[57] VBoxService.exe ACCESS DENIED (x64) 10 708 -\ 492 0.00.. Normal
[57] VBoxTray.exe C:\Windows\System32\VBoxTray.exe 10 1948 UserMalwarelab 304  2.09... Normal
~ 77 wininit.exe ACCESS DENIED (x64) 1 04 -\ 324 0.00.. Hight
&7 winlogon.exe ACCESS DENIED (x64) 2 432 4\ 388 0.00.. Hght
@7 wmpnetwk.exe ACCESS DENIED (x64) 8 216 -\ 492 0.00.. Normal

Figure 28 - Process Manager
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e Control : [MALWARELAB / User], Socket : [636]. = = n

@ system Info Process Manager Remote Registry | (1] WindowsList | (¥, Uninstall Applications &) System Privileges 7 Hosts File
Fun Functions
4 {i5y System Functions V| Name Type Data
Process Manager
x\’ ] Remote Registry Computer
& Remote Shell
’:\’ Windows List
{7 Uninstall Applications
" System Privileges
%y Hosts File
Figure 29 - Remote Registry
L a MS-DOS : [MALWARELAB / User], Socket : [636]. - o IES
© system Info crosoft Windows [Version 6.3.9600]
Fun Functions (c) 2013 Microsoft Corporation. All rights reserved.

4 -423 System Functions
Process Manager
[\' ] Remote Registry
& Remote Shell

[T Windows List
{2 ninstall Applications
¢" System Privileges
=7 Hosts File
Remote MSConfig
Remote Scripting
Files manager
Passwords /Datas

%" MSN Functions

& Spy Functions
1" Network Functions
&% Misc Functions

C:\Users\User\Documents\DCSCMIN>

f Computer Power netstat -a | find "LISTEN v
Restart Socket
@ system Info ProcessManager | ') Remote Registry | (1) WindowsList | [ (2 Uninstall Applications | # System Privieges & Hosts File
Fun Functions
System Functions N° of app: 23
Process Mansger Key Name Display Name Version Path Publisher Uninstal String
&) Remote Registry = " ‘ ‘
B Remote Shel (720 7-Zip 18.01 18.01 C:\Program Files\7-Zp\  Igor Pavioy C:\Program Fies\7-

I AddressBook

2 Windows List

{Ir2 Uninstal Appications

@ System Privieges

= Hosts File

Remote MSConfig

| Remote Scripting
Files manager
Passwords / Datas
MSN Functions

8

¥

Spy Functions (ir2MobileOptionPack - . ; = :
-4 ::‘:’k Functions (raMozila Firefox 58.0.2 (@6 ens)  Mozila Firefox 58.0.2 (x86 en-US) 58.0.2 C:\Program FiesWMozila ... Mozila *C:\Program Files\...
Enclions (ir2 MozilaMaintenanceService Mozila Maintenance Service 58.0.2 - Mozila “C:\Program Files\..
% Computer Power Eveiaye2 . , i X
iy Restar Sooet (2 Orade VM VirtualBox Guest Additions  Oracle VM VirtualBox Guest Additions 5.2.7 5.2.7.0 - Oradee Corpora...  C:\Program Files\O.
#4 Server Actions
D Update Server = = = = -
USBPcap 1.1.0.0g794bf26-5 1.1.0.0g79%f26-5 - - “C:\Program Fies\U
4.1.0.2980 - Riverbed Tech...  C:\Program Fies\W.
2212 C:\Program Fies\Wiresh... The Wireshark ...  "C:\Program Fies\..
{35083883-40fa-423c-2e73-2aff7e... Microsoft Visual C++ 2013 Redistributable (x86) 12.0.40649.5 - Microsoft Corp...  "C:\ProgramData\P.
{A8589745-51BC-3963-84E9-201C... Microsoft Visual C-++ 2013 x86 Additional Runtime - 1. 12.0.40649 - Microsoft Corp...  MsExec.exe X{AS.
{DEATF8E3-B7B9-3C3C-945B-7FC... Microsoft Visual C-++ 2013 x86 Minimum Runtime - 12, 12.0.40649 - Microsoft Corp...  MsExec.exe X{DE.

Figure 31 - Uninstall Applications
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System Info
Fun Functions

I ProcessManager | &) Remote Registry | () WindowsList | (2 Uninstall Appiications

4 -2y System Functions 1 # Copyright (c) 1993-2009 Microsoft Corp.
{8 Process Manager 23
‘@ Remote Registry 3 # This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
{& Remote Shel 44
Windows List S # This file contains the mappings of IP addresses to host names. Each
% Uninstall Applications 6 # entry should be kept on an individual line. The IP address should
¥ System Privileges 7 # be placed in the first column followed by the corresponding host name.
|2 Hosts File 8 # The IP address and the host name should be separated by at least one
> -E2 Remote MSConfig S # space.
b -|e>] Remote Saripting 10 #
[ &,,Flesmanager 11 # Additionally, comments (such as these) may be inserted on individual
b -4 Passwords / Datas 12 # lines or following the machine name denoted by a '#' symbol.
b ¥ MSN Functions 13 #
b -8 Spy Functions 14 # For example:
8 Network Functions 1s #
> -«% Misc Functions 16 ¥ 102.54.94.97 rhino.acme.com # source server
>- % Computer Power 17 # 38.25.63.10 X.acme.com # x client host
> -1y Restart Socket 18
> #y Server Actions 19 # localhost name resolution is handled within DNS itself.
> ) Update Server 20 # 127.0.0.1 localhost
21 % E 8 localhost

Figure 32 - Hosts File

@ system Privieges | [ [ HostsFie.

Together, these System Functions provide the attacker with granular controls to add
software, remove software, add registry entries, and modify the system as desired.

The Remote MSConfig functions provide a list of Services (Figure 33) and Registry
(Figure 34) items which run at startup. One of the methods for persistence is captured in

Figure 34 as the malware added a registry key to run again at startup.

e Control : [MALWARELAB / User], Socket : [636].
>-@ System Info @ Services Startup | [ Registry Startup
b 4 Fun Functions
> System Functions N° Services : 424
4E Remote MSConfig Display Name Service Name Description Status
{0 Services Startup : .
&5 Registry Startup @ HidBatt HID UPS Battery Driver UNKNOW
b-[5] Remote Scripting @ HidBth Microsoft Bluetooth HID Miniport UNKNOW
>4 Fies manager @ hidi2c Microsoft 12C HID Miniport Driver UNKNOW
D Passwords / Datas @ Hidlr Microsoft Infrared HID Driver UNKNOW
W) MSN Functions @ hidserv Human Interface Device Service UNKNOW
>-@ Spy Functions @ Hidusb Microsoft HID Class Driver UNKNOW
> 14 Network Functions @ hkmsvc Health Key and Certificate Management UNKNOW
b &% Misc Functions (L ovider ' Provider UNKNOW
b -8 Computer Power @ HpSAMD HPSAMD UNKNOW
> -1 Restart Socket @ HTTP HTTP Service UNKNOW
> {8 Server Actions @ hwpolicy Hardware Policy Driver UNKNOW
> -9 Update Server ® hyperkbd hyperkbd UNKNOW
@ HyperVideo HyperVideo UNKNOW
® i8042prt i8042 Keyboard and PS/2 Mouse Port Driver UNKNOW
@ iaioi2c Intel(R) Atom(TM) Processor I2C Controller Service UNKNOW
@ iaStorAV Intel(R) SATA RAID Controller Windows UNKNOW
® iaStorV Intel RAID Controller Windows 7 UNKNOW
@ IEEtwCollectorService Internet Explorer ETW Collector Service UNKNOW
@ IKEEXT IKE and AuthlP IPsec Keying Modules UNKNOW
@ intelide intelide UNKNOW
@ intelpep Intel(R) Power Engine Plug-in Driver UNKNOW
@ intelppm Intel Processor Driver UNKNOW
@ IpFilterDriver IP Traffic Filter Driver UNKNOW
@ iphlpsvc IP Helper UNKNOW
@ IPMIDRV IPMIDRV UNKNOW
® IPNAT IP Network Address Translator UNKNOW
@ IRENUM IR Bus Enumerator UNKNOW
@ isapnp isapnp UNKNOW
® iScsiPrt iScsiPort Driver UNKNOW
® kbddass Keyboard Class Driver UNKNOW
@ kbdhid Keyboard HID Driver UNKNOW

Figure 33 - Services Startup
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2@ sy @ senvicesstartup | [ &R Regitry Startup
4 Fun Functions
> 454 System Functions N° Startup: 3
4 1] Remote MSConfig HK Name Startup Item Command
@ Services Startup 5
&8 Registry Startip)] 3b]vBoxTray VBoxTray.exe C:\Windows\system32\VBoxTray.exe
| Remote Saripting ab]Windows NT Service javaw.exe C:\Users\User\AppD: g\Orade: HKCU\SOFT
o Fies manager ab)DarkComet RAT IMDCSC.exe C:\Users\User\Documents\DCSCMIN\IMDCSC. exe HKCU\SOFTWARE Micr
i Passwords /Datas
W MSN Functions
© spy Functions
> 18 Network Functions
&% Misc Functions
% Computer Power
) - 14, Restart Socket
» @ Server Actions

Location

HKLM\SOFTWARE Wicr

Figure 34- Registry Startup

Remote Scripting (Figure 35) provides HTML, Batch Scripting and Visual Basic

Scripting options for the attacker.

> -@ System Info @] Html Scripting Batch Scripting | ¢ Visual Basic Scripting
b 44/ Fun Functions
P -4y System Functions
> -EZ) Remote MSConfig
40 Remote Scripting
= @ Html Scripting
{8 Batch Scripting
440 VB Scripting
b g Files manager
b -z Passwords /Datas
> ¥ MSN Functions
»>-@ Spy Functions
b 1% Network Functions
b &% Misc Functions
> i Computer Power
b -4 Restart Socket
b -y Server Actions
» ) Update Server

Figure 35 - Remote Scripting
The Files Manager (Figure 36) has 2 options: Explorer files and Search for files. The
Explorer files option provides a window to browse through files both on the remote
victim computer as well as the attacker’s computer and to drag and drop files between the

systems. It also provides similar functionality to create folders, as well as delete folders

and files.
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> @@ System Info

, 25 Fun Functions B File Manager : [MALWARELAB / User], Socket : [636]. = =
> 424 System Functions 2 AN . . A =
¥
I Remote MSConfig € 4@ X o w Send =p' € Recehe o X @ &
»~|¢2] Remote Scripting Name Type Size Name Type Size File creation
4 - Files manager - .
N o e fles e Folder gc: Folder
‘i Senrch for fles \QD: Folder ‘__%D: Folder
b -z Passwords / Datas
> -%¥ MSN Functions
»-@ Spy Functions

b 14 Network Functions
> e_? Misc Functions

- Computer Power L2 Search for files : (MALWA.. - = [HEM
> -4y Restart Socket
> - Server Actions Targetdevice: &L\ v &
> -5J Update Server Targetpath :

Searchmask: == e

["JRecursive search (Search in sub directories)

< >
0%
L

Figure 36 - Files Manager

The functions for Passwords / Datas (Figure 37) provides Stored Passwords and uTorrent

Download logs.

@ System Info @] uTorrent Download Logs

» 447 Fun Functions

b -5y System Functions Torrent Name

»-[Z) Remote MSConfig

P~/ Remote Scripting

> - g Files manager - 1

428" Passwords [ Datas /2 Stored Passwords : IMALWARELAB / User], Socket : (6. = = HESM
‘% Stored Passwords

i <ﬁj uTorrent Downloads URL Type Username Password

> ¥ MSN Functions

»-@ Spy Functions

> 1% Network Functions
b &% Misc Functions

> 2 Computer Power
b -4 Restart Socket

b -®mg Server Actions

b -5) Update Server

- Export D Refresh

Figure 37 - Passwords

MSN Functions (Figure 38) have become somewhat outdated, but you can imagine the
impact this could have on the victim as the attacker impersonates the victim to external
parties on MSN. As the attacker has full access to the computer, the capabilities of MSN
are placed here for convenience, but the attacker can impersonate the victim through any

applications via remote desktop, remote shell, etc.
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control : [MALWAF

2. MSNControl | [&l MSN Contact List

, {24 System Functions Cha';ge andows hve}messenger stag.ss s _

, I Remote MSConfig (@onine  (pBusy  (pAway € SignOut
& R_emote Soning Information Name

> ~gu Files manager

> .= Passwords / Datas MSN Service ID

o %) MSN Functions MSN Service Name

[ -{2.] MSN Control Signed Name

P U MSN Contacts Friendly Name

>- @ Spy Functions Current Status

> 14 Network Functions Receive Directory

> &% Misc Functions

> % Computer Power

> -\ Restart Socket
> @y Server Actions
»-5) Update Server

Figure 38 - MSN Functions

The Spy Functions (Figures 39 & 40) provide the most intrusive and direct observations
of the victim using the Webcam, Microphone, Remote Desktop, and Keylogger. These
options allow the attacker to have access to the victim’s camera and microphone which
enables the attacker to record video and sound from the victim’s computer. This video
and sound can be used to frighten and intimidate the victim as well as enable to attacker

to extort, blackmail, or otherwise exploit the victim.

a

= o = = DarkComet-RAT Keylogger : [MALWARELAB / User], Socket : [636]. =N -
System Inf
S 4 October 2020 1 :: SysinternalsSuite (£:29:59 AM) 8 WebCam: [MALWAR.. = &
& System Functons 4. Thursday (10-2020) 2
Remote MSConfig || 2020-10-22-5 3 Webcam driver
© Remote Scripting F] 2020-10-29-5 4 :: Clipboard Change : size = Bytes (8:29:59 AM)
= Fles 4 April 2021 s
< Files manager
= Passwords / Datas 4L Saturday (04-2021) & Tools
> % MSN Functions mﬂ“"*“’" 7 Basic Static
4-8) Spy Functions Lk mlvé‘::zs":‘) 8 Basic Dynamic
@ Webcam Capture L 9 Advanced Static
e 4 August 2021
4 ap! 10 Advanced Dynamic
1] Remote Desktop 4 Wednesday (08-2021)
=) 2021-08-25-4 11 Process Explorer
- Keylogger L 12
18 Network Functions 45 October 2021 = 1y Refresh drivers
- 4 Tuesday (10-2021)
ool & w1253 1 Capture optons
% Restart Socket 41 Sunday (10-2021) o= Image Quality :
B Server Actors @ 2021-10-31-1 16
:; s 4 November 2021 17
4 Monday (11-2021) 18 Capture Interval :
@ 2021-11-01-2 19 10 sims
4. Wednesday (11-2021) 20
1] 2021-11-034 21 [VIstretch picture
22 [[JRecord webcam frames
23
% Status : idle. b Start Capture
25 a ““
26 & Sound Capture.. = &
27 Sample Rate : | 48000 v| O
28
25 Process Monitor Bytepersec: 16 O
30
a1 Chamel: |stereo v
<
= | @seEak (B Capture
Disable. 4 Export CurrentLog Searchonlog ) Refresh

Figure 39 - Spy Functions - WebCam, Microphone, Keylogger
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£ v . - 0O X
s ] Remote Desktop : [MALWARELAB / User], Socket : [636]. EN

4 Fun Functions ) Stop capture P& Control option e options 68 Related cmds 2
> -G System Functions —
Remote MSConfig TR R Application Tools DCSCMIN =B
| Remote Scripting
o Files manager “ Home  Share  View Manage ~ @
£ Passwords / Datas B4 r
] \?]
E 5 MSN Functions [ty F o
Sy Eanctions Pinto Runas  Troubleshoot
@ Viebcam Capture taskbar  administrator~ compatibility )
& Sound Capture -
{Z] Remote Desktop nal.. P
-~y Keylogger © v b » ThisPC » Documents » DCSCMIN v G P
> 1 Network Functions 2 A
;} Misc Functions. %l Recentplaces A Name Date modified Type Size no
% Computer Power KB
2, Restart Socket @7 IMpcsc 21 Application
N server fchons o Heegiomn €9 IMDCSC 11717202 DB File 1ks
%) Update Server 11 K8
apateDNS 1% This PC 43KB
J& Desktop 37K
| Documents
& Downloads
U Music
- o
2items  1item selected 658 KB
¥ Music 27 Procmon 21 Application
£ Pictures v (£ Pskxec Application v
149items 1 item selected 2.06 MB |

Figure 40 - Spy Functions - Remote Desktop

The next group of functions, Network functions, provide insight to the attacker of the
victim’s network. This can provide possible additional target systems to attack as well as
provide more information to the devices and systems which are on the same network as
the victim. Lateral attacks can be orchestrated directly from the victim computer or

through alternative attack methods.

45



The Active Ports (Figure 41) provides the victim’s active network ports.

File Machine View Input Devices Help

ol Control : [MALWARELAB / User], Socket : [636]. - £
© system Info [ Actveports | 1 Networkshares | ) serverSockss | B ScanLAN Computers | ¥ NetGateway | & PScnner | & UriDownload | = WIFIAccess ponts
> & Fun Functions
> 45§ System Functions Name PID Protocol Local P Local Port Remote P Remote Port Status
> ) Remote MsConfig © svchost.exe 588 TP 0.0.0.0 135 0.0.0.0 0 LISTENING
> -|o] Remote Saipting © system 4 TP 0.0.0.0 445 0.0.0.0 0 LISTENING
- :':sw"‘:d‘:g/“nms © wmpnetwk.exe 2216 TcP 0.0.0.0 554 0.0.0.0 0 LISTENING
. “"‘ MSN Functions. © System 4 TCP 0.0.0.0 2869 0.0.0.0 0 LISTENING
@ Soy Functons © System 4 Tcp 0.0.0.0 10243 0.0.0.0 0 LISTENING
o ok Pt © wininit.exe 404 e 0.0.0.0 49152 0.0.0.0 0 LISTENING
Active Pocts © svchost.exe 800 TcP 0.0.0.0 49153 0.0.0.0 0 LISTENING
Network Shares © svchost.exe 840 Tcp 0.0.0.0 9154 0.0.0.0 0 LISTENING
‘ﬁ Server SocksS © spoolsv.exe 1124 e 0.0.0.0 49155 0.0.0.0 0 LISTENING
B LAN Computers © services.exe 492 e 0.0.0.0 49156 0.0.0.0 0 LISTENING
& Net Gateway © svchost.exe 1512 e 0.0.0.0 w157 0.0.0.0 0 LISTENING
% IP Scanner © lsass.exe 500 cP 0.0.0.0 49158 0.0.0.0 0 LISTENING
& Ul Download © System 4 TcP 192.168.57.151 139 0.0.0.0 0 LISTENING
{4l Browse Page © IMDCSC.exe 2668 e 192.168.57.151 60438 192.168.57.152 1604 ESTABLISHED
# Redrect IpfPort © IMDCSC.exe 2668 TcP 192.168.57.151 60445 192.168.57.152 1604 ESTABLISHED
7 WIFT Access points © IMDCSC.exe 2668 TcP 192.168.57.151 60446 192.168.57.152 1604 ESTABLISHED
» 4% Misc Functons © svchost.exe 588 TcP R 135 0 LISTENING
208 | Conputer Power © System 4 Tcp 45 0 LISTENING
e :::‘:’m' © wmpnetwk.exe 2216 TcP 554 0 LISTENING
© tpdate m‘m‘ © system 4 TcP 2869 0 LISTENING
© System 4 cP 10243 0 LISTENING
© wininit.exe 404 TcP 49152 0 LISTENING
© svchost.exe 800 TCP 49153 0 LISTENING
© svchost.exe 840 Tcp 9154 0 LISTENING
© spoolsv.exe 1124 Tcp 49155 0 LISTENING
© services.exe 492 TcP 49156 0 LISTENING
© svchost.exe 1512 TP 49157 0 LISTENING
© lsass.exe 500 Tcp e 49158 - 0 LISTENING
© svchost.exe 864 uop 0.0.0.0 123 * *
© svchost.exe 840 uop 0.0.0.0 500 * *
@ svchost.exe 840 uoP 0.0.0.0 4500 = b
© wmpnetwk.exe 2216 uop 0.0.0.0 5004 . .
© wmpnetnk.exe 216 uop 0.0.0.0 5005 . -

Figure 41 - Network Active Ports

Network Shares (Figure 42) provides a list of shares which are being provided to the
network from the victim’s computer. This could provide an attack vector to replace a file
or upload a new file to a network share which could be downloaded or run on another

computer.

File Machine View Input Devices Help
Control : [MALWARELAB / User], Socket : [636]. - €
ActivePorts | [ i Network Shares | # ServerSockss | Bl ScanLAN Computers | & NetGateway | = PScanner | ¥ UrlDownload | = WIFI Access points

Name Path Type Permission Max users Current Users Comment Password Reserved
@A a 2147483648 0 4294367295 0 R - 0

@c a 2147483648 0 4294967295 0 ) /- 0

[* 3¢ -\ 2147483651 0 4294967295 0 R -/~ 0

0 4294967295 0 - [ 100

> g Files manager

4 Passwords / Datas

» %! MSN Functions @u A o

>-@ spy Functions

4 4 Network Functions
Active Ports

) Network Shares
Iﬁ Server Socks$
B8 LAN Computers
&) Net Gateway
(=4 IP Scanner

# Url Download
| Browse Page
4 Redrect Ip/Port

Figure 42 - Network Shares

The Network Function, LAN Computers, provides a list of networked IP addresses on the

local area network, which provides a list of potential devices to attack (Figure 43).
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" ActvePorts | yu Networkshares | () ServerSockss | [ B scanLAN Computers | & NetGateway

Status : Finish!

(=% 1P Scanner | % Url Download = WIFI Access

LANTP

[ 192.168.57.151
[J 192.168.57.152

@Computer Name
MalwareLab
MalwareLab

(B8 LAN Computers|
& Net Gateway
(= IP Scanner

£ Url Download
{6l Browse Page

>~ Computer Power
b -4 Restart Socket
b @4 Server Actions
>-5) Update Server

Figure 43 - LAN Computers

The Print Manager and Clipboard functions are listed in the Misc Functions (Figure 44).
These tools provide access to the clipboard on the victim computer to see what has been

copied to the clipboard as well as create (Write in) new clipboard values as well as clear

the remote clipboard.

b @ System Info
b 44 Fun Functions

i PrintManager || [l Cipboard

b -4g4 System Functions Refreshed Type Preview Content Data size
. A

. 2 :e "°: S2ELT B 12:5223PM Text  IMDCSC 6

vl Saipting [H 12:53:22PM Text  Procmon 7

b g Files manager
b g Passwords / Datas
b -%¥ MSN Functions
3 @ Spy Functions
b 14 Network Functions
4 &% Misc Functions

% Remote Edit Server
+" Take notes

4‘*) Update Server
-~ From Url
L8 From File

EIENE It

Refresh Remote clipboard
Get remote clipboard in your clipboard

Send your clipboard in the remote clipboard

Write in remote clipboard

Clear the remote clipboard

Figure 44 - Misc Functions - Print Manager and Clipboard
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The Computer Power functions (Figure 45) include Poweroff, Shutdown, Restart and

Logoft.

@ SystemInfo Warning ﬁ Warning
47 Fun Functions
> {34 System Functions
v -[2) Remote MSConfig Are you sure you want to poweroff the remote computer? Are you sure you want to restart the remote computer?
b -jo| Remote Scripting L | % This will close this server process! & '\ This will close this server process!
> ~g Files manager
> -4 Passwords / Datas

%? MSN Functions
>-@ Spy Functions Yes No Ves No
1 Network Functions
&% Misc Functions i . a
4§ Computer Power Warning
, Poweroff
© shutdown
€3 Restart Are you sure you want to shutdown the remote computer? l Arg )’O_U sure Y°l{ want to '°9 off the remote computer?
B Logoff £\ This will close this server process! £ This will close this server process!
b -4y Restart Socket
b - Server Actions
s
< Update Server Yes No Yes No

Warning

Figure 45 - Computer Power

Both the Client and Server have Restart Socket functions which warn the attacker that

this action will create a new handle (Figure 46).

>-@ :z:teﬁ":c';f:ns Warning EX|
i E
igy System Functions

> &) Remote MSConfig Are you sure you want to restart the current control client socket?
» /o] Remote Scripting A !l This will close this server window and restart the socket with a new
b g Files manager handle!

b -z Passwords / Datas

> ¥ MSN Functions

>-@) Spy Functions

18 Network Functions o
b &% Misc Functions
3 i Computer Power

4 -, Restart Socket Warning
i iy Client
i '\, Server
b -5 Server Actions Are you sure you want to restart the server socket?
»-%) Update Server P l . This will close this server window and restart the socket with a new
handle!
Yes No

Figure 46 - Restart Socket (Client and Server)

The Server Actions functions each perform functions associated to the Windows Server
Capabilities including Lock Computer, Restart Server, Close Server, Uninstall Server,

Upload and Execute, Remote Edit Server and Take Notes.
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4 & Server Actions
Lock Computer
k¥ Restart Server
) Close Server
El Uninstall Server
¥ Upload and Execute
% Remote Edit Server
" Take notes

Figure 47 - Server Actions and Update Server
The Update Server Actions provide both a URL option and a File option (Figure 48).

4 %) Update Server
Q) From Url Update Server n

&8 From File
Enter a url for the file

OK Cancel

Figure 48 - Update Server

Some more nefarious functions include Dynamic Denial of Service (DDoS) commands:
Http flood, Syn flood and UDP flood, as shown in Figure 49. Other research has shown
that these functions at different points were not properly functional [19], but nonetheless,
their appearance questions the motivations of the developer [21]. Further, the malware
has been used in infamous cases, like the Syrian Government’s use in 2012 [10][11]

which demonstrate that even if the design was with good intent, it was used maliciously.
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DarkComet-RA
W 8 users (1) | [ OnConnect | ] Userslogs | oo Socket/Net

D 1P Wan/[Lan] : Port Computer... 0S.SP.a.. %RAMUsed Language/Country A. C
M Unclassed users
B Guesti6... 192.168.57.151/[192.168.57.1511: 1604 MALWARE... Unknow[... 17% English (United St... -,
A Add user group Ins
=4 Group manager
3@ Switch to group »
B Open Control Center(s) F1
=7 Quick Window Open >
5 Refresh Info/Ping Fs
U Resolve Host 21
© Show Informations F3
& ExtraBroadcast Commands | §®  Select all servers Ctri+A
s Send Socket CMD T s |G
Run Command F6 | = Upload and execute
£ Update From URL F7 | » OpenWebPage
€4 Update From File F8 |+ Pingserver(s)
Q SearchforServer(s) Ctrl+F |~ MassDownload
@) RenameServer(s)ID CtrlsR | ~* ShellExecute
% RemoteEditServer Ctr+E |~ DDOS Functions B Htpflood
£ Uninstall Server(s) Del 8 Synflood
€ Close Server(s) Ctrl+X 2 UDP flood
= Show thumbnails

Figure 49 - DDoS Functions

Chapter 5: Conclusion

5.1 Summary of results and alignment to Goals/Objectives

This research paper is intended to help develop and improve the skills which are needed
to perform effective cyber threat hunting and further increase the capabilities of our
workforce while leveraging free software and tools to help reduce the financial
investment required to learn and practice these techniques. To achieve three goals:

e Tailored for Different Skill Levels,

e Accessible/Free, and

e Safely Sustainable/ Extensible/ Customizable,

the labs have established objectives which incorporate Bloom’s Taxonomy, the Threat
Hunting Skill Set, and the use of Questions and Manuals to encourage the student’s
investigation. The labs utilize a malware which demonstrates many different capabilities

and provides opportunities for students of many different skill levels. From these efforts,
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students can continue to practice skills and develop new capabilities in Cyber Threat

Hunting.

5.2 Possible future work

As this work is further developed, the automation of variable changes, additional lab
buildouts and extending new free tools and software as they become available can help
enhance and keep the labs relevant to the always changing landscape of cyber threat

hunting.
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