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Abstract

Data science has become increasingly popular as a methodological approach for advancing theory and practice. However,
significant concerns exist as to how bias can manifest within data science projects. Using a gender and leadership project
as an example, we discuss how and when bias can emerge through the life cycle of a data science project. Specifically, after
acknowledging potential structural biases, we identify and examine four key stages where bias is likely to emerge: (1) bias in
the representation of data and the labeling process; (2) bias in algorithmic modeling; (3) bias in causal inferences; (4) bias in
interpretation and application of results to inform policy and practice. In each section, we provide solutions for counteracting
and reducing biases. These actionable recommendations serve to help researchers prevent, recognize, and/or reduce bias

when it occurs in a data science project.

Keywords Data science - Artificial intelligence - Machine learning - Bias - Life cycle - Fairness - Gender - Leadership -
Measurement - Predicting - Algorithm - Endogeneity - Adverse impact

Introduction

Data science continues to grow in popularity as a methodo-
logical approach for design and analysis to advance theory and
practice (Bhatia, in press; Doornenbal et al., 2021; Hernandez
& Nie, 2022; LeCun 2015). Despite the promised benefits,
one of the most common concerns is the potential for bias in
the life cycle of a data science project (Ho & Beyan, 2020;
Woo et al., in press) (Fig. 1). Biases can creep into processes
related to how jobs are designed (Perez, 2019), the recruit-
ment and selection of participants for training datasets (Mac
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Namee et al., 2002), rater training and labeling processes
(Zhao et al., 2019), iterations of algorithmic models (Xu et al.,
2018; Zhang et al., 2018), or when interpreting findings by
people at the end of the research process (Phelan et al., 2008).
Thus, measurement, predictive, algorithmic, endogeneity, and
cognitive biases remain pressing issues in data science pro-
jects (Booth et al., 2021; Hill et al., 2021; Lee et al., 2020; Tay
et al., 2022; Uhlmann & Cohen, 2005).

In the current article, we walk through the life cycle of a
data science project using gender and leadership research as
an example. Leadership is critical for the success of individual
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followers as well as organizations and broader society. Yet,
those who occupy leadership roles continue to be unequally
distributed among women and men, with men vastly over-rep-
resented in the most powerful leadership positions in organiza-
tions. Indeed, women continue to face glass-ceiling barriers to
rise to leadership positions and being evaluated fairly as leaders
(Eagly and Johannesen-Schmidt 2001; Martell et al., 1996;
Samuelson et al., 2019; Paustian-Underdahl et al., 2024). The
study of gender and leadership via a data science method could
contribute to solving this grand challenge by identifying biases
in attainment processes (hiring, promotions, and distribution
of rewards) as well as providing new means to train, evaluate,
and reward leaders. For instance, data science techniques can
be used to inform what kind of behaviors to teach leaders in
training and development that are universally effective and do
not simply teach women to act more like men.

In the review below, we first highlight what data science is
and its growing importance for research. We discuss poten-
tial structural barriers for women in the workplace and then
highlight four key stages at which bias may emerge during a
project on gender and leadership. The four key stages include
(1) bias in the representation of data and the labeling process;
(2) bias in algorithmic modeling; (3) bias in causal inferences;
(4) bias in interpretation and application of results to inform
policy and practice. On each occasion, we present solutions
aimed at reducing the occurrence of such biases.

This review makes at least three major contributions.
First, this article is among the first to highlight the full
flow of a data science project. Second, we describe how,
even after the completion of the project, bias can manifest
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when evidence is used to inform policy and practice. Third,
this article provides actionable solutions that can aid both
novice data scientists (i.e., researchers looking to use such
approaches for the first time) and more experienced scholars.
While we use gender and leadership as a running example,
the primary aim is that the recommendations are relevant to
all areas of research. Additionally, it is important to note that
as data science and machine learning continue to evolve and
change over time, so will the appropriate strategies to handle
bias within these domains. Thus, the strategies we propose
for handling bias are not final solutions.

Data Science and Concerns about Bias
and Fairness

What Is Data Science?

Data science can be defined as an area of work that is pri-
marily concerned with the collection, analysis, visualization,
preparation, preservation, and management of large amounts
of information (Stanton, 2012). In this review, we focus pri-
marily on data science projects that involve machine learn-
ing, classifications (e.g., sentiment analysis; image classifi-
cation), natural language processing (text summarization),
and object detection (facial recognition). An example of a
common data science approach is artificial intelligence (Al),
which refers to statistical and technological techniques that
can identify behavioral patterns and predict outcomes like
job performance (Nye 2023). Artificial intelligence is an
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advanced form of technology that has been changing the
way in which employees engage in their work environment
and how they carry out their jobs (Nye 2023). Al can be
built to reduce bias. However, Al has also been shown to
reduce fairness in selection and appraisal processes (Dastin,
2022). Furthermore, the unfairness can be more systematic.
As advanced technology and society as a whole change,
the need for auditing the life cycle of the Al approach has
become a necessary step to keep such technology account-
able and to achieve its full potential (Raji et al., 2020).

What Is Fairness and Bias in a Data Science Context?

Today’s rapid advances in AI machine learning algorithms
are being widely used to make decisions in many areas that
have important implications for people’s lives (Woo et al.,
in press), including loan applications, hiring and selec-
tion processes, facial recognition, and medical diagnoses.
Because of the criticality of Al for people’s well-being and
outcomes, there is growing concern about the fairness of Al
algorithms. Fairness, in terms of avoiding discrimination in
data science work, means acting impartially without biases
towards individuals based on the group they belong to or
are perceived to belong to. Since Al is only as impartial as
the inputs are (and the broader organizational context), Al
has been found to replicate many of the biases that humans
exercise (Pessach & Shmueli, 2022). For example, the USA
criminal justice system had falsely predicted future criminal-
ity among African Americans at twice the rate it predicted
for White Americans (Angwin et al., 2016; Chouldechova,
2017). In another case of a hiring application, it was recently
exposed that Amazon discovered that their Al hiring sys-
tem discriminated against women candidates, particularly
for software development and technical positions (Dastin,
2022). In recent years, many researchers have advocated for
“fair machine learning” (i.e., to prevent or reduce discrimi-
nation) to address individuals’ concerns on fairness as well
as to meet government laws and regulations (e.g., Fair Credit
Reporting Act, Consumer Review Fairness Act, etc.).

Bias can be conceptualized as related but different from
fairness. While it may be difficult to come to a single agreed-
upon definition for either fairness or bias (see also the APA
Ethical Principles of Psychologists and Code of Conduct
(https://www.apa.org/ethics/code/). Broadly speaking, bias
occurs in which two people of equal ability have differential
probabilities of a correct response. A measure/tool either
demonstrates bias or not, while fairness is more subjective
(eye of the beholder).

Landers and Behrend (2023) offered three ways to con-
ceptualize the two. The first conceptualization, individual
attitudes, occurs when a person believes a decision made by
Al may be unfair because that decision was made in a man-
ner that goes against their personal perception of fairness.

Second, technical domain embedded meanings should
be considered as different fields (e.g., psychometrics and
machine learning) have their own definitions of fairness and
bias (Landers & Behrend, 2023). For instance, industrial and
organizational (I0) psychologists may be familiar with the
concepts of contamination and deficiency as a form of bias
in measurement. That is, a math test administered as a word
problem may be biased in that it is contaminated by measur-
ing both math and reading skills. As another example, bias
may occur when there are variations among groups in the
underlying attributes of a measure within a confirmatory fac-
tor analysis framework (Vandenberg & Lance, 2000). Lastly,
fairness can be perceived through one’s beliefs regarding
legality and ethicality, in which conceptual frameworks and
broadly developed rules established by stakeholders serve
as a guide.

It is also worth mentioning that the conceptualizations
of legality and ethicality are similar to each other but also
uniquely distinct. The two are similar as they both aim
to ensure fairness and eliminate bias in the usage of Al
However, ethicality differs from legality as it focuses more
heavily on caring for others and placing emphasis on the
consideration of societal values (Landers & Behrend, 2023).
This can be seen in the APA guide (American Psychologi-
cal Association, 2017), which discusses nonmaleficence,
beneficence, and respect for people’s rights and dignity.
Legality differs from ethicality because, in the context of
discrimination and bias in hiring, laws tend to be based on
statistical inferences built on a history of case law and prec-
edent (Landers & Behrend, 2023). Legally established bias
in hiring tests is based upon the statistical concept of differ-
ential prediction, which compares regression lines between
legally protected classes such as race, national origin, and
sex (Berry, 2015). This occurs when a hiring test predicts
varying results for disparate groups of individuals, even
when they attain the same score.

Gender and Leadership as a Contextual Example

In the current article, we seek to demonstrate how bias can
be reduced in the lifecycle of data science projects, broadly
speaking. The notion is to provide specific guidance to
scholars, whether they are experts in data science or have
only beginner’s knowledge. To facilitate this, we provide a
contextual example of gender and leadership that is relatable
and easy to follow. Currently, it is well known that there is a
grand challenge in society that women are underrepresented
in upper echelons as well as mid-level leadership positions
(Ciappei et al., 2023). A woman has never been president
of the USA, and only 10.4% of women are Chief Execu-
tive Officers of Fortune 500 companies (Hinchliffe, 2023).
The overrepresentation of men in leadership roles is also an
international phenomenon and occurs even when women
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make up a majority of workers in an industry. For example,
internationally, women make up a large majority of global
health workers; however, they remain underrepresented in
leadership positions within top health institutions both in
the private and public sectors (Dhatt et al., 2017). Simula-
tion research has shown how even small amounts of bias in
a performance appraisal process can lead to stark gender
imbalances in leadership over time (see Samuelson et al.
2019 for recent evidence), although evidence-based inter-
ventions provide a number of possible solutions (Meldgin
et al., 2024). There is also a large body of research that sug-
gests that women may be expected to act differently or are
evaluated differently as leaders when using the same behav-
ior as men (Gloor et al., 2020; Thrasher et al. 2023). As
an additional example, consider evidence that women score
comparably for performance evaluations in some contexts
yet there are still significant biases in the rewards tied to
those evaluation scores, including promotion ratings (Joshi
et al., 2015). This last point demonstrates how, even in situ-
ations where men and women perform equally well in a
context, cognitive biases can manifest in the application of
evidence in terms of policy or practice.

First, a data science project can be biased when investi-
gating a phenomenon. Second, the phenomenon can reflect
bias or unfairness in the world. These two perspectives
frame the challenge presented in this work. The use and
effective implementation of data science in organizations
holds great promise in equalizing the playing field for men
and women, for instance, by having organizations separate
out measurements of leader behaviors (what a leader actually
says or does) and how that leader is evaluated by followers
(Paustian-Underdahl et al., 2024). However, data science as
a tool will be unsuccessful in helping to address this grand
challenge to the extent that there is bias in the life cycle of
such a data science project. We begin with a discussion of
potential bias in structures within organizations that must
be considered when designing a data science study. We then
progress through the course of data collection, modeling,
interpretation and use stages. At each step, we highlight rec-
ommendations for reducing bias.

Structural Barriers for Men and Women
in Leadership Roles

Structural barriers exist for men and women in leadership
roles. It is these structural barriers, particularly for women,
in addition to individual human biases, that a data scien-
tist must be aware of when starting a project in this area.
Most recent research (Tench et al., 2017) showed no mean-
ingful differences between the leadership skills possessed
by men and women. Nevertheless, evidence exists show-
ing that women and men often receive different ratings of
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effectiveness as a function of their gender. A meta-analysis
of 76 samples found that, although men and women leaders
were rated similarly in effectiveness, significant differences
were found depending on the context associated with their
leadership role (Eagly et al., 1995). Men leaders were rated
significantly more effective in masculine roles, whereas
women were rated more effective in feminine leadership
roles. A subsequent meta-analysis published almost twenty
years later (Paustian-Underdahl et al., 2014) found nearly
identical results, with women leaders rated more negatively
in male-dominated organizations and men leaders rated more
negatively in female-dominated organizations. More recent
work has shown that on some leader behaviors, women are
evaluated more highly than men, and men are evaluated
more highly on other behaviors (Paustian-Underdahl et al.,
2024). Additionally, across Sweden, Norway, the USA, and
Australia, men tend to emphasize goal-setting dimensions of
leadership, while women leaders tend to emphasize interac-
tion facilitation dimensions (Gibson, 1995).

Role incongruity seems to impact not only evaluations of
effectiveness but also several other aspects of both the design
of jobs and the evaluation process. For instance, jobs may
be designed such that they emphasize working long hours
rather than productivity, which can disadvantage those with
caregiving responsibilities (Glauber, 2023; Frederikson et al.
2018). As another example, past performance information
may be differentially evaluated in a male-dominated work
setting, with women being evaluated worse than equally
performing men (Farrell & Frank, 2022). Internationally,
experimental evidence shows that participants assign signifi-
cantly lower performance evaluations to women compared to
identical men. Women were also rated as significantly less
competent compared to men on math-based tasks (Neschen
and Hiigelschafer 2021). There is also evidence that raters
redefine the concept of merit to favor a particular group,
specifically those that are congruent with the role. Experi-
mental studies that randomly assign job candidates to have
either a strong educational background or strong work his-
tory have shown that in male-dominated jobs, respondents
rate whichever background men applicants have as more
important for hiring in those jobs (Uhlmann & Cohen,
2005), but in female-dominated jobs, respondents favor
whichever background the woman applicant has. However,
in a third study, when raters had to commit to evaluation
criteria prior to knowing the gender of the applicants, no
difference in evaluations was observed. Taken together, this
adjustment in the criteria as a function of gender shows how
definitions of merit are modified to fit the qualifications of
particular groups, which can produce bias and discrimina-
tion in evaluations.

In summary, there are several mechanisms operating
with ample empirical evidence, all pointing to the same
outcome. That is, women in leadership positions can be
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evaluated worse than comparable men in those same posi-
tions based on bias inherent in organizational structures,
especially in male-dominated fields, which reflects a larger
system in which a data science approach may be leveraged.
The structural design of leadership roles and the pathway
for a subordinate to become a leader is not immune to bias.
Specifically, there are gender biases in leadership roles that
become apparent when one examines how they are designed.
While both men and women are traditionally rated similarly
regarding their overall effectiveness as leaders, differences in
effectiveness ratings appear as a function of the gendering of
leadership roles in particular contexts (Paustian-Underdahl
et al., 2024). It is crucial that organizational objectives that
are relevant to leadership roles are examined for gender bias.
Specifically, job design, training and development opportu-
nities, divisions of labor, performance appraisals, incentive
systems, tracking of diversity, equity, and inclusion, tracking
of cultural norms, tracking of organizational policies, track-
ing of job ladders for upward promotions, recruitment and
sourcing of talent, and arrangement of work hours should be
audited to determine if they differentially privilege women
or men. Likewise, the way we study these issues can have
profound influences on the results. We now transition to a
discussion of how to reduce bias in the lifecycle of a data
science project.

Problem #1: Bias in the Representation
of Data and the Labeling Process

Lack of Diversity of Leader Participants

As women tend to be under-represented in leadership roles,
the historical investigation into leadership has often dispro-
portionately focused on male leaders (Banks, 2023). Men
as leaders also reflect the prototypes from which scholars
study leaders (Schein, 1973). In experiments, scholars often
use male leaders if they are focusing on one gender (Joshi
et al., 2015). Thus, the conclusions we draw from those
samples may be skewed toward what works well for men,
not necessarily women. As a result, a form of bias that can
manifest during the lifecycle of a data science project on
gender and leadership is bias in the representation of one’s
data. Machine learning measurement bias (MLMB) occurs
when a model produces different predicted scores between
subgroups (e.g., race, gender) despite having the same lev-
els of a latent trait (Tay et al., 2022). This can occur if the
ground truth training data used for a model does not repre-
sent the latent trait equally across subgroups. This relates
to the extensive literature area on measurement invariance
(Millsap, 1997). Most data science models and algorithms
are heavily reliant on the data that it is trained on, and if a
model is trained on biased data, this can bias the subsequent

predictions that the model makes (Mehrabi et al., 2021).
This is akin to the adage, “garbage in, garbage out.” In some
cases, the outcomes from a biased model can be incorporated
into real-world systems and influence individual decisions,
leading to increasingly biased data that may be used to train
future models. This cyclical pattern is similar to what might
happen if bias is introduced in the beginning stages of the
lifecycle of a data science project, as the subsequent stages
of the project are likely to be biased. For instance, if there is
homogeneity in the characteristics of job incumbents, these
characteristics may be used to guide Al in selecting from a
pool of job applicants. The Al will then select individuals
who perpetuate the homogeneity of the organization at the
risk of missing talent in the applicant pool. Data bias can
manifest in a number of different ways, and we will review
these. Specifically, this bias can occur through insufficient
data and historical relevance bias as well as label bias. We
summarize these biases and potential solutions in Table 1.

Systematic Bias and Solutions

Insufficient Data One important type of bias that can
appear in the representation of one’s data emerges when a
researcher has insufficient data. This can be due to a lack of
data or a true lack of representation in one’s data. Specifi-
cally, one’s data must be representative (e.g., everyone in a
population of interest has an equal chance of being selected)
to ensure robust statistical modeling. To counteract this bias,
researchers can conduct data collection in an iterative man-
ner while continuously evaluating common parameters, such
as the demographic distributions, until a satisfactory level
is reached (e.g., Banks et al., 2018). For instance, one may
collect data on managers using a stratified random sam-
ple to ensure enough women are included in the dataset.
A common question may be, what is a satisfactory level?
Unfortunately, there cannot be a definitive answer as this
depends on the research question and data. Analyzing text
data at the sentence level of analysis, compared to the email
level of analysis, and comparing it to the person level of
analysis influences the sample size requirements. Further,
the messiness of social media text data could require more
text than, say, text derived from CEO letters to shareholders.
The important point is that one can have confidence that the
findings do not change easily with additional data.
Ultimately, this can be done by randomly selecting par-
ticipants for data collection and also conducting initial
analyses of these selected participants to ensure representa-
tion (Cohen & Crabtree, 2006). The concept is that insights
gained from the initial data analyses can be used to inform
and guide future sampling decisions. This process is espe-
cially useful in the context of the current example as it can
be used to ensure that genders reflect the population of inter-
est in a sample as data collection continues towards that
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point that enough data are present to reach a point where
key conclusions do not change much with the addition of
new data. The point here is that sometimes, even represent-
ing the population does not represent the subgroups in ways
one might like.

Overall, data can be considered imbalanced when group
proportions are significantly uneven. That is, insufficient
data may occur when there is non-representativeness. Con-
versely, imbalanced data means that there is enough data to
model a majority class of data but not a minority class. This
can bias the outputs of an Al model if the model has insuf-
ficient exposure to representative data (e.g., exposure to all
gender types and leadership styles). Random oversampling
(ROS) and random undersampling (RUS) can be used to rec-
tify class imbalanced data by modifying biased distributions
to decrease imbalance and reduce noise in the data (Johnson
& Khoshgoftaar, 2019). Random oversampling occurs by
replicating random samples from a minority group in a data-
set. However, this process can lead to overfitting. Random
Undersampling occurs by omitting random samples of the
majority group in a dataset. This can be especially useful if
certain genders or leadership styles are more represented
than others in a data science project. Random undersampling
allows for ensuring that gender or leader behaviors are, in
fact, represented. However, RUS, in turn, also decreases the
amount of content that a model has to learn from.

To date, researchers have devised a number of insightful
sampling methods to balance these tradeoffs. For example,
the synthetic minority over-sampling technique (SMOTE)
generates synthetic minority samples by interpolating
between existing minority cases and their closest minority
counterparts (Chawla et al., 2002). This technique is par-
ticularly valuable in gender-leadership studies where certain
genders may be more or less present than others depending
on the context of the study, and equal representation needs to
be enhanced. This general method is not without problems.
Consider what if the population (however defined) reflects
very few women. Here, there might be so few women that
even using the SMOTE approach may have too few data
points to be accurate (this is of concern in machine learning
where one might use oversampling, which has its own issues;
see https://stats.stackexchange.com/questions/357466/are-
unbalanced-datasets-problematic-and-how-does-oversampli
ng-purport-to-he).

Historical Relevance Another potential bias that needs to
be accounted for is the representation of one’s data in terms
of historical relevance. This is the extent to which data in a
sample reflects a population of interest at the time of analy-
sis. As one example, researchers could model the COVID-
19 pandemic as an exogenous shock (Jacquart et al., 2024).
Consequently, data on women in the workplace prior to
March 2020 may not be representative of women in the

workplace in March 2021 or March 2022. It is important
to have samples that are representative of the current state
of the workplace to ensure accurate modeling of organi-
zational phenomena and to track historical organizational
trends effectively.

One can ensure that their data are historically relevant
by using a representative sample, and the stratified random
sampling technique can be used to achieve a representative
sample across a certain time period. The sampling technique
works by first identifying the population that researchers
are interested in and dividing the population into individual
strata that are based on differences between participant’s
shared characteristics, for example, gender, age, and race
(Qualtrics 2024). Next, researchers should decide what their
sample size should be and then allocate the sample into the
different strata, which can be done either proportionally
(based on the size of the strata relative to the population)
or equally (each stratum gets the same number of partici-
pants). Lastly, researchers should apply random sampling
to each of the strata groups. Ensuring historical relevance is
crucial in gender and leadership studies to capture evolving
dynamics accurately. As historical trends play out, certain
genders and leader behaviors may be more or less present in
organizational settings.

Label Bias

A prominent area where bias can manifest in the life cycle
of a data science project is throughout the labeling process,
where systematic errors may occur. Data labeling involves a
procedure in which data are classified. That is, data are asso-
ciated with additional structures that give enhanced mean-
ing to it. Audio, visual, and text data are all examples of
data that can go through this labeling process. Specifically,
label bias occurs in a machine learning context when sub-
population data becomes systematically mislabeled because
of unaccounted-for discrimination or bias in the process of
generating data (Dai & Brown, 2020). Additionally, fairness-
adjusted classifiers that seem fair based on available data
may actually be unfair when used on true population data
because of the systematic censoring of training data.

Individual raters may differ regarding their interpreta-
tions of data (Giintner et al., 2023). Relying solely on the
interpretations of only one rater does not allow for differing
perspectives and discussion regarding these different inter-
pretations. Thus, multiple raters are needed during the labe-
ling process, and a degree of agreement between multiple
independent coders’ ratings regarding observed data is also
needed (Hallgren 2012).

This agreement can be calculated by attaining raters’
inter-rater reliability, which is a measure of consistency of
evaluations between evaluators (Shweta et al. 2015). The
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main goal of inter-rater reliability is to determine the pro-
portion of variance in observed scores due to variance in
the true scores after the variance due to measurement error
between coders has been removed (Novick, 1966). In sum,
calculating inter-rater reliability is important to the labeling
process as it helps ensure that there is adequate consistency
in the meaning ascribed to the data labels. That is, random
noise is sufficiently reduced. Further, it can be used to under-
stand the extent of potential systematic error in the assign-
ment of labels.

During the labeling process, coders may assign lower val-
ues to women compared to men (either implicitly or explic-
itly) because of institutionalized gender norms/stereotypes
(cite needed). To counteract this and potentially mitigate the
effects of gender bias on the labeling process, researchers
should blind raters to gender identifiers. This can be done
by only providing raters with textual data from participants
and by not providing any demographic information/indica-
tors. Past research shows that men who are primed with a
gender-blindness manipulation tend to endorse and assign
less gender stereotypical labels regarding women’s profes-
sional STEM competencies (Martin & Phillips, 2019).

Lastly, it is important that raters undergo sufficient train-
ing before starting the labeling process and that this training
is standardized. There is almost always a subjective compo-
nent of the rating process when coding subjective assess-
ments and observational data. This subjective component
makes data particularly susceptible to human error, inap-
propriate interpretation, and fluctuation. Without proper
training, raters are likely to inappropriately code data in the
labeling process, leading to misleading and potentially dan-
gerous research conclusions. Thus, rater training protocols
should be standardized so that all raters undergo the same
training and any potential for subjective interpretation is
minimized.

Raters’ ratings should also be routinely calibrated so as
to align labelers’ interpretations and identify discrepancies
(e.g., weekly meetings to discuss coding during the rating
process). Almalki et al. (2017) posited a taxonomy for the

types of training that raters should ideally undergo. First,
frame-of-reference training (FOR) helps multiple raters
establish a shared understanding regarding the standards
and dimensions of the stimuli they are rating. Rater error
training (RET) helps raters be cognizant of and reduce
common biases that can distort rating accuracy, like leni-
ency or halo effects. Behavioral observation training (BOT)
helps enhance raters'ability to observe, recall, and docu-
ment specific behaviors accurately. Lastly, implicit biases
are behaviors or judgments that develop without intention,
effort, control, or conscious awareness (Mavis et al., 2022).
Raters should undergo training and be able to recognize
and counteract their biases that might manifest in the rating
process, leading to more objective labeling (e.g., counter-
stereotype training; Nejadgholi et al., 2024). One can use
common metrics like percent agreement, Cohen’s kappa, or
Krippendorft’s alpha as an indicator of reliable coding.

Problem #2: Bias in the Algorithmic
Modeling

Predictive Bias and Solutions

The machine learning community has studied the notions
of fairness. The most prominent ones are shown in Table 2.
They are defined on a group or an individual level for the
data or classification models and based on association or
causation. With the wide adoption of automated decision-
making systems, fairness-aware learning or anti-discrimi-
nation learning becomes an increasingly important task. In
fairness-aware learning, the aim is to remove discrimination
by modifying the data and/or the predictive algorithms built
on the data (for a review, see Feldman et al., 2015a, 2015b;
Hardt et al., 2016). Many approaches (depicted in Table 3)
have been proposed for constructing discrimination-free
classifiers, which can be broadly classified into three cat-
egories: the pre-process approaches that modify the train-
ing data to remove discriminatory effects before conducting

Table 2 Examples of fairness
notions and their categorization

Notion of Fairness Group or Individual Data or Classification Association
or Causa-
tion

Statistical fairness [5] Group Data Association

e-fairness [5] Group Data Association

Demographic parity [6] Group Classification Association

Equalized odds or opportunity [7] Group Classification Association

Individual fairness [8] Individual Classification Association

Counterfactual fairness [9] Both Both Causation

See their definitions on page 12 of https://dl.acm.org/doi/pdf/10.1145/3457607; e-fairness examines the
potential discrimination caused by the correlation between the unprotected attributes and the protected

attribute
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Table 3 Bias in algorithmic modeling

Method Type

Description

Massaging (Kamiran & Calders, 2012)
Reweighting (Kamiran & Calders, 2012)
Sampling (Kamiran & Calders, 2012)

Disparate impact removal (Feldman et al., 2015a,
2015b)

Causal discrimination removal (Zhang et al., 2017)

Fair data generation (Xu et al., 2018, 2019) m Preprocessing

Fair representation learning (Beutel et al., 2017;
Edwards & Storkey, 2015; Madras et al., 2018;
Zhang et al., 2018)

Fair constraint (Dwork et al., 2012)

m In-processing

m In-processing

Adversarial debiasing (Hardt et al., 2016) m In-processing

Invariant representations (Moyer et al., 2018) m In-processing

m Preprocessing/post-processing
m Preprocessing/post-processing

m Preprocessing/post-processing

m Preprocessing/post-processing

m Preprocessing/post-processing

m Correct the labels of some individuals in the data
m Assign weights to individuals to balance the data

m Change the sample sizes of different subgroups to
remove the discrimination in the data

m Modify the distribution of the unprotected attributes
such that the protected attribute cannot be estimated
from the unprotected attributes

m Remove discrimination based on the block set and
ensure that there is no discrimination in any mean-
ingful partition

m Generate high quality synthetic data that are indis-
tinguishable from real data and satisfy association or
causation-based data fairness

m Learn discriminant free representations that do not
encode information about the sensitive attribute and
use the representation for decision making

m Maximize utility (accuracy) subject to the fair
constraint that achieves both statistical fairness and
individual fairness

m Optimally adjusting any predictive model so as to
remove discrimination through adversarial training
m Use mutual information instead of adversarial train-

ing to achieve invariantly fair representations of data
concerning specific factors

predictive analytics, the in-process approaches that enforce
fairness to classifiers by introducing constraints or regulari-
zation terms to the objective functions, and the post-process
approaches that directly change the predicted labels.

The fundamental assumption of the pre-process methods
is that once a classifier is trained on a discrimination-free
dataset, the prediction made by the classifier will also be
discrimination-free (Kamiran & Calders, 2009). One method
for modifying data is massaging, which corrects the labels of
some individuals in the data. Another method is reweighting,
which assigns weights to individuals to balance the data,
and sampling, which changes the sample sizes of different
subgroups to remove the discrimination in the data (Kamiran
& Calders, 2012). Feldman et al., (2015a, 2015b) examined
how to remove disparate impact by modifying the distri-
bution of the unprotected attributes such that the protected
attribute cannot be estimated from the unprotected attributes.
A causal graph-based approach can be used to remove dis-
crimination based on the block set and ensure that there is
no discrimination in any meaningful partition (Zhang et al.,
2017).

Leveraging generative adversarial networks (GAN) can
be used to generate fair training data for machine learning
models (Goodfellow et al., 2020; Xu et al., 2018, 2019).
They can generate high-quality synthetic data that are indis-
tinguishable from real data and satisfy association or cau-
sation-based data fairness. The post-process approaches are

similar to the pre-process ones, where they only modify the
model prediction for the fairness goal(s). For the in-process
approaches, some tweaks or regularizers are applied to the
classifier to penalize discriminatory prediction during the
training process. In principle, preventing discrimination
when training a classifier consists of balancing two contrast-
ing objectives: maximizing the accuracy of the predictive
model and minimizing the number of predictions that are
discriminatory (Jacobucci & Li, 2022). Dwork et al. (2012)
proposed a predictive model for maximizing utility (accu-
racy) subject to the fair constraint that achieves both statisti-
cal fairness and individual fairness, i.e., similar individuals
should be treated similarly.

Hardt et al. (2016) proposed a framework for optimally
adjusting any predictive model so as to remove discrimina-
tion. Recently, several studies have been proposed to remove
discrimination through text (Moyer et al., 2018). Edwards
and Storkey (2015) incorporated an adversarial model to
learn a discrimination-free representation of data. Based
on that, other researchers have examined how the choice of
data for adversarial training affects fairness (Beutel et al.,
2017). Other researchers further proposed various adver-
sarial objectives to achieve different levels of group fairness,
including demographic parity, equalized odds, and equalized
opportunity (Madras et al., 2018; Zhang et al., 2018). One
study used mutual information instead of adversarial training

@ Springer
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to achieve invariantly fair representations of data concerning
specific factors (Moyer et al., 2018).

Lastly, one of the emerging concerns in the use of data
science techniques pertains to how subgroup differences can
bias the selection or evaluation of leaders. The effects of sub-
group differences on the selection process are critical con-
siderations for organizations, as hiring rate disparities caused
by subgroup differences are unethical and illegal (Uniform
Guidelines on Employee Selection Procedures 1978).
Removing those disparities through within-group norming
is also illegal (Civil Rights Act, 1991). Recently, the machine
learning (ML) community has espoused new methods for
mitigating subgroup differences in the personnel selection
process. Zhang et al. (2023) presented the results from three
complementary studies on how this can be accomplished.

The first study in this collection examined if the scores
produced by fairness-aware ML algorithms that are engi-
neered to reduce adverse impact differ as a function of one’s
demographic group (i.e., introduce predictive bias). The
results suggest that fairness-aware ML algorithms that are
designed to satisfy a fairness constraint may inadvertently
penalize job candidates who are racial minorities who “look
like” applicants from a racial majority based on a predictor
battery that was used to train the algorithm (Zhang et al.,
2023). Similarly, the second study in the paper investigated
if training an ML algorithm on data that utilized artificial
oversampling of high-performing individuals from minor-
ity groups may reduce the adverse impact on personnel
selection. The researchers found evidence that suggests that
oversampling can mitigate adverse impact to some extent,
but these reductions were relatively small, indicating that
oversampling alone is unlikely to provide a comprehensive
solution to adverse impact.

The third study investigated how to balance multiple
objectives (e.g., cost and performance) simultaneously
when navigating personnel selection and hiring decisions.
The authors extend an existing multi-objective optimization
(MOO) model of personnel selection that traditionally only
balances diversity and task performance (De Corte et al.,
2007; Song et al., 2017). They demonstrated that MOO
has the potential to identify Pareto-optimal solutions for
the objective of cost (e.g., financial or resource constraint)
in addition to the traditional diversity-validity tradeoff.
Together, these three studies provide important insights
into how machine learning may be applied to reduce adverse
impacts and encourage equitable personnel selection. As the
current work seeks to describe the life cycle of a data science
project, we now transition to highlight some of the classical
issues around causality that apply to a data science context.

@ Springer

Problem #3: Bias in Causal Inferences
Common Sources of Endogeneity Bias

It is not uncommon for researchers to desire to make causal
inferences based on the results of a data science study. This
can be challenging, as oftentimes, data science techniques
may rely on correlational data, and independent variables are
not exogenous. An exogenous variable is one that is manipu-
lated, varies randomly in nature, fixed, or cynical in nature.
There are a number of econometric techniques, such as the
use of instrumental variable regression or the harnessing of
regression discontinuity designs, along with data science
techniques that allow for causal inferences (e.g., Bastardoz
et al., 2023). Some IO psychologists may be familiar with
these techniques before as they are featured in a number of
reviews (e.g., Antonakis et al., 2010; Hill et al., 2021), while
for others, this may be a newer concept. In this section, we
review these techniques with a focus on how they can be
integrated into a data science project.

Endogeneity bias can manifest in several forms, as dem-
onstrated in Table 4, and thus prevent causal inferences in a
data science project similar to other types of studies. Some
common forms of bias include common-method bias, meas-
urement error, simultaneity, omitted variables, and omitted
selection. Importantly, these issues introduce unaccounted
factors into effect size estimates, ultimately undermining the
validity of causal assumptions and posing serious threats
to internal validity. Moreover, they can lead to erroneous
recommendations for both evidence-based policymaking
and practice. Ideally, researchers can address endogeneity
in the design of one’s study (e.g., through an experiment),
but there are a number of statistical techniques that can be
used to reclaim some degree of causal inference. Research-
ers must be vigilant in mitigating these biases to ensure the
robustness and validity of their data science findings. We
briefly review each of these sources of bias.

Common-Method Bias This bias occurs when the causal
relationship between a predictor variable (x) and a response
variable (y) is only occurring because both variables depend
on an extraneous variable (g). In the realm of data science
studies, this is particularly relevant, as there may be poten-
tially inflated predictor-criterion relationships. For instance,
one may measure the speaking time of a woman in a leader-
ship (x) role and the verbal content of what followers say in
a virtual meeting (y). Neither variable is exogenous (manipu-
lated, varies randomly, is cyclical or fixed). One effective
analytical solution to address this bias is two-stage least
squares (2SLS) regression. In the first stage of the 2SLS,
exogenous variables, such as extraversion and general men-
tal ability (stable, exogenous variables), serve as instruments
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Table 4 (continued)

18

m Design: Regression discontinuity designs-environmental conditions create
arbitrary thresholds that can be used as a proxy for random assignment. The

Solutions

randomly assigned to participants. A selection effect occurs when two groups
(one receiving treatment and the other not receiving treatment) are systemati-
cally different from one another at their outset regarding either observed or

m Occurs when the treatment used in a causal study is endogenous and not
unobserved variables

Potential Sources of Bias Description

Omitted selection

Springer

observations that are just below or just above these arbitrary thresholds should
be approximately equal on all omitted variables and are used as different treat-

ment groups based on where they fall around the arbitrary threshold
m Analysis: Selection into sample: Heckman selection model: In the first stage a

probit model estimates how likely it is that participants will enter a sampling

condition, and an inverse Mills ratio (IMR) is computed to determine the selec-

tion hazard of participants entering the sample. In the second stage, the obtained
IMR is used to yield an estimate of the effect of the predictor on the outcome of

interest with the selection hazard
m Selection of treatment: Heckman treatment model- similar to the Heckman

selection model however the first stage of the model is a prediction of treatment

and not a prediction of the inclusion in the sample

to predict the values of an endogenous predictor variable
(speaking time), thereby reducing the bias. In the second
stage, the pure predictor variable can be used when estimat-
ing the effect on a response variable (e.g., the content of
what is said in the meeting). For a detailed review of how
to choose the best instruments, see Bastardoz et al. (2023).

Measurement Error Systematic measurement error occurs
when a predictor variable (such as gender diversity in the
C-suite (x), is used as a proxy for a latent predictor construct,
like the true level of gender inclusivity and equity in upper
echelon leadership (x). This predictor variable is imperfect
and contains measurement errors. Importantly, this error is
not random but rather systematic. Consequently, the coef-
ficient for gender diversity in the C-suite (x) will be incon-
sistent (i.e., it will not converge to the true value) because
one of the assumptions of regression is that error is random.
In this case, the error term from the regression equation
will be correlated with gender diversity in the C-suite (x).
This bias also negatively affects other predictor variables
correlated with the tainted predictor variable (x). Unlike
common-method bias, systematic measurement error can
have unknown effects. For example, neglecting to account
for measurement error in assessing gender inclusivity can
distort its relationship (e.g., add noise to a relationship and
attenuate its magnitude) with other variables like leadership
effectiveness or organizational performance.

To address this bias in a data science project that uses
an experimental methodology, researchers can constrain the
residual variance of the predictor variable (Bollen, 1989),
or if reliability information about the predictor variable is
unknown, the degree of validity can be inferred from the-
ory and the residual is appropriately constrained (Onyskiw
& Hayduk, 2001). It is important that researchers obtain
a reasonably good estimate of the validity or reliability of
their measure to counteract measurement error. Additionally,
researchers can again use instrumental variable regression to
handle measurement errors. This model occurs in two stages
by first regressing an endogenous predictor variable (x) onto
exogenous instrument variables (z and d) to get the predicted
values of x, which are then used in the second stage of the
model as predictors of an outcome variable (y). This process
ensures that the estimated effect of (x) is consistent because
only the portion of variance that the instrumental variables
(z and d) predict in the x that aligns with y is estimated, and
because z and d are exogenous, this variance is separated
from the error term in y. Ultimately, there are a number
of other machine-learning techniques capable of addressing
measurement error (Jacobucci & Grimm, 2020; Jiang et al.
2021; Li and Jacobubic 2022; Liang & Jacobucci, 2019).

Simultaneity Simultaneity bias occurs when the predicted
causal relationship between two variables does not actually
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exist or is the opposite of the predicted relationship due to
each variable simultaneously causing each other. For exam-
ple, in a gender and leadership study using a data science
methodology, leader behavior may affect follower behavior
differently depending on the gender of the leader and the
followers. Yet, follower behavior can also influence which
behaviors leaders choose to enact, leading to simultaneity.
This occurs because leadership is a dynamic influence pro-
cess where leaders and followers are engaging and caus-
ing each other’s behavior. Additionally, exogenous events,
like significant events (e.g., the COVID- 19 pandemic), can
affect both variables simultaneously, making causal infer-
ence challenging. This problem is not caused by backward
causality but instead occurs when there is simultaneous cau-
sation occurring in a predicted relationship. Experimental
designs that manipulate the predictor variable automatically
address simultaneity. By controlling the levels of a predic-
tor variable (x) in a treatment group and not in a control
group, observed variations in a response variable (y) can
be attributed to the manipulation and not to simultaneous
effects of y on x.

Omitted Variables Omitted variables bias can lead to biased
estimates in regression models. This can occur in three ways:
omitting a regressor, omitting fixed effects, and using ran-
dom effects without meeting the necessary assumptions.
Omitting a regressor commonly occurs when the predic-
tor variable shares a considerable amount of variance with
another variable, and instead of controlling for the second-
ary predictor variable, it is omitted from the model, leading
to a biased estimation of the overall effect. In gender and
leadership research, failing to control for gender-specific
leader behaviors or group differences can introduce bias.
For example, neglecting to account for gender differences
in ethical leader behaviors when studying transformational
leader behaviors can lead to biased estimates. Addition-
ally, fixed effects are constant and unobserved within-group
characteristics (e.g., country-level effects) that may correlate
with both the predictor and response variables. If these fixed
effects are omitted from the model, the conclusions of the
model may be inconsistent or biased. Lastly, when one wants
to determine the effect of level two predictor variables (e.g.,
firm characteristics) on a response variable, one may use a
random effects estimator, which allows for an intercept that
varies randomly between firms without meeting the assump-
tions of the estimator, leading to biased estimates.

To mitigate these issues in data science projects that
use experimental methodology, experimental designs with
random assignment of participants to treatment and con-
trol conditions can ensure that the effects of any omitted
variable are evenly distributed across groups. Additionally,
it is important to include adequate control variables (for a
review, see Becker, 2005). However, if this is not feasible,

researchers should implement sources of variance that are
exogenous and obtain panel data to determine consistent
effects. Regarding experimental analysis, fixed effects can
be used to add a constant term (Ci) to each entity (i) in an
analysis. This constant term accounts for all entity-specific
traits that could confound the estimated effect of a predictor
variable on a response variable (see Hamaker et al., 2015).

Omitted Selection Omitted selection bias occurs when
the treatment used in a causal study is endogenous and not
randomly assigned to participants. For instance, when indi-
viduals self-select into training sessions, researchers may
struggle to determine the true effect of the treatment group.
This can lead to inaccurate parameter estimates and unreli-
able conclusions. For example, this bias can manifest when
studying the effects of gender-focused leadership training
programs, as participants may self-select into these pro-
grams based on their pre-existing interests or beliefs about
gender issues in leadership. This leads to systematic dif-
ferences between the treatment and control groups at their
outset regarding either observed or unobserved variables.
Regression discontinuity addresses this by using arbitrary
thresholds as proxies for random assignment. Observations
that are just below or just above these arbitrary thresholds
should be approximately equal on all omitted variables and
are used as different treatment groups based on where they
fall around the arbitrary threshold.

Additionally, the Heckman selection model (HSM) can
be used to address omitted selection in samples. In the first
stage of the HSM, a probit model estimates how likely it
is that participants will enter a sampling condition, and
an inverse Mills ratio (IMR) is computed to determine the
selection hazard of participants entering the sample. In the
second stage, the obtained IMR is used to yield an estimate
of the effect of the predictor on the outcome of interest with
the selection hazard. For treatment selection, the Heckman
treatment model (HTM) can be used and works similarly to
the HSM. However, the first stage of the model is a predic-
tion of treatment and not a prediction of the inclusion in the
sample.

Problem #4: Bias in Interpretation
and Application of Results to

Inform Policy and Practice
In this final section, we now review how bias can be intro-

duced in the interpretation of findings from the data science
project. We summarize this section in Table 5.
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Examples of Biases in Interpretation

Anchoring and Adjustment Bias Humans have the tendency
to rely on heuristics to make judgments, which can lead to
efficient and accurate decisions (Gigerenzer & Brighton,
2009). However, these heuristics may also lead to system-
atic errors, which are known as cognitive biases (Kahneman,
2011). Such biases can influence organizational members’
interpretations of results from a gender and leadership data
science project. Psychologists have long studied the pres-
ence of cognitive biases in human decision-making pro-
cesses (Kahneman, 2011; Tversky & Kahneman, 1978). The
anchoring and adjustment bias, defined as the inability of
people to make sufficient adjustments starting from an initial
value to yield a final answer (Tversky & Kahneman, 1978),
is one of the most studied cognitive biases that can lead
individuals to make suboptimal decisions. When individu-
als are asked to form estimates, they typically start with an
easily accessible value or reference point and make adjust-
ments from this value (Tversky & Kahneman, 1978). While
such an approach may not always lead to suboptimal deci-
sions, research has demonstrated that individuals typically
fail to adjust their estimates away from their initial start-
ing point, the anchor. Research has shown that anchoring
affects decision-making in various contexts, including judi-
cial sentencing (Bennett, 2014), negotiations (Loschelder
et al., 2016), and medical diagnoses (Blumenthal-Barby &
Krieger, 2015).

Confirmation Bias Humans exhibit a tendency to treat evi-
dence in a biased manner during their decision-making
process to protect their beliefs or preconceived hypotheses
(Schulz-Hardt et al. 2001), even in situations where they
have no personal interest or material stake (Nickerson,
1998). Research has shown that this tendency, known as
confirmation bias, can cause inferential error with regard
to human reasoning (Evans, 1989). Confirmation bias is
the tendency to privilege information that confirms one’s
hypotheses over information that disconfirms the hypotheses.

Belief Bias Research in psychology shows that prior beliefs
have a strong influence on people’s interpretation of uncer-
tain data (Chinn & Brewer, 1993; Evans & Curtis-Holmes,
2005; Kim et al., 2019; Ruginski et al., 2016), especially for
correlations (Baumgartner, 1995; Billman et al., 1992). A
central theory that explains why prior beliefs are important
is the dual-process account of reasoning (Evans, 2003; Kah-
neman, 2011). This theory posits that fast heuristic processes
(System1) compete with slower analytic processes (system?2)
that can affect logical decisions. Belief bias (Evans, 2003;
Evans & Curtis-Holmes, 2005) can occur as “within partici-
pant conflict” between the two systems when participants
tend to agree with an argument based on whether or not they

agree with the conclusion rather than its logical conclusion
(Evans et al., 1983). Alternatively, other research focused
on theory-motivated reasoning bias based on “congruent”
and “incongruent” evidence relative to an individual’s belief
systems (Kim et al., 2019).

Selection Bias as a Threat to Validity Selection bias (or sam-
ple bias) is widely recognized as a key challenge that threat-
ens both internal and external validity (Moyer et al., 2018).
It can manifest either in the original sampling of a dataset
or during analysis by conditioning the inclusion of certain
variables during filtering or grouping operations. To address
the importance of selection bias on study validity, various
methods to minimize bias have been proposed for data col-
lection and management (e.g., randomized controlled tri-
als). Borland et al. (2020) proposed a novel computational
approach to selection bias mitigation that helps users craft
bias-corrected visualizations. Specifically, the authors intro-
duce the concept of dynamic reweighting, which is a user-
driven workflow guide aimed at creating bias-corrected
visualizations. This process is supported by a collection of
interactive visualization designs that produce both weighted
samples and their resultant aggregate statistics. Economists,
sociologists, and educational psychologists (more than psy-
chologists) also consider reweighting in their analyses, e.g.,
for raking in surveys, see thttps://cran.r-project.org/web/
packages/anesrake/index.html

Visualization and Cognitive Biases

The key point in this section is that researchers may evalu-
ate structures with organizations (e.g., the way leader
roles are designed), collect and label data free from bias
on organizational leaders, perform AI modeling with lim-
ited bias, and then address endogeneity bias. The results of
such a project may then be used to make evidence-based
decisions around organizational policies and practices. Yet,
the cognitive biases described may still emerge and create
challenges when effectively implementing such empirical
evidence. Given the pervasive effects of cognitive biases in
general on human decision-making, scholars studying visual
analytic systems have initiated research on this important
problem. Wall et al. (2017) categorized four perspectives to
build a framework of all cognitive biases in visual analytics.
Cho et al. (2017) presented a user study and identified an
approach to measure anchoring bias in visual analytics by
priming users to visual and numerical anchors. They dem-
onstrated that cognitive biases, specifically anchoring bias,
affect decision-making in visual analytic systems, consist-
ent with prior research in psychology. They also discussed
that anchoring bias in decision making with visual analytics
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systems can be potentially mitigated by providing more
training and guidance when using the systems.

Furthermore, uncertainty visualizations are important as
they enable better decision making by conveying the pos-
sibility that a point estimate may vary (Moyer et al., 2018).
More recently, research in visualization has provided innova-
tive techniques like hypothetical outcome plots (HOPs), fre-
quency-based representations (Kamiran & Calders, 2009),
visual semiotics, and design guidelines (Xu et al., 2018) for
visualizing uncertainty. Alternatively, other visualization
researchers have studied important application aspects of
uncertainty visualizations including hurricane prediction
through ensemble modeling, comparing users’ prior beliefs
congruence to social data, how uncertainty evaluation
is prone to error (Beutel et al., 2017), and its potential to
improve one’s ability to make predictions about replications
of future experiments (Zhang et al., 2018).

Data Privacy

While not directly related to cognitive biases, we do wish
to conclude with a discussion of data privacy, given its rel-
evance to the life cycle of a data science project. It is impor-
tant to ensure that participants'data do not become compro-
mised and are only allocated with appropriate purposes.
Specifically, individuals’ private data should not be inap-
propriately leveraged in analyses and/or conclusions. Addi-
tionally, individual workers may not want their perceptions
of their workplace leader to be known by others. Therefore,
it is important that participants’ data cannot be re-identified.
Also, issues such as whether employees need to consent to
their data being used (even if used anonymously), would
organizational anonymity promotes greater data, and pos-
sible use of synthetic data using ML (Wang et al., in press).
One issue with the construct of data privacy is that
researchers often do not formally define what they mean by
privacy and only consider/handle a small subset of the mul-
tiple dimensions of privacy. Barker et al. (2009) proposed
a taxonomy of data privacy and developed four dimensions
that operationalize the many different definitions of data
privacy to better categorize the construct. Specifically, data
privacy can be broadly conceptualized through purpose: the
reasoning for providing data to a collector; visibility: who is
permitted to use or access data; granularity: data character-
istics that can be used to facilitate data usage when there are
multiple valid accesses; and retention: when data are done
away with after they have served their intended purpose.
Additionally, to promote the fair usage of individuals’
private and personal data, the European Union Agency for
Network and Information Security developed guidelines
for the protection of personally identifiable information
(Danezis et al., 2015). Specifically, the report provides a
framework for understanding the current state of privacy by
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design. The term privacy by design stands for the idea that
privacy needs to be accounted for throughout the entirety
of a project, from its design to its operation and execution
(Cavoukian, 2008). For example, data privacy must be built
in from the inception of a research project and not added
in after the fact, and collected data needs to be protected
against unauthorized processing, loss or destruction, access,
and manipulation. If these guidelines are followed, individu-
als’ personally identifiable data should be reliably protected.
This concern is especially relevant given the advancement
of large language models researchers leverage if participant
data are being given to companies that develop such mod-
els. For instance, if researchers have a data set of meeting
transcripts or leaders’ interviews or emails, such text can
be scored with large language models. However, steps need
to be taken to ensure appropriate consent is obtained from
participants if large language models are used, which will
retain the data.

Separate guidelines need to be followed to ensure data
privacy in big data. Big data is a term used to describe large
data sets that have more complex and varied structures
(Sagiroglu & Sinanc, 2013). Big data is unique in terms of
the analysis, visualization, and storage of data, so different
data privacy precautions are needed. Anonymization-based
techniques are the best tools to protect individuals’ infor-
mation in big data instances (Comas and Ferrer 2016). For
example, k-anonymity is a privacy model that attempts to
limit the risk of disclosure of a data set by limiting the capa-
bility that intruders have to re-identify a record (limits iden-
tity disclosure). The model achieves this by assuming that
record re-identification is performed based on a specific set
of attribute combinations that do not change (quasi-identifi-
ers). Additionally, another commonly used privacy model in
big data is e-differential. This model protects subject privacy
by limiting the impact of any single subject’s contribution on
the outcome of an analysis. Importantly, in the e-differential
privacy model, a trusted party holds the original dataset and
responds to queries about the data with randomized answers
to ensure differential privacy.

Conclusion

In the current article, we reviewed how to reduce bias in
the life cycle of a data science project. The more layers of
complexity, the more efforts must be taken to vigilantly pre-
vent and eliminate bias. For instance, if a study leverages
multiple sources of data, such as audio and visual data, there
are more opportunities for bias to be introduced. The cur-
rent paper demonstrates the many ways this is possible and
plots out a set of actionable recommendations for research-
ers, reviewers, and organizational stakeholders to prevent
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bias or recognize when it is present. We hope that this work
serves to stimulate future conversations regarding other best
practices that may be applied to the lifecycle of a data sci-
ence project.
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