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ABSTRACT
ABDULRAHMAN ALDKHEEL. Design and Evaluation of AConversational Agent for

Supporting Domestic Violence Survivo(sinder the direction of DR. LINA ZHOU)

Domestic violence (DV) is widely recognized as a significant problem with detrimental
impacts on the mental, physical, awticeconomic weHlbeing of individuals, families, and the
broader community. Despite various resources designated to support survivors, they may not be
easily accessible or readily available. More importantly, DV survivors often hesitate to disclose
their experiences to others and may even refrain from seeking assistance because of social,
emotional, privacy, and cultural concerns. As providing immediate support in response to DV is
crucial for the physical and psychological weding of survivors, they need timely assistance

from nonjudgmental first responders.

Technological advancements, particularly in automated Conversational Agent (CA), are
progressing rapidly. CAs are gaining attention as a promising tool for providing counseling and
support, addressing the abawentioned challenges faced by survivors using traditional support
resources. The primary objective of this dissertation research is to design, develop, and evaluate
a CA-based solution that assists DV survivors in accessing services more easily, increasing their
awareness, and enhancing the available support. To this end, we first identify the meta
requirements and design principles of CA for survivors by interviewing DV professionals, then
design and develop SafeHaven, a-Ga#sed prototype for supporting DV survivors by following
the design principles and meeting the specified meta requirements, and finally evaluate the

effectiveness and perception of SafeHaven by conducting user experiments.

Our findings suggest that CAs should empathize with survivors' experiences and provide them

with meaningful informational, tangible, and emotional support, prioritizing their safety and



maintaining transparent, private, and trustworthy communication. We evaluated SafeHaven with
DV survivors, their friends and family, and DV professionals, in terms of emotional,

informational, and instrumental support it provided, among other measures. In addition, we
compared the CA with a traditional search engine and emerging ChatGPT. The experiment
results show that SafeHaven outperformed both search engine and ChatGPT in offering

emotional, informational, and instrumental support, high information quality, and user trust.

This dissertation research identifies the rretguirements and design principles for designing
a CA for DV survivors. This is the first study that assesses the effectiveness of CAs in assisting
individuals who experience DV and/or provide support to DV survivors, and providing tailored,
contextsensitive support to them. In a broader sense, the outcomes of this research will be
instrumental in guiding the future development of-B#sed support systems for DV survivors.
This dissertation highlights the transformative potential of CAs for DV survivors, as well as
significant implications for DV organizations, support groups, and CA developers, proposing
novel avenues and strategies for enhancing the anonymity and accessibility of the support for

survivors.
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1 INTRODUCTION

Throughout this chapter, we outline theotivations ofthis dissertatiorresearch We also
present the research questions, s#tepe and the outcomes of this dissertaticesearch

Additionally, this chapter discusses tesearcltontributions.

1.1 Motivations

Domestic Violence V) is a major problem that affectee public healthfor individuals,
impacting more than 35% of women and 28% of men in the United Sthtebave experienced
physical violence, sexual violenemd stalkingoy an intimate partndf]. Compared to physical
and sexual violenceemotional abuse is even more common, in which approximately half of
women have been exposed to this form of DV over the course of their lifdfjn\oreover, he
vast majority of DV incidents are not visible to societytla@secases are not reported to the
police [2], [3], [4]. Despitethat self-disclosure might help survivots receivepositive social
reaction[5], they areoften hesitant tadisclosetheir storiedue to barriersike feeling of stigma,
shame, guiltfear of losing childrenconfidentiality, and fear of revenge or not behbgjieved
[6], [7], [8], [9]. A study[5] found that negative social responses to disclosure of the assault,
along with a total lack of support, led to the emergence of PTSD symptoms through maladaptive
coping strategies and a decreased sense of control over the recovery prdhessame context,
a substantial body oémpirical and clinical evidence indicates that women who have been
severely maltreated are socially isolated and have few people in their social circles who can
provide them with suppoftL0], [11], [12], [13] Besides psychological and physical problems,

studies have shown that survivors of DV are highly susceptible to economic hardships, such as



financial inadequacy and the loss of their jobs, due to the patterns of coercive control and threats

that abusers exert over their victifdgl], [15].

Social and culturainfluences coupled witha lack of knowledgeandtangibleand emotional
support,can present challenges oW survivorsin managing theirssues and seeking assistance
from the communityf16], [17], [18]. According tothe study{19], survivors of DV are reluctant
to seek help from formal agencies (e.g., health services, law enforcement, community services)
due to a lack of awareness, access issues, consequences of disclosure, lack of material resources,
personal obstacles, and system deficiend@eéslitionally, it is not uncommon for DV survivors
to avoid asking for support from their family and friends dudetlings of embarrassment
surroundingdisclosing violencewithin their relationshipg10]. Providing social and emotional
support to women who have experienced DV is crucial to their psychological and behavioral
well-being [20]. A lack of knowledge,emotionaland tangiblesupport may also result in the
continuation of abuse, which céead toboth seriousphysical and psychological consequences.
Thus, to ensure survivors ceffectively cope with their incidents from the outset, it is critical to

provide them with informational, instrumental, and emotional support.

Despite theaforementionedbarriers,some DV survivors might turn to hotlines and DV
agencies where trained counselors can offer informational, emotional, and instrumental
assistanceAdditionally, someDV survivors alsomight prefer to seek tangible support from
other DV survivors (i.e., selielp groups) and share their experiences to gain a deeper
understanding of how they cop2l]. Furthermore as technology advanceagchnologybased
interventionsincluding mobile applications, webasedor social mediaare becoming common
means of intervening against DV and offering appropriate support to sury22jrdn recent

years, mounting evidence has suggegdtesrl feasibility and usefulness of digitally delivered



interventions for preventing violence, enhancing the safety of people involved in abusive
relationships, and connecting them to trusted help so{28&524], [25], [26] It is proven that

DV survivors prefer teckenabled interventianand guided online support as a saisable,
understandable, and effective approf3l, [24], [25], [26] By incorporating safety priorities,

risk assessments, resources and information about abuse types, and referrals to trusted care, these
interventions can be used to minimite victim's burden whileenhancingsafety[23]. Online

spaces (i.e., social media) provide users with opportunities to remain anonymous, which
facilitates disinhibition [27] and creates a safe environment for seeking emotional and

informational support, and revealing sensitive informafi8).

In technologybased interventiong&onversational AgentsCAs) could play a significant role
in this regard Researchers have stressed the importance of anonymity and safety,Gmisich
offer, whenassistingsurvivorsin reporting the abusive acts they encountered and mitigating the
challenges of facéo-face communicatiof29], [30]. An increasing interest in HCI research has
been directed toward developing service technologies (e.g., CAs) to support recovery from
chronic health conditiong31]. Studies have found that the use of counseling CAs has
encouraged participants to report PT§2], improved awareness of asthma symptoms and
triggers, and helped patients adhere to treatrf&3jt CAs can be less burdensorfa first
responders since survivors can communicate with them by text or voice and are not afraid of
being judged or divulging secrd34]. CAscanlisten to survivors' stories and offer them timely
information as neededérurther, whenever anonymity and privacy are protected, people are more
likely to respond to sensitive questiof35]. CAs' emotional supporhas demonstrated
effectiveness in reducing anxiety and stress among individu#§]. Beyond offering

information, CAscanalsobe perceived as sources emotional supportor survivors of sexual



abuseas they cope with thehallengesthey encounter[29]. There is a growing interest for
researchers and practitiondrs explore the potential ofCAs to provide survivors with both

informational and emotional support.

Despite the critical role of CAs|limited researchhas focusedspecifically on providing
opportunities forDV survivorsto share their experiencegth CAs and receive appropriate
assistanceTherefore,our goalis to examinethe feasibility of utilizing a CA to support DV
suvivors in accessin@ppropriatesupport Specifically,we planto designand implement a CA

to assistDV survivors

1.2 Scopeof Research

CAs remais a less investigateidtervention methodor DV survivors despite their increasing
popularity in the field of HCI. There amnly afew studiesandor projectsdiscuség the role of
CA in the DV field.However, those studies expas®veralimitations. First, although CAs, such
as "Companion Chaf37] and "#MeTooMaastricht[30] aredesigned to assist survivors, both
remain in developmealt stageand are not available to the public. Second, some CAs have been
focused only on onespecific type of abuse (i.e., sexual assayRy], [38], [39] or target
population (e.g., a specific nation, or gen{9), [39], [40], [41], [42] makng it difficult to
generalize them to the full spectrum of DVIY survivors Also, manyof theseCAs were not
empirically evaluated by usersaising concerns abotite validation of th@& user experience, as
well as a lack of insight into the communication style, dialogue flow, langyeyacy, and
security effectiveness of A3 [30], [37], [40], [43], [44] In addition, several CAsffer a limited
number of modalities (i.e., only butt®or only tex) or features and suppd9], [40], [44] In
the same context, some CAs ladidecision aids, whicltould have helped alleviatnflict

arising fromuncertaity about priorities or their risk during decision makif&9], [38], [41],



[43]. A further limitation is that even though several CAs are being developed for the purpose of
supporting DV survivors, there remains a notable lack of explicit discussion regarding their

design principles and metaquirements, which limits their research and practical implications.

To addresghe limitationsof prior works andoffer an alternative effective technolodpased
supportfor DV survivors fadng various obstacles (such as marginalizatiand secondary
victimization) in seekingassistancel desigred and developed CA namedi Saf e Haveno
assist DV survivors Some of the design artifactsf SafeHaveninclude risk assessment,
customized feedback, empathic responses, safety plan developmbeise screeningnd
recommendationsreferral resourcessurvivor stories,and establishing safety prioritiegn
particular, SafeHaveprovides DV survivorswith informational, emotionaland instrumental
support which may be of great importance to thehnis dissertation research aims to address

the following mairresearch questions:

RQ1 What role do technologiased interventions play in supporting DV survivors?

RQ2. How can CAs be effectively designed and utilized for DV interventions?

a) What are the design requiremeatxl principlegor CA-based intervention of D¥

b) What are the expected opportunities and challengasiiof CA-based intervention of

DV?

RQ3. How to operationalize the design requirements forl28ed intervention of DV?

RQ4. What are the key features and capabilities oflia&ed intervention of DV?

RQ5. How effective is thgproposedCA (i.e., SafeHavenn providing support to DV survivors?



a) How doesthe proposeA compare witha search engirre

b) How doeghe propose@A compare witlChatGPT?

To address these questions, my dissertation resgaodeedsin three main phases: the
identification of the requirements and guidelines for the design of the CA, the development of

the CA, and the evaluation of the CA.

In the first phasemy researchobjective was to gain a comprehensive understanding of the
various aspects of DV intervention informthe design of the CA's features and interaction. For
that purposel conducted irdepth semstructured interviews with DV domain expevibo had
experience working with survivors. The results of our study suggesty requirements and
featuresfor the development of @A-based intervention of DMvith an emphasis on providing
emotional support (e.g., empathizing with the survivors' experiences, practicing active listening)
and ultimately providing them with relevant information (e.g., offering safety strategies, tips, and
advice) and tangible support (e.g., making referrals to local resources). Further, thareamere
potential challenges associated with thesign and development @A support including

privacy, usability, and its ability to provide emotional support.

Secondly,| developed a CA SafeHavento offer DV survivors essential informational,
emotional,and instrumental support in coping with DV. Based on the professionals' guidance
and recommendations, along with the reviewed literatutiee role ofCA-based intervention of
DV in this context, we developdiye main moduledor SafeHavenincluding 1) greeting and
assuringhesafety, 2) screening and identifying abuse, 3) developing the safetylptanyivor
stories and 5) referral resourcds our designwe have created several submoduleder each
main module especiallythe 'referral resourcésmodule to meet the needs of different types of

support. A ruleébased approach was used to devetbp abovementioned modules and



submodulesln addition, wemplementeda retrievatbasedapproachn our CA.Particularly, ve
trained our agent with related phrasesl keywordsand connected those phrases keywords
to relevant modules or submodules so that survivors could reggégafic types osupport in

accordance with theireeds

Thirdly, we evaluated the effectiveness of SafeHaven in comparison to search engine and
ChatGPT. We conducted an online experiment with 36 participants, including DV survivors,
friends and family members of survivors, and professionals. Using both quantitative and
gualitative methods, this evaluation focused on both effectiveness and perception variables, such
as provisions of emotional, informational, and instrumental support, information quality,
usability, perceived anonymity, and trustworthiness. In comparison withés#arch engine
and ChatGPT, SafeHaven demonstrated significantly higher levels of emotional support,
information, and instrumental support. SafeHaven provided superior information quality over
search engines, excelling in accessibility, consistent information representation, arfdeerror
content, while also outperforming ChatGPT in terms of its concise information presentation, ease
of understanding of information, and sufficient volume of information, yet its usability scores
were on par with the two alternative platforms. Moreover, participants perceived SafeHaven as
offering greater anonymity and trustworthiness compared to search engine, and more trustworthy
than ChatGPT. In the evaluation, SafeHaven received highly positive feedback on its educational
content, humarlike interactions, and tailored support, which all indicate its effectiveness as an
intervention tool for DV. On the other hand, some participants experienced a number of
challenges with SafeHaven, including difficulty in forming queries, delays in response, and
navigation issues, and made suggestions for enhancing user query, response time, information

coverage, and user interface



1.3 Structureof Dissertation
There aresix chapters in this dissertatioGhapter 1 outlines the dissertation's subject matter,
objectives, context, motivations for the @ased intervention of DV, researgestions and

contributions

Chapter 2orovidesa literature revievof related work In view of the interdisciplinary nature
of this dissertation researcthe literaturereview covers topicselevant to DV traditional and
technological DV interventignand its influence oV survivors. Further, we discussed the

technology of CA, how it workgndits role in the context of DV and social support.

Chapter 3ntroduces theequirements and desigminciplesfor the CA-based intervention of
DV. In addition to the research methodolodkiis chapter also discusses resedindings,

including the opportunitieand challengesf theusingCA-based intervention of DV

Chapter 4covers the design and implementation SefeHaven The chapter presents the
process flow of our proposed system amdoducests key features and functions. Moreover, it

provides an irdepth review of the CA system design, followed by system implementation

Chapter 5 describes the evaluation methodology, measures, and findmgsSafeHaven

based on user perceptions.

Chapter 6summaizesthe research and discessesearchmplications and possible future

directions.



2 BACKGROUND AND RELATED WORK

2.1 Background
Domestic violence (DV) is a form of abuse of powehjch involvesthe act of controlling,

threaening, or victimizing anothethroughphysical, verbal, emotionabr sexual violenc§45].

The incidence oDV can be influenced by several factasach agulture and traditions, lack of
protection from authotigés poverty and unemployment, psychological issues, and substance
abuse[46]. In the United States, 24 people are physically or sexually abused by their partners
each minute, which represents approximately 12 million women and men anflially
Additionally, a quarter of U.S. women indicated that their experience of violence had adverse
effects, while 22% expressed concern for their sgi#ty. As part of this research, we aim to

provide a technologbased intervention tool for victined physical and emotional aggression.

There is a wide variety of forms that DV can take, including physical, emotional, financial,
sexual, and stalkingPhysical violence is defined as using physical force in an intentionally
harmful manner with the intent of inflicting death, injury, or hg#8]. This type of violence
includes scratching, pushing, shoving, throwing, grabbing, slapping, hitting, and the use of
weapong48]. As opposed to other forms of violence, victims of physical abuse are at higher risk
for serious injuries and even death. Furthermore, this type of violence is more prevalent, with

25% of women and 14% of men experiencing severe physical violenteeir lives [1].
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Emotional, ompsychological violence involves the use of verbal or-merbal communication in

an attempt to harm a partner emotionally or mentpd§]. Emotional aggression involves
different images likecoercive tacticsisolation, calling namestaking advantage dhev i ct i md s
vulnerabilities, et¢48]. Even though emotional violence doesn't imply physacéé andnay not

look like aggression in some cases because it is covert and manipulative, it can have serious
long-term repercussions such as chronic pain, depression, and aNeatiy. half of women and

men have experienced emotional violence, as the most common form of violence, at some point
in their lives (48.4% and 48.8%, respectively). Along with physical violence and emotional
abuse, sexual abuse is experienced by betweerthwdeto onehalf of women in toxic
relationshipg49], [50]. Sexual abuse can take many forms, including sexual physical attacks,
sexually exploitative behavior, and coercive géts]. In addition to physical effects such as
fatigue, bruises, and injuries, sexual abuse may result in gynecological issues such as bladder
infections and miscarriagd51], [52]. It is alsocommonfor women who have been sexually
abused by their partnets suffer serious psychological effects, such as anxiety, depression, and
suicidal thought$53]. Besides, DV survivors might be susceptible to financial abuse, in which a
survivor is controlled in their acquisition, use, and maintenance of economic resources, thereby
threatening their economic independence and socioeconomic sgédiityAs an example of
financial abuse, it might be the inability of a survivor to secure and maintain employment, the

inability to use resources they already possess, the theft of their money, the creation of costs, or
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the generation of debin addition,One form of abuse that exerts control over the survivor is
stalking. It refers to surveillance that is repeated and unwanted by one or more individuals
toward another. In addition to harassing and intimidating survivors, stalking behaviors may also
include keeping a close eye on them or following them with iff&5jt According to the CDC,

In the U.S., 16.0% of women (or 19.1 million) have experienced stalking at some point in their
lives, experiencing feelings of fear or conviction that they or their loved ones will be hurt or

killed asa resul{56].

A major aspect of DV, besides tfierm of violence, is determining thgattern ofviolence
The pattern of violence might take different forms like single victimization, where only one
violent act is experienced bysarvivor, or repetitive victimization, where an abuser attacks the
same victim several times in a rd&7]. In their analysis of the National Crime Victimization
Survey (1992004), Goodlin et al. found that 80 percent of households experienced
victimization once and 15 percent experienced victimization multiple tjg¥sResearclalso
has demonstrated that one of the prominent features of domestic violence is its frequent
repetition[58]. The pattern of repetitive violence is a greater indicator of the likelihood of future
victimization than any other characteristic of crime, which meansatheffective response must
be made before the situation worsens and the victim faces potentially lethal consequences.

In order to alleviate the psychological and physical effects of DV, it is imperative that

survivors receive social supp¢B9]. Social support is information leading the individual to feel
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loved, cared for, valued, and a part of a network of shared obligé@@h#\ccording to abused
women, it is a multidimensional construct that they prefer to implement as an interJétiion
A low level of social support may act as an exacerbating factor for DV and increase iks risk.
light of the above facts, and to provide assistance, it is vital for effective and accsssible
support to be provided, including informatadnemotional support, as well as instrumental

assistance.

2.2 NonTechnology Mediate®V Intervention

2.2.1 DV Survivor®Selft-Disclosure

In the context of selflisclosure, it's considered as a "willful disclosure” of facts and feelings
with the intent of "lettingother peoplé&know without a doubtof what hasbeendone, howyou
feel, etc."[62]. A key factor that influences interactions about sensitive topics (e.g., DV) and
may help build an emotional rapport is the act of-dedtlosureThe goal of seldisclosure is to
find a balance between keeping oneself hidden and being vulnefafgeally, victims who
seltdisclose do so to identify other stigmatized victims and seek assistance and Egjpbrt
families, sharing DV experiences with those outsidéaofilies can be challenging, and hence
data regarding DV may be difficult to acce$here are many issues associated with disclosure
related to a victim's emotional state, further complicating inquiries aboutJsally, victims
refrain from disclosing their experiences to people-tae@ace if they risk losing facg4], or
might feel that theyare being judged65]. Further,Despiteadverse health effects and frequent
visits to health care providers, DV victims rarely disclose their experiences with prd@érs
Embarrassment, frustration, regret, worries about privacy, and a fear of rejection from the
physician come into play as barriers that prevamvivors from disclosure[67], [68]. In

addition, compulsory reporting laws, which mandate physicians to rBpbto the police, may
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further hinder disclosurf9]. Moreover,A lack of a coordinated screening program for victims
is suggested to have a detrimental effect on disclgg0ieOther reasons for nondisclosure have
also been identified, which include minimizing and normalizing the severity of the violence,
concern for social support, not wanting to publicize their private matters, and lack of trust in

people around thelf71].

In contrast to barriers, there are several facilitatorshe disclosure of D\[72]. For victims
to be able to disclose, it is essential to build a positive relationship with their healthcare providers
[73]. A direct questioning strategy is effective at encouraging disclosure by victims 14V
In addition, the victim's feeling that they can decide what to reveal and to what extent,
encouraged them to disclose m@i®]. Moreover, the safe settinig healthcare, as well as
ensuring their information is kept confidential, will contributetheir willingness to disclose
[73]. Other factors that helped victims disclose were their perception of healthcare providers as
having a high level of knowledge, professionalisnd ability to take action to stop violence

[76].

There are also other factqesg., race, gender, agbptareassociate with the willingness of
DV disclosure. For instancet has been noticed that the racial majority (i.e., White) in the
United States was more likely to disclose their DV experiences to their social network members
than racial minorities (i.e., African American, Latino, etc.) [did]. Furthermore, wh respecto
gender, the amount of information disclosed by men and women differs considerably.
Specifically, studie$78], [79] found that women are more likely than men to report and disclose
DV, despite the fact that it is undeported in generalAdditionally, despite DV research
primarily involving samples of adults, it has been observed, in research that has included samples

of college and high school students, that younger victims tend to be more likely than older
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victims to reveal their DV experiencf0]. Due to the fact that most of the literature focuses on

adults, there is little evidence to determine whether age influences disclosure.

A key element of disclosure is determining when and why it is benef@fi@udoir et al[63]
developed a framework call the Disclosure Processes Model (DPMyhich aims to address
when and why the disclosure of interpersonal or verbal information might be beneficial for
individuals who live with stigmatized identities the context of humato-human interaction.
According to the framework, the pdisclosure goals might moderate the impact of disclosure on
anindividual (i.e., behavioral) and dyadic (i.e., trust) outcomes, but they have less impact on
social contextual resul{g.e., traditions and normshn the context of outcomes of disclosure, it
has beemevealed that clinical conversations with victims about DV havénfluential impact
on both benefits (e.g., leaving the abusive relationship, reporting the ctsepolice, self
esteem, selawareness, etc. ) and risk (egiress and alienation from the medical systgB8i).
Victims also report experiencing positive (e.g., believing the report, validating the victim's
experience) as well as negative (e.g., disbelief and blame) reactions from society following

disclosure, with positive reactions being the most previfé&it

2.2.2 DV Intervention
Despitethe barriers mentioned aboygection 2.2.1)which may discourage sonse@rvivors
from seeking support, some survivors take action and seek assistance from either formal (e.g.,
police, shelters, DV agencies, counseling services, or healthcare professionals) or informal (e.qg.,
family members, friends, and colleagues) sources of supp@tpossible to prevent futul@Vv
or reduce or tackle the negative consequences experienced by victims and their children when
emotionaj informational,andinstrumentaineeds are mg82]. There arevariousapproaches to

offer support angbrevent suclbV actionslike a)vi ct i més care service, w F
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shelters, counseling, and medical cardebal protections, which include law enforcemeartd
protection orders, Q)atientcentered approacheand thisfocus on understanding the basics of

DV screening, reproductive coercion, and other behavioral dandjepsoviding support for
victims of DV, and this includes treatment delivered by mental health practitioners to reduce the
negative effects of DVe) training programs for parenting and family relationshipssn§ure
financial stability for household®y enhancing support systems in the case of unemployment or
adequate income, as these are risk factors for DVs more likely that survivors who
experienced severe violence and control will seek out formal services (e.g., healthcare providers,
police departments, legal services, DV shelters, and emergency centers) for informational or
instrumental support like safety planning, financial assistance, child care, shelters, or
transportation assistan{®3]. In the same vein, friends and family members have been the most
effective sources of support for survivors, especially when it comes to providing emotional
support[78], [83]. Positive associations were found between social support and better mental

health outcomes, regardless of the severity of the violence the individual s{ffefed

2.3 TechnologyMediated D/ Intervention

231 DVSur vi v eDisdosureSe | f
In many instances, survivors are reluctant to disclose their abuse due to personal, social, and
cultural reasons that waiscussn section 2.21. Consequently, they may consider other avenues
for disclosing their experiences and seeking assist@he®.the past few years, survivors of DV
have begun using technology to "feel out" and initiate -sefking as a means of being heard
and also receiving guidance from others regarding whether or not to seek professional assistance
[84]. Through the use of technology, surviveenaccess services and receive support wherever

they are, at any time, with complete anonymity, and without the need to disclose their abusive
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experiences to a professional to access tf@bsh Technology has often been observed to
outperform facdo-face screening in terms of DV disclosure and positive outcomes for
survivors. For instancehe study by Hussain et gi86] concluded that computenhanced self
screening for DV was superior to fatteface screening by 37% and paper and pencil screening

by 23%, resulting in a higher rate of DV disclosure using technedoggnced strategies.
Similarly, researchers found that respondents felt that they could be more open in a virtual
environment without being concerned about adverse reactions due to the ease of seeking
assistance using technology rather than in a-taface setting[87]. A comparison of the
effectiveness of online and fateface interventions was also conducted by Costantino et al.,
and according to the researcher s, the intern
survivors to manage their disclosures without fear of being judged, rejected, or devalued in

person88].

In recent years, survivors have increasingly turned to social media as a safe venue for self
disclosure. Social media provides efficacious effects such as the distribution of information, the
articulation of opinions, and the mobilization of act[88]. Social media's proliferation, easé
use, and convenience have led to the reliance on them for different sorts of health and behavioral
interventions that are ecologically valid. Globally, social media has become the primary means
of communication over the last decd86], and many efforts have been made to raise awareness
about social issues, such as domestic violence, using social media. Mainly, in the offline context,
several barriers contribute to the lower reporting to the law, including losing[64eage
dependency, roles of gender, distrust of law enforcerf8t fear of reprisal, or desire for
privacy [92]. Additionally, shame or embarrassment and the fear of being believed deter the

disclosure of DV[93]. Therefore, the difficulties associated with facdace disclosure have
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resulted in many victims turning to other venues, such as social media, to share their experiences

and disclose their stories to either unknown or known audig¢ddkg495], [96], [97], [98], [99]

An extensive research effort has been conducted to explore the use of social media platforms
as a lens of behavior and glean insights into thedsstfosure of DV experience of survivors.
Social media facilitates victims' disclosure of their experiences and allows them to voice their
concerns. There has been an emphasis among researchers in this field thatdibelcsstl
stories of the survivors carry many signs and themes in common. In these stories, there are
accounts of being physically injured,xs@lly assaulted, controlled and isolated, mentally and
emotionally manipulated, and financially ruinfB], [95], [98], [100], [101] According to a
deep analysis of seif e por t ed s U96) [LOD]oitrwaDapparens that these posts are
packed with negative emotions, along with frequent references to first and third personal
pronouns, such as the use of 'I' and 'he’ when discussing their violent experience. Additionally,
through their posts, it is common for victims to express the harm they are living in, the confusion
that comes along with the relationship, and the fear about the f@&océal media campaigns
(i.e., #whylleft/#whylstayed[94], #MaybeHeDoesntHitYoy95], #NotOkay [102], #metoo
[101]) provided an accessible meeting place for discussions or-BiMinstance, McCauley et
al. [95] examined the hashtag #MaybeHeDoesntHitYou and determined that Twitter can be used
as a valuable resource for extending public discussion about IPV so that it encompasses all forms
of abuse and coercion that one typically experiences in abusive relationships. Additionally, the
tweet mining offwhylleft/#whylstayedvas also successfully utilized to determine what factors
contributed to survivorsd deci si o[@4} Similarly,r e mai n
authors in[101] emphasized that social media represents a change in the environment regarding

disclosure of sexual violence, in which survivors have found a voice through online space after



18

having been silenced or ignored for long periods of time, and instead turning to online forums for
expressing and getting suppoAnd responses that survivors provided shed light on the
complicated and challenging process they undergo when it comes to determining if they should

leave abusive relationships.

2.3.2 DV Intervention

To address our first research question, we discuss the role of technology in the intervention of
DV. Technologybased interventions encompass all uses of technology to provide educational,
therapeutic, or psychological support to promote health among DV surviMecknological
interventions are becoming increasingly popular due to rapid advancements in patient digital
knowledge, availability of devices, and the capabilities of these devices (e.g., mobility, usability,
and accessibility). Mainly, technological interventions are being widely utilized due to GOVID
19 on providing survivors dDV with a support systeif22]. Technologyenhanced interventions
are becoming more acceptable to DV survif@s, [26]. In the last few years, there has been
significant growth in the use dDV digital interventions delivered via mobile devices, web

basedg-mail, social mediaandCAs.

In developing and adapting DV digital interventions, developers take into consideration social
and behavioral sciences. Technoldzased interventions are commonly supported by social
cognitive theory{103], family system theory, technology adoption theory, traumfarmed, and
harm reduction, which are all rooted in a sce@blogical systeril04]. DV interventions using
technology can be delivered imany ways [105], [106] including a) providing ongoing
emotional support through facilitating emotional relief, empowering survivors to feel validated,
enhancing selésteem, or providing them with ways to connect to others who are struggling with

similar challenges (i.e., online support groups), b) allowing the survivor to develop
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individualized safety plans and assessing risk factors in terms of frequency, severity, and type, c)
offering information and educational resources to enhance swcaviered decisions, d)

improving survivor access to a range of services and resources, including medical care services,
housing facilities, crisis centers, and education, and financial and legal assistance, e) enhancing

the collection and documentation of evidence.

Research has demonstrated effectiveness oDV technologybasedntervention First, they
showed to have ammprovamnentint h e s u psychological avellbeing notably through the
enhancement of feelings of support, safety, and a perception of i@8]thin particular,
technologybased interventions have been observed to be effective in improving mental well
being by reducing depression and PTSD symptoms in survii@&k [59], [88], [107]
Information accessible via technology to assist in making decisions can be accessed privately,
safely, and on a timely basj&08]. Technologybased interventions also enable survivors to
develop safety and action plans as well as provide them with strategies to enhance their ability to
make informed decisions and be smlfficient [109], [110] Technologybased interventions
becomemore important than ever since they effectively supportifmeme survivorsof DV
who are living in remote areas, particularly in areas with limited health care services where
victimization might overlap with other factors contributing to violeficEl], [112] Technology
interventions are perceived as having the abiiityoffer safe ways to escape or cope with
abusive relationshi ps [26h DV technbloggbasedeinteBrdhtionse | at e
also haveaddresse severalkhortcomings of a traditional DV intervention, such as inaccessibility
due to geographical location or time constraints, lack of resources, affordability and care cost

barriers, lack of confidentiality, insufficient training of health care professionals, the social
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stigma associated with seeking care services, and-geomgraphic diversity25], [26], [88],

[109].

The challenge of providing technical support to survivors of DV is considetablas been
found that DV professionals (i.e., lawyers, counselors, therapisisocial workersps well as
survivors mightlack technical knowledggl13]. Further, many lowesource communities are
experiencing a technological gap that hinders the availability, accessibility, and ability of
survivors to use technological interventiohrsaddition, user security, and data privacy are now
vital considerations and challenges@chnologybased DV interventiof22]. Plus, people with
intellectual, cognitive, or perceptual disabilities (e.g., elderly people, deaf, visual impairment)
might have difficulty interacting efficiently with existing technology. the same context,
abusers might use some devised strategies for monitoring survivors' online presence at all times
[22], [113]. Abusers can be a major barrier to the use of techndlaggd interventions, as they
misuse spyware and/or tracking apps for tracking, and controlling their vigid% In their
paper, Finn and Banach describe potential concerns and risks that may arise when women seek
health care and social assistance services on the Internet techddldpyor instance, in some
cases, the disadvantage of seeking assistance online is the possibility of accessing inaccurate
information, such as when searching for information regarding "DV counseling,” "Family
services," or "shelter," users may be directed to sites that contain inaccurate information or may
differ from the ones they originally requestdBesides inaccuracies in information, some
websites might set out to victimize survivors deliberately. Due to the Internet's unregulated
environment, anyone may establish a website and present themselves as an expert. This is
particularly true when seeking online therapy or counseling. Further, due to a lack of community

and ethical standards on the Internet, it may be difficult to distinguish between genuine and fake
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"advertising." Generally, Internet information is not subject to any systematic quality control.
Loss of privacy may also be a concern for people who participate in and post their stories in
online support groups. Whatever the case, the message is likely to be read by anyone, and there
can be no assurance that it will not be forwarded. Moreover, messages might be archived and
searched using internet search engines. Some members of online support groups may
inadvertently disclose personal information about other members, which may pose a serious
problem for someone whose partner is abusing them or who is being stalked. In light of these
limitations, it is important to consider technology that is capable of addressing these concerns
and providing survivors with appropriate support. In this regards, our primary focus centers on
providing survivors of DV with an anonymous technology system, namely CA, that provides
coping methods and accessible resources to survivors of DV in order to assist them in taking the

initial steps toward addressing their abuskated issues.

2.3.3 Technology Support

People's communication patterns have drastically changed in the last two déwameding to
statistics, in the U.S., there are over 295 million people who own a smartfitidjeand over 300
million people who do some type of online surfing at least once a mMibh®h Recent advancements in
smartphone and web technologies have greatly enhanced the capabilities of delivering health information
to individuals. It is becoming more common for people to use wellness apps aruhsezb health
platforms as a means to gain access to health information and ultimately improve theif2i3alths
recognized that a digitdlased intervention would be an effective tool to support DV victims and
strengthen their safety ng23], [24], [25], [26] It has been proven through extensive trials and
evaluations that multipleveb-based and mobile applicaticbased interventions and safety decision aids
(e.g., MyPlar{23], iSafe[25], BSAFER[117], LEAF [118], iCAN [119], Thrive[120], I-DECIDE [121],

HELPP[88]) are both effective and efficient for several victim grolgesides the web and mobile apps
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someother technological solutions (i.e., emaihdvideo conferencing) were employtalbuild a healthy
relationship andntervene inDV. Table 2.1 presents the major DV interventions that based on digital

technology.

2.3.3.1 Web-Based Intervention

The digital intervention of DV has been greatly enhanced by severabagsutools These
web-basedtools are free and easily accessible and have been examined for their efficiency in
several randomized controlled trials, as well as with multiple survivor coHorte&as been
demonstrated that wdimsed interventions provide ongoing information and emotional support,
promote safety planning, enhance risk awareness and the severity of abuse, educate survivors
(e.g., identify abuse warning signs), and route survivors to the appropriate resources in
accordance with their particular social and personal wistance$88]. One example of a web
based intervention is found j10], in which researchers measured the effectiveness of a safety
decision aidutilizing a web browser in alleviating decisional conflict among victims of abose.
the intervention, three central components were employed: a) Priorities setting, in which abused
women determine the priority for their safety concerning important objectives like having
resources, child welbeing, and a concern for their safety, b) Danger Assessment, providing
feedback that allows women to understand their level of risk for repeat incidents of severe
battering, fatal violence or nefatal violence, ana) SafetyPlan, which offers multiple safety
strategiesand educational materiatsf DV that are offered by national, and local resources.
Observed outcomes fromme analysis showed that the decisional conflict of abused women
decreased significantly, and this led to the support of the degisaimg process of IPV
survivors without adverse consequendesa similar vein,onestudy explored the effectiveness

of iICAN [119], a webbased intervention focused on enhancing the safety and wellbeing of
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women who had experienced domestic violerk®.part of the study, women participated in
interactive activities aimed at assessing their risk and strengthening their understanding of their
responsibilities, as well as identifying their priorities and plans for their relatiori®égearchers
discovered that survivors experienced a reduction in depression and PTSD, as well as improved
confidence in determining safety plans, mastery, social support, and the perception of coercion.
Similarly, BSAFERIs anotherweb-based program that aims to address IPV and dru§la3ég

This program has various components including automated feedback, goal setting, social
support, advicedefining core valuesndreferral resource8SAFER participants reported high
levels of satisfaction with the programvaluated its technical ease of use favgrabhdwere
generally in agreement that the program complies with MI principlegarty and colleagues

[121] developed an online tool calleeDECIDE, comprising modules on relationships, abuse,
priority setting, and a section tailored to safety plannifge findings indicate that the
intervention was supportivef participants as well as a motivating factor for taking action.
Similarly, Jane KozieMcLain et al. evaluated the effectiveness of avabed intervention tool

(isafg to assist women who are suffering from [®6]. The site consists of three components:
safety priority setting, danger assessment, and interactive process utilizing a matrix of resources
to assist women in developing a personal action plan. The results showed that the site was
effective in reducing IPV exposure among indigenous Maori women, decreasing their depression
levels, and increasing their safety behaviors and that the information provided by the site was

valuable to these women.

2.3.3.2 Mobile AppsBased Intervention
Modern technological advancements, especially the development of mobile applications, have

created new opportunities for the promotion of health andhtpeovement of health outcomes
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In the United States, 85 percent of adults own a smartphone, an increase of approximately 50
percent from 2011122], [123] Regarding the DV interventioseveral key features of mobile

apps are powerful for the survivor, as they can provide an anonymous, free, secure environment,
as well as resources available 24/7 that facilitate the involvement of survivors in safety planning
and decisiormaking. The use of mobile appased interventions has been demonstrated to
contribute to survivors' psychological and social wbeling by enhancing emotional,
instrumental, and informational suppavtany appswere deployedon mobile devcesto assist

DV survivors The most weltknown toolis MyPlan[23]. The primary purpose of this mobile

app is to assist survivors in making informed safety decisidmes app consists of various major
features like raising survivors' awareness of "red flags" for violence in relationships, assessing
survivors' danger and their risk of death, determining survivors' safety prigigggesting
personalized safety plans based on the danger assessment and protiesnnecting the
survivor with trusted safety resources, such as a hotline, healthcare provider, or Ipolice
reflection of the survivors' evaluations, the app was regarded as an effective, understandable, and
appropriate tool for them to understand flaets of DV, measure its severity and set their
priorities for providing supportlt is suggested that the app contributes to the reduction of
decisional conflict amongurvivors and helps them develop safety plans for themselves and their
children. Another mobile appThrive, was developed to address the health needs and improve
the wellbeing of abused mothdd20]. This app includes three siglections: Myself, where the
mother can learn about her se#fre, coping strategies, and traumfmrmed practices; My

Child, which focuses on minimizing the stresses experienced by children, enhancing mother
child relationships, and discussing IPV with children; and My Life, which provides referral

resources regarding housing, IPV advocacy organizations, and IPV and parenting hotlines
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throughout the countryBoth survivors and IPV providers consider Thrive to be trauma
informed, convenient, helpful, easier to use, and more effective than other health education
methods (i.e., handoutsYhere is also a mobile app called HELPP Zdh24] designed
specifically for college students to protect them from potentially violent relationdhipghe
HELPP Zone, a user can specify trusted contacts, who can be contacted to provide assistance
based on the location, schedule, and condition of the user when the risk of violencdrexss.

same topic, Lindsay et dlL25] developed a mobile app that was intended to assigeage
women in analyzing the danger associated with their abusive relationships, setting pramicties
developing a customized safety pldine participants were positive regarding the app's ability to
provide confidential and nonjudgmental information and resources about abusive relationships.
In their evaluations of the application, participants found it clear, understandable, relevant, and

comprehensive.

2.3.3.3 Other TechnologieBased Intervention

In addition to web and mobile ajiy@sed intervention, it is worth noting tr@hermeans of
technological solutions for the sake of developing healthy relationdmgising survivorsand
DV intervention were also useBor examplethe use of videoconferencing technology has been
used successfully to provide traufioused treatment to rural survivors@¥ and sexual abuse
[107]. As a result of this solution, participants showed substantial reductions in PTSD and
depression symptoms following treatmeht. a similar context,Tschirch et a[126] utilized
videoconferencing as an effective method of delivering mental health care to vicld¥s ©he
results of this study demonstrated that this technology could help surviverg efith their
unmet needsEmail is another technology that serves the same purpose. In particular,

Constantino et dll27] and Crane and Constantifi®28] examined the feasibility of usingreail
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to communicate and interact with mothers who have experienced IPV and their teenage, children
and concluded thagmail interaction was effective in delivering information, screening, safety
tips, and support for women survivors of IPV and their childédang the same lineauthors in

[88] comparedemail with faceto-faceinteractionas an intervention solution for IPV survivors

and noted that both approach&soweda decrease in symptoms of depression, anxiety, and
anger, along with an increase in personal and social support among the partigipamstable

improvements in the email group.
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[120] @ Open trial, without
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Table2.1: A review of studies on the technoleggsed Interventions for DV

Theme

IPV intervention and
drug use.

IPV intervention

Safety decision aid

Healthy relationship,
and safety decision
aid.

Health education of
IPV

Measurement tools

1 Satisfaction (CSEB), System
usability (SUS).

9 Depressive symptoms (CESL
R),

1 PTSD Symptomology (PGL
C),

1 Decisional conflict (DCS),

9 Experiences of Coercive
Control,

9 Helpfulness of safety
strategies,

9 Confidence in safety planning
for self,

1 Confidence in safety planning
for Children,

1 Social support, Mastery.

NA

1 Self-efficacy (SelfEfficacy
Scale).
9 Depression (CE®)

1 Mobile App Rating Scale

Main features

1 Identifying core
values.

1 Setting goals.

1 Offering advice.

9 Providing referral
resources.

1 Social support.

9 Danger
assessment.

1 Priority setting.

9 Personalize action
plan.

1 Create a safety
plan.

9 Danger
assessment (DA)

1 Priority setting

9 Address healthy
relationships.

1 Safety and abuse.

1 Priority setting

Build action plan

9 Provide resources
9 Enhancing

Primary outcomes Technology
medium
T Avg. (SUS): 83.5 out = Web-based
of 100.
T Avg. (CSQ8): 27.7
out of 32.
1 Decreased depressive Web-based

and PTSD scores.

1 Decreased mastery
score.

9 Decreased decision
conflict.

9 Improved social
support.

9 Improved coercive
control.

9 Improved seHefficacy
and safety planning.

1 Participants perceived Mobile app
the app as useful,
understandable, and
appropriate.

1 The intervention was = Web-based
perceived as
supportive and
motivational by
participants.

1 Participants agreed Mobile app

that Thrive was useful,



randomization

mothekrchild
communication.

informative, and
traumainformed.
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1 Maternal selcare

[25] RCT Safety decision aid. | Severity of Violence Against | Safety priority { iSafe reduced IPV Web-based
Women Scale (SVAWS) 9 Danger exposure.
9 Depression (CE®) assessment 9 Depression was
1 Action plan significantly reduced.
development
[125] Open trial, without = Dating and IPV, safety NA 9 Danger 1 Participant feedback = Mobile app
control and decision aid. assessment. indicates that the app
randomization 1 Priority setting. is informative, easy to
{ Personalize action navigate, appropriate,
plan. and thorough.
1 Assess
relationship.
[88] RCT IPV intervention, 1 Anxiety, anger and depressia  Educational 1 Significant Email

screening. content,
assignment tasks,

selfassessment

improvements were
observed in anxiety,
depression, anger,

1 Interpersonal Support
Evaluation List (ISEL)
9 Personal Resource

Questionnaire (PRQ) prompts. ISEL, and PRQ
1PV Experience Questionnair
(IPVEQ)

[107] @ Open trial, without = DV treatment. 91 PTSD severity (PCL). 9 Psychotherapy 1 Significant reductions = Videoconferenc
control and 1 Depression (CE®). services that focus  in the severity of ing
randomization f Wyoming Telehealth Trauma  on trauma. PTSD and depression

Clinic Client Satisfaction symptoms.

Scale (WTTCCSS) { High level of

satisfaction.
[118] | NA IPV intervention, NA 9 Wall andself NA Web-based
Social network posts.
concerned with  Anonymous
privacy Communication
features.

9 User profiles and
connect to friends.
RCT: Randomized Controlled Trials
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2.3.3.4 Social Media

Social media's contribution tibe interventionof DV and social support provisidres in its
capability to spotlight DV's prevalence, origins, and effetkgough this medium, norms about
DV can be changed by disseminating knowledge and ideas to a large auligesoeial media
is primarily about bringing people together, it offers the opportunitystowivors toreceive
support, not only from their friends and families but also from others who have been through a
similar ordealMoreover, social media has become a vital source of education and empowerment
for the public concerning critical public health issues. It provides a platform to counter stigma
and raise public awareness of issues, sud\afo4], [95]. It has been proven that social media
platforms contributed to the improvement of life satisfaction $orvivors of DV by
implementing Support Group Theraf29]. Online spaces (what we refer to as social media)
provide users with opportunities to remain anonymous, which facilitates disinhif#idmand
creates a safe environment for seeking help/support and revealing sensitive infofB&titm
the same context, marsyrvivorsresort to various social media platforms and found as a proper
space for catharsis and sekpression[130], which can enhance wdbeing by reducing
inhibitions[63]. Due to the increasing ubiquity of social media, victims of domestic violence can
use this tool to describe their experiences and seek justice and réh3ddly[132] Other
potential uses of social media might include providing an avenue through whiglefoomed
abusers can gain insight from ot her ref or med

[133].

Many studiesdiscussedhe role of social media in light of its ability to enable survivors to
seek or receive social suppdfbr instance, Chu et glL34] examined 8,343 randomly selected

messages from a DV community on Sina Weibo and concluded that the online community
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primarily provided social support to survivors of DV in the form of empathizing, reassuring, and
encouraging themsharing antDV advice and personal experiendes guidance, and also
demonstrating a willingness to provide tangible aid, such as providing resources, assistance, or
servicesFurthermore, by analyzing more than 300 tweets, one recent study explored the social
responses to disclosures of sexual abuse on the hashtag #NotOkay, and found that the majority of
tweets were positive, and many provided useful information and emotional support to survivors
[102]. In a similar matter, authors {64] analyzed posts and responses on the Reddit platform
concerningdisclosures of sexual abuse and noted that survivors were more likely to receive the
support they sought, especially in terms of information, esteem, and instrumen@haies
analyzed the Reddit conversations between survivors of DV and those who responded to their
posts[135]. Through these conversations, commenters provided survivors with informational
support by offering advice, guidance, and links to resources that assisted survivors in meeting

their needs.

Regardless of the many advantages that social media providessariiiVors there are still
a variety of social and technical concethat user face and has an impactD settings, the
amount and the type of treatment and support teatavorrequires, and u r v iprvacy ang
safety onlinelt is known that many survivors turn to online and particularly, social media for
emotional, informational, and instrumental support. It is possible, however, that they may
encounter unsupportive or aggressive responses, namely secondary victimization, in a way that
they are blamed or claimed to be advocating or exaggerating DV, so they deserve the action of
DV [64], [134], [136], [137] There has been some negativity, prejudice, or discrimination based
on gender displayed in social media responses and discussions surrounding the highly charged

issue of domestic violencfl36]. Further, the disclosure of abuse might be minimized by
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commenters by making jokes or responding in a sarcastic mgr@®r Moreover, thesurvivor

may be questioned or doubted about the case in the sense that there may be more to it than what
was posted by the victifd37]. In the case of disclosures involving topics stigmatized by society

or containing sensitive content, positive reactions and responses are important. Adverse reactions
can lead to stress, low selbnfidencea feeling of marginalization and exclusjand a reduced
likelihood of future disclosur§l38]. Besides reactions from commenters and implications of
contenf survivors of DVprioritize their privacy and security concerns on social media platforms

and attribute this due to the intimidation and coercion they face from their abusers and their
repeated attempts to pressure them into staying or returning by sending them repeated threats

online[139].

In light of this, we strongly urge the establishment of a new system to assist survivors in
avoiding secondary victimization and other negative reactions that may result from their DV
disclosures, as well as provide them with access to a variety of resduisasoteworthy that
some technologye(g.,Conversational Agentshay facilitate survivors' disclosure by conveying
nonjudgmental feeling$140] and simultaneouslypffer them social support(i.e., emotional,
informational, instrumentakhat meet their needsDespite prior research providing a basis for
studying DV survivors' selflisclosure and provision of social suppait,was limited to
interpersonalnteraction orsome technology interventions (e.yyeb-based, mobile appspcial
medig. As a way of filling this gapthis research proposal aims to develop and evaluate a CA
that assists DV survivors in receiving support, increasing their awareness, and improving their

access to services.
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2.4 Conversational Agents
2.4.1 Fundamentals

2.4.1.1 Whatare Conversational Agents?

Since the 1960s, many people have recognized the potential benefits of-¢amauter
dialog in the area of health care. Particularly, in 1966, ELIAA,first establishedhatbot was
programmed to simulate a conversation by matching patterns and substituting words, giving the
user the impression they understood what the computer was $aitlgOne recent statistic
shows that over 250 million adults in the U.S. own smartphfiiies], and 21% of American
adults use CAs for banking services, shopping, and sharing informgté#t]. Due to
advancements in speech recognition, natural language understanding, and artificial intelligence,
conversational agents are increasingly available and used. A chatbot, or conversational agent
(CA), is a program that simulates a conversation with humans, mainly via the iftd3jleCA
systems can now perform many everyday tasks like finding information, answering questions,
suggesting solutions, and providing responsas foe regaigst§144]. Consumers interact with
CAs using smart devices such as smartphones and smartwatches. In the U.S., there are nearly 58
million smart speaker usef$45], and global smart speaker sales are forecast to reach close to

$3.5 billion in 2021[146].

Conversational agentéCAs) are a newer form of communication that is increasingly
integrated into personal technologies and devjid3]. Communication with CAs may take
place via voice, text, and imagé€3As are capable of understanding human speech and replying
in a synthesized voicelhe advancement ofatural language processing (NLP) and machine
learning (ML) over the past two decades has led to the further development of artificial

intelligence (Al) systems that are equipped with conversational capabiResently, several
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voice assistants have gained popularity, including Siri, Alexa, Google Assistant, and Cortana,
which aredelivered primarily by voice commagsdr smart speakerWith these CA intelligent
systems, users receive personalized, coredre responses through natural language
understanding (NLU), speech recognition, and ML algorithimis. said that these agents assist

in performing various tasks like online shopping, controlling smart appliances in the home,
suggesting solutions, ardisseminatingnews[148], [149], [150] Using CAs, specialized tasks
also can be performed to aid healthcare professionals, patients, or populations Hheiisk.
efficacy has been proven for a variety of health conditions, such as deprigg&iofii51],
palliative carg[152], diabetes managemeds3], stress managemefit40], HIV, and sexually
transmitted diseasg¢$54], [155] hypertensiorf156], asthmdg33], smoking cessatiof157] and
language impairmerjfil58]. The innovations irfCAs over the years make them an indispensable
part of many operations and activities today, along with more sophisticated NLP modules for
answering automated questions and performing other functiomas noted that some CAs were
deployed on their own built platform (i.e., Woelpd6], Gabby[42], Harlie [158], Wysa[151]).

While on the other handseveral recent CAs offer strong integration and are connected to a
number of messaging apps, such as Facebook MesqddfgeLINE [159], WhatsApp[160],

WeChat[157], Telegran{30], etc.

2.4.1.2 Components
The CAs dialog system consists@®major components: speech recognition, natural language
understanding, natural language generation, dia@nagementtask managemland texito-
speech synthesigl61], [162] In speech recognition, a list of words is generated based on
analyzed audio inpufThe natural language understandingnslates textual user input into a

semanticrepresentation that can be understood by the dialogue maniagaatural language
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generation, meaning representations from the dialogue manager are converted ihtodagh

the textto-speech synthesis component, the text will be transformed into synthetic speech.
essential component of a dialogue system is the dialogue manager, which directs the
conversation flow as well amanageshe processes of all the other parts of the sysiém.task
manager has a thorough knowledge and understanding of the task déntgpical dialog

system architecture is shown in figizé.

Cutput

Input User

natural language
generator (NLG)

natural language

understanding (NLU) —>text-to-speech (TTS)

speech recognition (SR) —» — dialog manager (DM) ———»|

[

task manager

Figure2.1: The architecture ad CA-basedlialog system

2.4.1.3 Approaches

CAs encompass a wide range of technical aptitudes, &iomple to advanced/intelligent
[144], [163], [164], [165] Smple CAs, also known dite-stateCAs, depend on matchirte
user 6s i nput ag a ithatwdre createsl yedbvielopemmhus,pyvaen discussing
guestions witlthe CA the user has limited or no optionrespond freelyThe dialogue can be
described as a sequence of states (Fig@eRy taking this approach, the user does not have the
option of initiating the dialogue, and incorrect items are difficult to corfidat.second approach
is the framebased system. This system fills the template based on responses provided by the
user. As opposed to predetermined dialogue, dialogue flow depends on the user input.

Additionally, users might provide more than what is requested in fiaased systems, and the
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system considers these additional details and verifies if any more information is réxpioe

guerying the databag8econd dialog in Figur2.3).

‘ Get product }—)‘ Verify product }———r

Get the product brand ———h‘ Verify the product brand —>»

System: What product do you want to buy?
User: Laptop.
System: Do you want to buy a laptop?

User: Yes.
System: What is the product's brand?
User: Dell.
User: Do you want to buy a Dell laptop?
User: Yes.
Figure2.2: Finite statebased system
System: What product do you want to buy?
User: Laptop.
System: What is the product's brand?
User: Dell.
Product type: Laptop System: What product do you want to buy?
Product brand: Dell User: | want to buy a Dell laptop from Best Buy store
Store: Best Buy next Saturday
Date: next Saturday System: | have the following connection

Figure2.3: Framebased system

User: | am interested in a position as a financial analyst in Washington, D.C. Are
there any positions available?

System: No, financial analyst positions are not available in Washington, DC.
However, there are openings in Arlington VA, and Baltimore MD. Are you
interested in one of these?

Figure2.4: An agentbasedsystem

As opposed to finite and franimsed systems, agdmised systems allow users to initiate and
drive the dialog according to their preferend@64]. Agent based systemare capableof
managingcomplex dialogueln this approach, dialogue models are developed in light of the

preceding context and are dynamically organized as a set of interconnected steps that build on
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each other(Figure 2.4) Through machine learninghe computer system's capabilities can
increaseas it learns from data without programmidgyentbased systems are mainly trained on
data from realvorld humancomputer dialogue and offer more robust recognition abilities and
execution speeds, allowing them to handle even the most complicated tasks in a more flexible

and adaptable manngi66].

In terms of the evolution of CA technologies, ChatGPT represents an important milestone. As
part of its architecture, ChatGPT uses transforb@sed language models, a major advancement
in deep learning that has led to a dramatic shift in NLP tasks. The model was constructed using
the GPT3 family of large language models from OperfA67]. With its extensive 175 billion
parameters, this sophisticated language processing Al model can produce text similar to human
speech, making it suitable for a varietytasks including translation, language modeling, and
CA text generation. Notably, it has been regarded as one of the most influential and
comprehensive language models to date. Its training data, gathered from a variety of textual

databases on the Internet, amounted to 570GB and included articles, books, and web texts.

ChatGPT is designed on the basis of OpenAl's -GRamily of large language models and
utilizes both supervised and reinforcement learning techniqsg. There are three key steps
involved in the development process: collecting demonstration data and supervidedifige
collecting comparison data and reward modeling, and policy optimization against the reward
model. As a first step, a model is fihened using datasets provided by experts containing
prompts and relevant answegecondly, learn the reward function that helps the agent decide
what is right and what is wrong in order to move toward the goal. Through human feedback, the
reward function is learned, ensuring the model generates accurate resftresdinal step

involves learning the optimal policy against the reward function using the Proximal Policy
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Optimization (PPO).It is a new form of reinforcement learning introduced by OpenAl.

Essentially, the PPO is designed to prevent too large policy updates from affecting agent training

(SeeFigure 2.5)
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Collect demonstration data,
and train a supervised policy.

A promptis
sampled from our @
prompt dataset,
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landing b & & yaar old

A labeler

demaonstrates the @
desired output
&
behavior, Soma peopla wank
1P Moo,
L]
This data is used SFT
to fine-tune GPT-3 2
with supervised
learning. &
E[EE]

Step 2

Collect comparison data,
and train a reward model.

A prompt and @
several model A
outputs are landing ta & & year ald
sampled.
0 0
Cremgnt. G
o 0
I
pri-ory popiesy
A labeler ranks
the outputs from @
best to worst.
0-0-0-0
Y
This data is used M
to train our
reward model. > «
0-0-0-0

Step 3

Optimize a policy against
the reward model using
reinforcement learning.

A new prompt

is sampled from W?MW
tha datasat. abeat frogs
The policy reo
1
generates &;ﬁ. -
an output. .ﬁ;f;.a'.?

Onoe upon a tima...

The reward model

Res
calculates a
reward for ‘%‘
.

the output.

The reward is
used to update
the policy
using PPO.

Figure2.5: The ChatGPT training proceds7]

By undergoing pretraining, ChatGPT learns to distinguish relationships between words and

phrases in natural language. Having acquired this proficiency, the model is then able to generate

responses in a conversation that are both coherent and realistic. Considering ChatGPT's

advanced features and versatility, it stands out as an NLP model that can be applied in a variety

of settingg[168]. The efficacy of ChatGPT in revolutionizing interactions between humans and

machines can be ascribed to its aptitude for comprehending context, proficiency in generating

language, flexibility in handling diverse tasks, competence in multiple languages, scalability,

capacity for zereshot and fewshot learning, and ability to be fitaned [169]. The

implementation of prompt engineering significantly improves the user experience and

communication effectiveness in interactions with Chat@P70]. Through this practice, users
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can guide the Al model, resulting in more precise, contextually relevant, and valuable responses.
Such techniques include clearly define the prompt, explain the background and context, describe
the preferred format and structure, impose constraints and limitations, and refine the prompt as

needed169].

2.4.1.4 Evaluation

Optimal CAs are those that enable users to achieve their objectives with the least amount of
inconvenienceA reliable evaluation is able to distinguish between various dialogic approaches
and be able to explain key functions of a dialog system and is useful for human jufigrig¢nt
CAs can be either tadkased172] or operndomain[173]. It is possible to gauge the usefulness
of taskbased CAs in various ways, such as task completion, consumption of resources, and
conversation lengthand this can be measured through several evaluation techniques such as
simulations, user satisfaction, and manual assessiiEfity On the other sidein an open
domain dialog system, researchers discovered three metrics that can be measured automatically:
fluency, coherence, and participatiofypically, CA evaluations can be categorized into two
types: automated metrics evaluations and huosstered evaluationsAutomated metrics
evaluations are based on objective, quantifiable metrics and assess CAs without the need for
direct human interventio® number of automated metrics are commonly used, including BLEU
[174], METEOR [175], and ROUGE[176]. Adapted from other fields, such as machine
translation and text summarization, these metrics are designed primarily to measure the extent to
which the system's output correlates with a set of reference respéwsses.result of this
approach, quick and consistent evaluations are possible across large datasets with high efficiency
and scalability. The second evaluation approach is human centered appraachapproach,

subjective assessments are incorporated with expert evaluations to enhance user experience
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comprehensively. Based on frameworks suggested by researchers such as[Niéls¢hese
approaches stress standards compliance;waddl performance, and comparative analysis of
systems as evaluation goals. An evaluation may be conducted at vatages of the
development cycle and involve a variety of user engagement levels. Both qualitative and
guantitative data may be collected during the evaluation proSesse prominenimethodsof

such approaches include usability testing, heuristic evaluation, cognitive walkthrough, interview
and focus group, survey and questionnaire, and field stuthesugh such methods, experts or
users provide insights into satisfaction, usability, and ultimately, this feedback helps refine user

experience and create better Al technology.

2.4.2 Trustand Selfdisclosure

Since its inception, Al has made great strides with the recent advancements in its
development, allowing CAs to act more convincingly like humans, such as assisting usefs in self
service operationgl78]. In humanagent interaction, trust is a critical element since it plays a
key role in influencing people to consider information provided by an agent, adhere to its
recommendations, and gathe advantage of the capabilities of robotijds9]. Further, he
trustworthiness o€As is critical since these agents are used in many domains with a high level
of importance, including clinician assistai@2] and decisionmaking processeld80]. Earlier
research testing trust in automated machines has indicated that an automated machine's ability to
perform tasks accurately and meet a threshold level of information accuracy is essential for
building trust[181], [182] This indicates that users build trust when they can effectively predict
the agent's reliability and actual capabilifyhere appear to be different characteristics of CAs
that determine whether people perceive them as trustworthy, like sociability, style of

communication, anthropomorphism, nReerbal skills, and performance excellenfE33].
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Besides, environmental factors such as culture, task difficulty, and task nature moderately impact
the trust between humans and ag¢h82]. For example, according to research, showing-non
verbal cues, initiating small talk, and implementing anthropomorphic features helped increase

trust between an agent and the }%84], [185]

With the regard to sefflisclosure, The CAs can act as a catalyst to encourageisegtisure
for different reasons, including availability, anonymity, ease of accessibility, and their
unjudgmental naturgl86]. On one handand acording to recent research in H{29], [32],
[34], [187], people have expressed their desire and preference for disclosing sensitive
information to CAs rather than hunsfror instancea study by Lucas et aJ32] has found that
people revealed fewer signs of depression when speaking with a human interviewer than when
speaking with a virtual agenwVhile interacting with agents, users reported less fear of
potentially inadvertently disclosing personal information and believed machinesléely to
misuse sensitive informatidi834]. Earlier research indicated participants' preference for CAs in
cases of highly sensitive topics or those that could evoke negativadsalted behaviof188].
To a certain extent, CAs might come to be perceived as intimate or companionship by
individuals [189]. There is also evidence that suggests reciprocity occurs in hu@an
interactions and that disclosure by a CA encourages humans-thse#dise in a variety of areas
[190]. Along the same line, recemork has demonstrated that the role @A in selfdisclosure
was reciprocal, i.e.it caused participants to reveal more information about themselves, thus
improving the participants' perception of intimacy and in turn heightening their willingness to
disclose sensitive details about themselves (mental iliness, abuse in relationship$8&tc.)
Researchers evaluated web surveys against CAs and determined that participants were more

likely to provide higher quality data when using the G281]. Moreover, the Wys&A shows
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efficacy and higher levels of engagement by users, who also presented higrepmsédid levels
of depression symptoms to ti®A [151]. Further it has been observed that CAs expressing
empathy can increase patients' likeability and feelings of support when they divulge information

about sexually transmitted diseafEs5].

On the other handome evidence indicates that individuals would give information to CAs as
they do to humanfL92], or might give fewer details to CA%93]. This might be explained by
the question's nature and its influence on the disclosure |IBx@lious analysis suggested that
relatively non omildly sensitive questions may not cause significantdisiflosure variations
between humans and CAshile users tend to express a greater inclination to disclose to CAs
rather than to humans when they are asked a sensitive question that might be perceived as

embarrassmef192].

2.4.3 PerceivedAnonymity

A one key design consideration in social technologies is anonymity in which it facilitates
support provision and seeking in socially stigmatized conféAs It has been demonstrated that
the internet offers a degree of control and anonymity, thus enabling individuals to express their
opinions more freely, as well as having a greater degree of control over how their personal
information is disclosed194]. Despite anonymity having beneficial outcomes like seeking or
receiving direct and indirect support in stigmatized and sensitive contexts (i.e., DV), browsing
and searching for information securely, and social networking, it has a number of detrimental
outcomes and adverse implications, such as cyberbulljfti#g], lack of accountability and
harmful behaviof27], inaccurate and misleading informatifhl4], deception[196], and the
promotion of false identities, including those claiming expertise in health and human services

[114].
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Compared to other technologies, CAs may be more anonymous due to the fact that they are
artificial agents that will not divulge any information to others and maintain confidentiality
[186]. It is therefore assured that no information will ever be disclosed to the public, making it
easier for people to share private and sensitive information. By considering that a CA is without
feelings, humans might feel more comfortable using and communicating with it. According to
young people, CAs provide a more anonymous alternative to Google or telephone services in
connection with their healttrelated informatiof197]. By securingan individual® anonymity,

CAs are able to minimize the threshold for people to obtain information they need. The
anonymity whichCAs affordcan provide a safe environment where people can discuss private
matters, and particularly relevant in a DV cont&& communication offers a sense of complete

anonymity, more so than conversing with another individual via the same [1©88hs

2.4.4 DV Intervention

In recent decades, improvements in computer processing power, computing techniques, data
availability, intelligence features, storage, and security have led to increased adoption of CAs
across a broad range of fields, notably healthcare, and education. CAs show promise for
improving the delivery and quality of support, since they can be flexible;etfestive,
adaptable to meet the needs of users, compatible with multiple environments and fields, and
available for support 24 hours a day, seven days a M&¥K. As far as social support is
concerned, CAs have become experts at providing it, even though they do so in a programmatic
manner. The assumption is that any form of social support provided by CAs in the course of
behavioralintervention will benefit users as long as they feel cared for as a result of the support
[200]. The capabilities of CAs make them particularly suitable for providing social support to

individuals in a variety of settings. The effectiveness of CAs has been demonstrated through
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their ability to provide students with informational support by answering their queries regarding
classwork[201]. In addition, affective computing may be of great importance as some students
may feel alone while studying, and might benefit from emotional support provided by CAs.
[202]. CAs have also shown promise in providing support in the field of healthcare. It has been
demonstrated that CAs are effective at improvingselhagement across a variety of healthcare
conditions, such as anxiety management, mental health, adherence to medication, breastfeeding
assistance, and exercise and diet supf®9]. For instanceln a study[203], researchers
developed a CA called Greta that provides assistance to adolescents with eating disorders. In
addition to offering informational support (i.e., information about eating disorders and how to
cope with them), Greta is also able to provide empathetic feedback regarding the frustrations
adolescents encounter in treating theating disordergi.e., emotional supportin a similar
context, authors designed a CA that offers loneliness and depressive symptom interventions to
older adults (i.e., informational support) as well as engaging in social dialogue and providing
empathy (i.e., emotional suppoff04]. In addition, despite only being able to hold scripted
conversations, the CA, Woebot, has been observed to be an effective, empathic,-learning
supportive, and feasible way for college students suffering from depression to receive cognitive
behavioral therapy (CBT[B86]. Furthermore, it suggested that despite the CA is not a physical
entity, it could offer tangible assistance through referrals and access to resources, such as
assisting patients in finding psychologists, guiding them to information sources, or urging them
to consult a friend205]. The CA proves its effectiveness in offering instrumental support as
necessary (i.e., difficulty finding sources for an assignni@og]. In light of the considerations
mentioned above, it is expected that a CA can provide social support to those who have suffered

from DV.
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Based on empirical evidence for the use of CAs in various settings (e.g., health care,
education), HClresearchers investigated how individuals communicate with CAs concerning
sensitive informatiorj34], [187], [188] In light that a CAlacks emotionspeople may find it
more comfortable to speak up, as the CA will not judge or condemn them for the actions they
have takenFurthermore, anonymity may reduce the threshold for sharing information, especially
for sensitive topics (such as domestic violence and mental hE2F]) CAs are favored over
humans when sharing sensitive information about sexually transmitted difEaBeDue to
their nature as machines, people tend to believe that machines have a better ability to safeguard
their private information208]. An anonymized, safe space such as what a CAs provides is

conducive to people sharing their experieranagseeking andeceivingsupport30].

The use of CAs could be valuable for DV interventions since they are always accessible, can
deliver personalized content to many usénsultaneously, and can be a means of engaging users
in a humarlike interaction.CAs can provide users with helpful and relevant information and
resources in a timely manner. They can also provide users with personalized tips and guidance to
help them make better decisions about DV. Additionally, they can assist users in feeling less
alone by providing therwith a sense of companionshipespite these rationales, it is important
to examine the feasibility of DV intervention using a CA in instances in which the interaction is

automated and computerized without the direct involvement of a counselor.

A number ofstudieshave adopted CAs the context of D(Table 22). As part of a study by
Miner et al.[209], the authors assessed how commercially avaifdBgi ncl udi ng Appl e
Googl eds Nowoi Seamsand Mi cwilloeao tb ixédutte@mcestretarec

to DV and sexual abus@ he utterances included @Al am bei nc

my husbando. The authors noted that in most
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nor responded appropriatelfnother study[42] investigated the use of a virtual agent called
Gabby, which was developed to provide preconception care imaohth intervention to young
African American women. Users are encouraged to discuss the risk (e.g., DV) that has the
greatest clinical significance for preconception care in each session with the agent. Results
revealed that women were comfortable discussing a variety of health risks, including sensitive
matters such as DWurther, 6 address the issues associated with the C@\pandemic,
Hossain et al[41] proposed a mobile application includingCa\ that answered D¥elated
gueries. Specifically, th€A served to provide immediate information such as the petaton
number,andinstructions on how to react in case of violenO¢herefforts have been made in

[26] whenthe research team has built a conversational agent Gl ooMaastrichto offer
survivors of sexual violence a comfortable and safe space to discuss their expearahces
provide them with appropriate assistance (i.e., informational support, medical assiafterce)
gathering details of the harassment incid&ting the same lineRark and Le¢29] designed a

CA "NamuBot" to assist and provide survivors of sexual assault with three kinds of support:
functional, informational, and emotional. Specificallya™iBot was able talescribehe type of

sexual crime, offer information regarding counseling and medical centers, report the incidence to
thepolice,andgive advice for finding evidence basedthetype of crime. Besides qualitative

user study identified and compared the burdens associated with reporting an incident to
NamuBot versus humanand the comparison results showed thfar most survivorsjt was

easier to shartheir cases with NamuBot than with humans, therefore experiencing less burden

in the process.

Several CA projects havieeen dedicatetb assist DV survivors (Table. 2. For instance,

rAlnbow [40] is a project in which team members developed an innovative and scalable solution
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to combat domestic violence victims' feelings of isolation and lack of support. rAlnbow offers
tailored conversations to South African women who are experiencing DV. The agent offers the
survivors different features such as identifying early signs of abuse, assessing their safety,
recognizing what's normal, learning about their rights, and hearing about the experiences of
others. Sophia is also another CA that focuses on DV survivors' assistance. With Sophia,
survivors can take advantage of several features, includingplaading evidence of abuse
within relationships, including images, audio recordings and screen capture of verbal abuse, and
documents about financial abuse,hie)ping survivors to know where tbtain legal assistance

or how to contact the police through describing the process and highlighting the rights that
survivor has, and @uiding the survivors to various options and offering them information such
as online resources and contacts for local shelters and hel@i8jesnother projecthatcalled
"Companion Chat,treated by A. ChandrasheKa&7], anddesigned to ask survivors of sexual
violence about their experiences to apply for guidance in helping them find the necessaay traum
coping resources anthw enforcement supporiThere is also the Jael.ai CA, which offers
instrumental support to survivors of O¥4]. Jael.ai connects survivors to a nearby shelter based
on their current location and automatically informs the shelter's counselor so that they may assist
survivors in leaving safelyAnother CA project is Hello Cass, which is designed for survivors of
domestic andexualviolence[39]. Survivorscanevaluate their case on a-p@int scale, and the

CA will provide advice in accordance with the rating. Hello Cass offers resources, counseling
services, safety plans, intervention orders, and DV informa8anny is another CA, whicis
embedded in a mobile application developed by 1800RESPECT, the national service for DV and

sexual violence counseling in Austra[l0]. It helps disabled women with different features
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like information on sexual violence, and survivor's rights. Interested users may contact

1800RESPECT for assistance and share their stories with the CA.

Table 2.3 shows a summary of the functions of several CAs grouped on the basis of their
similarity. Some CAs provide informational support in terms of tips and advice, facts about DV,
safety strategies, and survivor rights. Additionally, some CAs provide emotional support to
survivors, listen to their experiences, and initiate emergency calls. Most CAs were built using
button selections, while few converse via typing. As a result, we developed our proposed CA for
DV survivors in a way that would fulfidll these functions, incorporating both buttosmsed and

textbased responses.

Motivated by theprior works, we anticipate that the G¥ased intervention of DWill offer
accurate, timely, pertinent, and contextually helpful information to survivors oédpared to
other technologies like search engines or most recenCAIl ChatGPT The CA based
intervention of DValso has the potential to provide emotional support to DV survoharnsg
their interaction since it provides support without judging them in any way and stores all
conversations securely. In addition, CAs may also provide instrumental support through the

facilitation of access and referrals to various resources.



Ref

[209]

[42]

[40]

[29]

[30]

Communication technology

and CA type

Mobile device app, Siri,
Cortana, Google Now, S Voici violence, and physical

Web-based, ECA

Facebook Messenger

Web-based, ECA

Telegram

Table2.2: An overview of the characteristics of CAs used in DV support

Domain

Mental health, domestic

health

Domestic violence, birth
control, substance abuse

Domestic violence

Sexual violence

Sexual violence

CA purpose

Responses
examination

Risk identification,
informational
support

Intervention,
awareness,
emotional and
informational
support, referring
resources.

Intervention, case

reporting, emotional

and informational
support

Incident
documentation,
informational
support,

Dialogue
management

Agentbased = { Responses from CAs

Rule-based

Agentbased

Rule-based

Rule-based

Main findings

included recognize a
crisis, respond
respectfully, and
suggest a helpline.

9 Health risks were
discussed openly
among participants

1 CA is a powerful
predictor of risk
addressing.

9 Most users appreciate

the quick, non

judgmental motivation

and support.

1 CA facilitates seH
disclosure and offers
support to survivors.

1 Survivors prefer to
report to the CA over
humans

1 CA burdens (e.g.,
privacy) remain.

198% accuracy in

detecting harassment

180% accuracy in
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Limitations

9 Commercial CA

Most CAs' responses
were inconsistent anc
incomplete.

1 participants'
assessment
validation.

9 Health counselors
were not consulted
about risk factors.

9 Limited population
sample.

9 Referral resources
are confined to a
certaingeographic
area.

1 Safety decision aid
was not covered.

9 Limited population
sample.

9 Authentication with
multi-stages was
not implemented

91 A number of
features, including
risk assessment,
were missing.

9 The CA was
designed without
the collaboration of



[41]

[37]

[43]

[44]

[39]

Mobile app, chatbot Domestic violence

Facebook Messenger Sexual violence

Messenger apps Domestic violence

SMS, Facebook Messenger, Domestic violence

Slack, Skype, Line, WhatsApy.

SMS, Web Domestic Violence,

Sexual violence

instrumental
support

Intervention,
Instrumental
support

Agentbased

Informational
support, legal
guidance.
Evidence gathering, N/A
legal guidance,

offering resources,
Informational and
instrumental

support

Agentbased

Instrumental
support (referral
resources)

Agentbased

Instrumental Rule-based
support,
Informational

support

identifying specific
harassment

1 More than 90%
accuracy of location
and date identification

9 The proposed system
faster than existing
ones

9 Most key features (e.g
GPS tracking, SOS
Alert) are covered.

N/A

N/A

N/A

N/A
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field experts.

1 The bot's
functionality was
linear, and more
rule-based.

1 Referral resources
are confined to a
certain geographic
area.

9 The CA has not
been tested on
actual survivors.

1 Safety decision aid
was not covered.

1 The CAis not
developed yet.

9 Referral resources
are confined to a
certain geographic
area.

1 Safetydecision aid
was not covered.

1 Some features were
not functioning
properly

1 Safety decision aid
was not covered.

9 Limited features.

1 Safety decision aid
was not covered.

1 The bot's
functionality was
more rulebased.
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Table2.3: A list of functions of reviewed CAs

Ref Referral Tips and advice Facts about Safety Safety Sur vi Emotional | Incident Emergency = Input mode
resources DV strategies = assessments rights support disclosure call (free/fixed)
[42] - - + Safety plan - - - - - Fixed
[40] + Relationship, + Coping Risk assessment + + - - Fixed
legal Relationship
assessment
[29] - - - - - - - - - Fixed
[30] + - - - - - - + - Free
[41] + General - - - - - - - Fixed
[37] + General, legal | - Coping - - + + - Free
[43] + Relationship, + Coping, Relationship + - - - Fixed
general Safety plan assessment
[44] + - - - - - - - - Free
[39] + Relationship, + Coping, - + + - - Free
legal Safety plan
[210] + - + - - + - + + Fixed
Notes:
Ai+0 indicates that this feature is present in the CA
ff0 i ndicates that this feature is not present in the CA.
Description:

Relationship: The ChffersDV-r el at ed ti ps on how to build a strong relationship,
rights and strengthening relationships.

Legal: The CA offers DVrelated tips on legal procedures, and rights

General: The CA offers general Bélated tips on what to do in timeviolence.

Facts: The CA educates users through statistics, numbers, definitions, cycle of abuse, types of abuse or any othactoabswaf DV.

Coping: The CA presents protection measureshandto cope with the DV.

Safety plan: The CA presents instructions for survivors on how to prepare a safety plan.

Risk assessment: The CA offers a quiz to assess the level of danger of the user that may be caused by DV.

Relationship assessmeiitie CA offers relationship assessment about abuse and survivor rights.
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3 REQUIREMENTS AND ROLES OF C/BASED DV INTERVENTION

3.1 Introduction

Domestic violence (DV) refers to the use of violence against another by means of physical,
verbal, emotional, or sexual to control, threaten, or victimize t#h DV adversely affects
survivors' health, safety, and quality of lifthe prevalence of DV is associated with significant
health, social, and economic costSor example, IPV (Intimate Partner Violence) costs
approximately $9 billion annuallin the United Statef211]. DV can be attributed to a wide
range of factors, such as cultural and social norms, an absence of protection from law
enforcement authorities, economic hardship, psychological issues, and alcohol or drug abuse,
which all increase the probability of violence occurrja€]. By interveningin DV, it is possible

to reduce its adverse consequences and minimize its costs.

The most recent statistics by the Bureau of Justice Statistiow that less than half of the
violence victimization went unreported tihe police[212]. This seems to be a matter of concern
and should be addressed to prevent further escal@itentimes, unreported cases can lead to
serious outcomes (i.e., injury, murdefhe reason that many cases are not reported is both
personal (embarrassment, fear of retribution, financial dependence) and societal (unbalanced
power relations between men and women within society, family privacy issues,-blatimng
behavior)[213]. As part ofthe solution tcaddressing the needs of DV victims, technology can

serve asn informal and formal support system.

Owing to he technological advancements in the past few dectatdsiologyhas becoma
viable tool for mitigatig the risk of various social issues (i.e., DMechnology can be very

beneficial in combating DV, as was outlined by the United NatiGual 5 of the Sustainable
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Development Goals (SDGs) propos#nhance the use of enabling technology, in particular
information and communications technology, to promote the empowerment of vodib4.

DV digital interventions employ a variety of technologies, including mobile and wireless
technol ogies (e.g., mobile apps, i nstant me s
media, telehealth resources) to improve the outcomes for viclinesetechnologiescan help

victims gain access to necessary resources and services, assist victims in théwndegings

of isolation by ensuringhat they can stay in touch with their social network and access
supportive online communities, provide victims with safety devices and assistance in creating

safety plans, document the abuse and collect evidence, and empower [{liag6ins

Conversational Agent (CA), which is viewed as a promising technology, is an intelligent
interactive dialog system using natural language processing and responding in alikeiman
manner.CAs offer many facilitators foruser engagemen{215], such asthe availability of
immediate assistance at all times and in any location. Additior@fg could offer anonymity,
which is viewed as an effective incentive foserengagement. FurtheGAs are perceived as
nortjudgmental, whichfurther promotes selflisclosure and enhances engagem@mts are
found to contribute to imprad health and behavioral state of the usehas been noted that
CAs are effectiven treating chronic health conditions and amelioraping t i symptosgi-or
example, 'Wysa' users reported a decline in their stress and depression levels after using the CA
[151]. Additionally, the presence of @A positively enhancethe participants' engagement and
substantially helpthem achieve their smoking cessation g¢bi&]. In recent yeard,T and DV
researchers and healthcare professionals have shown an increased interest in @it

that these approaches might offer survivors guidance regarding subsequent actions and support.
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So, CAs could provide automated conversattowith users in whichthey could offer many

featurego promoteawareness andsserthe risk of DV.

Despite that researchers have started to explore us@@s for DV or sexual violence
interventions[29], [41], [42], [209] very little research has focused on identifying tlesign
guidelines forCA-basedinterventions.To create an environmetitat can successfulffiacilitate

the interaction between the CA and survivors, it is crucial to understand the strandths
challengeof using CAs The ability to provide the survivor with a safe, conducive, and private
environment, and offer the main kinds of support that survivors seek are of paramount
importance to their recovery proce3® fill the knowledge gapghe primary objective othis
chapteris togain aholistic understanding of thBV intervention and support provisigmoblem

to inform the featuresind interaction desigof the CAs. To this end,we aim to answerour
secondesearchguestion RQ2. a) What are the design requirements and principles feb&s&d
intervention of DV? b) What are the expected opportunities and challenges of pra@iing

based intervention of DV?

This studymakesmultifold research contributions to the HCI commuratyd social work
First, wedevelopdesign guidelines foCA-based intervention of DNSecond, we identffsome
opportunities for CAs to offer instrumental, informational, and emotional sugppending on
the needs of survivors. Thirdve outline the mairchallengesof using CAs bysurvivors and
suggestvays to overcome tise challenges

3.2 Backgroundand Relatedwork

To design a CA that provides effective support to survivors of DV, we reviewed existing

research concerning survivors' challenges, technological solini@$ intervention, and the

role of CAs in this context
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3.2.1 DV Survivors

There is no doubt thdV is a serious problem that detrimentally impacts the welfare of
individuals. The WHO reports that domestic violence can greatly affecc ar vi vor 6s
psychological wetbeing, leading to depression, anxiety, hyperarousal, and a sense of distress
[216]. According to a study of the prevalence of PTSD and depression within a sample of
survivors of DV shelter§217], 75% of the survivors had PTSD, and 54% had depressioa.
substantidy negative effects of DV on survivorgan extend beyond the emotional,
psychological, and social aspects of the phenomenonhd&\causedhany survivorgo suffer
economic hardship and become functionally homeless after leaving the family home to escape
abusg218]. It is not uncommon for DV sufferers to face multifaceted communication barriers as
part of their daily living.These challenges vary from person to person, but they are likely to
include concealing the violence and the feelings it provokes from friends, neighbors, or anyone
not directly involved219]. It has been observed that the social stigma associatedWitihay
inhibit individuals from disclosurf220], thereby potentially resulting in a continuation of living
in an abusive relationshifome survivors, instead of coming to facilities for advice and support,
have turned to anonymous online forums like Reddit, where survivors can create a "throwaway"

accounf64].

Understanding and intervenirig DV by providing needed support to survivors might be
helpful to prevent its adverse effects, as well as minimize its associated costs. DV intervention
hasbeenshown toenhance the mental health of the survivor, increase access to social support,

and minimize the risk of violence over tiff&21].
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3.2.2 DV Intervention:A TechnologyBased Solution

Owing tothe advancement of technolodiiere is an emerging trerid leverage technology
to developalternativeintervention method$or DV survivors over theyast few yearsThese
technologybased interventions make use of any technological means avalablephones,
online tools, and digital health platforms (i.e., social methapffer DV s u r v ieducatian,d
and psychological and therapeutic supporetthanceheir welkbeing. Increasingevidencehas
shownthat technologically delivered interventions can be effective and acoeptddith also
enhance the survivor's safety and decisiaking capabilities and ultimately provide better

access to helpful resourd@s], [25], [109]

Technologically base®V interventionshave the potential toffer a broad range of possible
intervention solutionsin particular,technologybased interventions provide survivors with the
opportunity to make their personalized safety plamdudinga safer way to exit or manage an
abusive relationshig23], [26]. As part of an intervention, they provide survivors with
information regarding their level of risk through risk assessri23it [25], [109], [119] In
addition,to keepsurvivors better informed, they provide educational materials that can enhance
s u r v ikmowledgebabout D\J23], [88]. Digital interventions also assist survivors in setting
priorities in terms of their safety and privacy (i.e., health, children, abuser, resdagjef}5],

[121], [125] Moreover,as one of the key features of these digital interventions, they refer
survivors to trusted care services (e.g., shelters, hothmedamily agenciesjhatsurvivorscan

access if they so choogEL7], [120]

Thesetechnologybasedinterventions canmprove thediversity of potential beneficiaries,
including low-income survivors oflPV who are hard to reackparticularly in rural areas or

places wherghere might be @hortage of resources or staffing (i.e., health service providers),
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and victimization is likely to be intertwined with other contributing factf2gd], [26]. These
digital modalitiescan have significanty positive impacts on the survivors. For instance, they
contribute to promoting mental wedkeingby reducing depression, PTSD, and stress |28
[107], [119] Additionally, tectology-based interventions ti@a role in reducing the decisional
conflict and uncertainty for the survivofs09], [119] Further, bey also sea to improve sel

efficacy and safety planning for the survivf49].

Despite the optimistic view déchnologybasednterventions, thewlso facananychallenges
and barriersFor exampleneitherDV professionalsor survivors might possess the technical
knowledge needed to address the isgLES]. Survivors might also be worried about their
options and rights when interacting with impersonal technology to discuss such a critical issue
[24]. Further,otherchallenges may arise, such as poor internet service resulting in issues with
accessibility [22]. Abusers can pose a serious barrier to the effectivenegheotligital
intervention, as they exploit tracking apps to harm the survivor by tracking them and exerting

control over thenjil13].

3.2.2.1 DV Intervention: @A\s

The advancements in Al havked to a wide range of highly useful applications.
Conversational agefCA) is an intelligent interactive dialog system based on natural language
processing techniques that responds in a mannerethaihbles humaresponses. CA research
topicin the field of humarcomputer interactionCAs have been gaining traction in maotyer
fieldsin recent yearsto the point where as many as 1.4 billion people use them regi@2gy
Using these agents, people can perform a wide variety of tasks, such as making appointments,
searching for information, managing smart devices, or even shoppirtgermore, they can be

utilized for a variety of tasks to support healthcare professionals or vulnerable groeps.
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effectiveness has been proven for a broad range of health con{®8)ngL40], [151], [156] It

came to the attention of users that CA was perceived as a reliable conversational partner when
discussing sensitive topics (e.g., mental health, domestic violg@je)[187], as they believe

that CAs can handle private informatiorore securel, are less likely to tamper with it, and are
perceived as being unbiased and nonjudgmeRia&ping responses anonymous and private

encourages users to participate in sensitive discuggbhs

The past few years have witnessed an increase in the number of CAs desigssdtto
survivors of DV and other types of violencélnbow [40], aCA developed by the Al for Good
company, provides tailored assistance to survivors who have suffered domestic violence in South
Africa. The CA provides survivors with a variety of services, such as offering advice and tips,
educatinghemabout the relationship, explaining what is and what is not normal, learning about
their rights, and reading about what others have experiefBiedlarly, Sophia is anotheCA
that was developed by SpringAct to offer assistance to survivors of DV; which allows survivors
to submit evidenceabout abuse in their relationships, offers survivors legal assistance
information, as well as provides resources such as contact information for local shelters and
hotlines[43]. As part of the same line of work, theaeesomeCAs that are designed to combat
sexual violence. For example, the "NamuBO® was designedb improvethe process of case
reporting[29]. Using the Telegram API, Tobias Bauer andacthors designed @A, which
allows survivors of sexual violence to share their experierdoEsiment harassment incidents,
gather more data about the camed offer supporf30]. "Companion” is also anothé&A that
assists survivors anonymously by screening them for their conditions and referring them to the

appropriate traumaoping and law enforcement services they may fi&égd
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Despite the previous efforts in buildiff@As to support survivors oflomestic violencethey
remain significantlyunderdevelopedor several reasons. Firsinost CAs typically provide
standardized information with limited practical benefit to survivors of [Bécond the
conversationn most of the CAsvas structured in a lead form and based only on closedded
guestions, restrictg the user from disclasg their story or expregsy their emotionsaturally
and organicallyThird, someCAs remain as research prototysnd ae yet to be made available
because they are under developmi@, [37]. Fourth, several studies did not discuss what
design guidelines they used for constructing the CAs, which left the conclusion unclear.

3.2.3 DesignPrinciples of CAs

Prescriptive design knowledge is best conveyed through design principles[2RBIsDPs
serve as statements that contain information and practices related to the construction of an
artifact to achievepredetermined design god24]. Formulating design principles allows for
the abstraction of prescriptive knowledge from singular situations, thereby facilitating the
generalization of prescriptive knowledff#24]. In a more abstract sense, there are overall goals
and/or requirements for design (also called meta requirem&hts)evel can be described as the
need for the desigscientist to have an understanding of the general goals of the system to derive
specific system design requiremef285]. Walls et al[226] provide an indepth analysis of the
branching of requirements as a description
applieso As previously mentioned in the previous sections, CAs can be particularly effective in
intervening and supporting DV survivors in times of cri@8], [38], [41]. The CAs in this
application area are expected to have specific requirements. As a result, we need to develop
metarequirements and design principles that may facilitate the provision of support to DV

sSurvivors.
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An extensive list of quality attributes was developed by Radziwill & Benton to guide the
design of a CA166]. Those qualitiesittributesare inline with ISO 924111's usability concept:
effectiveness, efficiency, and satisfactidhose attributes involve (a) performanadich refers
to its ability to degrade gracefully, the prevention of inappropriate utterances, and robustness in
the event of unexpected input, (B)nctionality. determined by quality attributes such as
synthesized speech accuracy, interpretation of commands accuracy, language accuracy, and
usability, (c) humanity: this refers to qualities like passing or not passing the Turing test,
transparency to inspection, and containing error for increased reéisaffect which refers to
attributes like welcoming and showing personality, providing cues for conversation, and
conveying emotions, (e) ethics and behavishich include quality attribute revolve around
respect for userso6é ethics and culture, as wel
into account social cues, recognizing intent, and handling diverse neesisnmary of the

design principles for CA in IS literature is presented in Talle

In order to function appropriately, CAs in tkhentext of DV should foster an effective and
extensive humagomputer interactionlt is, therefore, necessary to apply the interaction
principles that were outlined by Molich and Nield@27]. These interaction principles include
usingnaturaldialogue, using the user's languagglucing the user's memory loasing simple
instructions, being consistent, providing clear feedback, providing shortcuts, providing good
error messages, and designing to prevent erlblas been suggested that CA should offer a
goaloriented communication capability in line with the expectations of its {8284 Research
in the context of sexual violence has identifsmmedesign suggestions for CA that emphasize
building rapport with users, delivering accurate information promptly, and enhancing usability

through clear and comprehensible langug@$3, [229]. In summary, we can conclude that CAs
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have a promising future as a technological solution to support DV survivors. However, their
design and implications remain unexplored, and the contribution of prior research to this field is

limited.

Table3.1: CA design principles informing the IS literature

Design principle Description References

Sociability Ensure that the CAan adjust its conversatiol [166], [230], [231]
style to communicate in a manner the u
prefers.

Usability Make communication with the CA as efficient, [163], [230]
effective, and satisfying as possilléh user
friendly interactive capabilities.

Proactive communication CAs should be able to automatically send [166], [230], [232], [233]
proactive messages informing users when
changes are madinprove the usefulness of the
CA by integrating conversational capabilities tc
detect intent

Transparency Make the CA'functions and decisions [166], [230], [232], [233]
transparent so that users can understand then

Flexibility Give the CA the ability to react to alterations in [166], [230], [233]
the context, activities, or requests for data
through conversational flexibility

Error handling Ensure that the CAanmanage errors as well as [166], [230]
save them for future reference.

3.3 ResearctMethodology

This research aims to identify meta requirements and develop design principles for CAs in
support of DV survivors following a design science research (DSR) framg@@4k (Figure
3.1). DSR is focused on the generation of knowledge and enhancement of understanding of a
problemby means of designingnd applying an artifa¢gR35]. In particular, the development of
artifacts needs to draw on established kernel theories and design principles to address major
issues[226]. Prescriptive design knowledge is best conveyed through design principles (DPs)
[223]. DPs are essential components of design theory, since they comprise the key element that

distinguishes design knowledge, namely the set of prescriptive statements that guide the design
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process [236]. They stressed the importance of integrating relexetorsduring DP
development and their anatomy to generate statements witbjdative that DPs should be
"prescriptive statements that indicate how to do something to achieve 428&l"Formulating

DPs allows for the abstraction of prescriptive knowledge from singular situations, thereby
facilitating the generalization of prescriptive knowled@86]. However, given the lack of
established DPfor CA in this area of DV research, this study treats DPs as the main artifacts for

development, and goes through the following main phases in the current design cycle.

1 Awareness of problem: This research commenced with a comprehensive review of
existing literaturein the fields of 1ISand HCI to identify prevalent issues with current
CAs. We summarize the literature review and highlight the research limitations in the
background and related work section. Based on our review, there appears to be an
absence of discussion of design principles specific to CAs for DV, indicating that the key
factors influencing the development and implementation of these CAs are not adequately
understood.

1 Suggestion: In order to function appropriately, CAs should foster effective and extensive
humancomputer interaction. We derived design principles for the CA design from the
related literature.

1 Development: We conducted interviews with experts in the field. We identified the meta
requirements of CA design for DV survivors based on our analysis of emerging themes
from the interview data using a botteup approach237]. Our choice of this approach
was due to the scarcity of related literature, particularly addressing the role of CAs in the
context of DV. In order to identify and comprehend the specific requirements of CAs in

DV settings, we relied on firsthand perspectives from participants. Meanwhile, we also



62

draw on the meta requirements of CA collected from the suggestion phase to support our
identification of metaequirements. Based on the identified MRs, we developed a set of
eight DPs that outline what considerations should be taken into account (design) and how
(action) a CA can be designed to provide support to survivors of DV.

1 Evaluation: We support our developed DPs with relevant quotations from participants,
which provide additional information, DV context, and/or real scenarios. In addition, we
further draw on the findings from the relevant literature to confirm our identified- meta
requirements for CAased design for DV survivors.

1 Conclusion: In this study, we present novel observations and recommendations that
contribute to the advancement of CAs' design principles and understanding. We discuss
the importance of considering emotional support features when designing CAs for DV, as
well as the possibility of incorporating DV tips and advice, referral resources, and safety
planning within CAs, potentially leading to more effective DV interventions. We

summarize our findings in the discussion section.

Knowledge
Flows

Logical

Process Steps Formalism

» Awareness of
5 problem
-
v - Abduction
Suggestion
p—
Opportunities for theory Circumscription
development and refinement
4——— Development A
- Deduction
<—— Evaluation
= p—
Operation and goal knowledge
(- | Conclusion

Figure3.1: The design research cy¢k34], [238]
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3.3.1 Interviews
A more effective technological design can be achieved by explicitly taking into account the
needs of stakeholders in the DV settihifj3]. A qualitative research method, specificalgemi
structurednterview, wasemployedbecauset helps us to gain a better understandafignow to
design a CAand explorghe perspectives, and experiencekthe stakeholderdVe collaborated
with someDV advocates and specialists. this way, wecandeterminewhat survivorsneeded
from the point of view of DV expertand what capabilities should be adopted in our proposed

CA.

3.3.2 Participants

Recruitment for study participation was done via Internet seansing snowballing
techniques. We obtained the email addresses of our participants through an Internet search for
advocacy groups, organizations, or academic institutions that work with DV sundivarar
email, we explained what the goal of our project was, and invited prospective participants for an
online interview The inclusion criteria are aparticipants should be knowledgeable about
domestic violence and/or have experience working with domestic violsaogvors b)
Participants must be 18 years of age or ol@er. study recruited only participants from the US.
Participants had a variety of work experience in this field, ranging from one to five years to more
than twenty years, working as either advocates, program or executive directors, or academic
researcherd-urther,all participantsworked withDV survivors.In addition some participants
noted that they worked with sexual assault survivors as Wlrecruited 11 participants from
various DV organizations, and academic institutes from different US cities, all of whom have
experience in the field of DV argl u r v iswpport.Soine of the participants had experience in

technologybased support.
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3.3.3 Procedure
Beforeour user study, we informed the participants of the study's objectives and procedures
via email. Also, we obtained informed consent from the participaiésconduced in-person
semistructuredinterviews with participants through online meetingVe audiorecorced the
sessiorafter the participant's consewts obtained.Each session took approximately 30 to 60

minutes on average

Our interview questions were prepared based on the findings of previous studies and our
understanding of the subject mattehile encouragg participants to shareommentsor ask
guestions during the sessi(see Appendix A)The majority of interview questionsereopen
ended questions to elicit more details getla comprehensive picturef the topic The first five
minutes of the interviewvere devoted to building rapport with the participants axglaining
the objective of the interview arakking themto introduce themselvedhe formal interview
wascomposed of three main parsh e f i r st part discussed the
expectedoutcomes when they reachut to advocacygroups andseek support through formal
means.In the secongbart, participants weresked to respond fguestions about thiateraction
designof the CAandthedesirablefeatures and support thilie CA shouldprovide The last part
was focused omelf-disclosure behavior in light of different technological platforms (i.e., CA,

social media)andthe challenges arfaenefits of using CAs fahe survivos.

The protocol for the study was reviewed and approved by the Institutional Review Board
(IRB-22-0596) of the University of North Carolina at Charlotié was explained to the
participants that taking part in the study was optional, in which any participant might choose not
to take part in the study or, may start participating and change their mind and stop participation

at any time. An informed consent form was reviewed by the study participants after they had
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been informed about the study's objectivies terms of data collection, we did not collect
demographic information. We only collected participants' job positions and the number of years

they have been working in the field of DV.

3.3.4 Data Analysis

We transcribed althe interviews All identifiable information was omitted, and the original
recordings were destroyed after the transcription was compW&teeémployed thematic analysis
to analyze the data, which will result in thematic connections between the interview transcripts.
Specifically, we used an inductive approach that involves reading the interview transcripts and
identifying emerging themes and pattefB89]. As a first step, samples of scriptere open
coded,then the coding schema wesvisedby including additional categorieand themesThe
process was repeated several times to have more refined and differentiated themes until we

reached saturation. Finallihe entire datavas codedased on our coding schema

3.4 Results
In this sectionwe summarize our findings from the interviewshefollowing dimensions
survivor s o meeocenthendatonsdor theoCAk design guideline, expected

challengesind strengthsf interacting with theCA (See figures.2).

Interview outcomes

4 v 4
Survivor's needs and goals CAs design guidelines (B T SRR IS
and challenges
Motivations to reach DV services «—— Coversation design  «<— Expected strengths «<—
The needed advocacy skills €—— Language use - Expected challenges g—
DV challenges «—| Support provision -

Trust and Rapport Building =

Figure3.2: Summary of interviews outcomes
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3.4.1 Sur v iNeeadsasl Goals

3.4.1.1 Motivationsto SeekDV Services
There wereseveralmotivationsfor survivors toapproach DV servicedncluding seeking

informational, emotionakndinstrumenal support

1 Informational supportAccording to J.S. Housg40], "informational support" refers to
advice, directives, and information communicated directly to an individual and intended
to improve cognitive and behavioral coping strategi@se of the primary motivations
that lead survivors to reach out to DV servicesumnslerstandingights and seeking
advice, particuldy regarding civil rights and legal remedigss P 8 Thkeasecdnd i
thing is whether or not they are still gn abusive relationship, what their rights are,
what their legal rights, and we're nain attorney. Sousually, we'll send them out to
resources in our community for legal advicdhey would likealsoto know about the
optionsand resourcesffered by DV organizations One DV advocate (P2) reported
hearing that survivors often inquire about their optidiveh at ar e niHgrther,pt i ons
an advocate supervisor (Phentionedthat many survivors are attempting to clarify and
get feedbaclkon whether the situation they live in is domestic violence or Rbtpointed
out, Al | think that people reach out to hotl
feelings validatedSo,what are they what they're experiencing? Is it domestic viokence
A lot of times survivors have difficuligentifyingthat that's actually what'sappening,
but they have aP6fas®edmphagzedithis poifit,tghhet nhboesot comn
reason somebodseaches out is to get some feedback about what's happening in their
relationship. And oft en .Oreadpéct df infermatiomad | i k e

support that survivors often seek is counseling. It is quite common for survivors to want
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gui dance regarding their case®ndaamdpebpiew t o
just want to talk, some people want to come in for counselBignilarly, P8 stated that,
Abecause they | ust Sé&werkidd obhielp themnotguide thénolikenat i o
we have in our program, we kind of tell them, like, we have core advocates that they can

go to court with youw Survivors also need guidance on the next steps to take after
addressing the DV problerP2 explainediia | ot of quesyoulnows t hat
where do I go from here?o0

Emotional supportThis type of support refers to the provision of empathy, compassion,

love, respect, esteem, care, and listejie40]. The interviewresuls show that one

reason people seek assistance from DV organizations is to get ematidnehlidation

support following an experience of abubeparticular,many survivorsn times of crisis

or stress magxperience negative reactions from their family and frisal¢hey isolate
themselves from their family and friend$hus, they find alternativeby seekng
emotionalsupportfrom DV servicegdo give them a sense that they are not alésaP2
saidival i dation that they're not alone. Oof t
know, their family wants nothing to do with them, their friends want nothing to do with
them, or they've not been allowed to contact their family or friedghey reallyfeel

alone and isolated. Angb,they mean, often are seeking that validation of that they're not

al o nle sane cases, survivors might onlyant to share their stories, thereby
promoting catharsis, which is usually part of the healing process. P7 notdd thate y j u st
may be | ooking to vent or share andlihnot wa
the same veinthere are times when survivors need someone to talk to, believe them,

show empathy to them, and listen to théPerhaps tey do not have that within their
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circle of family and friendsThis point was stressed by the B2And t hey j ust n
buddy, that's there and willing to listén

Instrumental supparit is the provision of tangible assistance in form of goods, money,

labor, time, or any other form of direct assista{ft#0]. In general, DV organizations

function as a central point of access for survivors as well as social service providers.
Alongside informational and emotional support, survivors seek DV services for a wide

range of resource needs (i.e., instrumental supp®his includes housingchildren,

legal, financial, familyandfood services. A®9 explainediit hey ' re experi enc
or violence, who have already who are seeking more specific things like, | need to get

out, | need a place to stay, | need to galivorce, | need legal services, | need to get

custody of my kidsSo, shelter and housing, legal services. You know, counseling and
emotional support, for sure, connédhei on t C
same context, P7 noted that the needs of survivors may inble@léhcare oibasic

necessities like food ardothing,i S they may need help with a specialty care provider

or need to be connected with an agency that provides domestic violence support. We also

will assist with any social determinants of health needs, for instanceassigtance

food, the peson may need clothing, it could Imeany different things.So, it's holistic

health that we're providing her@ Anotherimportant typeof instrumentalsupport that

survivors request is the neefl siayingsafe(i.e., physical safety)in many casesDV

survivors have an immediate need for emergency shelter due to safety anxiety related to

the presence of their violent partneks. P2 described) Ot her | mportant nee
to be, you know, | need a safe place to go right now. And that's going to be connecting

t hem t o Theihsafety cencernd extend beyond themselves, as they have concerns
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about their childres safety.P8 saidfi They cal | about the child
about the children. They're always saying, | want to leave my abuser, but he or she says if
| take my children, they're gonna kill me or, or they're gonna call the cops and say they

kidnapthe child o

3.4.1.2 The neededdvocacyskills
In responding to survivors' needs, advocatesuld possess the required skills and knowledge
to appropriately refer survivors to resources and services that can address their cdheerns.
role and skills of advocatdasfluence survivors.Based orthe interviewswe identify several
advocacy skillsfor providing effective supporto DV survivors Particularly,sevenskills that

surround support and communication were identified.

1 Assuing safety A crucial aspect that DV professionals shoftildt take on, in their
interaction with the survivors, ® ensurehat the survivors are safe. P1 mentiorfed,
think that the first thing that we always say to a survivor is, are you in a safe place to
t a | kheré might be situations where survivors might be in an unsafe situation, such as
a gun being present, in which case DV professionals naigjlaind initiate an emergency
response call to the appropriate authorities. P6 explam&lp est abl i shing s
away, because sometimes people call hotlines or call or interact with services when that
there is an emergency, they're being strangled, there's a gun present, they need help. And
that's something we need to reroute to 911
1 Assesmg survivor needsOnce safety is established and the survivor is in a safe place,
DV professionals should take the time to asses€ thel eneetlséasd to determine the
main concern for their visit today.ossibly, the best thing to do is to question the client

about what helps them in theirrent situation The process may also include asking
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guestions about the survivor's background to gain a greater understanding of their
relationshipP8 described thify So w h e n ustwk algw, andwellet the victim call

and say, Hey, how can we help you what's goingSm®e let the victim kind of tell us

their background Professionals often use methods such as clarificaji@stionsto

gain a better understanding of survivors' goals.

Assesmg risks. Some participants referred to the use of risk assessments to identify
threats and determine how severe the risks were for survividieough these
assessments, survivors and advocates would be able to create more concrete safety plans,
share risk factors with criminal justice professionals, and help indicate the amount and
kind of treatment perpetrators ne€he of the welknown assessments tise Danger
AssessmentDA), which is intended to identify the level of danger posed to a particular
human being, particularly the likelihood of them being murdered or seriously injured
[241]. P8 explainediwe use the danger assessment . An
assessment protocol, which is a 12 question that we always ask when the officer goes to
the scene, so having at least not too many questions, because some people they're like,
don't want to answer that much. But additionally, ¢ethality system is 12 questions,

and it kind of helps us tUpenidergifyirglrisksghe dan g e
advocate provides clients with solutions and also helps them plan for any potential DV
problems in the futurePart of the process involves identifying support, establishing
relationships with supportive people, collecting information regarding abuse, and, in
certain circumstances, finding emergency shh4?].

Providng counseling Upon contacting the DV office, the advocate will provide an

orientation to the survivor. P6 saidbu sual | y what fol ks are goi
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orientation and assessment to services T h e DV professional i
assisting survivors in ces or a moment of confusion by offering guidance and
counseling. Mshasthadore grogbagm whHei@ theyitan also, you can set

up an appointment for cust odyOndghesdamerote,l d s u
P2 emphasized that the role of a DV professional is to draw up a plan based on the needs

of survivors and the set goals at the meetinggo | " | | kind of name
services that we provide, because often they don't know what we provide, they don't know
what to ask forAnd then once we've identified what the goals are for meeting today,

we're gonna make a plan to start working on those g&ausif the goal is to obtain a

restraining order, we' re @gonnaSurgitos miast wor K i
receive counseling to help them enhance theirestdem, improve their coping skills,

gain a deeper understanding of what they have been through, resolve any confusion that
may keep them stuck, realize that what happened is not their fault, become aware that
they are not alone, and connect with support networks and res248gs

Offering crisis supportOne of the major roles of DV professionals is to deliver tangible
support and offer crisis help to survivors of DV. Mainly, DV profess®rfakt

understand he s ur vi v bowsotnake teesshfer arad mdre comfortabl®nce

the needs are identified, survivors will be provided with information regarding formal
support services, both within the local DV services and throughout the broader
community P7mentioned fAimaki ng sure that we're provioc
support that we are helping them with any conversations they may need to have with

external par t i e sTheprovisioh df eesources ip g ooitical @mpEnet

of addresing the needs of survivors and responding to incidents of dBissdes,the
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advocate should also focus on conserving the resources of survivors. The Conservation

Of Theory (COR) contends that psychological distress following traumgberiences or

stressful circumstances is attributable primarily to "resource loss,"” which frequently leads

to individuals losing economic, interpersonal, and social resources essential to their well
being[244], [245] It reflects the human desire to maintain existing resources as well as

to seek out new ondg244]. AsP6 explained,i The ot her thing that d
focusdon is béng oriented and social justice and focused on resource conserv&aon.

it's the conservation of resources theoSo, the idea isto provide referrals and
information, and increase somebody's resources, violence takes away resources,
violence, poverty and racism take away resourSesgy i ve peopl e resource
Identifying safety options A part of the services offered by DV professionals is to
enhance survivors' safety optiondle found thatone strategythat DV professionals
considerfor improving the safety solutions for the survivor is to offer a safety pan.

saidil "' m al so going t o doSatetymtningiereatydélping s af et
the client recognize their asse®&n,you know, | don't feel safe going home tonight. Well,

who do you have that you could stay with? Do you lsaf@nily? Do you have friends?

That you could stay with tonight while you
Along with the safety planningn some cases, survivors may be advised on what they
should do to minimize any potential risk. For exampé0 discussed how they offer
survivors technical advice when they are at thelter,iWhen they're irthe shelter. We

talked to them about turning their location off on their cellular devices so that they can't

be tracked that way. We talk about all their electronic devices, including their cars, if
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necessary, if they feel like they may be being tracked thatSeaye just talked to them
about safety. o

1 Showing empathyProfessionals in the field of DV use empathy as one of their primary
communication skills to convey support to survivdrdast often, this is accomplished by
conveying a sense of empathy and validation through suppotwéenceso the
survivors.P6 describedeveralphrases that are used to communicate empathyh at we
call emotionalsupport,which is empathy, and validatioB0,you're gonna see a lot of
phrases like, | am so sorry that happened to you. That must have been so hard. You didn't
deserve that t ®@rovidireg pempathic tommuryicatioro will increase
engagement, and ultimately lead to helphtérventions.

1 De-escalang the caseThe DV professionals are trained to evaluate the safety and crisis
thata survivoris involved inand assist them in egscalating the cas&€his might include
different practices such as tramindormed care, using language that builds relationships,
comforting survivors, and aiding them with additional needs. According to iPH0u r
staff is continually trained orraumainformed care practices, verbale-escalation
practices, so that we know how to approach individuals who are going through these
admittedly dramatic experiences and how we can best support wititraiumatizing

t hem, i f at all . o

3.4.1.3 Challengesof Interactingwith DV Survivors
We have identifiednanychallenges withnteractirg with the survivors offering support, and

addressingurvivorconcerns.

1 Lack of resourcesSeveral participants indicated that one major challenge they often face

is the lack of resourcesvhich might hinder the professionals from providing sufficient
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support to their clientdainly, these resources come in the form of financial resources,

or housing resources (i.e., shelterspr example,P10 described the shortage tbie

number of beds in the sheltékb Anot her thing is just the | ac
we don't, we ar@ 65-bed shelter. But of coursthere areway more than 65 individuals

who may need that bed spa&n,you know, it'd be great to have more space in our

s h e | Orethe. same notd3 explained the lack of funding nowadagthoughthe

COVID funding had enabled them to offer support to survivors during the COVID
pandemicijt is no longer existaowadaysii w e ' v eeally fermimate the last couple of

years with COVID funding, and the silver lining to all of this COVID stuff is that we've
gotten some extra money, most DV agencies have, and we've got some extra money that
we've been able to help with things we've neverthachoney for beforeSo,we've been

able to help with rent and utilities and car payments, and just all sorts of financial things

that we've never been able to do before. S
AbuseNormalizingand misunderstandindhere is also the challenge of normalizing the

abuse, which creates a sense of agreement or acceptance of something contrary to the
law, social norms, or a person's code of condine. normalization of violence results in

abuse continuing and lasting lond@d6]. P2 statedi The mo st chall engir
interacting with true domestic violence survivors is that they've been through so much.

and they often have either normalized the behaviors, meaning they don't see how severe
and how serious the situation is because it's something that they have been through for so
long.0 The normalization behavior is usually accompanied by a lack of understariding

the true nature of DVIhat might be due to the lack of educational systems, or associated

with culture and traditin, which might hinder discussing this issivéhen we asked
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about the challenges associated with DV, P6 answérddh e ot her bi g i ssu
fundamental misunderstandings about domestic violence as a c@tytecause we do

not have a systematic education system, because of domestic violence is something that
we don't talk about very often. Or when we do talk about it, we talk #&dawa way that

isn't authentic to the lived experience of domestic violéngdditionally, it is possible

that many survivors might lack understanding regarding their abusive relationship and
come to the conclusion that leaving the relationship is the only solution and that they
would not receive any support unless they leavAstP6 described,it 0  dtherepart of

our misunderstanding is that we have this idea that once somebody determines that
they're in a domestic violence relationship, that they will instantly want to leave that
relationship. And that is the only solution. So that strategy has come at a cost of really
working with folks because if people feel like they have to leave the relationship to
engage with support, then they're not going to reach out for support

Unreadines# making a decisianThe survivor might not be ready to take a step toward
making a decision regardingpar abusive relationshidi.e., leaving the relationship)
Consequently, providing an appropriate level of support may be diffie8ltsaid,f |

think the most challenging is when a victim is not ready. When the victim is not ready,
because, again, we're here to help and support but we can't tell them whatim we!ll

give them the resources, the risk the information, but if that victim is not ready, then
we're not able to really fully help them because the victim has to be ready to be able to
t ak e a nBReopls sudfepiny from DV realistically worry that their abuser's actions

would become more aggressive and eventhiieatening if they attempt to flee.
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1 Psychological distres®©ne of the challenges which can arise from interactions with the
survivor of abuse is the psychological distress that follows the abuse incident. This
incident mightcausetrauma, which is likely to have a negative impact on the mental
health of the survivor. Thus, it requires the DV professional to be more patient
interacting with them. P7 explained itfiThey are sometimes battling depression or
anxiety. They are coming from a place of trauma. So anytime you're working with
someone that has trauma, it is very, very complex. senglou are needing to be very
patient as a provider or an advocate in their lies.

1 Not reporting or sharing DV experience® our study, we noted that one of the
significant challenges surrounding DV is that survivors teodto report or share their
experiences for a variety of reasons. First, survimaay have a perception that they do
not have to report, or that the legal or social authorities do not have to get involved.
Secondly, many individuals, particularly those who are members of communities of
color, may be reluctant to share or report their experiences of DV due to the current law
systems. Thehavenegative experiences with these systevhgh cause harm to them
sothey feel frustratedP9 explained fia lot oftimes people from, communities of color
might be really hesitant at first to share much about what's been going on, for instance,
because of fear that, it or at least until they know, that we don't have to report to law
enforcement or we don't, unless, you know, it's a mandated, they report child abuse, we
don't have to involve social services, things of that nature. And | think a lot of that has to
do with, the unfortunate consequences that some of those systems of criminal justice or,
larger staterun sa@ i a l systems have <causedBesidesr m t o

survivors, particularly males, often refrain from reporting or seeking services related to
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DV because of stigma and believe that they feel ashamed if they are sharing or reporting.
P10 mentionedit he f act that there's stildl So muct
like men who experienced domestic violence, there's a huge stigma arourgbthan
don't come forward as frequéyntas they as often as they should. Because they're
ashamed of the circumstange

1 Provide continuous and consistent emotional supgame other challenge might stem
from the ability of advocates to show complete empathy and other forms of emotional
support to survivors continuously and consistenByen though advocates are well
trained in the aspect of emotional suppthere is the possibility that they may not be
able to provide it continuously at the same lewelthey may be emotionallgirained
from time to time.P11 notedji | think the most chall enging
you have the emotional bandwidth to give them the full support and attention that they
need during the time of thegall and making sure that you can really help them in a
moment of crisis. | think that it takes a lot of courage to work as an adv@mattne
advocates are trained, and they're well prepared for that. But it definitely takes an
emotional toll on the advocates to do that work. 24/7 or, however, long their shifts are or

whatever they're doing. o

3.4.2 CA Design Guideline
All interviewees demonstrated a great deal of interest in CAs as well as other types of
automated and immediate support for DV surviv@sveral of our interviewees highlighted
common CA requirements, such as the ability to make referrals to a vari@y -otlated
resources (i.e., local DV programs) and offer educational materfas.discuss such

requirements (R (a)), this sectiondescribeshe CAmeta requirements and designnciples
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concerningconversationatlesignelementsJanguageuse system,providedsupport and trust
Our study identified meteequirements for CAs offering support to DV survivors. To achieve
this, we referred t¢163], [233] (See table.2). We followed the approach outlined [836] in

determining the design principles.

Table322An overview of the CAsd®é meta requir

CA design Meta Requirements (MR) Interviewes

Conversatiordesign  Initial contact

A MR1: The CA should welcome, introduce the session purpos¢ P2
and ensure the confidentiality

A MR2: The CA should establish safety and inquiry about the = P7
emergency

Conversation flow

A MR3: Conversations between t8& and the user should be P11
reciprocatedand receptive

A MRA4: The CA should be trained to comprehend the user's inp P11
and the conversation context

A MR5: The CA should keep the conversation organic P1

Wrapping upconversation

A MR6: The CA needs torpvide appropriaténformation and P9, P11
servicesat the end of conversation

A MR7: The CA should Isow gratitude and empowerment to P2
survivors

Languagaise Languageuse

A MR8: The CA should se traumanformed language P2, P6, P11

A MR9: The CA should se simpleand basidanguage P6, P7

A MR10: The CA should avoid asking repetitive questions or P11
guestions whose answers might imply repetitive details.

A MR11:The CA should se both closeénded and opeanded P2, P4, P6, P7,
guestions P8, P11

A MR12:1t should be ensured that the Cyoids personal P6, P10,P11

_information, invasive and pushy questions
A MR13: The CA should avoid overpromising to solve the issue P4

Supportprovision Informational
A MR14: The CA should providedeicaton tothe survivor P1, P6
A MR15: The CA should offer safety strategies P1,P3, P4P11
A MR16: The CA should offer relevant tips and advice P4,P9
Emotional

A MR17: The CA should be empathic, active listerserd patient = P2, P3, P4, P7
when communicating with the survivor

A MR18 The CA shouldespectthe ur vi vor 6 s c¢h P2 P4
A MR19: The CA should & nonjudgmental anoperminded P1, P4P5, P7
A MR20: The CA should e-escalate the situation P4, P10
Instrumental
A MR21: The CA should make referrals to resources P2,P5,P9 P11
A MR22: The CA should provide localized resources P6, P8

Trust Building rapport

A MR23: The CA should ensure confidentialignd privacyof P3,P4,P8, P11
conversatiorand data
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A MR24: The CA should ensure attentiveness and accessibility P10, P11
A MR25. The CA should ensure transparency throughout P8, P9
conversation

3.4.2.1 Meta Requirements of CAs
3.4.2.1.1 ConversationaDesign
Based on the findings frote interviews, we have outlinedsatof metarequirements and
design principlesconcerning the conversatiozonstruction and whatconversationelements
should be included or excluded from the .CFhe principles are organized by the stage of
interaction with the survivors, from initial contact ¢onversational flow tavrapping upthe

conversation.

It has been suggested thhe that sessiomight start with a welcome messag®llowing
this step, tiis important to introduce the CA asthtethe purpose of this chat sessiéurther as
a part of the conversation, it shoutthsurethat all the discussion will remain confidential.
Ensuring confidentiality might come with phra
without your Ppsidfint lsigradoce myself Ansl | go over our confidentiality
policies, standard confidentiality policies, have everything you share with me is confidential, I'm

not going to share any of your information wi

MRZ1: The CA should welcome, introduce the session purpose and ensure confidentiality.

One more important requiremeiallowing the introductionand assuring confidentialitgtep
is that theCA shoulddetermine whether the survivor is safe t@timoment.Confirmation of
safety is essential before proceeding to the serj2284. When a survivor might be in an unsafe
location, the CA can offer assistance to that person by contacting the first responders of the

police. P7 mentionedjFirst to make sure that the person gafe,if they are in immediate
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danger, then we want to initiate a call for emergency response, or first responder services in the

policeo

MR2: The CA should establigafety and inquiry abodaihe emergency.

In a conversation, flow occurs when responses and ideas are seamlessly integrated.
Communication success can be achieved by ensuring a smooth and natural flow of conversation
coupled with using language that is easy and understandable to the su@iwvostudy

highlightedseverakequirements$o consider regarding tHow of conversatiorof the CA.

A conversation should be based on reciprocity, which entails the exchange of words between
the CA and DV survivors, thereby enhancing engagenigns is in line with[248], which
showed that when the agent reciprocated with the user, the user felt a stronger sense of rapport
with the agentin addition, there might also be receptiveness in a conversation where to expect
someone to ask a followp question or ask a question that will compel you to divulge more
information about the topic. The GA expected to yield intuitive responses that are linked with
appropriate followup questions or statements of cdtes also important that the CA knows
when to interject questions or other statements in the conversation. P1%i said,er e i s
receptiveness i@ conversation where you expect someone to ask you a thoufgitw-up
guestion or a question that will, would drive and motivate you to talk further or open up more
about the detailsOr maybe the question, maybe this is not a question, maybe it's a statement of
care. | think that knowing when to interject statements of care, versus asking a question would
al so show a ki nd ofltisiinmporiant to tramnhe loot with wotdsin sudhg e n c e
way that, even if the endser knows that it is a bot, they perceive that it understands their

concerns and is aware of what they are discussing.

s
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MR3: Conversations between the CA and the user should be reciprocated and receptive.

In addition to reciprocity, we identified one requirement that enhances the flow of
conversation, namely that the CA should understand the context of the conversation.
Understanding t he adeemmiingwhénuasdenowdts ask quastomstare a n d
also key components of the conversatibm.addition, the CA can be configured to contain
entities or other information that can be used to clarify the interaction and better understand the
user's intentAccording to P11 f or i nstance, I f you're going
abuse, like | would give a warning or some context, like, just so you know, like, just as a
reminder, this is private informationéé And t
chatbot, to be really savvy, understanding the answers so that it knows when to ask a sensitive

guestion. Next, Il " m going to skip it.o

MR4: The CA should be trained to comprehend the user's input and the conversation context.

Further, onversing with a partner should feel natural, or what is more commonly known as
organic conversationVhen a conversation is organic, it flows naturally and allows individuals

to contribute to a conversation without getting concerned about what is going to happen next. P1

sadfiit's kind of organic to what's going on, a

MR5: The CA should keep the conversation organic.

A set ofrequirementdiave been identified to end the conversation Withsurvivors.In the
last stage of the conversation, the CA would ensure that the survivor gets the appropriate
information and services that meet their needs. This includes providing them with a safety plan,
which serves as a guide to help them make the right decision and provide suggestions regarding

how they may maintain their safety during their relationship, when planning to leave, and even
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after leaving[242]. P9 saidi At t he end of our conversations,
Some people do have safety concerns, some people nagpeatbn their particular situation.

But, to get a sense of what they've been doing to stay safe, and what tips or information they may
need to consider a safety plan per dapd that really varies depending on the person's unique
situation. But we have lots of safety planning information kind of at our disposal that we can
bring to the conversation, depending on what that person is expressing regarding their safety

C 0 n c eltigadso imperative that they are provided with necessary tangible assistance such as
shelter, medical referrals, etc. P9 continsaying,fit might be that for coming into our various
services, and we explain what those next steps are going to be, whether it's shelter or
communitybased services, if we're not the right fit for services, and they're needing other
referrals, we make those as welllhe objective is to ensure that survivors get what they need

(i.e., information, service) and that it fits them, which may vary, depending on their
circumstances. P11 mentiondde ndi ng t he conversation just de
help them get the kind of information that they thought they were seeking out in the first place.
So, | think the ending of the conversation looks really different depending on what they were

seeking out.o

MR6: The CA should provide appropriate information and services at the end of a conversation.

At the conclusion of the chat session, thesBAuldexpress appreciation to the survivor for
using the tool and service. The CA may also display some messages to survivors that highlight
their strengths as a means of encouraging and empowering them. PRIsaida | way s wr ap
sessiondy saying, you know, thank you for coming in today. Like | am really sorry that it was
the circumstances that brought you here today. But it takes incredible strength to walk through

those doors and say, | need heo,thank you for being here today. And thank you forislya
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your ti me and yTbelCA's expression of appréciatiomvéllanotivate and

enhance survivors' satisfactiq@49].

MR7: The CA should show gratitude and empowerment to survivors.

3.4.2.1.2 LanguagdJse
The language use theme describes meta requirements in which CAs interact with DV
survivors through language, which involvesderstanding, selecting, and utilizing appropriate
language to ensure effective interaction. Several aspects are involved, like the choice of phrases,
the content of the questions, style, and cultural appropriateness, all intended to provide survivors

with a sense of support and empowerment.

DV professionals stressed the importance of providing survivors tratlhmainformed
language to address their concerns. The concept of tranfiomened practices invohse
recognizing the pervasive nature of trauma as well as preventing its unintentional recurrence
through appropriate language use and communic§2i0]. All of the communication with the
survivor should be builin a traumainformed way. P6 explained | t msurviverceatered
approach is inherentlyraumainformed. you know, &raumainformed is that idea of rather
than saying, What's wrong with you what happened to ymyPthink that you knowtrauma
informed andsurvivor-centered should be the foundation for which all the communication is
b ui [ThHere are a variety of traunmaformed practices to consider. For example, the word
'victim' would be replaced with the word ‘client’ or 'survivor'. As P2 describédpr a necess
| think just really usingraumainformed language, I'm referring to them as survivors or clients
i nst ead dnfthe same dontextsittmight be better to ask the survivor what they want to
be call ed, as some survivors may not be c¢omfc

conversati on. Bacuseo might sag, like BlissP*2gnad** is my abusdast
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name, and that's gonna reallsigger me.So,or | mi ght say any, and t |
Traumainformed also includesan acknowledgment of the feeling that a survivor is currently
experiencing P11 saidipeopl e when there are <certain th
disclosed that you don't just say, Okay, next way, you acknowledge the weight of that particular

trauma. O

MR8: The CA should use traunmaformed language.

It was concluded from our study that it is important for the CA to converse in simple and
basic language when conversing with the ubkaving complex metaphors, phrases, and long
unclear sentences is more likely to impede the flow of dialogue and distract the user from the
content. Therefore, it was suggestedniigny participants to ensure that all written parts in the
CA are at a lower grade reading level to avoid any sort of challenges in understanding the
content. P7 mentioned,s omet hi ng el se to consider sixts t o m:
grade reading level or below to avoid any sort of challenges with individuals that might have
| ower edSuicnaitliaornl.yo, P6 r e fandthea cbadinglevel imight jssabme p o i

something that you, you just make sure everything's at filkeertir-grade reading leved

MR9: The CA should use simple and basic language.

As part of traumanformed care practicese identified one requirement that emphastbes
CA should refrain from asking repetitivguestions omuestions whose answers might imply
repetitive detailsThe survivors may become distressed by having to recall traumatic events
repeatedly and may lose their trust in the CA (figBr®. P11discussedhis point,i So y ou
wouldn't want to be like, have you been raped? And then they describe their rape in detail. And

then you ask, the next question is like, nsishe details that they describe the rape, if that makes
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senseSo,it's like, in order for it to bearaumainformed, it would need to be trained to translate
that i1 nformation really savvy so t Byadcallingt does

traumatic events repeatedly, survivors may lose trust in thR2&H.

MR10: The CA should avoid asking repetitive questions or questions whose answers might

imply repetitive details.

Could you please tell
us what happened?

I did not get it. Can you
repeat it?

N @ /

Figure3.3: Conversation guidelinreAvoiding reiterating the question

Besides, severglarticipants indicated that both opended and closended questions are
beneficial (Figure3.4). They emphasized that closed questions may be helpful, especially for
guestions requiring rapid responses or regarding the survivor's safety. For example, P2
mentionedfi Pr o b a b tlosedendell questions to begin with things like, Are you safe right
now? Li ke, ar e y ®GimilarlynP4 idiscussed thaitmportance &f dlased ended
guestionsfi t llesedended questions are alsolvwable. Because you know, do you have any
church or unit or anyfaith-based organization or something like that's in your life that will be
able to help you? Is that you would turn to if that's important to you? Is there a DSS involved?

Aret here kids in school ? DOn theother haade bparrsledf e ? Y e
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guestions are also useful in this context. To ensure that we get a true and accurate picture of what
happened, it is important to let survivors express themselves freely and truthfully. Instead of
limiting the conversation to a set of predefined questions and responses, employHegagen
guestions would enable survivors to share their stories and convey their feelings more freely. As
P4 pointed out, opeanded questions are particularly importdntw e h a v epertermdeda s k
guestions because we have to hear about their situation that may be differersomebody

el se' s Henableaders to sharetheir stories and convey their feelings mord 2&ly

Most of the existing DMCAS systems are designed primarigsed ora single type of questions,

which is closeeended questions. Many survivors would want the opportunity to talk about their
experiences and receive guidance. The CA might provide an environment of "secret diaries" for
survivors by offering a space where they can share, as an alternative to yes/no questions or
multiple choice. The CA is likely to be appealing to survivors who are hesitant to speak about

sensitive topics such as DV to their families or friends.

MR11: The CA should use both closedded and opeaended questions.

E How do you feel today?l

Figure3.4: Conversation guidelindJsing closedended and opeanded questions
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Other types of questions to be avoided in designing the CA include personal/invasive
guestions, where the answer may imply identifiable information, such as age, gender, and health
information. As P6 answered when we asked about questions to avoid in designing the CA,
Aunnecessary questions about the experiences
guestions, asking a lot of invasive violence questions asking a lot of invasive just asking a lot of
i nvasi ve Q@nuthessamedapis, .PH0 recommended avoiding questions that include
identifiable informatonfis o any unnecessary ofr overly 1iden
avoid asking themi, f you could avoid asKki nhBurthbrgtrwasn a me d
suggested to refrain from asking pushy questions in which respondents are forced to make a
decision and conditioned to respond in a particular way. P11fsgidp u' d want t o mak
the questions are written in a really specific, empathetic way, and that there's never any, like,
overly pus hWe coneledsd thadb mwadingpersonal and pushy questions may
overstep boundaries and have the potential to negatixigtyer the survivor, which in turn

would adversely impact their trust toward the CA.

MR12: It should be ensured that the CA avoids personal information, and invasive and pushy

guestions.

A further aspect that we deduced through our analysis of the script is that the CA should avoid
overpromisingo solvethe DV issue. The CA should avoid phrases such as "I will resolve your
problem”, or " your issue will be fixed". P4 asserteds o we can't promise t
everything better for sure. | think that our program really tries toanake those promises that
we ¢ an'lInmakyeases, sarvivors of DV are repeatedly abused by their abusers, and may
also be suffering from mental trauma, so such promises can be misleading to them and frustrate

them.
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MR13: The CA should avoid overpromising to solve the DV issue.

3.4.2.1.3 SupportProvision
This theme covers the meta requirements pertaining to the provision of various forms of
support byCAs, includinginformational, emotional, and instrumental support. These
requirements are formulated to cater to the distinct demands of survivors and facilitate improving

their wellbeing holistically.

3.4.2.1.3.1InformationalSupport

This refers to the CA's ability to deliver relevant and useful information to DV survivors.
Several requirementswere identified. First, we have learned about the importance of
implementing the CA as a means of educating survivors of DV and providing them with accurate
information regarding this issudnterviewees perceived that the CA could enhance the
awareness o$urvivors andcommunicate information in a dynamic and interactive manner. A
CA may, for instance, provide accurate information about DV like connecting users to the power
and control wheel frameworRR53] as well as tech safetyto increase the user's knowledge
about potential abusés P1 mentionedii | think educati ornhinlathad saf e
linking them to that, because sometimes, what your friends are saying, or what your family is
saying, can be their opinions. B &rurthet, theaGA" s p o v
can be viewed as a helpful source that can educate a user to recognize and identify their situation
(i.e., type of abuse), thus making them aw&wervivors sometimes are unaware of what they
have been through and do not realize the potential risks associated with such experiences. The
CA could therefore be beneficial. P1 explainédp r ovi di ng education so t

can identify that t IsienjarlyaP6 eeferred to the daraedpoird intherat i o

1 https://www.techsafety.org/
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answer,it he need to provide education that may b e
actually,chatbd being really strong for this, which is like, my boyfriend did this thing to me, or

my girlfriend did this thing to me. my girlfriend called me names and putiona, is that
abuse? What d oCAs cart lbeicensideredaan pfomising avenue for delivering

information and supporting individuals' wdleing[254].

MR14: The CA should provide education to the survivor.

Besides, ie CA could explain the concept of safety planning and allow users to make a safe
plan, or it could direct users to a credible source (thgNational hotline) that provides safety
planning. Accordingto PXjI t hi nk that they could do some |
especially with technology and stuff like that, | think that's something that coulélbagiz on
to a chatbt. drhere has been a suggestion that survivors should be provided with safety
strategies and concrete suggestions forreetyaof situations (e.g., safety in the school system,
court, rural areas, internet, etc.) Pl11séiBut to do some | i ke i mmedi a
bad thing. And to include some dfe safety strategies that exist out there and kind of
disseminate that information imealt i me wo ul d Inbaesimias eohtexi, saine
participants referred to the possibility of applying some safety and priority assessments via the
CA. These safety measurements aim to enhance survivors' awareness regardisafetyeir
priorities, receive feedback regarding their vulnerability to severe violence, and lessen their
decisional conflict regarding their safety in abusive relationships. For example, P11 discussed the
benefits of these aids (which were implemented in the MyPlarj2z8)pand how they enhance
the overall wellbeing of those abusefi,t her e i s a | ot of research
the safety decision aid really does empower women and help them have more emotional clarity

about what they need to do. So, it does reduce decisional conflict. And to me, it's one of the most
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well-researched and most consistently reported interventions if there's ever been for domestic

violence, so it's quite promising. Solpnthd t hin
same context, P3 suggested utilizing Dr. Campbell's danger assessment tool to assess the danger
level of the survivoriyou coul d put l inks to the Jacquel

tool O.

MR15: The CA should offer safety strategies.

Further, CAs were seen as promising technological me@ngprovide tips, advice, and
guidance regarding the survivor's relationship, their safety, signs of abuse, protection practices
and other related topics. By way of example, P4 described ho@Aleould provide tips about
legal processesfipr ovi de maybe S 0me g ui d epreipopelating may b e
guidelines for filling out a protective order in the event that you have to fill it out on our own and
not with one of wuséé.so maybe just being able
tips for you to be able to write your protective order, and just be able to provide some concrete
i nformati on t ha tltiswhes eksantiahto dffer some peitinent &ps io relation to
the needs of survivors to help enlighten and guide them. PSigaithting someone to like a list
of tips and things that can help them from there, that can be, really RelpA8 can provide
tips regarding the survivor's relationship, their safety, signs of abuse, protection practices, and

other related topici9].

MR16: The CA should offerelevant tips and advice.

3.4.2.1.3.2EmotionalSupport
In developing a CAopne key factor for consideration is providing emotional support in such a

way as to demonstrate empathy and genuine concern for the reg@&BhtAdditionally, the
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CA should be constructed to respect the survivor's choice and understand their cdmctriss
end, we outlinedseveralrequirementgegarding the use of emotional support in our proposed

CA.

First,an important consideration when developing a Cthad the conversation should reflect
active listeningand empathy for the survivdWhen they are telling their stories, survivbisve

a strongneedfor respectful language and empathic and supportive responses. As P3 explained:

Al needed for people to hear it and say, Oh,
story. It s hard to get s y nialdarhyh Y2 strdssed the har d
importance of empathyy But | bablyithe kwostpmpartant one is empathy and respect for

the person. You know, | don't know, what has happened in their life to lead them to be in this
Si t uattisopossible that some survivors are not in need of immediate assistance.
Nevertheless, they might want emotional support and empathic responses, and as such, the CA
should be able to accommodate this. P7 stditdd, have a way to text or <c
going to be empathetic and listen to my situation. Maybe | don't need immediate help. | just need
support e Mariobus suppartive statetments may be incorporated into the CA, such as,

"It is not your fault; it is possible for any individutd find themselves in this position at any

time 0 'How may | assist you¥ ;I can understand how distressing it is when someone close to

you is frightening you.", etdFigure3 .). In response to our question abeatpathic responses

that might be provided by the CA, P4 explained, woul d say a couple of
center around respect of their choice. If somebody were saying something, like, | feel scared, and
everybody's mad at me because | don't leave.sAnde could offer some sort ofsgonse, like,

it is unsafe for a lot of people to leave. And it's very scaoywe understand that this is hard for

you, how can we help? We just do you just need someone to listen, and just be very respectful of
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their choices and where they are? And I'm silvere area million responses that you could
formulate into that. | think, I'm just continuously using those words like we understand. This is a
scary thing for everybody to do. It's not this abuse is not your fault. Your situation is not your

f a u In the same vein, experts in the field have emphasized the necessity of providing an active
listening modeand demonstratinghe understanding. P3 explaingd:l reali ze that
they just want to be heard and they just want a kind veoeebody who will let them express
themselves and so very often that's really all it takes is just | understand your frustizdits,

pretty much it justisteningand you know, and exlpkewase,sP2ng un
c o mme ndomalimes tiey just have not ever said, what they've experienced out loud. And
they just need some buddy, that's there and willing to listen, because no one has ever let them
talk before about their experiences. So just a kind listening ear is sometimes what they need. And
sometimes it's saying it's not your fault. Yeah. dlion't deserve this dccording to empirical
evidence, teenagersold the expectatiorthat a CA with active listening capabilities could

effectively address their emotional ne¢2s6].

MR17: The CA should be an empathic, active listener, and patient when communicating with the

survivor.
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Figure3.5: CA feature desigioffering emotional support

Communication with the survivor is primarilgeveloped based on the idea of a survivor

centered approadiz42]. Through this approach, survivors will have many options available to

meet their needst is crucial to ensure that CA provides a supportive environment in which the
survivors are treated respectfully, and their choices are respected. P4 meritioned, al s o ar
trying to be respectful of their choices. And I think that their normalcy and choices may not be

t he s ame Inax3sting neaoramendations, respect and empathy are qualities that should

be prioritized when designing CAs, particularly when catering to individuals experiencing
mental illnessef257]. It is desirable that survivors have multiple options from the CA and can

choose what suits them best.

MR18: The CA should respect the survivorods <c¢ch

A blaming atmosphere might undermine the ability of individuals to receive emotional
support. According t¢258], one of the most common barriers to getting help is the presence of
judgmental reactions from formal and infornsalpport Having the ability to discuss sensitive

subject matter and obtain insights without being judged is considered highly vEjlé-our
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participants suggest that the conversation with the survivor should be built around the concept of
nontjudgmental and open minding, as this would create a comfort zone for discussing their
issues, and they are more likely to continue the conversation. For instance, Hblsaidt hi n k ,
beingnonjudgmentalopermi nd e d , al |l that establntkelsane a r e
context, the CA should avoid victim blaming and judgmental questions. This refers to the
practice of asking survivors what they might have done differently to prevent the abuse from

occurring; therefore, it implies that the survivor is responsible for the abuse rather than the

abuserEx ampl es of victim blaming questions 1incl
AWhy did you not tell him directly to stop?o0,
si mply | e avSemehofoor inteiviewegomhted out the importance of avoiding these

types of questions. For instance, According to P1, it is crucial not to ask blaming questions since

the act of abuse is not initiated by the survivors themselveB anyt hi ng t hat woul
around, like, what did you do to cause this or something like blaming someone for deserving?
Like, what did you make this? What could you do differently to get this not to happen? Those
kinds of questions, because it's not somet hin
Similarly, P7raised the same issug,questi ons | i ke, why are you s
with this any question t ha tMoreoaey, it \was guggasted thal d g me
the CA should structure the questions in a way that does not assume the survivor will leave the
relationship. Placing such an assumption might not be the best solution. Instead, it may
complicate the matter. P4 sailband questions that are assumi ng
| eave. So that person may not w@As shouldavold e a v e
victim-blaming and judgmental questions since the abuse is not initiated by survivors themselves

[29].
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MR19: The CA should be nonjudgmental and epgnded.

One additional valuable recommendation that the CA should offer iséscd¢ate the crisis.
The CA could use techniques such as positive language, a message that is free of reflective
emotion, and validating language to help calm the individual. P4 stréssed, have -t o try

escal ate the situation and make them feel saf
MR20: The CA should descalate the crisis.

3.4.2.1.3.3 InstrumentaSupport
There was consensus among participamés the CA could be an effective tool for linking
users to tangible resourcand facilitate their access to support to assist survivors of abuse and

neglect. The following guidelines have been drafted.

We note that onprimaryrequirement that the CA should provide is referring the survivors to
different resourceslhe referral information on tangible formal support options to users may be
provided locally (i.e., city) or across a broader geographical area (i.e., state, nation). CAs can
provide information regarding local resources and community referral options; these options
need to be developed, accurately maintained, and accessible to the users. For instance, CAs, as
described by P2, could facilitatmnnecting survivors with resourcésj t shoul d conne.
| ocal resour ces, .Saniady, foom thévewpmibt lofd9, the CAtistusetuldor
orienting the user to local servicésS o | g s featura that wauld be able to connect
people to the resources that exist within like a really good comprehensive website like that when
it makes dAes pag ef the @A's seevices, survivors would have access to referrals for
medical, safety, or mental health services such as emergency shelter, family therapists, hospital,

DV advocacy, mental health therapists, financial, food, legal, and pet safety seRbces.
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mentionedfii f t here's a way that Iike if, they do
like legal aid, specifically have that go directly or route to our core advocate, you know,
something like that, where she could go ahead and get the information and have everything that
t hey' ve al rlrasinjar mmexteRlEesttedthdty ou can gi ve point
where there are resources, obviously, so like, here's your local shelter, here's your coalition.
Here's this mobile advocacy pr ogPlug tmere isHeer e’ s
emphasis on where and when to referparticular,there was a focus on referring survivors to
helpful hotlines (e.g., National Domestic Violence Hotline, and Crisis Text Line) and local
advocacy organizations that could provide survivors with resouRefgrral to 911 or any
emergency provider should always be considered if there are indications of physical danger or
health emergencies. The making of referrals does carry with it an important principle that

involves respecting the decision of the survivor.

MR21: The CA should make referrals to resources.

One of the features that might be incorporated within the CA is the ability to determine the
|l ocation of the wuser. Based on the useros | oc
based on their needs, whether they are housing, financial, fdoaly, or healthrelated (Figure
3)6 Obtaining the wuserdéds | ocation might be a
allow GPS location or asking them for their Zip code. P6 mentiohedl, way t o ent er
code and get your local 211 or law enforcement, your local, like first responders or medical
c a r R8also emphasized the same ided,ow i f t hey put their zip c
What safe houses are nbgrlocally, so they can flee thatituation? Food, food services as
wel |l . 0

MR22: The CA should provide localized resources.
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Figure3.6: CA feature desigiproviding local resources

1

3.4.2.1.4 Trustand Rapport Building
The theme of trusbuilding pertains to meteequirements regarding the cultivation of trust
and the formation of positive relationships between CAs and DV survivors, which necessitate the
presence of essential features like confidentiality, attentiveness, and transparency on the part of

CAs. A number of metaequirements were identified.

First, he feeling that the tool will provide a safe environment for survivors, and that whatever
is presented in the conversation will remain confidential is one of the factonsithi@icrease
communication and enhance the ability to speak comfortdtblg. crucial to let the survivor
know that all information in the conversation should remain confidentiadtreSsed that we | et
them know that everything that they're going to talk with us is confidential, not share with
anyone, we'd let me explain to them if you want us to share your information with other
organizations, other professionals, they have to sign the ROI, which is the release of

informatioré So,they understanthat whatever you're telling us today, is not gonna be going
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out of this office, it's not gonna go out of heBe,they understand that they can trustcul.is
necessary that the CA explicitly explains that any information that users reveal during a chat
session is completely confidential. P11 explairfeds o me peopl e f eel a |
disclosing some of the information to, you know, a bot or artificial intelligence or whatever we
want to call it, they're more comfortable disclosing some of that information because it is so
private. So,| think maybe being really explicit that the information that they produce during the
chat session is completely private, that would be important, then it's anonymous, and their data
i s skufther, bauilding a rapport with survivors is highly dependent on the preservation of

privacy and safety. P4 mentioned in her answer to the best practices to establish rapport with the

survivor,i wi t h establishing a relationship ... I
nonjudgment al , and realizing that, how many
al | of our interactions need tSoniladbyewheheaskedg n e d

about the main features and capabilities that the CA should have, P3 responded by emphasizing
safety and security as critical featur@hus, CA designers should implement measures that

guarantee the confidentiality of survivors' conversations and the protection of their p2&@Ly

MR23: The CA should ensure the confidentiality and privacy of conversations and data.

As part of establishing a rapport with survivors, it is equally critical to demonstrate
compassion via attentive listening, empathy, and thoughtful use of questions and make sure to
alwaysremain available to thenEngaging in active listening involves not only listening to what
is being said but also listening to what is not being said and interpreting it in light of the
nonverbal messagf60]. The attentiveness anlistening activity involves more than just
listening silently, but also receiving, understanding their concerns, and reacting. P7 described,

Abuil ding trust and those activities might
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you are accessible to that individual, that you are allowing them to be the subject matter experts

in their |lives and you'r e Phlodisedche same goifittiTrh et o t |
best practicejsj u st being really empathetifkurthanm open
establishing a rapport, it was recommended to give survivors a space to express their feeling and
gain empowerment. P10 noted in his answer to building a relationship with suréivBra,s i cal | vy

just giving them the spacetobe merenpower ed i n their own circums

MR24: The CA should ensure attentiveness and accessibility.

In addition, tansparency is considered one of the six pillars of the Trdofoaned Care
(TIC) framework which has beeastablishedby The Substance Abuse and Mental Health
Services Administration (SAMSHA]261]. Transparency pertains to the extent to which an
organization and its providers are transparent and clear about their programs and piactices,
establishrapport among stakeholders such as survivors afT@vhis end, it is important for the
service providers to introduce themselves and describe the service they provide during the
intervention session. P8 saillone of the things that my staff
client for the first time is we let them know who we are, we introducselveé P9 also
discussed the importance of transparency in building a relatiorish@really try to take the
traumainformed approach. Just certainly acknowledging their situation, making sure that you're
transparent and clear about what our services are, whatareoffer, making sure that they
know that they hava choice and that our services are voluntary, as well as what our basic
guidelines are and what our boundaries are. around our services tondight of this, the CA
needs to provide a brief introduction that includes the purpose of the chat session as well as the
services the CA can offefhe transparencyfo t he CAG6s purpose, service

would increase the amount of trust and engagement with th§2€. P9 stressed thdt a s
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much transparency upfront with what this feature is and what it can do and what it cannot do. to

set those expectations for people who might be utilizing itis goingabdet vy key . 0

MR25: The CA should ensure transparency throughout the conversation.

3.4.2.2 DesignPrinciples of CAs
Compared to conventional approaches used for general CAs, CAs designed to support DV
survivors require the development of DPs that are unique and tailored to their needs. Due to the
nature of DV and its sensitive context, CAs should be developed with DV survivors' needs,
challenges, and expectations in mind. Based on the-nragtgrements that we identified above,

we outlinea set of design principlé3able3.3).

First, we propose our first design principle which emphasizes the importance of the CA's
introduction to the conversation by starting with a warm greeting, ensuring the conversation's
confidentiality, and prioritizing safetyAmong the many quality attributes that CA is built on is
affect, which includes attributes like greeting and expressing persgd#&léy Additionally, the
CA should take into consideration the survivor's safety before proceeding with the conversation.
Evidently, digital interventions promote user confidentiality, privacy, and safety while
simultaneously delivering tailored care on a #t@ak basis that can effectively enhance users'
well-being [26]. These practices would enhance surviyv

comfortable setting for conversations. Therefore, we derive:

DP1: For CA designers and researchers to design a CA that offers support to DV survivors,
provide the CA with the capability of initiating the conversation with a warm greeting, ensuring
confidentiality, and prioritizing safety to e

environment for conversations.
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There has been extensive research focused on improving the NLP and conversational
capabilities of CAs so that they can provide more accurate answers to survivors' queries, as well
as enhance user experience in terms of conversation [R8@3, [264] CAs are expected to
fully comprehend the survivor's message and extract the intention that the survivor is conveying,
regardless of how the message is worded, to be able to produce a response that has the potential
to contribute meaningfully to the conversati@65]. In the same context, it has been suggested
by researchers that CAs should emulate human communication characteristics to provide a more
natural, engaging user experierjizé6], [267] Based on the argument made by Atkinson et al.
[268], the responsiveness of CAs fosters a feeling of reciprocity, which in turn engenders trust.
According to Moon[269], a machine (i.e., CA) that implements a relation strategy of
reciprocally increasing setfisclosure through textual interaction with the user is likely to
disclose more personal information. Communicating effectively can ultimately lead to

establishing a relationship and meeting the needs of the suriueg.we propose:

DP2: For CA designers and researchers to design a CA that offers support to DV survivors,
provide the CA with a perceptive, flexible, and natural conversational flow geared towards a
specific objective, combined with a reciprocated conversation, effective clarification, and
contextual understanding to establish trust and enable meaningful communication to meet the

survivor's needs.

Wrapping up the interaction is part of the tradim@rmed, survivoicentered approach that
can be ended naturally after offering resourf&®]. The concept of empowerment, where
survivors should have the ability to choose whether and how they wish to receive support, is
common throughout IPV traininf270]. Regarding the role of CA, the use of Al has great

potential in the process of empowering pedglél]. For instance, researchers found that CAs
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could be empowering tools for adolescents with Autism Spectrum Disorder (ASD), providing
assistance in meeting their individual needs, personalities, and goals, including developing
personal care skills, managing stressful emotions, and learning new ways to communicate.
Empowerment is a critical component of a survivor's life. By gathering relevant information and
receiving emotional support from those around them, some survivors can build up their sense of
power. However, in most instances, empowerment may be hindered by apprehension about
social interactions. As a result, the CA has the potential to address this issue. Overall, ensuring
that the conversation is properly concluded through empowerment and support will increase the
likelihood that the survivor will remain engaged, improve their interaction with the CA, and

ensure that they will feel supported. Accordingly, we propose that:

DP3: For CA designers and researchers to design a CA that offers support to DV survivors,
provide the CA with appropriate conversation closure through the provision of the necessary
information as wel |l as empowering and showing

with the CA, and cultivate a sense of support.

DP4 highlights that CA should enhance the language conveyed to the DV survivor. DV
advocates typically use traunrgormed responses and provide safe spaces for DV survivors to
better understand the ongoing consequences of trd@ry. It has been shown that DV
survivors are receptive to technoleggsed interventions based on tratinfarmed principles
[106]. As far as the CAs are concerned, it has been demonstrated that they are effective in
providing traumatized individuals with care. For instance, it has been explored how therapy for
PTSD can be delivered by technologies like CAs, in traunftamed approacli273]. Besides,
another aspect of optimizing the conversations is the use of simple language and padliding

the information requested by users in a minimal number of steps. There has been a suggestion
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that the CA used in crises should be as simple as possible to facilitate access to and navigation
through the information providg@74]. Relatedly, one of the requirements we identified is not
asking the same question repeatedly so as not to trigger traumatic memories in survivors.
Continuing to ask or answer questions repeatedly, in the same manner, would be contrary to
conversational norms. A machine can respond to an input or ask a question repeatedly in the
same way. Even though it may be an efficient form of automated interaction, the conversation
seems unnaturg275]. Furthermore, we found thatilizing both closeeended and opeended
guestions could improve the language of the CA. Incorporating both etosledl and open

ended questions can enhance engagement by preventing the questions from becoming
monotonous (i.e., only closended questions) or tirmnsuming (i.e., only opeended
guestions)To design such an interactive CA, a careful balance must be maintained among these
interaction types. Lastly, one key point we identified from our interviewees was to avoid
guestioning survivors in a more personal, intrusive, and pushy manner. It has been demonstrated
that users were dissatisfied with CAs that asked for personal information too soon following the
first conversation, showing a lack of politeness in the conversfit8l. As pointed out by
Muresan and PoljiR77], they concluded that CA's personal questions, as well as its frequent use
of intimate emojis, presented an inappropriate degree of familiarity to users. hastfgund

that the CA should refrain from making any promises it cannot deliver so as not to undermine

survivors' confidence in its ability to carry out its promigésnce, we derive:

DP4: For CA designers and researchers to design a CA that offers support to DV survivors,
provide the CA with the language abilities to convey a message that is trafomaed and

simple, incorporates both opended and closeeinded questions, and avoids repetitions,
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invasive questions, and ovpromising to solve the DV to avoid any-traumatization and

enhance the survivords aut onomy.

The DP5 emphasizes the importance of providing informational support to DV survivors
through the CA. Assuring the CA is provided with educational materials and content regarding
the topic of DV would assist in raising awareness about this issue. There has been a growing
awareness among survivors that they are seeking informational support[@@BheSurvivors
seeking advice often turn to digital solutions as their first source of informgi&jn Most
commonly, they resort to such solutions because they are always available, accessible, and
usable, and offer suggestions they might find useful. In that regard, the CA should be equipped
with educational materials and Bélatedcontent andffer such advice and safety strategies in
an interactive manner. DP7 aligns with previous HCI research that stresses the vital role that CA
plays in providing information to sexual survivors in terms of knowledge and afR2&g,

[252]. The survivor also should receive feedback about their situationhawe a better
understanding of their level of safety and priorities, thereby receiving information tailored to
their needs. For example, it has been recommended that safety decision aid assessments be
incorporated into the CA, as these assessments, which have been adopted as part of the MyPlan
app, have shown their effectiveness in reducing decision conflict, alcohol misuse, depression,
IPV, and increasing safety behavig2§9]. It is, therefore, important that the CA utilizes such
safety assessments that will not only raise their awareness but also improve their -decision
making. Acquiring the required knowledge would lead survivors to feel less uncertain and more
empowered and make informed decisions so that they could take action to protect themselves.

The ability to acquire the required knowledge would allow survivors to feel less uncertain and
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more empowered, which would enable them to make informed decisions for their own

protection.Therefore we suggest,

DP5: For CA designers and researchers to design a CA that offers support to DV survivors,
provide the CA with the capability to communicate {&fated information, including
knowledge, facts, advice, and safety strategies, so that survivors are better informed and less

uncertain.

DP6 emphasizes that the CA should possess human traits, such as being a kind, empathic, and
active listener, as well as respecting the decision of the survivor and beijgdgamrental to
comfort them and lower their emotional burden. Survivors may not require immediate assistance,
and they ultimately seek respect, empathy, and a supportive ear. DP6 aligns with previous
research, which demonstrates that offering emotional support (i.e., showing empathy and
actively listening) contributes significantly toethrecovery of survivors following a violent
incident [280]. According to the proposed drivers of CAs in healthcare, they are capable of
providing emotional support on demand without requiring human intergf@gtj. CAs have
also been observed to feel more likable and more supportive when they express empathy to
patients who tell them they suffer from sexually transmitted disa5&$ In the context of
domestic and sexual violence, It has been demonstrated that CAs' ability to express empathy and
provide active listening is perceived as supportive by survivors and reduces emotional burden
[29], [187], [282] It is important that CAs pay attention both to the starting and end of the
conversation while demonstrating empathy. The reason for this is that survivors might
experience anxiety before engaging in a conversation and in the end experience ef2pBhess
In this regard, an effective CA should possess human characteristics such as kindness and

support, deescalating a situation as much as possible. It may therefore be possible to promote
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both machinegnherited (e.g., nofudgmental, unbiased, neutrdB9], [259], and humasike

(e.g., respect, empathy, active listenif¥f)] characteristics. Thus, we propose:

DP6: For CA designers and researchers to design a CA that offers support to DV survivors,
provide the CA with human traits and conversational abilities that covey emotional support, such
as being a kind, empathic, and active listener, as well as respecting the decision of the survivor

and being nofjudgmental to enhance their emotional wweding.

Taking into account the meta requirementsow#ined aboveregardinginstrumental support,
DP7 highlights that the CA should provide functionalities and technical solutions that provide
instrumental support in terms of referrals mesources angroviding localized resources.
Research has shown that resource referral improves the survivor's quality of life in several ways,
including reduced exposure to IPV, reduced coercion, enhanced safety planning, and better
utilization of community resourcg284]. It is important to refer survivors to other people or
organizations to facilitate their recovery if the trauma they have endured is extremely distressing
[285]. It was concluded that CAs could make referrals to emergency services and hotlines in
response to inquiries regarding psychological Wwelhg, violence in relationships, and physical
health concern$209]. Furthermore, DP7 stresses the importance that the CA should provide
localized resources to survivors based on their geographical location. It is essential that the
resources provided have been updated and relevant to the geographical location. As an example,
with the usage of natural language understanding (NLU), the CA showed its effectiveness in
finding a list of COVID19 testing sites and other local resources based on the user's location
[286]. As a result of trauma, the survivor may find themselves in high need of nearby resources
(i.e., shelter, hospital, local DV agency). Thus, they need a tool that facilitates their access to

these resources and provides them with quick feedback. Hence, we derive:
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DP7: For CA designers and researchers to design a CA that offers support to DV survivors,
provide the CA with functionalities and technical solutions that provide instrumental support in
terms of referrals to resources and providing localized resources to increase their access to

tangible assistance in a timely and efficient manner.

DP8 conforms to prior IS researc[il98], [262], [287], [288] which emphasizes the
importance of trust, confidentiality, and transparency of the CA in building a rapport with the
user. People wereobserved to benmore comfortable disclosing to CAs than human peers,
especially when the content is sensitive, due to a variety of macharacteristics (i.e., nen
judgment, an adequate level of confidentiality, emotionless, pat[@8@¢) [192], [282]

Providing privacy and transparency in a CA is of paramount importamacé; of transparency

may discourage some users from using automated CAs, as well as undermine the trust they place
in them[262]. With respect to transparenof Al, and as suggested by our interviewatss

essential to provide an explanationtlé processing of user inputhe purpose of the CA, and

what it can provideDuring times of uncertainty (i.e., DV), transparency becomes especially
crucial. To assist users in understanding the CA's intellectual competence, it has been argued that
the CA should be transparent to th§89]. In designing the CA for mental health patients, it

has been suggested that designers and developers should ensure transparency regarding patient
safety and privacy concerns, thereby ensuring that patients trust the CA with their health issues
and feel secure divulging sensitive informatj@B8]. Considering domestic and sexual violence,
designers were advised to organize and communicate privacy and security issues in a transparent

and straightforward manner, along with detailed explanatiimss, we propose,

DP8: For CA designers and researchers to design a CA that offers support to DV survivors,

provide the CA with conversational capabilit]
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information is private and confidential throughout the conversation, and ensure transparency

about what they are offering to foster a sense of trust.

Table3.3: Design principles based on the identified meta requirements

Meta Requirements (MR) Design Principles

MR1, MR2 DP1:For CA designers and researchers to design a CA that offers support
survivors, provide the CA with the capability of initiating the conversation wi
warm greeting, ensuring confidentiality, and prioritizing safety to enhan
survivords engagement and establis

MR3, MR4, MR5 DP2: For CA designers and researchers to design a CA that offers support
survivors, provide the CA with a perceptive, flexible, and natural conversai
flow geared towards a specific objective, combined with a reciproc
conversation, effective clarification, and contextual understanding to est:
trust and enable meaningful communication to meet the survivor's needs.

MR6, MR7 DP3: For CA designers and researchers to design a CA that offers support
survivors, provide the CA with appropriate conversation closure througt
provision of the necessary information as well as empowering and she
gratitude to enhance the survivoré

of support.
MR8, MR9, MR10, MR11, DP4: For CA designers and researchers to design a CA that offers support
MR12, MR13 survivors, provide the CA with the language abilities to convey a message

traumainformed and simplejncorporates both opeended and closeended
questions, and avoids repetitions, invasive questions, anepowaising to solve
theDVtoavoidanyre r aumati zati on and enhanc

MR14, MR15, MR16 DP5: For CA designers and researchers to design a CA that offers support
survivors, provide the CA with the capability to communicate -f@lated
information, including knowledge, facts, advice, and safety strategies, st
survivors are better informed and less uncertain.

MR17, MR18, MR19, DP6: For CA designers and researchers to design a CA that offers support

MR20 survivors, provide the CA with human traits and conversational abilities
covey emotional support, such as being a kind, empathic, and active listel
well as respecting the decision of the survivor and beingjudgmental to
enhance their emotional weiking.

MR21, MR22 DP7: For CA designers and researchers to design a CA that offers support
survivors, provide the CA with functionalities and technical solutions that prc
instrumental support in terms of referrals to resources and providing loci
resources to increase their access to tangible assistance in a timely and ¢
manner.

MR23, MR24, MR25 DP8: For CA designers and researchers to design a CA that offers support
survivors, provide the CA with conversational capabilities and functionalities
ensure the survivorods information
conversation, and ensure transparency about what they are offering to f
sense of trust.
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3.4.3 The Useof CAs: Opportunities Challengesnd Design Suggestions
As an answer to ousecondresearch questioiib), this section describes the expected
opportunitiesand challenges that survivors might encounter during their interaction with the
CAs. We further discuss design suggestions and initiatives that can be carried out in a CA to
support survivors and overcome the identified challenges. Moreover, we present the proposed

conversational flow.

3.4.3.1 Opportunities
Based on our analysis of the interview data, we identified sepetehtial strengthsand

opportunitiesof using the CA.

1 Availability and accessibilityOne of the expected benefits of using the Caviailability
and accessibility It means that the system is available, accessible, and will run
continuously without interruption for a set period of tirAs.a result, the useanuse the
system, gain access to services, manage data, and obtain tesatishe accessed from
anywhere where there is an Internet connection and from any device that is equipped with
a web browser or applicatioR2 shared her perspective about the expected opportunity
of using the CA as being available and accessible all thefilhe t hi nk t hat t he
accessible. They could be 24/7. Um, you don't necessarily need to be in a space where
you could be on phone talking to somebo8g, | think that they could be more
ac ces b bldo eommented | t hi n kadvantages ane jushthat it can be
used day Continuity ingvbrk, actentuated by stable performance and fewer
errors, makes the CA more desirable. P11 explainesbn e advantage i s tf#
going to be overly tired or burnt ou§o, it won't accidentally, like, get snippy with

someone or impatiet
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1 Impartial space As a machine, CA has the inherent strength of exhibiting positive
stereotypes by its very nature. People view the machine agidgmental, safe, and
unbiased With this neutrality, the user is more inclined to disclose and intenace
comfortably P3 mentioned in heranswér] t hi nk it would help ke
because it's hard to get anigeregtingly,ttheaon mac hi i
judgmental nature of the CA may encourage user engagement.

i Starting point Three participants referred to the CA as a good starting point for
survivors. It may serve as a comfortable space in which the survivor can recognize their
circumstances and thus become more conscRmasiding them with the right resources
is also part of this procesBl statedfi | t hi noula bea tgread first step. And
being able to see something that yeaognize,and you identify with, | think could be,
and then you provide them with that information to get services. | think that that would be
a good Ssndagly R2.answered about the expected opportunity of using the CA,
fil also think that they could be a good starting point, I've had clients tell me that they
don't know if this is domestic violence or not. And so, a chatbot might be something that
somebody who feels like, well, | don't know if this is actually domestic violence, they
might feel more comfortable doing a chatbot.

1 Support provisionAnother advantage that can be seen from the usage of the CA is the
provision of support to the survivor. CAs can be viewed as a complementary tool,
especially in situations where advocates might not be available (i.e., a shortage of staff)
or in areas where the availability of DV agencies is not widespread. P@ishid, s ee t he
chatbdhel ping to get people resources @and inf

could help support work with IPV survivors and other agencies. If thetafing
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concerns, like if you don't have a domestic violence specialist, because, you know, you
don't have that person staffed at your medical institution anymore, then you can use the
chat box to address staffing crisis.o
Anonymity: Many participants mentioned the superior level of anonymity that could be
afforded by the CAResearchers have suggested that the presence of an anonymous
space, as the CA does, offers a venue for people to share their experiences as well as
receive relevant assistance (e.g., informational supp8®di) Anonymity is linked to
disinhibition, the feeling of having less restraint when communicating with a machine
compared to faceo-face communicationBy ensuring anonymity, users will feel more
comfortable, resulting in an improved user experieanugteliciting more user feedback
Pllmentionedfil| t hink that there is a chance that
more anonymity, which is an advantage. | think eventually, it should turn to a person, but

like it should point someone to services where they're going to be speaking to people. But

| could see it havingp elicitmorein-d e pt h feedback because of t
Continuous and consistent emotional supparfurther opportunity that the CA could

offer derives from its ability to provide emotional support in an ongoing and consistent
manner.lt has been noted previously (See sectighl33) that one othe key obstacles

facing survivors is receiving an adequate level of emotional support due to the possible
emotional drain and the inability of service providers to provide survivors with full
emotional support and attention all the tingncethe CA is a machine, the Céan

provide empathy and active listening to the survivor around the clock.
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3.4.3.2 Challenges

The optimistic viewpoint of CAs notwithstanding, it is crucial to take into account the
challenges that users may encounter when interacting with or disclosing their DV stories to a bot.
To be able to receive assistance from a CA, survivors are expected to be willing to share their
stories without hesitation. It is of utmost importance to identify survivors' challenges to create a
better CAs environment after considering how to alleviate them.

According to the interviews, we identified a couple of challenges shativors might
encounter during the CA interaction. These challenges centered around three main areas:
privacy, usability, anémotionalsupport.

1 Privacyand confidentiality This refers to the risks posed to the safety and information
of survivors. It is essential to note that even though the CA may have great potential,
which does not mean it can eliminate survivor privacy aaodfidentiality concerns.

As a result of our study, we discoveredme privacy concerns that users may
encounter when using the CA:

O Recognition by their abuser: survivors are anxious about being detected using
this technology, as it could pose some risks to them (e.g., continuous abuse), as
well asexposingthem to restricted contrdror instanceP8 saidfii f t he vi ct
is still living with the abuser, | think the only concern that | have is tihet
abuser can open up that chatb&afety is always going to lzenumber one
concern that's number one for safety when it comes to domestic violénce

O Access and hacking@@neconcerns unauthorized access to 64, which may
compromise the system. An example of this would be misusingCfdo

damage and corrupt systems, isgy on users or disseminating secrets
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inappropriately. P2 stated,So i f they're really afrai
them or i f their abuser has hacked the
O User dataAnother aspect to consider relates to the datauhavor provides
and their fear of being lost or revealed to the public, or the CA might not store
the data securelyA concern might also exist regarding the chat history, and
how the CA manages it to ensure that the survivor remainsisafessential
that the data of the users be preserved to the full extent posBible.
explained, Aif the Chatbot leaves a history, and they're already being
monitored by their partner that could, you know, really promote a dangerous
situation, or it can really present a dangeraituation.So,| think accessing
the chatbot would need to be really secure and d&emilarly, P1 referred to
the samepoinfit he thing that concerns me mos:t
the chat go away completely? Like, does it disappear? Completely? if you
don'tinteract for it with like, for a minute, will it just dissolve? Will it just go
away?o0
1 Usability: In this context, it refers to limitations that the user might encounter during
their interaction with the CA or when trying to carry out theitended taskWe
explored a few usability issues that the CA should auoideliver an optimal service
to the user:
o Technical issuesthisrefers to possible problems related to using CA, such as
lack of consistency, responsiveness issues, and eForsxample, theCA
may not be able to recognize the word entered by the user, redirect the user to

the same or wrong location, interrupt at the wrong time, or experience an
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inordinate delay in respondingJitimately, this can lead to frustration,
inconvenience, and a feeling of distrust toward @& P11 mentionedfi i f

there's even like the most minor of technical glitches, people will not trust it.

And even if it's really good quality, if, if it messes up one time, people
automatically see the entire resource is untrustwortByg, any technical

error s, peopl e ar e [P5aso degcribbdalre shallenngel d g e s
of picking the wrong wordswhich could result in continuous recycling at the

wrong point and negatively affect the user experiefice, biggest challenge

is it picked up on the wrong keyword, and it wascompletely different

response than what it should go to, orjust kept recycling through or
whatever. And then at that point, they may have just worked up the courage to
disclose or to reach out or whatever, and then that point, it may draw them

back in like, See, | should have done it anyways. Or, you know, whatever the
case may be said, I think that'd be th
Lack of experience and knowledge: Another concern that might stem from
inexperience and insufficient knowledge of using the CA. Some people may

not have the literacy skills to use tB& or may be unable to do so properly

because it differs from what they have been accustome®iltgaidfi peop | e

that don't havert technology savvy, might fireth issue with it. And the thing

is when you first tell your story for the first time, and if it's not received, well,
that can be rPelarerdtigneddhdama igsuad $0 may be t he

do or don't have the literacy to use the Chatbot. Maybe it confuses them,
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maybe they can't access the website properly because of what they are used
t oo

1 Emotional and social suppoiih view of this, the CAmay not adequately provelthe
emotional support that it might otherwise provige., human)During our interviews,
we obsenedthattwo participantsexpressedioubs about theC A écapability tooffer an
adequate level oémotional support to usersihile also béeng able to recognize the
emotion that a user exhibiéggcuratelyFor exampleP11lsaidi| t hi nk that it
to remember that information can be conveyed, and information can be conveyed in a
human tone, but there isn't someone there at the end of the day, it's just, it's just a
machine, which isn't bad, bBeihg aware thatutssta | s n'
CA might cause them to feel that it will not be able to understand them and comprehend
their feelings androvide them with adequate emotional support. P4 explainédh at y o u
don't have that human interactioo,you don't have, if somebody is here with me in my
office, they may feel a little bit more reassured because they actually have a person they
have somebody that they knollarough thechatbot, it doesn't have that human element
to it, they can never replace. So that may be, you know, less comforting s o me o n e . ¢
Understanding an individual's emotions afeklings andbeing able to respond
accordingly is called empathyEmpathy isan essential sociemotional skill for
successful interpersonal interactig290]. Althoughthe CA is a bot and the other end is
completely devoid of a human, it is essential that the CA emulate some human
characteristics to improve engagement. Given the automated nature of the CA, there is a
possibility that it acts in a manner that leaves the user feeling emotionally burdkrsed.

can occur, for instance, when the CA asks the user to repeat the story multiple times or
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fails to respond appropriately when the user needs immediate emotional sAp@itl
me nt i cothatlif dogsn't repeat questions in a harmyaly andhave them repeat

their own information. That'a really difficult story, unnecessarity.

3.4.3.3 DesignSuggestion$or Mitigating CA-Related Challenges
This part discusse how to reduce the challenges of using the &l its implicationsto

improve the quality of interaction and enhance the user's engagement.

1 Privacy & Safety GuidelinedNe recommendeveralpractices tamprovethe user's
safety.DV survivors might fear that their abuser will learn about their CA use or break
into their app to access it without their permissitbris reasonable to be concerned
since the access does not require technical expertise, and it may require merely
deducing a survivor's password that includes personal information (e.g., phone
number)[291]. As a means of providing a safe environment for users and allowing
them to converse freely, the designer should consider implementirtfactor
authentication. This approach would prevent unwanted access, and personal
information would not be compromised by incorporating identity verification into the
login processThis mechanism implies utilizing diverse authentication methods (i.e.,
pattern, PIN).In the same contextto safeguard survivors' privacy, the designers of
CAs should also make it known to survivors that passwords that contain personally
identifiable or public information can be compromised easily. This,use of
complex password patterns is highly recommended for tlere has been a call for
survivors' privacy education from the research294].

Another option to ensurthe privacy of a chat session, in addition to hiding the chat

feature,is to delete the chat sessidn.contrast to other applications, CAs or instant
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messaging applications typically retain the previous conversations if they are
reopenedHowever, if the previous conversationgre deleted and cleared from the
history, it would be difficult for the abuser to determine what was said even if the
application was hacked intéccording to the findings, the design of services for
vulnerable populationge.g., DV survivors)should differ from those for less
vulnerable populations (e.g., shoppers). Less vulnerable individuals, for instance,
might care more about usability and effectiveness than privacy/security. On the other
hand,higher vulnerable individualare more likely to pay attention to privacy due to

the highrisk circumstances thapayface.

In addition, the CA should be built according to the principles of transparency and
detailed explanation to ensure the safety of survivors and their information. This
implies clarifying the CA's purpose, and that all communications held by the CA
should be preserved and not released to the public and stored in a secure database.
Conversations between users and the CA should be confidential and anoriyimesis.

been demonstrated that survivors often prefer anonymous platforms (e.g., Reddit) as a
means to maintain their anonymity and priv@@4], providing them with aafe place

to share their experiences and receive support, and therefore designers should bear this
in mind. In addition, for the survivor's safety, the CA should not solicit any personal or
demographic information (i.e., name, age, race) that may violate their privacy.

Usability guidelinesSeveral practicesan be considered to make the CA easier to use.
First, to reduce user errors or redirect users to the wrong or same locations due to a
misunderstanding of the user query, designers of the CA might consider implementing

a retrievalbased module, in which the user can input their query, and the CA should
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direct them to the correct submodulédis implies that the CA should be trained and
programmed with multiple keywords and questions to ensure it fits the user'siquery.
other words, the CA should be able to recognize the keywords, link the user to the
appropriate module, and retrieve relevant informatkar.instance, when a ussays,
"Assessing risk", the retrievlllased module recognizes the inquiry as "Risk
assessmeat acondects the user to complete the risk assessment and obtain detailed
information. This would ensure that user errors are prevented, and usability is
enhanced, thereby increasing confidence in the CA.

Secondly, the designers should keep in mind that there is a possibility that there are
somesurvivorswho may lack the necessary knowledge to make the most of the CA.
This would recommend using simple, intuitive, and easyead language, avoiding
long answers, using words that everyone is familiar with, and composing
conversations in the form of omerone dialogueAs part of improving the readability

of content and useffriendliness it is highly recommended that the designer
incorporategables and visual imagasther than only relying otext Information can

be effectively conveyed to survivotisroughvisual displaysFurthermore, it may be
appropriate for the CA designers to include both bulttased and textased input
responses instead of being limited to one type (i.e., biskhsied) or enable carousels

in the user interfac® enhance usability and interactivity.

Emotional and social support guidelin€As Designers should consider how the CA
could provide a diverse range of emotional and social suppleese might come in

the form of preventing selflame, conveying to survivors that it is not their fault,

understanding the case, reframing the situation, not judging survivors, accepting
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survivorsodé stance, caring about Ssurvivor
empathi zing wit b [280luThe CA cauld @omdose ethoughtfyl
messagesnd empathic phrases a means of comforting survivofthe CA could

also serve as aemotional and informationa@mpowerment tool fosurvivors. Our
findings suggest that the CA may be a potential space for survivors who may
experience secondary victimization from the online community (i.e., social media),
thereby exacerbating the cas€his supports researchers’ recommendation for
technologymediated support for IPV survivors and vulnerable survivors adversely
affected by online disclosurgkl3], [291]

As the CA is a machine, it does not possess htdikarcharacteristics, which are
critical in interacting with the useif.o partially replace a human with a CA, a user
should perceive the CA as a social aci®ased on the Computers as Social Actors
(CASA) paradigm, humans employ the same social rules when interacting with both
humans and maching292]. Based on thishow humans interact with computers is
similar to how they interact with individualcorporating appropriate conversational
language into a CA enables users to experience a high degree of social piesence.
view of the foregoing, anthropomorphizing the CA is a crucial aspect, as it will
enhance the interactivity of the conversatiand facilitate emotional and social
support It is highly recommended that the CAs designer considers this design
principle. Anthropomorphic cues are likely to activate heuristics associated with
"humanness'{293], thus promoting social interaction with the G294]. Several
common approaches to promoting anthropomorphism in the CA, include utilizing

social cues like pauses before answefi2p] or using emojis in conversatiqa96]
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or showing the name and picture of 1BA (i.e., avatar)Figure 3.7). Certain social

cues may facilitate a CA's emotional support during traumatic conversdtiotise

same vein to maintain anthropomorphism in the CA and strengthen emotional
support, CA designers may consider promoting reciprocity and encouraging messages.
Recent research has shown that the reciprocity level in a CA has an effect on users'
willingness to disclose informatioand their perception of enjoymerand intimacy

[187]. Another suggestiolis to create personalized CA and support survivohss

can be dondy determining the user's needs and the use contexts and based on that,
the CA might customize itself (empathic, informatiqgral logical based).The CAs

can be seen as hybrids of their personalifes.instance, if the user asks for shelter or
financial needs, the CA should respond respectfully, but in an informational and
rational manner. On the other hand, if the users seek counseling or disclose their DV
story to the CA, the CA should respond empathically (i.e., acknowledgimg),
encouraging message$)verall, the CA should show a balance between logical and
emotional responses, which implies the CA should show empathy, but not overly so,
as some users may perceive it as fake emotional supput even provide emotional

support at all.
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~ ; ™

@ SafeHaven
n

El SafeHaven

Glad to hear that! @

Can you tell us what happen?

N @ _

Figure3.7: Conversation recommendations: Anthropomorphizing the CA

1 TheCAOGs c onv e:Basedton tlhenntefviews,w was learned that the concerns of
the DV survivors were related to safety, awareness, and support. In this regard, the
advocate's role is to fulfill these needs and to provide the semasteffectively As
such, it is imperative to assist survivors in getting the support they need and becoming
aware of the abusémportantly, the CA's nojudgmental nature aids survivors to
disclose sensitive information (i.e., DM)88]. Moreover, a lack of knowledge and a high
need for resources are the most typical reasons for seeking DV sg@cgd herefore,
we recommend starting by identifying the type of abuse experienced by the survivors, as
a way to promote their awarenessl educate themafter ensuring their safety. Figure
3.8depicts a visual representation of the major phases of the conversation flow of the

CA.

In the absence of recognition

greeting, and
assuring safety

Safety plan Resources

—>»  Caseinquiry = ——» Abuse identification — Inform survivor —» i
development provision

Figure3.8: Major phases of the CA's conversation flow



122

When the CA ensures the survivor is safe, it asks the survivor to describe what happened, and
so from that information, the CA will infer what kind of abuse was perpetrated on them. As part
of this screening procedure, the CA will explain the type of abuse, what forms it might take, and
how it can be prevented in the future. Following this, they will be assisted in setting up their
safety plan, and then they will be provided with a wide range of resources to pick from according
to their needs. Detailed explanations of all phases and subphases of the conversation flow will be

provided in the next chapter.
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4 SAFEHAVEN: DESIGN AND IMPLEMENTATION

4.1 Introduction

Based on thesurvivors' needs, theifaced challenges, and design guidelineentified in
previous chaptersthis chapter attempts to incorporate those guidelines into our defsign
systemin support oDV survivors.The findings of ouiinterviewsshowthat the main concerns
of the DV survivors were safety, awareness, and suppaetiousresearcthas also suggested
that manyDV survivors were unaware of the abuse they experienced or sought to know about
the resources and options available to them or sought a safe envirgad®nTherefore it is
of crucial importage that the tool is designed based on these considerations to enable survivors

to fulfill their needsadequately

Based onthe design rationale and advice provided by experienced professionals, we
developed a CA for survivors of DVFollowing the identification of the functions of reviewed
CAs and the classification of those CAs into several similar cateddiadde 2.3), our proposed
CA for DV survivorscan perform all of such functions. In addition, it consists of a hybrid
approach that allows users to respond using both bbtsed and textased response$his
would enable users to interact in a more intuitive and efficient way, while still providing the

necessary safety and functions for DV survivors.

To answer RQ3, and 4, this chapter first discusses the process flow of our proposed system. In
particular, the system covers the various stages that a DV survivor might go through. Further, we
describe the key features and functions that SafeHaven offers to assist DV survivors. Then, we

operationalize the design guidelines in our system and describe the major module -and sub
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module of our system. Lastly, we discuss the CA implementation and present our evaluation

plan

4.2 SafeHaven A Dialog Flowcharend Key Featureand Functions
Having a deeper understanding of the flow of the conversation would be helpful. Therefore,

this section, we discuss tipeocesdlow of our conversatiordesignfollowed by key featuresf

the CA. The process flowdemonstrates a diagrammatic representatigdhedolution along with

a detailed description of the steps crucial to solving the prodtesimultaneously provides a
comprehensive overview of the prooesand arranges thprocesseshronologically In our
study context, we have broken down puocesdlow into five majormodules namely, greeting
and assuringhe safety, screening and identifying abusggeveloping the safety plasurvivor

stories and referrabsource¢Seefigure 4.1).
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The conversation between the user and SafeHaveswttrta welcoming messagtllowed
immediately byassuringhe safety of users&Jpon confirmingthat the userare safe, SafeHaven
will proceed tothe mainmenu where the user will be able to browse different options. For
instance the user will be able to choose the survivor story module, where they will be able to
read the story of a survivor and learn what coping methods have been used to cope with their
trauma The user will also be able screen foabuse where they can identify the type of abuse
they encounterin addition, SéeHaven will introduce a safety plan @V survivorsand ask
whether they are interested in creating dfirally, SafeHaven will provide a variety of referral
resources and tips that stith e  meedsor dis or herto choose fromlt is worth noting that
the user does not need to follow the entire process flovgkiptsome phases while interacting

with SafeHaven. We describaeh module idetailin Section4.3.

A series of key features and functions are offered through SafeHaven to help DV survivors.

1 Screen and abuse identificatidn cases of abuse that are complex, vague, or unclear,
survivors may find it difficult to identify the type of abuse that they have been
subjectedto or might not feel they are being victimized. At the same time, some
survivors may be misinformed when they search for information. Therefore,
SafeHaveraimsto detect the type dV based on the victim's salisclosure through
keyword recognitionnt he user 6s input.

1 Risk assessmentVith the assistance &afeHaven, the survivavill be able toassess
their danger. Upon the survivor's completion of the assessment, Safeitveport
the survivor's level of danger as well as the likelihoodulfjecting taserious harm or

evenmurder.



127

1 Priority setting: It assists thesurvivor with setting their safety prioritiesn their
abusive relationships.

1 Referral resources: SafeHaven will direct the user to a variety of resources (e.g.,
housing, legal, family counseling, childcaesd financial assistancethat would help
in meeting their tangible needs.

1 Provide counseling tips: There is a rich library of information gmidesconcerning
DV available to survivors through SafeHaven. Survivors can learn about their rights in
the relationship through SafeHaven. Specifically, they will gain a better understanding
of some of the major family and legal issues like the importance of gathering evidence
and why evidence is crucial, divorce issues, protection ®atet how to file it, and
reporting abuse. Further, SafeHaven educates survivors about the types of evidence
they should consider gathering after an incident of abuse has taken place, and what
would be the followup after obtaining the evidence. Besides, the user will also learn
about the signs and indicators of potential abuse. For instance, how can you tell if
someone is being abused emotionally?

1 Privacy and safety: Severaieasurehave been adopted enhancehe survivor's
privacy and safety. As an example, we have designed an escape feature that enables
survivors to exita chat sessiomuickly in case others become aware that they are
seeking information of this nature. The survivors can exit the chat by clicking on the
exit button in the persistent menu at the bottom right or by typing "exit," which will
bring up the exit button that will navigate them to a neutral site (e.g., Google.com). In
addition, SafeHaven instructs survivors on how to clear or archive convessation

whenevethey are concerned about others being abéetessheir chat.



128

1 Offer emotional support: SafeHaven provides emotional and social support in the form
of preventing selblame, emphasizing that it is not the survivors' fault, understanding
the situation, and reframing it without judgment. Furthermore, to provide comfort to
survivors, it sends supportive messages and sympathetic phrases periodically.

1 Communicate in a simple language: SafeHaven provides simple and intuitive language
that is easy to understand. Rather than relying on lengthy details, it utilizes short and
summarized responses and employs words that everyone is familiar with, creating
conversations in the form of o#e-one interactions. SafeHaven also enhances the
readability of content by incorporating visual images and emaojis.

1 Offer retrieval modules: SafeHavenan recognize the survivor's inquiry for
information or service, linking them to the appropriate module (submodule), and

obtaining the relevant information.

4.3 DetailedDesign

We have created @A that translates design guidelines into practical forows: CA was
developed using th®anyChattool. ManyChatwas chosen for several reasons. Fitsallows
users to build &€A on Facebook Messenger Telegram and the NLP in the system enables
training information to be applied to a broader set of terms and phvegbsthe popularity of
Facebook Messengand TelegramManyChat has opted to focus on it as it is one of the most
common messaging platforms globally, with over 1 billion people using Messegkr700
million activeusersusing Telegranf298], [299]. Additionally, thissystemenables the end user
to practice different interactivity features, like typing, clicking buttons and links, browsing
catalog caroussland categories, and sending and receiving messages to and from the bot.

Further, at the design level, the user will be shown elements of text, buttons, carousekamaage
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other design features that may have a great deal of effect on the user's overall experience.
ManyChat offers various automated and intelligent features like keyword recognition,
personalization, a variety of automation options to cater to the needs oflasatien detection,
supporting multiple conversation paths, and the ability to redirect users to specific websites or

places.

In this section we provide detailed descriptions of eaoh the four main modules of
SafeHavengreeting and assuring safety, screening and identifying ablegeloping the safety
plan,referral resources and survivor story.

4.3.1 Greetingand Assuring Safety

SafeHavergreetsthe user, theimtroduces the purpose of this chat session, as well as how it
aims to enhance the user's awareness of the isdé ahd provide assistance in responding to
it. The welcome messagdso emphasizes confidentiality and privacy @inversationlt also
asksthe userwhat he/sheprefers to be calledNext, the usersis informed of some safety
strategiesto ensure their safetyThese strategies are designed to protect users' privacy and
minimize their risk of being identified or hacked by their abudeos.instance, the usérarns
howto exit the chat session and be directed to a neutral wébsitevww.google.com)Further,
the usewill be informed about how to archivar delete chat conversatio(see figuret.2).

Following the welcome message and greeting, we designed a conversation in which the CA
asks survivors about their safety amell-being,and whether they amvailableto communicate
at that moment If they are not safeSafeHaven strongly recommends that the individualstake
some safety precautions, such as calling 911, reaching out to close family and friends, or
contacting an advocate of the National Domestic Violence Hgiee figure4.3). On the other

hand, f the userensurs they are safe, SafeHan then ask some journaling and opening
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guestions, which will helpuild rapport andelieve stress, as well as give a better understanding
of the users' needs hynderstandindghow they feel and what they do on a daily bd&B7],
[300].

Let's get started @& -

Hello, and welcome to SafeHaven Z3. It is my pleasure to listen to you whenever you
need it.

Before we get started, what do you prefer to be called &7

Welcome, Alex, and thanks for using SafeHavenas.

Through our conversation, please feel free to answer questions freely, as this helps us
to deliver accurate information to you §).

SafeHavenzy in simple words is a chatbot that provides support to survivors of
domestic violence, educates them about the facts about domestic violence, and
promotes their awareness.

Through SafeHaven, you can learn about your rights and understand abuse signs I ,
develop your safety plan, access various services (such as a shelter or lawyer), and
assess your safety 4.

The entire conversation will be stored privately and kept confidential@. Bt
Resources @
If you feel unsafe and you want to exit the conversation at any moment, please click
on the menu bar icon in the bottom right and then press “Exit ] * and You will be Main menu(J
transferred to a neutral website. |

QE®SD s .0

Figure4.2: Welcoming message

Sure ez .Before we continue with our
conversation, may | ask if you are safe
now?

Yes. | feel safe

No. | feel unsafe

No. | feel unsafe

| am sorry to hear that . . For your safety, you might consider these options.

If you find yourself in a dangerous situation, you may consider contacting the police
w3
Would you be comfortable calling the

policegy?

Yes, Call police &

No

As an alternative, you may wish to contact one of your family members or a close
friend to ensure that you are in good hands §§.

If you would like to speak with an
advocate from the National Domestic

Violence Hotline, you may wish to do so
through live chat

Contact DV Hotline(]

Figure4.3: Assuring safety
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4.3.2 Screeningand Abuse Identification

One of the consensus&®m our interviewed domain experts that theCA can serve as a
starting point as well as a safe space for survivors to become more aware of their situations
Thus we have developed a module tlmtfocused orscreening and abuse identificatidn
particular, the module assists the survivor in gaining a better understanding of the type or types
of abuse that he or she has experienced, while also increasing their awareness by offering tips
and prevention strategies to prevent future abimséhe first step, Saféaven asks about what
happened tahe survivorand their experiencgigure4.4). If the survivor is not interested in
sharingthdr experience, they canter"skip" in the input fieldto proceed with the development
of their safety plan, or to access referral resouritethe event that the survivor writes about
his/herexperience, SafeHaven initially expresempathy and offer emotional suppand then
determins the type(s) of abuse (e.g., emotional abuse, physical abuse, or financial @buse)
using a keyworébasedmethod and outliningheir various forms and how they relate to other
abuse typegFigure 4.5). Afterward SafeHaven ensusd he user 6s swhetekery and
they are exposed to any higkk situations or danger&Vhen a user indicates a need for
immediate assistanc&afeHaven offers them a few safety tips and then connects them to the
appropriate first respondefer further assistance~or example, SafeHaven suggetiatthey
may call the police, find a hospital near them, or contact the National Domestic Violence
Hotline. If the user indicates they are safe, SafeHaven previdsm withprevention strategies
and tipson how to prevent such abusive actions in the futdisean example, it recommends that
they inform a trusted persoof the abuse incident, develop a safety plan, identify support

services, and so diirigure4.6).
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[ZAs mentioned earlier, one of the goals of SafeHaven is to increase your awareness
and to ensure you receive the information you need | .

Now let's move on to the topic .

[ As part of this session of SafeHave, | hope that | will be able to gain a better
understanding of what you have experienced so that I can inform you of the type of
abuse you have encountered.

%50, could you please describe what happened and what you experienced? (Note: If
@ you prefer not to say, write down skip)

My husband constantly criticizes and insults me. He screamed at me yesterday for

being late cooking food. In my attempt to calm him down, he became more angry
and punched me that left a bruise.

Figure4.4: Abusescreening

Thanks for answering the question 7.

First, sorry to hear that you experienced such a traumatic event .. . You didn't deserve
what happened to you . It is not your fault!

My best efforts will be put forth to educate and assist you zz. © *

%4 The answer you provided shows that you were subjected to both emotional and
physical abuse.

@ | will describe each in simple words , .

{4 Emotional abuse is a form of behavior in which the perpetrator repeatedly insults,
humiliates, and causes fear in an attempt to control the survivor@p. It can take
different forms, including:
Q Insults, put-downs, humiliation, or name calling.
(Criticizing, yelling, or blaming.
Q Controlling or isolating.

@ Q Gaslighting, or threat.

{4 Secondly, physical abuse is intentionally imposing physical force on someone
without their consent. Such acts can result in physical pain or injuries for a long time
<. A physical abuser may do the following:
Q) Shoving, pushing, pulling.
QO Kicking, hitting, slapping.
Q Punching, pinching.

@ Qstrangling, choking.

{4n many relationships, emotional and physical abuse go together. The abuser
often uses emotional abuse when he or she cannot physically hurt the survivor.

Figure4.5: Abuse identification
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(4 Now let's discuss general safety tips to protect yourself in the future.

(4 Basically, it can be difficult to find a way out of an abusive situation.

L4 Abusers often use different tactics (i.e, threats, coercion, emotional) in order to
maintain the relationship and might escalate their violence when the survivor decides
to end the relationship 1 .

4 You can take steps to protect yourself against DV, regardless of whether you are
still living in an abusive relationship or even after you have left your abusive
relationship .

(4 You might consider the following tips for your safety:

+ Inform a trusted person about abuse.

+/ Be careful when using cell phones or computers, since they could be monitored.
+ Prepare an emergency escape bag with money and essentials.

+ Prepare an emergency safety plan when you are concerned that the situation will
worsen.

Also,

+ Consider consulting a lawyer.

+ Track your finances and maintain a personal bank account.

+ Learn about support services at your local library, health care provider, and
neighborhood center.

Figure4.6: General safety tips

4.3.3 SafetyPlan Development

This module provides the user with the opportunity to develop a safety plan. In simple words,
a safety plan is a series of steps designed to reduce the possibility that a survivor will be
negatively affected by theabusers Throughout this guide, they will find relevant information
abouttheir family and life that will allow them to improve their safety when dealing with their
children and their partner, or when staying at home or in other places where they spend time on a
daily basis. A survivor can use this plan to make decisions in advance, regardless of how much
trauma they are experiencing. As thegntinuouslyconfront any abusive actions, they have

clearly outlined the steps that they can take.

In our design, we simulated the interactive safety frlam the National Domestic Violence
Hotline (https://www.thehotline.ong Theplan consists ofeveral suiphases, including ensuring

the safety of survivors at home, at school, with their children, and when they interact with their


https://www.thehotline.org/
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partners. For instance, the bot askhem where they could go for safety if they feel
uncomfortable at home, or what items (i.e., ID, cash, passport) they would take with them if they
had to leave home rapidly. Bddition when they are asked about the safety of their children,
theyareasked what code might be shared with their children if they feel inséuipart of the
process, the uses asked a series of questions that will guide them in determining their safety
options(see figure4.7). Upon completion of all questions, thegnreview their personalized
safety planin a structuredooking manner(see figure4.8). The CA presents answers the
survivors and informs them that they may copy, screenshot, or print them for later reference
Lastly, as it is important to note, SafeHaven recommends that users include accurate and
comprehensive information in their safety plan, maintain the safety plan in a safe and accessible
location, and give a copy of the safety plan to someone they trust.

Here are questions to help you organize your plan ~.

First, has anyone in your family been aware of your relationship = 7

What phrase or word can you use as a code in a phone call or text message to ask
your family, friends, or neighbors for help without your partner's knowledgegg?

1 wish it would be sunny!

When you're alone at home, who can you stay with&g ? (Keep this person’s phone
number on your emergency card.)

ALAN, Phone #: (123)456-7890
Where else could you go for safety if you're uncomfortable at homei;.?
To my friend's home (Adam)

What items would you take with you if you have to leave your home quickly(i.e., your
1D card, cell phone @, debit card=—, car key ,)?

ID, Cash, Laptop, cell phone, phone charger

Figure4.7: Developng a safety plan
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Here is your Interactive Safety Plan .

--PART 1 OF MY SAFETY PLAN--
#3My code words that | will use whenever I need assistance: | wish it would be
sunny!
4My code word with my children: It is cloudy now
EWhenever | need assistance, | can rely on these people§f ...
At home: ALAN, Phone #: (123)456-7890.
+/If I have to leave my job: My sister Jessica.
+/If I need a ride and am stranded: My friend ALAN, Phone #: (123)456-7890.
' When deciding to end a relationship: My sister Jessica.
/' When | need childcare: My Mother, Phone# (234)567-8901.
4 To speak with a National Hotline advocate, | will call 1-866-331-9474.

--PART 2 OF MY SAFETY PLAN--

G WwWhen | need to go to a safe placeg:

+/If 1 do not want to stay at home, I'll go to To my friend's home (Adam).

+ If 1 decide to end my relationship, | can do it at: At one neighborhood coffee shop.
+'When my children are at risk, | will direct them to: playroom, or move them to my

mother's home..

+/ My nearest police station is:

https://www.google.com/maps/search/near+police +station

4 Whenever | go out, I'll inform My Mother, Phone# (234)567-8901 where I'm going.
3!In case | have to avoid seeing my partner, I'll use this route:

At work: Route Z

When | have to leave home urgently, | will take these items:ID, Cash, Laptop, cell

phone, phone charger

Figure4.8: Personalized safety plan

434 Sur v iStooes s 0
This module discusses the stories of DV survivors and how they coped with challenging
circumstancesThese narratives offer valuable insights into the direct experiences of survivors,
aiming to shed light on different aspects of situations of s module describes strategies to
assist survivors on how they may engage with local domestic violence programs, elicit assistance
from their social networks, or seek legal counsel, thereby fostering an environment that

facilitates empowerment and positive char{§&ure4.9).
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, Demi is 31 and was raised by caring parents.

, Even though she was an only child and had a happy childhood, her life took a big
turn in 2006 when she was abused by her first ex-abuser, which caused her physical

and mental pain |

, This terrible experience happened again with a second ex-abuser who hurt her
severely with both verbal and physical violence I .

, After leaving these abusive situations, she struggled with eating disorders&s.

, Through determination, education, and exercise, she found the strength rebuild
her life againg

, She found that exercising, talking to her family and friends, and telling her story
were the most effective treatments for herig®

, Now, she is committed to raising awareness about domestic viclence and will
soon publish a book that details her storyLL).

Figure4.9: An example of thewsvivor's story

4.3.5 ReferralResources

To develop the resources module, eveateda list of DV support services. In particular, we
selected seven maiypes ofsupportresourcesincluding local DV services, family services,
legal services, medical and mental healthcare services, national crisis organizations, financial aid
resources, and informational resourcés. designing SafeHaven, we incorporated several
resources from national and nprofit organizations' websites that are dedicated to helpwig
survivors. Examples of these organizatisesvicesare The National Domestic Violence
Hotline, The National Coalition Against Domestic ViolencEhe National Network to End
Domestic Violence, WomensLaw project (Womenslaw.org), 211.org, DomesticShelters.org, etc.
It is essential to have these facilities available to assigiveus throughoutthe entire process of
addressing their incident&urvivors canexplorea list of available support services ati
options for each type of the service, g¢hdn choose an option from a carousel menu under a
specifictype of support servic€See figure4.10. To fit into thespace ofC A 6bsttons, some
support service optionare labeled withtheir shorthand notationgi.e., NNEDV instead of

National Network to End Domestic Violence). After the survivor has reviewed an optiddAthe
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allows them tocontinue to explorether referral or informational resource options or navigate

back to the main menWe will describeeach type of support servigedetail next

-
@ {4Several resources are available to you if you are experiencing such difficulty .
4 These resources cover a wide variety of areas, such as local DV services, family
services, legal services, medical support, national organizations, financial aid
@ resources, and informational resources.
@ Take a look at these resources and select any that might be useful to you &*.
(o
L.
E “s
)
%
I
$ /
o)
r >
Local services and support groups§ Family ServicesQ
Find DV shelters, DV advocacy organizations, Find family therapy, child aid, family support
or DV support groups
Find shelter Family therapy
Find local program[T] Child aid @
Find support group & Family supportQ
@
Ol @D ke +® =

Figure4.10: Resources module

4.3.5.1 Local Servicesand Support Group
The local servicescomprise three main categories: finding BV shelter, finding an
agencyl/local program providing domestic violence services, and finding a domestic violence

support group.

1 Find a domestic violence sheltdrhis submodule is designed to assist survivors in
locating domestic violence shelters in their arféiast, survivors learn how shelter
contributes to their safety and the safety of their belongiggfeHaventhen
recommends that survivors take into consideration several factors leefereghome
andseeking shelter. This involves knowing when to leave, where to go, and what to
take, as well as how to keep the details of your plan secret from your abuser.

Following that, SafeHaven asks the survivor to share their location to determine a
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nearbyshelter (see figuré.11). Upon sharing the locatiosafeHaven refers survivors

to the Domestishelters.org website, where they can find a listarbyshelters with
detailed information, including contact information and service offer(sge figure

4.12.

Find alocal domestic violence prograrBafeHaven would connect the survivor with
local programs and agencies that provide support services. As a preliminary step to
sharing local programs, SafeHaven will explain the importance of local programs and
how professionals’ recommendations and referrals can potentially mitigate the effects
of the DV. Following that, SafeHaven will ask the survivor to share their location.
Once the location is shared, it would refer them to the Domesticshelters.org website,
which would display a list of all available programs in the city they live in. As a
further recommendation, SafeHaven would also refer the survivor to another website,
The National Domestic Violence Hotline, which provides an updated list of services

and information about the local programs in the survivor's area.

4 Survivors of DV often lack safe and affordable housing .

W4 Shelters provide survivors and their children with protection, support, and
@ resourcesfy.

4 Here are a few tips to consider:
, Make a safety plan
, Keep a list of emergency contacts
, Get your "escape bag" ready
@ , Lastly, If you feel in danger, call 911

I may be able to assist you in finding a local DV shelter in your area #.

@ Would you please write down the city you live in or your zip code ©?

28269

Thanks s . By clicking on the following
button, you can find a list of domestic
violence shelters near you that may be of
assistance to youy/.

Find a shelter(}

C@ P Mm@ A ‘o
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Figure4.11: Find a shelter

"28269" 19 Locstions

SURVIVORS OUTREACH MINISTRIES

DV Focused Pet Options  wl Profile Strength: 79%
%, Phene 727-371-5385
@ SeeHours v

Q@ s-10 mi

Er

See Shelter WishList
Updated: Dec 21, 2023

Safe Alliance

[3 Emergency Shelter DV Focused PetOptiens  uf Profile Strength: 76%
%, 24/7Hotline 980-771-4673 Y, Admin 704-332-9034
O SeeHours v

Q 610 mi

w See Shelter WishList
Updated: Jan 20, 2022
Baitul Hemayah Domestic Violence
Shelter
[ Emergency Shelter DV Focused o Profile Strength: 74%

%, 24/7Hotline 930-495-0492 @ Text 704-764-1773 %, Admin 930-495-0492

Figure4.12: List of nearby shelters (Domesticshelters.org)

1 Find a domestic violence support gro@ommmunicatbn not only allows individuals
to make sense of their experiencésit also provides support, acceptance, and
reassurance from others who have experienced similar incidentght of this
concept, SafeHaven assists survivors by connecting them to different online DV
support groupsincluding social media grosp Firstly, SafeHavendiscusses the
importance and benefits of participating in such groups as a means of alleviating stress
and isolation, as well as gaining empowermditten it offers several optionsfo
online support groups that the survivor might reaahtg such as DomesticShelters,
Fort Refuge, Hope RecovergndLove Is Respectin addition, it also refers them to

somesocial media groups that concentrate on supporting DV survivorBidak The
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Silence Against Domestic Violence (BTSADV) group on Facebook, and

fir/ domesticviolenceodo subreddit on Reddit.

4.3.5.2 Family Services
Under this category, we have designed threensatiules with the potential to support
survivors of DV with family-related servicesincluding family therapy, child aid, and family

support.

1 Family therapy One of the most important features we implemented irCihes the
capability to refer users to a family therapist. The purpose of thisnsdlle is to
assist survivors in finding family therapists in their local area. Initially, SafeHaven
emphasizes the critical role that a family therapist plays and how family counseling
can benefit the survivor and their familxlso, the survivorcan learnwhat point to
seek the assistance of a family therapist. In addit®afeHavenalso offers
recommendations on how to find a therapist (i.e., consult your primary daatbr,
research their degrees and credentials). As a final ste@Atlveould ask the survivor
for their location to locate a family therapist in their affegure 4.13. Following the
sharing of the location, théA would use the shared location to direct the user to the
website of the American Association for Marriage and Family Therapy, where they
could find a list of family therapists in their ard@ure 4.14).

1 Child aid As part of this submodule, SafeHaven introduces the risk of child
maltreatment as well as its physical and psychological consequencéddranand
their families. Additionally, SafeHaven provides advice to survivors, especially if they
are parents, regarding how to handle this type of abuse. By way of exampl# the

suggest that parents learn how their children behave, educate them about their rights,
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and report abuse if necessamhe CA then refers the survivor to the ChildHelp
hotline, where they can learn about child abuse, reporting abuse, parenting styles, etc.
In addition,the CAoffers a referral option to the Child Welfare Information Gateway
website, which provides awareness programs and resources geared toward working

with children and adolescents suffering fr@.

Family therapy &

L4 A family therapist can assist you in improving the relationship between you and
@ your spouse, children, or other members of your family §§ .

L4 A variety of issues can be discussed including marital or financial difficulties,
conflicts between parents and children, and the effects of mental illness on the

family.

{4 You might consider seeking a qualified family therapist when:
, Violence or threat of violence is present
, Family members are not communicating well
, Family has experienced trauma
, Extreme emotional reactions in the family

{4 Prior to seeking family therapy, consider these tips:
, Consult your primary doctor.
, Check your insurance coverage
, Be aware of your feelings during your consultation

It would be my pleasure to assist you in finding a nearby family therapy facilityes .

@ Would you please write down your zip code ©?

28269

Thanksgs. By clicking on the following
button, you can find a list of family
therapists near you that may be of
assistance to youy/.

Find a therapist

Figure4.13: Find a family therapist
Therapist Locator

United States Therapists

ea vy Loca e
*Zip 28269
*Within distance (miles) 25 v

Name
Showing 1 - 25 of 47 Records Results Per Page: 25 v

Name: Sylvia Jessup, MA _MBA _LMFT,_AAMFT-S, _LCMHC, LCMHC

Qs

Address: Sylvia Jessup Counseling Services PLLC Highland Creek
Charlotte, NC 28269

Distance: 0.00 miles

Name: Kelly Saylor MACC, LPC, LMET, AAMFT-S

Address: Sure Hope Counseling & Training Center 1935 JN Pease Pl
Suite 204 Charlotte, NC 28262

Figure4.14: List of family therapists (aamft.org)
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1 Family supportThis submodule explores the role of family support and preservation
programs and how they contribute to the continuum of faoelytered services
targeted at strengthening and supporting families. In this regard;Aheefers the
survivor to a couple of options that offer these supportive programs, including
211.org, the National Family Support Network (NFSN), the National Parent Helpline,

and Just in Time Parenting.

4.3.5.3 LegalServices
In this category, we have designed threemaolules that are intended to support survivors of
DV with legalrelated issues, namely finding a lawyer, law help, and finding the nearest

courthouse

1 Finding a lawyerlIn the legal context, one of the survivor's most important needs is to
find a lawyer. In this regarcafeHaverprovides a service that refers the survivor to a
lawyer. In its initial messag&afeHaveremphasizes the importance of a lawyer in
DV cases and demonstrates how a lawyer's experience and knowledge can benefit the
survivor from a variety of angles, including defending the survivor during the case,
knowing legal issues and court procedures, and finally, limiting the continuation of
violence and mitigating its consequences. Following thiasksaboutthe survivor's
location to locate a lawyer in the area. After receiving the shared locatiah direct
the user to the FindLaw website, where they will be able to find a list of law firms
specializingin DV in their arealn addition, SafeHaverwould also provide a referral
to the WomensLaw website, where survivors can find a listing of legal assistance

providers in their state.
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1 Law Help This submodule was designed as a means of raising awareness regarding
legal matters. In particular, the survivor will be referred to a state LawHelp guide
where they can identify links to legal aid and public interest law offices, basic legal
information, court forms, getting help from a lawyer, s&lf/ocacy tools, and other
social services information in their statén addition it also assists survivors who
cannot afford a lawyer to obtain free legal assistance through legal aid offices.

1 Find a courthouseThe courthouse is a crucial resource for survivors when filing a
protection order, custody, divorce, or any other legal matter. In thisnsdble,
SafeHaverdiscusses the role of courthouseDM issues and assists the survivor in
locating a courthouse in their county. In the beginning, it tasichghe importance of
the court and how it contributes to many issues relat&Mtosuch as child custody,
divorce cases, protection orders, parental rights, and others. Additianallflines a
few safety tips that may be helpful to the people who are in the courthouse, such as
staying with family members or friends aheing close to the security guards. In
conclusion, SafeHavenasks survivors to share their location so they can locate
courthouses in their ard&igure4.15. Once the survivor shares the locatidnyill
refer them to the Women'sLaw website, where they can locate the courthouse in their

county(Figure4.16).
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(¥ Every person deserves to feel safe and respected, regardless of their age or
relationship history@.

{ Personal safety is of the utmost importance in the law, and DV is not tolerated®.

{8 A courthouse facilitates a faster, more consistent, and more thoughtful resolution
te a family’s legal concemns .

@ Family court judgesy@ hear cases involving:
, Neglect, abuse, dependency allegations
, Parental rights terminations
, Domestic violence
Rights related to child custody and visitation
Divorce and its related financial aspects, such as child suppert and alimony

'
&% Whether you need a custody order, divorce, protection erder, or anything else,
you should contact the courthouse and ensure it is able to provide the service you
need 3.

%4 Upon arrival at the courthouse, the clerk will provide you with the necessary forms.

(& The clerk may be able to provide basic instructions if you need assistance filling
out the forms.

{8 Cnce you are in the courthouse, there are a couple of safety tips that can help
make you safer:

, Stay with the people you came with

. Ask a member of the court staff about safe seats near courthouse security

, You can ask the bailiff to keep you away from the abuser

I may be able to assist you in locating a courthouse in your area #

Wiould you please write down the state you live in({ Please write it using an
abbreviation e.g., NC, FL, KS, CA) &2

Thanks & . You can locate courthouses in
your state by clicking on the link below.

Find a courthouse &}

Figure4.15: Find a courthouse

i . - Espaiiol _ Email Hotli
- WomensLaw.org

NNEDV  Because knowledge is power.

About Us Legal Information About Abuse Places that Help Donate

Places that Help: North Carolina

Home » Places that Help » North Carolina » Book Hierarchy » Courthouse Locations.

A Backtou.s.map Courthouse Locations
dated: April 27, 2015

Below is a list of courthouses where you can file for a protection order. (If you want to file for custody, divorce, or anything
-~ else, you may want to call the courthouse to make sure that the court we have listed is the proper courthouse.) At the
courthouse, the clerk will provide you with the forms that you need to file. If you need assistance filling out the forms, the
clerk may be able to give basic instructions, but the clerk usually cannot help you decide what information to write or give

.Nonh Carolina . you any sort of advice. You will also find links to online forms at our NC Download Court Forms page. For further help, you

may want to reach out to a local domestic violence program or a legal services organization. You can find links to both
PLACES THAT HELP types of organizations on our NC Places that Help page.
Advocates and Shelters
Organized by County:
Findinga Lawyer ViewAl ABCDEFGHIJKLMNOPQRSTUVWX Y?Z
Courthouse Locations
Maran

Figure4.16: List of courthouses locations (WomensLaw.org)
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4.3.5.4 Medicaland Mental Health Care Services
We identified threemain resources thatan provide physical and mental health services
DV survivors including finding a doctor and hospital, mental health services, and disaster

distress.

1 Find adoctor/ hospital Due to the possibility oDV-inducedphysical and mental
harm, finding a doctor or hospital for theurvivor is an invaluable functiorof
SafeHavenThis submodule aims to assifte survivor in locating a doctor or hospital
in their area. In its initial discussiorgafeHavenemphasizes the critical role of
healthcare professionals and the fact that they have a unique ability to identify
problems (i.e.DV that may not be obvious at first. It also discusses how healthcare
professimals may be able to assBV survivors in several ways, includingut not
limited to, providing general and individualized screenings as well as maintaining
patient confidentiality(Figure 4.17). Following this,it offers a few tips on how to
choose healthcare providers that could meet the survivor's riEesls.it aslks the
survivorto share the information dfieir location tchelplocate a doctor or hospital in
their arealt will thenask them whether they want to find a doctor or hospital. If they
choose to look up a doctor, then they can specify what kind of cordamialtythey
are looking for (a., orthopedic, cardiologyFigure4.18. TheCA then uses both the
shared location and user condition and then sdfex survivor to the US News Health
website, where they can access a list of doctors specializing in the condition they are
looking for in their aregFigure4.19. Onthe other handf survivorsare looking for a
hospital, they will be referred again to the US News Health website to find a list of

nearby hospitals.



Lawyer @ A Doctor A &hospital[fj
Law Help &8 Mental Health®)
Courthousefai Dissaster distress@)

%A person who is involved in a relationship where domestic violence is present is at
risk for a wide range of health problems s

E4Primary health care is mainly responsible for providing continuous and
comprehensive care to the survivorg .

[ Another major purpose of a primary health care center is to address the health
and social needs of the underprivileged.

[4Because healthcare professionals are regularly in contact with patients, regardless
of the reason for their visit, they have an important role to play in identifying
domestic violence survivors @ § .

[ Healthcare professionals can assist survivors in different ways:

, Refraining from victim blaming i,

, Performing individualized and general screening' 3,

, Keeping records of injuries and abuse details =

, Making referrals to community resources ~ 3
, Ensuring the privacy and confidentiality of patientsi}

Figure4.17: Find a doctor/hospital

| may be able to assist you in locating a doctor/ or hospital in your area ®.

Would you please write down your zip code @7

Thanksgs . are you looking for a doctor or
a hospital?

Doctor A &,

HospitalC§

Suregs. What condition or specialty are you seeking (i.e., Dentistry. Cardiology.
Ophthalmology, Diabetes, Allergy,)?

Thank yougs . Please click on the button
below to locate doctors in your area who
specialize in your condition @ .

Find a doctorf)

Doctor §, 8hospital -

orthopedist

Figure4.18: Find a doctor (Sharing tHecation and providing the specialty)

Doctor &
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HEALTH » Hospitals Doctors Senior Living Diets & Wellness Medicare Product Rankings & Reviews Medical Review

aNE
Lushesurs| s

Home / Doctors / Orthopedists

Orthopedists in 28269

Learn more about Orthopedists and find the best doctor for you

CSpecialty: orthopedist x) (analinn: 28269 x) Name More Filters/Sort 0
293 Doctors
Sponsored M 6-10 Years of Experience
Dr. Abhishek Ganta MD ® 1 Language
A ting New Patient:
Orthopaedic Surgery & Acocepting New Patients

General Orthopedic Surgery
@ 0.59 miles from 28269

1025 Morehead Medical Dr, Charlotte, NC, 28204
Book Appointment
Dr. Abhishek Ganta is an orthopedist in Charlotte, NC, and has been in practice between 5-10 years.

¢ DI'. Jonathan J_ Paul MD Ak Ardrdk 35reviews M 21+ Years of Experience
# 1 Language

Orthopaedic Surgery
Orthopedic Sports Medicine

d Q 2.67 miles from 28269
10616 Metromont Parkway, Charlotte, NC, 28269

Figure4.19: List of doctors (the US News Health, https://health.usnews.com/)

1 Mental healthWe learnedrom our interview studyhat DV has a negative and severe
impact on the lives of survivors, particularly on their mental health. DV can
exacerbate mental health problems in survivors, including depression, anxiety, and
PTSD. In light of this fact, we have developed a-sumule aimed at educating
survivors about mental health, available treatment options, and various referrals that
can contribute to alleviating the severity of this problem. SafeHaven highlights first
the grave consequences¥ and its impact on mental health.t&fward, SafeHaven
suggests a variety of resources that might be of help to the survivor. For example, it
refers to a tool developed by the Substance Abuse and Mental Health Services
Administration (SAMHSA) that helps individuals locate behavioral health treatment
facilities for psychiatric illnesses. Likewise, SafeHaven directs survivors to the Mental

Health America website, which provides information on the appropriate treatment
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options for them, how to obtain help (local health departments, marriage, and family
counselors), and which mental health professional is most appropriate (psychiatrist,
occupational therapist).

91 Disaster distresDuring a time of emergency and disaster (such as a DV incident),
survivors are encouraged to maintain their emotional wellness to protect themselves
and their familiesThis type of service will helgurvivors learn about the risks of
distress angetsuggestion®n howto mitigate the impact of such a risk. Specifically,
SafeHavenoffers some tips on how to deal with distress following a disaster. In
addition, it refers the survivor to the Disaster Distress Helpline (DDH), which
provides immediate professional assistance to anyone suffering from emotional

distress due to a disaster, whether it is natural or caused by human action.

4.3.5.5 NationalCrisis Organizationand Aid
The national level of servicascludesnational organizations that offer assistance to survivors
of DV. We mainly consider three resources in our design, includhmg National Domestic
Violence Hotline, the National Network to End Domestic Violence (NNEDV), and the

LovelsRespect project.

1 The National Domestic Violence Hotlinghe purpose of this suimodule is to refer
the survivor to the National DV Hotline. It immamportant referral resource that may
be highly useful to the survivor in obtaining immediate assistaBedeHaven
describes some of the resources that the hotline offers, such as makitegyaplan,
searching for local resources and agencies, identifying legal resources available in the
survivor's community, learning about healthcare services, and being able to locate

providers.
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1 The National Network to End Domestic Violen@¢éNEDV): It is the purpose of this
organization to produce soci@conomic, angolitical change in order to eliminate
DV. As part of this submodule, survivors will learn abosbmeNNEDYV projects that
may benefit them. To illustrate&SafeHavenrefers a survivor to the WomenLaw
project, which provides legal information, particularly for those representing
themselves in court, safety advice, tips for working with a lawyer, and much more.
Furthermore,jt makes a referral to the SafetyNet project, which provides survivors
with technology safety tips, information, and privacy strategies.

1 Love Is Respectlt is part of the National Domestic Violence Hotline's projieit
aims at preventing problematic relationships and intimate partner violence by
providing education, support, and resources. In this submodule, we provide the
survivor with an opportunity to explore what resources and supportive services are
offered by this project. SafeHaven briefly describes a few of the project's resources,
including safety planning, understanding abuse signs, finding local resources, learning

tips forarelationship, and learning safety tips at home, work, and online.

4.3.5.6 Finangal and InKind Resources
This submodule is designed to connect survivors with different funding anekimal
resources, which may have a great deal of value for survivors, especially during a tragic event.
We have designed three soiodules under this category, including financial resources, food

resources, and healthcare resources

1 Financial resourcesiven the fact thaDV can have a significant financial impact on
survivors, it isimportantthat SafeHaverprovides survivors with access to financial

resources and raises their awareness of financial issues emanatirigMrdror this
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purpose, we designed fooptions for financial aid covering housing and utilities,

financial education, crime victim compensation, and student assigtiguaec4.20.

{41f you are looking for financial assistance, there are a number of resources
available to you, :

Housing and utilities Financial education&
Housing and utility assistance Learn more about financial education

Housing&Utilities ) Financial education&

Figure4.20: Financial resources

0 Housing and utilitiesAs part of this submodule, survivorgareable to access a

variety of housing assistance resources that will assist them with housing

matters such as paying rent and bills. As a first stepCthehecks with the

survivor to determine whether they require temporary housing. In this case,

they are referred to the DomesticShelters.org website, which provides

information on safe temporary housing in their area. OthenaéHaven

provides access to a range of housing assistance services, including rental

assistance, mortgage assistance, general utility assistance, and LIHEAP

assistance.

Under the option of rental assistan&afeHaverdescribes various programs

and resources that offer rental assistance funds or can help the tenant negotiate

a payment plan with their landlord. By way of exampterefers to a tool

developed by the Consumer Financial Protection Bureau that assists
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individuals in searching for local rental assistance programs in their area.
Furthermore, the€CA also introduces the survivor to the Emergency Housing
Voucher program offered by the American Rescue Plan Act (ARPA) and
designed to assist families and individuals at risk (i.e., DV survivors).

Under the housing and utility assistance-suiidule, SafeHaveralso provides
mortgage assistance. In this option, BA refers the survivor to several
resources and provides tips to assist them in managing their mortgage
payments. For example, it suggests that they contact their lender or loan
servicer directly to discuss foreclosure prevention optitbredso shares a link

to the Department of Housing and Urban Development website, where they
can obtain additional information about their optiorsafeHaven also
recommends that survivors contaet-2 to speak with a trained call specialist
about local mortgage assistance programs.

General utility assistance is another option that is designed to aid survivors
who have difficulty paying their bills on time and allow them to access
different utility assistance programs. A variety of utility assistance programs
for internet, phone, and water services are shdfed.instance SafeHaven
refers the survivor to the Emergency Broadband Benefit Program, which is
funded by the Federal Communications Commission (FCC) and offers
discounts for broadband services to eligible households. In addition, it refers
them to theLow-Income Household Water Assistance Program (LIHWAP),
offered by FCC, which provides benefits for lovincome households

experiencing water bill hardship.
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SafeHaveralso makes a referral to the Ldncome Home Energy Assistance
Program (LIHEAP), whicloffers supportwith utility bills and energy costs for
low-income householdét explains what this program offers and then connects
the survivor to the program's contact information and website.

Financial educatianOne of the most devastating effectsf is the loss of
financial resources. It is common for DV survivors to suffer from financial
hardships or be unable to manage their finances, which continuously places
them at risk. Taking this into account, this option was designed to allow
survivors to learn about several financial education programs and gain a better
understanding of how to handle their finances, understand credit, and save
money. As an exampleSafeHavenrefers the survivor to the Financial
Education Webinar Series developed by the National Coalition Against
Domestic Violence (NCADV), which introduces a variety of financial literacy
skills survivors should learn, such as basic money management skills,
budgeting, planning for holidays, and setting financial goals.

Crime victim compensatiorsomeDV effects may be associated with physical

or mental health, while others may be associated with hardship on the financial
front. This option highlights the crime victim compensation program. As
SafeHavenbegins by explaining what the program is about, it goes on to
explain what costs may be covered by the program. Furthermore, it emphasizes
that the survivor should report the crime to the police and cooperate with them,
as well as submit a compensation application in a timely manner. As a final

step,it directs them to the website of the National Association of Crime Victim
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Compensation Boards, where they can review contact information for the
victim compensation programs in their respective states.

0 Student assistanc®©ne key aspect that survivors might need toward their
financial stability is to obtain a degree or a special certification. Therefore, we
have designed an option that identifies educational resources availdNe to
survivors who wish to pursue further educatid®afeHavenlists some
educational programs that can help the survivor receive a certificate. For
example, it refers them to the Sunshine Lady Foundation, a program that offers
assistance to women who have suffered and survived mistreatment in the
home. Furthermore, as part of lieA dexommendations, it refers survivors to
the Women's Independence Scholarship Program (WISP), which helps battered
women obtain the education necessary to become employable and financially
secure and in the long run, they may become advocate of supporting DV
survivors.

1 Food resourcesResearchers have found that food insecurity is associated with
violence according to three causal fac®®1], [302] First, food insecurity can arise
as a result of financial abuse. Second, individuals fleeing violent situations may
depend disproportionately on financial aid or fax@ge employment to survive. As a
result, these individuals might be unable to obtain food on their own. Third, there is a
possibility that afood-insecure environment might also contribute to increased
violence. Poverty is strong evidence of this. Both IPV and food insecurity are
associated with poverty301], [303] As outlined by our intervieweesand in

acknowledgment of its importance, we designed this submodule to assist survivors and
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their families in ensuring their food security through referrals to several resources and
programs that offer food assistanées part of the food resources soiodule, we
designed four options, including finding a food pantry, the Women, Infants, and
Children Program (WIC), and the National School Lunch Program (NSI)
Supplemental Nutrition Assistance Program (SNAP)

o Find a food pantryThe purpose of this option is to help survivors fanfibod
panty in their local area. SafeHaven first discusses the role of food pantries
and how helpful they are in providing nutritious food to those in need as well
as educating the community about nutrition and life skills to improvéifthe
guality of the community at large. Following this, SafeHaven asks the survivor
for their location to locate a nearby food panfiigure 4.21). Upon sharing
the location, SafeHaven directs them to firedhelp.orgwebsite, which lists
food pantries in the area where they reqEigure 4.22. As an additional
referral, SafeHaven also refers the survivor to the Feeding America website, a
nonprofit organization that operates over 200 food banks nationwide and
provides food assistance to over 46 million people through food pantries,
shelters, and other communityased organizations.

0 Supplemental Nutrition Assistance Program (SNARhis option was
designed to refer the survivor to the SNAP program. SafeHaven first briefly
describes this program and what it offers, as well as refers the survivor to the
SNAP eligibility requirement webpage to determine whether they are
qualified. SafeHaven then directs the survivor to the SNAP state directory,

where they can obtain information on SNAP's local offices.
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o Women, Infants, and Children Program (WI@)is possible that abuse and its
impact may not be limited to the survivalone butextenedto other members
of the family (e.qg., children). In some cases, the impact can be financial, which
may lead to food insecurity. In light of this point, we designed this option to
refer the survivor to the WIC program, which provides healthcare and nutrition
needs to lowincome pregnant women and breastfeeding mothers, as well as
children under the age of 5. As a first step, SafeHaven describes the program
and the services it provides. Furthermore, SafeHaven provides information on
how to apply for the WIC program and provides a-take number for WIC.
SafeHaven also provides a referral to WIC's PreScreening Tool, which helps
applicants determine their eligibility for WIC. Finally, SafeHaven asks the
survivor for their location to locate a WIC program in their area. Once
SafeHavergetsthe location, iwill refer them to the wicprograms.org website,
where they can find a list of WIC clinics, offices, and programs in their area.

o The National School Lunch Program (NSLP) addition to the survivor, their
children might also be at risk of being abused. A recent study suggests that
persistently foodnsecure households are six times more likely to expose their
children to violence and/or victimization in their homes than feecure
household$304]. Providing food security to children is a crucial component of
their wellbeing. With this in mind, we designed this option to assist the
survivor in ensuring food security for their children. In this option, SafeHaven
introducesthe National School Lunch Program (NSLP), whiplovides

nutritious mealgo children as part of their regular school dag.a first step,
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SafeHaven provides a brief description of the NSLP program. Moreover, it
discusses the eligibility requirements for the program and how to apply for it.
Lastly, SafeHaven refers the survivor to the NSLP website to find out more

information about the program.

{4 Food pantries typically provide nutritious food to those in need and educate the
community about nutrition and life skills to improve the community’s quality of life

@ =

{4 Particularly in the case of pandamic (e.g.. COVID-18), the need for such food banks
is likely to be extremely importantigy.

(! may be able to assist you in locating nearby food pantriesiz.

@ Would you please write down your zip code?

Thanksgs . Please click on the button
below to find out what food pantries and
other food assistance programs are
available in your area @,

Find food pantriesG

‘You may also refer to the Feeding
America website, which is a United
States-based nonprofit organization that
is a nationwide network of more than 200
food banks. Through the website, you
can find a local food bank #.

Feeding America)

Figure4.21: Find a food pantry
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izl © Reviewed on: 03/27/2024
s arlotte Motor
DAVIS LAKE Speed:
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" i Downgr &) individuals, disabled veterans, working poor, and anyone else that comes to the pantry. We. Prep
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Figure4.22: List of nearby food pantriesifidhelp.org
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1 Healthcare resourceS$urvivors mayfind it challenging to navigate the healthcare
system, particularly when bills begin to pile up. There may be a need to pay for a
prescription, visit an emergency room, or find loest mental health treatment. Thus,
we have designed this sufodule to assist the survivor in discovering programs and
resources that may be of assistance with their healthcare expenses. In particular, we
have designed five options, including health insurance aid;ctmst healthcare,
Medicaid and CHIP, medication payment, and mental health (MH) and substance use
disorders (SUD).

0 Health insurance aidAn essential item that survivors and their families might
need to obtain essential medical care, preventive care, and prescription
medications is health insurance. In this optiSafeHaveroffers the survivor
different solutions so they can find health insurance plans. For example, it
refers them to an affordable marketplace offered by the government
(Healthcare.gov) where they can find health insurance plans inlasbey
are not able to obtain health insurance through their emgldyerthermoreit
also introduces them to the Consolidated Omnibus Budget Reconciliation Act
(COBRA), which allows employees and their families to continue to receive
group health insurance benefits for a limited time under certain circumstances
such as death, divorce, and other life events.

0 Low-cost healthcareEven with health insurance, some plans may not provide
adequate coverage for all healthcare needs, or it may be difficult for survivors
to find a healthcare provider in their area who will accept their policy. In this

option, SafeHaverhelps the survivor find loveost healthcare. For exampie,
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assists the survivor in locating a nearby healthcare center that offers medical
services based on their financial ability through a referral to the Health
Resources and Services Administration (HRSA) website, which is dedicated to
improving access to healthcare for people without insurance, isolated, or
suffering from medical condition&igure4.23 4.24).

Medicaid and CHIP Another referral made bgafeHavenis Medicaid and
CHIP. Millions of Americans are covered by these progranduding low
income adults, pregnant women, children, dideand disabled individualdn

the CA, both programs, eligibility requirements, and coverage are briefly
described. Further, it directs them to the state agency's contact information if
they have any Medicaitklated questions.

Medication payment Despite having health insurance, there might be a
possibility that the survivor struggles to pay for medications prescribed by their
physicians. We designed this option to assist survivors in exploring resources
that may assist in paying for their prescriptions. As an exangafgHaven
offers several helpful options, such as the FamilyWize Prescriptions Savings
Card, which provides discounts on all FEafaproved prescription medicines
not covered by insurance, Medicaid, or Medicétreontinues by referring the
survivor to RxAssistan online resource center for medication assistance that
offers information about pharmaceutical company programs and other
resources that may help them reduce the cost of their medication.

Mental health and substance use disord@ssmentioned earlier, those who

have sufferedDV are highly vulnerable to the danger of mental illness as a
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result of their trauma. The survivor might suffer with insurance providers as
they do not provide sufficient coverage for the treatment of mental health
disorders or substance abuse disorders. Given these considerations, this option
was designed to discuss this issue as well as identify what solutions are
available. By way of exampldt refers the survivor to the mentalhealth.gov
website so that they may understand the protection that is available to them
under the Mental Health and Substance Use Disdtdeerage Parity Laws

and what may be covered and what might not be covered. In additiefers

the survivor to the Open Path Psychotherapy Collective, which is-amofin
organization thabffers low-cost mental health services-affice, where they

can find a therapist in their area. It asks the survivor for their location to locate
a therapist in their area. On8afeHaverhas confirmed the location, it refers
them to the openpathcollective.org website, where they can find a list of

mental health thrapists nearby.
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Low cost healthcare &

(4In spite of having health insurance, many plans do not cover everything, and
finding a provider that accepts your insurance may be difficultis .

4 The Health Resources and Service Administration (HRSA) supports approximately
1,400 health centers which provide medical services on a sliding scale based on your
ability to paygz.

A wide range of health services are available at these health centers, including
medical care, dental care, vision care, and behavioral health services.

| may be able to assist you in locating a health center in your area ©.

1 would like to confirm that your zip code
is 19713. Is that correct?

Yes

No

Thanksgs . Please click on the button
below to find out healthcare centers
available in your area ®, and offers
medical options on a sliding scale based
on your financial ability.

Find health center[J§

| hope you find this information useful 2. You might refer to other healthcare aid
programs, or relevant resources based on your needs , .

Healthcare aid Resources main page Main menu

Figure4.23: Low-cost healthcare
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State Park
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Figure4.24: List of health centers (findahealthcenter.hrsa.gov)
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4.3.5.7 Informationaland Appraisal Resources

A common recommendation froaur experinterviewees was the potential GAsto provide
survivors with information and guidance. Through education abdyttheir rights, and safety
tips, SafeHavercan better equipsurvivorswith the abilityto recognize the dangers associated
with DV, as well as take the necessary precautions to prevent abuse from occurring again. From
this standpoint, we designed this subdule to educate the survivor about DV and offer
knowledge and advice regarding the survivor's relationship, safety, assessments, and other
relevant topics. More specifically, within this soibdule, we have designed six options,
including understandingDV, abuse signs, knowing about rights, technology safety, risk

assessment, and priority setting.

1 Understanding DYWe designed this option to help survivors understaedopic of
DV because many survivors might be unaware of this issue, believing it to be a normal
phenomenon in all houses and relationships and that it does not constitute a serious
issue.This option provides the survivor wigomeinformational resources, including
the definition oDV, facts aboubV, DV forms, the Power and Control wheel, and the
cycle of violence.

o What isdomesticviolence In this option, the survivor will gain knowledge
regardingDV. Specifically, SafeHaven provides information to the survivor
regarding whatDV is, what types it can take, and who would be most
vulnerable to such violenc@&dditionally, the survivor will be informed of the
dangers associated with this problem and that it may occur in any relationship

and may expand to affect other family meml{€igure4.25).
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o Forms of domestic violenc&Ve created this option as a means of educating
the survivor about the forms BIV and what actions and behaviors are used by
the abuser to exert control. To clarify, SafeHaven will list all major forms of
abuse (i.e., physical, emotional) and explain each form in detail with relevant
examples.

o Facts about domestic violendgV is widespread, impacting millions of people
in the U.S. There is one detail that is critical to be awadeonke that is often
overlooke® that anyone might be subject to abuse, regardless of their age,
income, ethnicity, gender, or any other characteristic. We designed this option
to educatethe survivor about the statistics regardiDy and the extent to
which it is prevalent. All of the statistics have been compiled from various
government agencies or national domestidevioe organizations such as the
Department of Justice, the Centers for Disease Control and Prevention (CDC),
the National Coalition Against Domestic Violence (NCADV), and the National
Network to End Domestic Violence (NNEDVThrough textual and imagery
content, SafeHaven explains several key facts about domestic violence across
different types of violence and explains how they are common regardless of

age, gender, or other factors.
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. - -

What is Domestic Violence'@ Forms of Domestic Violencei
Definition of DV, who might be impacted What are the forms of domestic violence?
and more.

What is DV P Forms of DVi

What is DV

4 According to the United Nations, "domestic violence” or “intimate partner
violence" refers to any behavior aimed at gaining or maintaining power over another
partner 1 .

{JAbuse includes physical, verbal or emotional, financial, sexual, stalking, or threats
of actions that negatively affect another individual.

4 This includes any behavior that frightens, intimidates, terrorizes, manipulates,
hurts, humiliates, blames, injures, or wounds I .

L4 Any person, regardless of their race, age, sexual orientation, religion, or gender,
can be a victim of domestic abuseS.

Learn more about DV@, No, thanks@)

Learn more about DV#®

4DV can occur in any relationship, whether married or living together or dating.
Regardless of socioeconomic status or level of education, it affects individuals from
all backgrounds _$.

4DV may also affect children, relatives, or other household membersg .

{'n most cases, DV incidents tend to escalate in frequency and severity over time(*

{4 The consequences of DV can be severe physical injury or even death . .

| hope you find this information useful &z . You might want to learn more information
about DV or explore other informational and appraisal resources that are relevant to
your interests ).

What is DV? Info and appraisal Resources main page Main menu

Figure4.25: What is domestic violence?

o The Power andControl Wheel Following the recommendations of many of
our interviewees andonsideringthe importanceof providing informational
support to DV survivor¢DP5), this option aims to educate survivors about the
Power and Control Wheel and what key points they should take away from it.
First, SafeHaven explains to the survivor what the Power and Control Wheel
is. In addition, it visually presents the wheel and lists all the tactics abusers use
to gain control and power over their victims, either in the inner ring (i.e., using

intimidation, minimizing, denying, and blaming, using male privilege) or the
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outer ring (i.e., physical and sexual violence) of the wheel. Furthermore,
SakHaven demonstrates how the wheel can be used in different settings for
describing battering (i.e., law enforcement or prosecutor trainjRggjure

4.26).

The cycleof domestic violenceThere has been a reference to the fact that DV

is a crime with the highest repeat rate of all crif886]. This means that the
phases of violence will be repeated several times when violence occurs. In this
option, the survivor will learn about the cycle of abuse and its stages. Upon
introducing the cycle of abuse theory, SafeHaven discusses why the abuse
continues to occur and how it can be stopped. In addition, SafeHaven outlines
the stages of the cycle (i.e., tension building, incident, reconciliation, calm) and

defines each stage.
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Power and Control #

@4 The power and control wheel is a tool that is used in the DV field to gain a better
understanding of how abusers gain power and control over their victimsgj.

L4A wheel is a visual representation of the tactics that abusers employ to keep their
victims in relationships.

4 This wheel was developed by Domestic Abuse Intervention Programs as part of
“Duluth Model".

41t focuses on training and education =z, and aims to shift blame to abusers and
support victims.

{4Here is a diagram that illustrates these tactics‘, .

As you can see, the inner ring represents subtle, continuous behavior over time,
while the outer ring represents physical and sexual violence.

@ The wheel is composed of the following components:

& Outer ring:
, Physical and Sexual Violence,

@ nner ring

, Using Intimidation

, Using Emotional Abuse

, Using Isolation

, Minimizing, Denying, and Blaming
, Using Children

, Using Male Privilege

, Using Economic Abuse

, Using Coercion and Threats

3'n many settings, the wheel can be found in guides, books, scholarly publications,
and on the walls of organizations that are working to prevent DVLL.

Figure4.26: The Power and Control Wheel

1 Abuse signsAlthough abusers do not have a typical, identifiable personality, they
usually exhibit certain characteristics and behave in a particular manner that may
indicate a warning sign of possible mistreatmenthindesign othis option, we seek
to assist survivors in understandiiy/ signs. As part of this option, SafeHaven
explains these sigrd the major types of abuse, such as emotional, physical, financial,
sexual, stalking, control, and coercion abuses. In addition, it offers Waeious
suggestions to mitigate its impact and prevent it from recurring in the future.

1 Know my rights There is an important aspect that survivors might be in high need of,
which is knowledge of their rights to protect themselves and their dependents. Our

objective in designing this option wasitdorm survivorsabout several aheir rights.
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Specifically, the survivor will be able to learn about: gathering evidence, protection
order, divorce, reporting abuse, and child safety.

o Gathering evidenceBecausethe majority of DV incidents take place in the
private sphere, it is not surprising that only 16 percent of all cases investigated
by police patrols and 19 percent of cases investigated by special units were
supported by witness¢306]. Consequently, the only evidence thatuavivor
may have and that could be helpful to them is most likely their word, which
could be denied by the abusé&vidence can be the determining factor in
whetherDV will recur or cease or whether a protection order should be granted
or not. We developed thioption to explain the importance of gathering
evidence when pursuing legal action or obtaining assistance. SafeHaven first
explains the importance of having evidence, especially in court hearings or
negotiations in separation agreements. addition, SafeHaven instructs
survivors when evidence can be gathered. For example, it teaches a user to
consider evidence when they are financially marginalized, has documented that
they provide the majority of childcare, has medical reports of smdssed
injuries and illnesses, or have eyewitness testimoniéldditionally,
SafeHaven instructs survivors on where they can find evidence. For instance, it
teaches them that evidence can be found in medical reports, text messages,
emails, letters, photos, videotapes, call logs, or the survivor's or abuser's social
media accounts. Lastly, SafeHaven advises survivors to be cautious when
gathering evidence and ensure the abuser is unaware of what they are doing

(Figure4.27).
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o Protection Orderlt is a court order that directs the abuser to stop stalking and
harassing the survivor and stipulates a set of restrictions on the abuser's
behavior. The acquisition of a protection order is a crucial step in protecting
the survivor and their dependents from further mistreatnidre. purpose of
this option is to educate the survivor to make them more aware of the
protection order. As part of the initial step, SafeHaven explains what a
protection order is and who can apply for it. Follogvihis,it describes how a
protection order ptectsthe survivor in several ways, such as requesting the
abuser to refrain from contacting the survivor and remain away from any
location specified by the survivor, as well as allowing the survivor to have
temporary custody of the child. SafeHawautlines the steps for survivors to
follow to obtain a protection order. Finally, SafeHaven refers the survivor to
the WomensLaw.org website to learn more detailed information on obtaining a

protection order in their state.



4Domestic violence incidents almost always occur in private; therefore, no
witnesses are generally presentes).

4The only evidence you have is likely to be your own word, which can be denied by
the abuser,

F4Keeping detailed notes, on each occasion, is the most important thing you can do
if you are being abused 7.

't is vitally important to have evidence for a variety of reasons.

, You can use this evidence in a variety of court hearings
, Evidence may also be used for negotiations in a separation agreement

4Evidence is also particularly valuable in such cases like:

d Chi\dren custody §

, Alimonyz |

, Property Dividing &

, Accusations from your spouse:-

May | give you some examples of evidence you may be able to collect? It may be
helpful in the future if you decide to do so§).

Yes, tell me more@) No, thanks@

4Surezs. First, evidence of abuse can be collected in several ways:
, Evidence that you are financially marginalized= ;.
, Documents demonstrating that you provided most of the child care’ .
, Keeping a personal journal of both physical and non-physical incidents .
, Medical reports of stress-induced injuries and illnesses[].
, Witnesses' accounts and testimonyasa).

JEvidence of abuse (i.e, threat, injury, abuse incident) might be found in different
places. Do you want to learn it?

Figure4.27. Gathering evidence
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Gather evidence®

Yes, tell me more®

o0 Report abuseln this option, the survivor will learn how to report/

incident. As a first step, SafeHaven encourages survivors to report their cases

to the police if they are in a safe place and provide information about the

situation, the perpetrator, and the violent act. However, in the event that they

encounter obstacles in contacting the police, SafeHaven recommends that they

consider contacting a victim services unit or loBAl service orvisiting a

hospital or police station to report the incident. Besides, SafeHaven suggests a

few tipsfor reporting, such as bringgna family member while filing a report,

reaching out to a domestic violence advocate, and learning about their legal
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rights. Lastly, when a child is involved in a case of child abuse, SafeHaven
offers guidance regarding how to report the abuse, which includes calling the
police, contacting the local child welfare office, or reaching out to the
Childhelp National Child Abuse Hotline (childhelphotline.ofigure4.28).

Divorce There is evidence that domestic violence is among the primary "last
straw" reasons that lead to divorf&07]. This option aims to provide the
survivor with a better understanding of the divorce process. SafeHaven first
outlines the basic steps involved in filing for divorce in most cases (i.e.,
meeting the residency requirements, having a legal reasmhfiling a
divorce), even though each state has its divorce laws. Afterward, SafeHaven
discussesnanyconsiderations and topics regarding child custody and support,
like the final custody order or the temporary child support order. In closing, it
refers them to the WomensLaw.org website, where they can learn more details
on the topics of divorce, custody, and child support laws in their state.

Children safety Despitethe widespread belief th&tV occurs onlyin adults,

the truth is that children are also exposed to abuse or witness abuse in some
way, and this might increase their risk of developing physical, social,
emotional, and behavioral problems, as well as mental disorders, substance
abuse, and academic difficultig808]. In this option, we aim to educate
survivors about enhancing their children's safety as well as reducing their
stress during ®dV incident. As an initial concern, SafeHaven discusses the
detrimental effects that a child might experience as a result of being exposed to

or witnessing aDV event. After that, SafeHaven provides suggestions to
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survivorsfor protecting themselves and their children. The suggestions include
establishing a code phrase with children, seeking temporary shelter (i.e., a
shelter), and preparing a safety plan. In the same vein, SafeHaven advises the
survivor to consider some practices for e ofthe safety and welbeing of

their children, such as ensuring the children understand the abuse is not their
fault, listening to them, providing information and support to assist with their

feelings, and helping them develop positive coping skills.

Report abuse

{4There is no excuse for domestic violence! Therefore, you always have the option of
reporting the aubse and filing a criminal complaint _?

(% To report abuse, there are several options available to you.
, First, if possible, call the police in a
safe place and tell them exactly about the

situation, the perpetrator, and the violent
act that he or she performed g3

Call police &

EdHowever, When you feel very real obstacles in contacting the police, you may wish
to consider other options

, Contact your local police department’s Victim Services Unit or Special Crimes Unit
directly

, Or contact a local domestic violence
service and ask to meet an officer at the
local shelter if possible §

Local DV service[Z]

, Or go to a hospital or police station in order to report the incident

Points to consider® No, thanks@

Points to consider ¢

, If possible, bring a family member or friend §§ with you when filing a report,
especially if they witnessed the abuse and can corroborate your experience

, If you need support during this process, some domestic violence services may be
able to provide you with an advocate

Figure4.28. Reporing abuse

1 Technology safetyThe use of technology can assist survivors and their children in
fleeing from violent abusers, but it is important to keep in mind that technology can
also compromise a survivor's privacy and safBty. survivors are often harassed or
stalked by abusers who are exploiting technology as a way to control survivors and

manipulate their actions. Technological advancements occur rapidly, making it
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challenging to remain informed of the implications, advantages, and risks. For
example, spyware programs, which were designed originally to assist parents in
keeping their children safe when using the computer, are often used by abusers to
monitor their survivors' computer activities. Further, GPS tracking devéseprovide
abusers with information regarding the location of their victims. Furthermore, SMS
messages, which serve as a means of communication, may be misused bytabusers
harass or threatetheir survivors.Keeping what we discussed above in mind, we
designed this option to inform survivors on how to increase their safety while using
technologyto mitigatetheir risk of abuse from abuseBesides providing information

about the various forms of technology abuse and how to choose online assistance
safely, this option provides tips for technology safety plans, abuse documentation,
smartphone safety, and online saféyl.contents in this option are sourced from the
National Network to End Domestic Violence (NNED\Ynd Womenslaw.org
websites.

o Technology safety plan tip3his option is designed to raisg/areness among
survivors about tips and precautions to consider when developing a technology
safety plan. This includes prioritizing safety, recognizing abuse, enhancing
security, and maintaining privacps part of the prioritize safety component,
SafeHaven offers survivors tips about how to prioritize their technology safety.
For example, it advises them to consider using a safer device if they suspect
that their device is being monitored. Further, it suggests they visit the National

Domestic Violence Hidine or the National Network to End Domestic Violence



172

(i.e., the Safety Net project) to learn more about solutions, local resources, or
technological advice.

Under the recognizing abuse component, SafeHaven provides survivors with
tips about how to identify abuse. By way of example, it recommends that they
observe patterns and consider the kinds of technologies that may be used to
stalk or harass them. Moreover, it recommends that they document the
incident, as well as report it to the police.

As far asenhancing securitis concernedSafeHaven suggestemesteps that

can be taken to enhance the survivor's security and reduce their risk when
using technology. To illustrate, SafeHaven suggests that survivors update their
passwords and usernames if they suspect their online accounts have been
compromised. Furthermore, it recommends that they obtain a new device with
an account that the abusive person does not have access to, especially if it
appears that their device is being monitored. In addition, SafeHaven advises
survivors to ensure their location is protected, check whether location sharing
is enabled or disabled on their devices, and adjust accordingly.

In the same context, we created a component that discusses how to maintain
the survivor's privacy online or offline and how to keep their data as secure as
possible. In this regard, SafeHaven offexsveral recommendations. For
instance, it suggests that the survivor ensures that their address is protected and
kept confidential. Further, survivors are advised to avoid providing more

information than necessary and opt out of information collection. Additionally,
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it suggests that survivors take control of their online and offline privacy (i.e.,
remove history, cookies, and temporary internet files periodically).

Abuse documentationVe created a separate option to explain document abuse
because it is a vital component of legal proceedings or seeking authorities'
assistance. Although survivors may learn how to gather evidence in the option
of "gathering evidencelinder the"know my rights” submodule, this option
focuses on documenting technolegyated abuse and what precautions they
need to follow. First, SafeHaven emphasizes the importance of abuse
documentation for several reasons, including pursuing legal action, warning
them about monitoring, and assisting in identifying patterns of abuse.
Furthermore, it provides several tips on how to documentriedated abuses.

For example, SafeHaven recommends that the survivor record the incident and
gather pertinent information (i.e., date, time, locatithe technology used,

etc.). In addition, it suggests that they should understand what technology the
abuser might use (i.e., computer, hidden camera, GPS tracker, etc.). As a final
step, SafeHaven describes what should be documented and offers tips in this
regard, and this includes email, text messages, social media harassment, phone
harassment, and impersonation of telephone numbers. For instance, when the
abuser sends an email containing harassment, SafeHaven instructs the survivor
to print or take screenshots of the email content, as well as save the email
headers that contain the email address.

Choosing online help safelyt is often challenging to obtain assistance, find

alternatives, and escape from the abuser, especially when there are fears of
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retribution from the abuser. With-person services, there are many options.
There isa possibility, however, that not all these services might be accessible
to the survivor at the precise moment they are neefiexkral online options
could help in such a situation, such as joining online support groups, reaching
out to hotlines via phone, text message, or chat, or contacting a family member
or friend via phone, or social media. To maintain the survivor's privacy and
safety, this option aims to educate them about safety precautions when seeking
online assistance. SafeHaven offers several suggestions in this regard. For
example, survivors are encouraged to utilize technology to enlist help or
connect with others and consider a safe option when doing so. Moreover,
SafeHaven recommends that survivors clear the threads of text messages on
their devices so that others will not be able to view them. In the same context,
SafeHaven advises the survivor to delete their browsing history and cookies as
a means of covering their tracks so that chat messages or online support group
sites are not stored on their devices.

Forms of technology abus&he term technologfacilitated abuse describes a
form of control by using technology to harass, intimidate, or stalk another
individual. Abuse of this nature can be perpetrated using a wide range of
technological means, such as smart devices, online platforms, and mobile
applications, and information about how to use these technologies is readily
available online. To this end, we created this option to educate survivors about
the various forms of technological abuse. With exas)yfafeHaven discusses

a variety of forms of technology abuse, such @gersurveillance,
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cyberstalking online harassment, recording, spoofing, impersonation, GPS
tracking, electronic surveillance, and abuse involving texts, photos/iaaol
(Figure4.29).

Phone safety tipsSmartphones today offer a variety of useful features, such as
the ability to store information, share locations, browse the web, and access
personal accounts. An abuser, on the other hand, may view it from a different
angle, in which they misuse smartphones to exert power and control over their
victims. Survivors of abuse must be equipped with the necessary knowledge
and skills to respond to tech abuse. Throughout this option, SafeHaven
provides some tips to increase survivors' privacy and safety when using
smartphones. For instance, it teaches them to secure their phone with a
passcode (i.e., password, pattern). In addition, SafeHaven recommends the
survivor keep an eye on downloaded apps from time to time and delete any
unfamiliar apps. Furthermore, SafeHaven urges the survivor to download anti
spyware and anirirus software (Figurd.30.

Online safety tipsThere is no doubt that the Internet serves as an invaluable
tool for the sharing and learning of information. Those who have experienced
DV can benefit greatly from it. It can be an indispensable resource for gaining
access to support and information, as well as connecting with family, friends,
advocates, and professionals. In contrast, abusive partners can use the Internet
to initiate, continue, or escalate abusive behaviors, thus making your online
safety all the more essential. Thesean increasing threat OV survivors

from cyberstalking or using the Internet to harass or spy on them. In designing



176

this option, we aim to increase awareness of the survivor while they are online.
SafeHaven offers several tips in this regard. For example, it recommends that
survivors avoid providing personal information beyond what is required when
setting up accounts or profiles. In addition, it advises that they clear history,
cookies, and saved passwords from their web browser, or use incognito mode
when surfing the Internet. Moreover, SafeHaven urges the survivor to make
sure their devices are regularly scanned with antivirus software that isfkept

to date

Forms of tech abuse

4'n the context of domestic violence, technology abuse is a commen tactic used by
abusersm W

@Technologies such as social media and texting are used by harmful partners to
gain control and power

@ Technology abuse takes many forms, including:

, Cyber-surveillance' §: Internet-connected devices are used for monitoring. An
abuser may use cyber-surveillance technology to photograph, or videotape you; log
your activities, and use the connected devices to access your email.

, Cyberstalking and online harassment ll: Abusers misuse social media, emails, or
apps to harass and stalk victims (i.e., send threats, doxing, cyberbullying). Abusers
tend to commit online harassment to make victims uncomfortable, ashamed, or
scared.

, Recordingy3: The abuser may record your conversations or videotape you to gain
more information about you.

, Spoofing 2: It may be used by an abuser to pretend to be someone else to ensure
you pick up the phone.

, Impersonationg@: For example, establishing a fake social media account or email
@ account under your name and spreading false or harmful information.

Learn more formsQ No, thanks@

Learn more forms ¢

Absolutelyzs

, GPS monitoring #: The abuser might misuse GPS technology to control you. It is
possible for an abuser to use GPS to track your movements and misuse that
information

, Electronic surveillance 3 : It involves misusing cameras, recorders, wiretaps, social
media, or email. Monitoring software (also known as spyware) can also be misused to

track your activities secretly on a computer, tablet, or smartphone.

, Abuse Involving Texts, Photos, and Videos | : The abuser may utilize images or
videos shared through sexting to maintain power and control (i.e., blackmail).

@dYou may also find the figure below helpful for more details

To learn more about abuse using
technology, please refer to the buttons
below ,

Figure4.29: Forms of technology abuse
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Phone safety tips ¢

{%Recently, The technology of cellular communication has developed greatly

(4 The modern smartphone can store a great deal of personal information and can
be used as a portable computing device §

(4 The following tips will help you increase your privacy and safety when using your
mabile:

, Secure your phone with a passcode /- (i.e., password, pattern)

, Ensure that your phone's online accounts are secure (Google or iCloud) ¢
, Protect your phone with anti-virus software

, Ensure that location sharing is turned off ©

, Keep an eye on downloaded apps from time to timess

, Avoid storing sensitive information on your phone®

, Regularly review your privacy and security settings.

1 hope you find the information above useful g

Figure4.30: Phone safety tips

1 Risk assessmenfs part of the informational and appraisal sabdule, the 'Risk
assessment' option enables the survivor to complete the Danger Assessment (DA), a
20-item validated and comprehensive risk assessment comprised of severe or fatal
violence risk factord241], [309] There are several items in the assessment that
pertain to the nature or severity of the abuse experienced by the survivor in her or his
relationship with the abuser, including threats of violence, forced sexual contact, or
strangulation; several factors are reflective of the survivor, for example, whether she
has a child or has a previous attempt or threat of suicide; some factors reflect
characteristics of the abuser, including issues related to employment, substance abuse,
or suicidal thoughts.

There is a Zoint scale used to assess the presence of the 20 risk factors (i.e., 0 =no, 1
= yes). Among the items rated, some are based on lifetime presence, while others are
based on their existence in the previous YEmure4.31). The ratings of the items are
summed using a simple uwiteighting approach to determine the total score between

0 and 20. The total scores can be categorized into four levels of danger that reflect the
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likelihood of life-threatening violence. These levels are categorized as follows= 0
variable danger,i83 = increased danger, 14/ = severe danger, and 18 or more =
extreme dangeiThe survivor will be informed of their saas well as their level of
danger after completing the assessment. Furthermore, they will receive suggestions
regarding intervention measures and guidelines thathalpymitigatetheir risk.As an
example, if the survivor's danger assessment $€d this means that her/his danger
level is fincreased danger SafeHaven first informs the survivor of his/her danger
level, and then provides several recommendations related to the survivor's level of
danger, including continuing to monitor and plan for safety, remaining vigilant for any
further indications of danger, consulting judges, and seeking advice frontekiglh

supervisionFigure4.32.

{4The purpose of the risk assessment is to determine the level of danger that an
individual is in when he or she is abused by a partner

L4 This assessment consists of 20 items and is scored based on yes/no responses to
risk factors associated with intimate partner homicide 1

4Among the risk factors are prior death threats, the employment status of the
partner, and access to guns by the partner &

would you like to proceed?

Thank youss . It is crucial to understand the danger of abuse and to become aware of
the risk factors that are relevant to you I

Now, Let's start with questions g

1) Has the physical violence increased in
severity or frequency over the past year?

Yes

No

2) Does your abuser own a gun?

Yes

Figure4.31: Risk assessmenuestions
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You have completed all questions. Thanks &
% Your total risk score is: 10 over 20.
@ Your risk level is: Increased danger.

4Enhanced monitoring and safety planning are essential. Stay alert for any further
indications of danger I . Consult judges or seek recommendations from high level
supervisionyg

| hope you find this information useful &

You might want to explore informational, appraisal, or other resources that are
relevant to your interests ).

Info and apprasial Resources main page Main menu

Figure4.32: Risk assessmeriRisk score and level

1 Priority setting Among the features of SafeHaven is an option that allows survivors to
identify their top priority for safety when it comes to abusive relationships. Through
this option, survivors may weigh the importance of factors to guide their decision
making [109]. For the survivorof an unsafe relationship, there are several factors to
consider: my safety, my child's waddeing, having resources, and my feelings toward
my partner.SafeHaven presents these four factors to the survivor two at a time, in
which the survivor prioritizes each factor according to its perceived importance based
on pairwise comparisons, such as comparing the importance of "my safety" to "having
resources.n the comparison, they will be shown five selective buttons with different
percentags (i.e., my safety: 90% vs. having resources: 10%, my safety: 75% vs.
having resources: 25%, my safety: 50% vs. having resources: 50%, my safety: 25% vs.
having resources: 75%, my safety: 10% vs. having resources: 90%), and they need to
choose one that they consider more signifiq@igure 4.33. After conducting the
pairwise comparisons, mathematical calculations will be used to determine preference
weights[310]. Finally, an outline of the survivor's priorities will be presented to him
or her. In addition, SafeHaven would provide the survivor with a few referral

resources and guidance to facilitate the fulfillment of their néalttsving their top
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priorities. For instance, in the event that the survivor's highest priority is their safety,

SafeHaven will refer them to safetglated resources and tips such as developing a

safety plan, general safety tips, technology safety, or reaching out to the National

Domestic Violence Hotlin€~igure4.34).

{4 The purpose of this part is to assist you in determining what factors are most
important to you, and as a result, you can make the right choice in the future |

L4 There will be a comparison of a number of factors, and you choose the factor (in
%) that you believe is more importantig®

Would you like to start?

Yes

No(®), go to resources

Sounds good &z . We want to compare now which of the below factors has higher
priority to you

, Your concern about safety

, Your children's well-being £3 #

, Having resources=

, Feeling for your partner §§

As part of each comparison, you have to choose one option based on your priority
for the two factorsigd

Let's begin now £

+/How important are these two factors to you (your concern about safety. r. vs.

having resources= 1)?

90% A\ vs. 10%[3 75% A\ vs. 25%[E 50% A\ vs. 50%EE 25% A\ vs. 75%0

+ How important are these two factors to you (your concern about safety 1. vs. your
children’s well-being €3)?

90% A\ vs. 10%E5 75% A\ vs. 25% 5 50% A\ vs. 50% S 25% A\ vs. 75% 3

10% A\ vs. 90% 3

10% A\ vs. 90% 8

90% 4\ vs. 10%Em

50% 4\ vs. 50% @

Figure4.33: Priority setting
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Thanks for answering all questionsas.

Here is a summary of your priorities in percentage, :
, Your concern about safety.1.: 51%
, Your children's well-being €:31%
, Having resources= 1:8%

, Feeling for your partner §§:10%

% Your answers indicate that you wish to make decisions in accordance with what
keeps you safe 1

@ You can find a couple of resources here that may be of assistance to you in
enhancing your safety

L8
[

SAFETY
E]/ e

General safety tips for DV survivorsQ

nhance safety at Tips for victims and their families regarding
safet

Develop safety plan[] General safety tipsQ

Figure4.34: Priority setting summary of priorities

4.4 Implementation

As part of ourCA development, we used Google Dialogflow and ManyChat. Using a hybrid
approach, we have implement8afeHavenn a manner that combines two modules: a-rule
basedapproachand a retrievabasedapproab. A rule-basedapproachwhich aligns finite state
based systenguidesuserthrough a predetermined decision tree. Tdpproachallows usersto
interact with the conversation by following the scripted conversation flow and selecting
appropriate responseAs a result of the design section, we credieel major modules ané8
submodules/sub submodules. An integrated menu of main modules and submodules (e.qg.,
referral resources, abuse screening, safety plan development, informational and appraisal
resources sur vi vp wasbddevaeopento i powdde survivors with welorganized

information.

As part of the retrievabasedapproachwe integratedsafeHaverwith GoogleDialogflow. It

is designed to integrate fraFbased and ageiiased systems simultaneously, with Google
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Dialogflow handling intents and entities, filling out necessary information during interactions
(framebased), while machine learning and NLP generate responses based on context and intent
(agentbased)To make the integration process work, programming had to be done to handle API
interactions between ManyChat and Dialogflow in order to facilitate data exchange immediately.
As users engaged with SafeHaven, their inputs were forwarded as API requests to Dialogflow.
There, the data is analyzed, intents and entities are matched withtraiped model, and
appropriate responses are generaByd.implementing this configuration, users were able to
smoothly move between different modules, while database searches were used to retrieve

specific information in response to their actighgyure4.35).

Dialogflow

End-user System .
1. Expression External AFls .
2. Detect intent request
Input -
h L
v
Client app APl service
.
E 5. Send response 3. Detect intent response
6. Response Cutput

Figure4.35: The process flown interacting with the API

¥

Our goal was to boost the user's perception that they were conversing naturally With the
Our agent is trained to build a machine learning model in Dialogflow using training data.
Training data is composed mainly of intents, intent training phrases, and entities, which can be
used to label data for machine learniBgnce Dialogflow utilizes Natural Language Processing
(NLP), even if the user does not use precise keywords to communicate WA tiealogflow
is still capable of recognizing their inteidh our context, we train our agent with relatstities
and phrases and then connect them to the correspori@ingpdules or 68 submodules/sub

submodules. For instance, when tlserasks theCA, 'l would like to obtain a protection order
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or 'What is the process for obtaining a restraining order2CAheould interpret this inquiry and
then classify it as an intent of filing a protection order, as it compares the inquiry to the training
phrases with an entity in a training phrase, to find the best match. TheDAthweuld connect
the userto the submodule "Protection Order" so they can follow the submodule conversation

flow to obtain further details.

Besides providing further details, tl@@A provides the option fousersto switch between
conversation topics. For instance, supposetti@tiseris in the "Protection Order" submodule.
As he/she receivemformation regarding the protection order and how to obtain it, he or she
becomes interested in financial assistance. In such a scenansetireay ask theCA, "I am
looking for financial assistance." In this instance, Dialogflow categorizes the inquiry as
“financial assistance" intent and switches the user from the "Protection Order" submodule to the
"Financial Assistance" submodule. If theser intends to switch between topics, it is
recommended that they allow tl& to complete the conversation flow, or respond when asked

to, to avoid the possibility of mingling responses, due to the constraints of ManyChat

4.5 Hypothese®evelopment

Nowadays, a growing number of people are looking to the Web to learn about healthcare
options and to find support and resources related to various health and human services issues. In
light of the fact that teens' concerns about confidentiality seem to be a significant barrier to
obtaining information, and help directly from others, teens may benefit from the anonymity of
the Internet, which would allow them to discuss sensitive topics online that may not be shared
with parents, healthcare providers, schaffitials, or friendq311]. For example, search engines
(such as Google) are frequently used to find information relating to sexual [g&&#ihin the

context of DV, online search is often the first point of contact for survivors seeking information
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and guidancd38], [313], [314] The use of the Internet has been documented as a way to
promote empowerment and benefit survivors of DV through informational sudeéit [114]

However, there are some potential concerns that may arise when survivors seek social assistance
services on the Interngt14]. For example, one disadvantage of seeking assistance online is the
possibility of accessing inaccurate websites and unreliable information. Since anyone can post
information online, it can be difficult to determine which sources are credible and which ones
contain false or outdated information. Further, there is no systematic quality control of Internet
information. In addition, there is a concern regarding a loss of privacy, as there is the possibility
that information might be archived and searched using internet search engines, or that the abuser

might search for web history, which may pose some risks for the survivor.

Motivated by prior work, we anticipate that the CA will address such limitations. It has been
demonstrated that CAs provide accurate information, guidance, and tips in a timely manner for
survivors of DV[29], [30], [38], [41] By leveraging the power of Al and machine learning, CAs
can better detect and analyze sh#iclosed information by users, which can provide valuable
insights into how DV survivors can be best supported, assist with identifying risks and provide
advice[30]. In addition, the CA proves its capability of providing emotional support, while the
Internet may lack thif29], [38]. Through its interaction, the CA demonstrates its ability to offer
support without imposing any judgments and securely stores all conversations. Al and machine
learning enable CAs to understand the user's language and emotions, which allows them to tailor
their support to the individual's needs. This is much more personal and effective than the generic
advice often found on the Intern€urther, CAs may provide instrumental support by facilitating
access to and referrals to a variety of resouf2@k [30]. This can be especially beneficial for

those with limited knowledge of the resources available to them. In this regard, we argue that:
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H1: CA-based DV intervention is perceived to be more effective in providing emotional

support compared to the search engine counterpart.

H2: CA-based DV intervention is perceived to be more effective in providiogmational

and instrumentadupport compared to the search engine counterpart.

On November 30, 2022, OpenAl launched ChatGPT, a generative language modeling tool
that enables the user to converse with a machine about a variety off8daiLddaving become
a valuable resource across various domains, it has gone beyond its basic role as a chatbot and has
emerged as an advanced language model. ChatGPT offers a wide range of services to meet the
needs of users, ranging from answering complex inquiries to generating creative content, solving
problems, and facilitating interactive conversations. With its ability to comprehend natural
language and adapt to a variety of contexts, it makes an ideal companion for anyone seeking

guidance, information, or support.

The CAbased intervention of DV designed to offer support is created with a specific target
group: DV survivors. Its primary objective is to provide various support services (emotional,
informational, instrumental) tailored specifically to this group's needs. Chat&Rjgneral
language model developed by Openi&icapable of understanding and generating text similar to
that of a human across a wide variety of topics without the focus on a specific group or subject
area. Furthermore, it is likely that G#ased interventions for DV are equipped with a knowledge
base and resources related to DV, survivors' services, and support programs. This can include
information concerning resources, hotlines, counseling programs, and various other supports.
Furthermore, emotional support techniques may have been incorporated into the CA to meet the
psychological needs of survivors. The ChatGPT system, despite being a powerful language

model, may lack such targeted knowledge and resources, relying instead on patteets learn
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from a substantial amount of internet data to generate its responses. Tasé&intervention

for DV is developed with a thorough understanding of its sensitive nature, ensuring it does not
trigger or retraumatize survivors. It may utilize techniques such as listening actively, validating
the feelings of others, and encouraging them. Conversielye ChatGPT is a general model, it

might not be able to recognize and respond to the sensitive needs of survivors to the same extent
as a specialized model. Thus, our hypothesis posits that tHe&d intervention of DV will be
perceived as more effective in providing informational, emotional, and instrumental support

when compared to ChatGPT.

H3: CA-based DV intervention is perceived to be more effective in providing emotional

support compared GhatGPTcounterpart

H4: CA-based DV intervention is perceived to be more effective in providiogmational

and instrumentadupport compared tGhatGPTcounterpart

Despitetheir capability to scour vast quantities of data, traditional search engines often return
a deluge of information that may prove overwhelming to users, particularly those in vulnerable
states seeking sensitive information (e.g., DV). In cont@és tailored to these groups are
developed with a deep understanding of the context and their needs. Through the interactive
capabilities of an AICA, information can be searched and engaging experiences can be driven
[316]. A CA could provide a direct and concise response without requiring data seekers to wade
through a lengthy search results [317]. In Brandtzaeg and Flestad's sty@¥8], it was found
that users engage withAs primarily due to their abilities to deliver quick, eamgcess, timely,
and consistent responses, highlighting that a chatbot's effectiveness is deeply intertwined with
the better information quality it provides to users. This is particularly evident in speci@kzed

applications where the bots are customized to meet the needs of a user. As an example, It was
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demonstrated by Maeng and L&8] that aCA developed specifically for survivors of image
based sexual abuse provided information that was more accessible, concise, and better organized

than what could be found via conventional internet searches. Hence, we assume that,

H5: CA-based DV intervention is perceivedgmvide betteinformation qualitycompared to

the search engine counterpart

Despite the extensive information available on ChatGPT, consistency, accuracy, and
information quality should be considered when using it for sensitive topics (e.g., DV, mental
health) Interactive and contexdensitive CAbased systems may enable a more nuanced and
supportive interaction, which is particularly advantageous for DV scenarios whergualty
information is required. For example, based on recent research, it was evident that ChatGPT has
not discussed any aspects of dealing with the issue of sexual vif@3d8¢eln the same context,

a study by Walker et al320] examined the reliability of medical information provided by
ChatGPT in comparison with clinical guidelines and concluded that while ChatGPT is capable of
providing medical information comparable to that available online, its quality is limited,
highlighting the need for caution when utilizing it for healthcare purposes. Similarly, as part of a
study examining ChatGPT's utility in mental health and substance abuse education, it was
discovered that while the model generated information that appeared helpful on the surface,
closer inspection revealed a number of shortcomings, including the outputs often lacked nuanced
information and quality evidence, contained biases,camdequentlya thorough human review

and oversight was still required for all outp(B21]. Thus, a CAbased intervention designed
specifically for sensitive topics (e.g., DV) could provide superior information quality and more

beneficial outcomes than ChatGPT currently provides. We hypothesize,
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H6: CA-based DV intervention is perceivedpgmvide betteinformation qualitycompared to

ChatGPTcounterpart

Among the key design considerations of social technologies is anonymity, which promotes
support provision and seeking in socially stigmatized situations. Despite some degree of
anonymity on the Internet that facilitates information browsing and searching, as well as social
networking, there are a number of adverse outcomes and consequences like cybefb88ying
lack of accountability27], andinaccurate and misleading informatifiri4]. A CA allows users
to interact with it without revealing their identity or personal information. Using this method
may be advantageous in circumstances in which users are concerned about their privacy or do
not wish to reveal their identity. While search engines may anonymize the data they collect to
some degree, they nonetheless collect and store user information, such as IP addresses and search
history, which can be used to track individual users and their online activities. Humans may be
more inclined towards CAs, as they offer a completely anonymous environment and will not be
recognized by others. As an example, adolescents have been shown to perceive CAs as being
more anonymous than search engines when discussing matters associated with sex, drugs, and
alcohol. By being anonymous, the survivor will have a greater sense of safety, as they will not
have to fear judgment or criticism from others when seeking online sudgait Hence, we
argue that DV survivors will perceive higher anonymity in interaction with a CA than with a

search engine. To this end, we hypothesize that:

H7: CA-based DV intervention is perceived lble more anonymousompared tdhe search

enginecounterpart.

In CAs that address sensitive matters (i.e., mental h¢E®h|, sexual healtH215]), the

perceived absence of traceability and the ability to exchange anonymous information has
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emerged as a significant factor in enhancing user engagement, particularly among individuals
who prefer to remain anonymous. Despite the fact that ChatGPT may be a valuable tool, it lacks
anonymity. It is a cloudased service powered by OpenAl. Despite OpenAl's efforts to protect
the privacy of users, the use of a centralized cloud service involves some level of data transfer
and storage that may compromise the anonymity of users. In addition, the use of an emalil
address when logging into ChatGPT creates a direct connection between the user's identity and
their interactions with the tool. In certain instances, this connection could undermine the
anonymity that users may otherwise expect when they interact with Al tools. In addition, if users
provide personal information to ChatGPT, there is a risk of data linking, potentially allowing Al
responses to be associated with individual users, thus undermining their anonymity. On the other
hand, CAbased interventions of DV might offer greater anonymity by virtue of their design and
features. It is possible to engineer CAs with privacy measures so that users can interact
anonymously without disclosing their personal informa{@b5]. For example, Users may not

be required to provide personal identification information or provide theiaieaddress to use
CA-based interventions of DV. A GBased intervention of DV can also be carried out within a
closed system, allowing only authorized personnel to access user data. In this controlled
environment, users' data is protected from unauthorized access and is kept confidential and
anonymous. Hence, we argue that DV survivors will perceive higher anonymity in interaction

with a CA based intervention of DV than with ChatGPT.

H8: CA-based DV intervention is perceived lbe more anonymousompared tacChatGPT

counterpart.

The medium through which individuals seek information and support on sensitive topics plays

a role in determining the effectiveness and trustworthiness of interventions. As a result of recent
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advances in Al, CAased interventions have become increasingly popular and perceived as a
trustworthy medium. This perception stems from the personalized, interactive nature of CAs,
which simulate a conversational partner, thus providing a semblance of trust and understanding
that is often lacking in the impersonal results offered by search engines. This distinction is
crucial when addressing delicate matters where trust and confidentiality are paramount. Evidence
from literature indicates severdhctors thatcontribute to CA trustworthiness. First, it is
suggested that CAs, due to their conversational interfaces, foster deepdisctedure, an
essential component of effective support for those affected by DV. For instance, Lee, Yamashita,
and Huang[322] found that participants were willing to share more personal and sensitive
information with CAs, indicating a high level of trust in these platforms. Despite being informed
that their information would be shared with mental health professionals, participants maintained
a high level of disclosure, highlighting the perceived safety and confidentiality of CA
interactions. Further, the anonymity and privacy provided by CAs is extremely valuable when
dealing with sensitive matters, as users may fear judgment or repercussions if they seek help
elsewherd323]. In the same context, it was evident that Al CA "Jeniffer" was perceived as more
trustworthy than traditional search engines, particularly in the context of seeking reliable
information during public health crises like the COVID pandemic, and this was due to the
CAb6s f oundat i-souncingpoframesark. ehroymle the direct involvement of domain
experts in curating and verifying content, it is ensured that the information provided is not only
accurate but also relevant and-topdate. A difference may exist between this approach and
algorithmic retrieval of information by search engines, in which data may originate from various

sources of varying quality. Consequently, we hypothesize,
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H9: CA-based intervention of DV is perceivemlbe more trustworthy than the search engine

counterpart.

A key benefit of a specialized CBased interventions over ChatGPT, especially in sensitive
topics, is their ability to foster a more customized and engaging interaction, which can have an
important influence on the trustworthiness of the tool. In spite of ChatGPT's broad
conversational capabilities, it lacks the customized interaction that is crucial to establishing trust
when discussing sensitive matters. As an example, Woebot has demonstrated strong user
involvement and a noticeable reduction in mental distress through tailored interactions,
demonstrating the importance of personalized interactions in strengthening the bond between
users and interventiorf86]. In addition, CAs with proactive interaction capabilities are able to
initiate conversations and offer contdxsed recommendations, achieving levels of engagement
and understanding that ChatGPT may not be able to achieve due to its reactivg324jure
Especially in domains requiring nuanced understanding and confidentiality, the specialized and
contextsensitive design of CAs, enriched with expert knowledge and reliable data, positions
them as a more trustworthy alternati\@25]. It has been observed that ChatGPT can cause
hallucinations and provide false and misleading information. Therefore, users cannot fully trust

such a tool and rely on the information providi@g6]. Thus, we hypothesize,

H10: CAbased intervention of DV is perceivad be more trustworthy than ChatGPT

counterpart.
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5 EVALUATION OF SAFEHAVEN

5.1 Methods
To evaluate the CA, we implemedtquantitative (i.e., survey questionnaire) and qualitative
(i.e., cognitive walkthrough, interview) methods. We believe both user research methods have a
critical role to play in the evaluation of our CA and provide us with a deeper understanding of
the user experience. The qualitative method assists us in analyzing users' feelings, thoughts, and
behavioral patterns, whereas the quantitative method helps us to analyze the data and present

findings in a straightforward and objective manner.

As part of our research, we desggia user study that compar&afeHaven with an internet
search and ChatGPTSince searching online is the most popular means of seeking out
information and resources for DV survivgid 4], [313] we use it to compare the effectiveness
of support provision and other constructs. Further, ChatGPT has recently become increasingly
popular as a tool for answering user quel@27], so thatwe examind how participants
perceive the tool in terms of support DV survivors. Thaghis chapter we aim toanswer the
following research questiorRQ5. How effective is the CA in providing support to DV
survivors? a) How does CA compare with a search engine? b) How does CA compare with

ChatGPT?

5.1.1 TaskDesign
As part of this research, we condeath user study comparing the CA and Internet se@nch
ChatGPT on a variety of measures. Considering that DV survivors usually rely on the Internet
for guidance and resourcgxl3], we compare SafeHaven with Internet search as a baseline for

its effectiveness. In addition, we intend to include ChatGPT as another baseline in our study,
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given its increasing popularity as a conversational Al sysig&Y]. We investigateé all
conditions' advantages and disadvantages in more detadughout the user study, we dse
hypothetical scenarios based on prior resedB8d8], [329], [330] These scenariosvere
designed to convey the impression that they are plausible and rg&lsdtjcSeveral scenarios

were created that are reflective of rbfd situations related to the domestic violence
phenomenon. They illustrate more complicatedesof DV in which the abuser exhibits more

than one abuse fornThese scenarios are crucial as they highlight the intricate relationships
between the various types of abuse, as well as the profound effects they can have on victims.
These hypothetical scenarios do not inadvertently reinforce stereotypes or-blariing
attitudes. The scenarios do not place undue responsibility upon the survivors for the abuse they
have suffered, and they accurately represent the complexities of abusive relationships.
Additionally, these scenarios illustrate how survivors might consider seeking support from
hotlines, counseling services, or local resources. The objective of employing hypothetical
scenarios in our research is to enable participants to adopt the perspective of the survivor and
undertake a user study from their viewpoint. Further, using such scenarios allows us to control
the environment in which the study is conducf882]. Here are examples of hypothetical

scenarios:

Scenario 1: Sarah and Mike have been married for nearly six years. The couple's lives were
stable at the outset, and their relationship was perfect. Following the birth of their child, Mike
began to feel that she was neglecting him. He began criticizing and ridiculing her, calling her
names, and unfairly comparing her to other women. In addition, he recently started spying on her
phone and tracking her location. He also abused her financially by controlling the joint account

between them, as well as refugito pay the financial obligations of the house, including bills
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and other expenses. The matter did not stop there. On one occasion, while they were having
dinner, Mike made fun of Sarah's dress, so she politely asked him not to repeat it because it
upsets her. An argument ensued, which escalated quickly, and he hit her, resulting in bruises.
After this incident, she felt confused, frustrated and feared that more dangerous incidents might
occur in the future. She started considering the possibility of seeking assistance from nearby

resources but was still confused.

Scenario 2: Marcia and James have been married for nearly four years. At first, things
appeared to be going well for the couple. Their lives were stable, and their relationship was ideal.
Since moving to a new job, James has been experiencing increased stress and overload. Because
of his new job, he often loses his temper. The bad psychological state followed him home, so he
got angry with his wife, Marcia, quickly and without reason. He began criticizing and ridiculing
her, calling her names, and comparing her unfairly to others. Further, he recently started spying
on her social media account and web history and tracking her location. In addition, he abused her
financially by managing their joint account and refusing to pay their household expenses,
including rent, utilities, and other bills. It did not end there. In one case, while Marcia was
cooking lunch, James shouted that he needed a meal immediately. She politely asked him to wait
for a few minutes. He lost his temper and pushed her hard. She tried to resist, but he punched
her, which resulted in bruises. Following this incident, she started thinking about seeking help
and guidance from local resources to create a safety plan and find support during this difficult

time. She felt anxious, depressed and feared that future dangerous incidents could happen.

Scenario 3: John and Lisa have been married for the past five years. They enjoyed a good
relationship at the beginning, but things began to change when Lisa lost her job and became

depressed. During this time, John became increasingly critical and regularly belittled Lisa,
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claiming that she was lazy and worthless. Additionally, he would not assist Lisa around the
house or with their two children, leaving her to handle everything on her own. One day, while
they were arguing, John smashed Lisa's cell phone. Lisa was scared and didn't know what to do.
Shortly thereafter, she began to consider safety planning and sought support from local

resources.

We randomly assigd each scenario to each system (i.8afeHaven search engine,
ChatGPT) to prevent biases and learning effect. We pextireise hypothetical scenarios to our
prospective participants araskedthem to read and imagine themselves in the role of Sarah,
Marcia, or Lisaln the following steps, we asH participants to complete several tasks centered
on informational, emotional, and instrumental support. We assume the task list will reflect most

of the needs of survivors of DV.

5.1.2 Researchnstruments
Several research instrumemtereemployed to measure the effectiveness of the CA in

comparison with online searches.

5.1.2.1 Social Reactions

The social reaction to disclosure refers to the way informal supports respond in both verbal
and nonverbal forms to survivorsoé disclosures
acknowledging and validating the survivors?~o
blaming the survivor) reactiong333]. Negative social reactions can exacerbate survivors'
psychological distress, while positive social reactions were not to related to the psychological
distresg334]. In recognition of the importance of this aspect, we intend to use an instrument that
can assist us in assessing social reactions. In this regard, weedsBss®sure participants'

soci al reactions by using the revised version
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[280]. It was originally developed to assess social reactions to disclosures of sexual abuse, but it
has been modified and applied to DV literature as {¥al], [334], [335] The participantsvere

asked how frequently they receive different reactions from different systems (i.e., CA, search
engine /or ChatGPT). We chose 14 items from the emotional support and tangible /informational
support categories. For each item, the response scale-miat7Likert scale (1 = Strongly
disagree, 2 = Disagree, 3 = Somewhat disagree, 4 = Neutral, 5 = Somewhat agree, 6 = Agree, 7 =
Strongly agree). For the emotional support and belief category, we chose ten items including
preventing blame, showing understanding of the survivor's experience, and caring about the
survivor's feelings (See AppendB). Further, we also utilizefour items from the tangible aid

and information support category, including encouraging seeking counseling and helping to refer

to resources (See Appendsy.

5.1.2.2 InformationQuality (Q)

In terms of perceived information quality, it refers to how the information receiver perceives
its quality. 1Q can be categorized into four saiegories, including intrinsic, contextual,
representational, and accessibiliB36]. Intrinsic 1Q refers to information itselfossessing
guality. Contextual 1Q emphasizes that 1Q should be viewed in the context of the task.
Representational and accessibility 1Q highlight the importance of computers being able to store
and provide information; that is, information should be presented in a way that is easy to
comprehend and manipulate, and that is concise and consistent. Hence, in our study, we aim to
use the AIM quality (AIMQ), a questionnaire for measuring 1Q, and techniques forrattegp
IQ measurementp336]. Various contexts and organizations used this instrument to assess the
quality of information. We chose 12 items from the information quality assessment that discuss

different aspects, including 1) accessibility: how easily and quickly data can be retrieved, 2)
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appropriate amount: data volume is appropriate for the task, 3) believability: the credibility and
truthfulness of the data, 4) completeness: adequate breadth and depth for the task, and no missing
data, 5) concise representation: how well data is presented in a compact manner, 6) consistent
representation: whether the data is presented consistently, 7) ease of operation: how easily data
can be manipulated and applied, 8) free of error: the accuracy and reliability of the data, 9)
interpretability: clarity and appropriateness of data, 10) relevancy: data relevance, usefulness,
and applicability, 11) timeliness: the degree to which the data is current d@ondlafe, and 12)
understandability: the data can be easily understeach item is measured on a scale from 1 to

7, where 1 represents strongly disagree and 7 indicates strongly agree (See Appendix

5.1.2.3 Usability

Usability refers to the ability of a particular artifact to serve its intended purpose appropriately
[337]. ISO 924111 describes usability as having the ability to measure a system's usability based
on who uses it, what they use it for, and the environment they use it in. In accordance with ISO
924111, usability measures should include the following: a) effectiveness (users' ability to
complete tasks and output quality); b) efficiency (effort and resources needed to complete tasks);
c) satisfaction (users' subjective responses to the system during use). In our woskdtie
System Usability Scale (SUS)rd@ke developed SUS in 1996, in what is referred to as a "quick
and dirty" usability scalg337]. This method is commonly employed and enables researchers to
evaluate the usability of a system quickly and efficiently. It is composed of 10 questions, and
participants are asked to choose one of five points ranging from strongly disagree to strongly
agree under each question (See AppeBjiPositively worded items contribute a score equal to
the scale position minus 1, while negatively worded items will contribute 5 minus the scale

position. To calculate SUS, the sum of the item score contributiohdevinultiplied by 2.5,
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which vyields a score that ranges from 0 (low perceived usability) to 100 (high perceived
usability), where a score greater than 68 is considered above average. In recent years, this

measure has been employed to assess the usability §88%s

5.1.2.4 PerceivedAnonymity

A person's perceived anonymity is their perception of being unidentifiable (rather than others)
[339]. Additionally, anonymity should be viewed as a continuum from total unidentifiability to
total identifiability [340]. It is defined that perceived anonymity refers to the feeling that one's
identity is unknown to others or that one is not identifiafJ389]. To measure perceived
anonymity, we adopd the instrument developed by Hite et #39] and made a few
modifications to reflect the current conte¥e usedhis instrument to validate the influence of
perceived anonymity on usage and sharing behavior. Five items are included on the scale, such
as "I am confident that others do not know who | am when | use the CA (search
engine/ChatGPT)" (See append®). A severpoint scale is used to rate each item, with the
range being strongly disagreed (1) and strongly agreed (7). Each item's score is added together to
determine the overall perceived anonymity score, with higher scores suggesting a stronger

perception of anonymity.

5.1.2.5 Perceivedrrust
In IS research, measuring trust in technology is a key compoAepierson's trust in
technology also plays a significant role in shaping their beliefs and behaviors regarding
technology. Thus, to measure the trust of syst@ms CA vs. search engine/ChatGPT), weduse
Jian trust scalg841]. It is unique in that it assesses trust and distrustoroppositedirectionsin
a single dimension instead of assessing trust ionbnedirection The output may include both

trust and distrust values, or it may be aresitompassing value. The scale consists of 12 items,
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and participants are asked to rate them on a scale ranging from "strongly disagree = 1" to "
strongly agree = 7". Some of these items relate to distrust (5 items, It&nssdch as
perceptions that the automation system is deceptive or that its use will lead to harmful outcomes.
Further, the scale includes trust items (7 items, Iterh)6assessing reliability, integrity, and
overall trustworthiness. For both overall and positive trust scores, a higher value signifies greater
trust. Conversely, for the negative trust scores, a lower value indicates stronger trust (See

appendixB).

5.1.3 Procedure
The study was designed as a betwsebjects as well as withisubjects studyThisinvolves
a group of participants using the developed CA vs. search engine and another group using the
developed CA vs. ChatGPT. It combines elemehtbothwithin-subject (participants using
different conditions) and betweanbject (different groups assigned to different conditions) in a
randomized order to minimize the effects of individual differences and potential (ragese

5.1).

Eachsession lasd between 75 and 90 minutes. The session includes three phasesve-irst,
asked the participant to complete tasks in both conditions and respond to the cognitive
walkthrough (CW) questions regardiggfeHaversystem evaluation. Second, as a folowto
completing the tasks in each systeme, askedhe participant to answer a peasitrvey detailing
their experiences. Lastly, interviews with participanere conducted to discuss their views on
both conditions. A sample of interview quesBoare: What are the advantages of using
SafeHaverversussearch enginesr ChatGPT to assist DV survivenrespectivel? What are the

drawbacksof using SafeHavenand search engines/or ChatGPT to assist DV survivors
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respectivel? Whatprivacy concerngdo they have about usin§afeHaverversussearch engines

or ChatGPT to assist DV survivors? HomimproveSafeHavefd (Appendix D).

At first, we explaied to the participants the purpose and procedure of the study. Before
conducting the user study, we obtdnnformed consent forms from participants. We cobelct
information about participants' basic demographics and DV experience, or their experience
working with DV survivors, and their knowledge and experience of seeking and receiving, or
providing social support in relation to DV intervention. In particular, we utllzevidely used
tool for screening DV called HITS, which contains four items and asks about the frequency with
which the partnemhysically harming, insulting, threatening, and screaming at t(feee
Appendix C) [342]. Each participant was then assigned randomly to one condition (i.e., CA vs.
search engine, or CA vs. ChatGPT) to perform multiple tasks. For example, Participant 1 was
informed that they would utilize CA and a search engine, whereas Participant 2 was assigned to
use CA and ChatGPWe assigned participants randonbdydifferent conditions, meaning that
they may either use the CA first and then the search engine/ChatGPT or vice versa. Following
this, the participant read a brief description of the study regarding the assigned system and then
read hypothetical scenarios thaere assigned randomly. They then watdha video that
provides stefby-step instructions regarding performing tasks. Each participantthgasked to

perform tasks using the CA and search engine/or ChatGPT.

The tasks simulatesituations that may occur in the real world and require participants to
interact with each system to perform them. Examples of tasks that a participant eedorthe

developedCA and search engine/or ChatGPT:
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. Create a DV safety plan: This task requires a participant to create a safety plan. It
includes several steps like gathering supplies to take with them in an emergency,
identifying a safe place to go, and creating an emergency contact list.

. Find a nearby DV shelter: This task asks a participant to locate a DV shelter in their
area, which can provide them with resources and assistance to help them through a
difficult time.

. Learn how to gather evidence of the DV incident: This task asks a participant to learn
how to collect information that will help prove the occurrence of DV.

. Learn how to protect the survivor from future cyberstalking when using her/his mobile
device: This task requires a participant to learn about the different methods of
protecting a survivor from cyberstalking.

. Read a survivor story: This task askgarticipant to find out a domestic violence
survivor story and read it, aiming to understand the difficulties they encounter and
their methods of coping.

. The survivor feels confused and frustrated as if the situation is her fault. Try to find
words of encouragement, comfort, and empathy for her: This task asks a participant to

determine whether they find words that show encouragement, comfort, or empathy.

After completing each task omhe developed CA, participants compldtecognitive

walkthrough wherein they ansvesl questions about the task they just completed. Tdoeyd

thenmoveon to the next task until they have completed all of the tasks. Once a participant has

completed tasks for a conditiome askedthem to complete a posturvey detailing their

experiences regarding several measures. Lastlyyadshort interviews with the participants to

discuss their views on a condition (i.e., CA, and onbearches/or ChatGPT). Through our
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interview, we as&d about both strengths amblawbacksn both conditions and how Ghased

interventions for D\Vcouldbe improved. Each intervielasted15-20 minutes on average.

SafeHaven vs. search engine

i review a study describtion
B:::“ﬁ"lgl;:s:t'i‘fn:':re i Hypothetical scenario
After screening for eligibility Study introduction Assigned randomly {o one group

Participant

Group 2:
SafeHaven vs. ChatGPT

Watch step by step video

Interview Post-survey Perform tasks
j

]

Figure5.1: Task procedure

5.1.4 Cognitive Walkthrough

In our study, we seleetl Cognitive Walkthrough (CW) as the research method. CW refers to
a theoretically based usability evaluation method that is applicable throughout all phases of
system design and development and concentrates on the ease of use for new users to complete
tasks with the systerf843], [344] In other words, CW places an emphasis on understanding
how new and infrequent users may be able to utilize the system. It is important to prepare a task
list that contains all of the tasks that will be performed during the walkthrough (see &etttn
for sample tasks), along with an action sequence that outlines the flow of the specific tasks. A
participant wallkedthrough the tasks using tk and answered questions related to the usability
at each step. As part of the walkthrough, evaluatork thabugh the action sequences using the
artifact (i.e., CA) and answered questions at each[3#}]. These are four typical questions: 1)
Will the user try to achieve the correct outcome? 2) Does the user recognize that the right action

is available? 3) Will the user likely connect the description of the correct action to what is being
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attempted? 4) Will the user be able to observe progress toward solving the task if the correct
action is performed? During the predefined ac
the likelihood that the user will succeed at each stage. It is also important to document the

reasons for this determinati¢8ee Appendix E)

5.1.5 ParticipantRecruitment

A total of 36 participants were recruited, including 22 people who had experienced DV, 22
friends or family members of DV victims, and two professionals who had experience in the field,
giving us a diverse group of individuals with different perspectives on the topic. We utilized a
comprehensive recruitment strategy, including internet searches, snowball sampling, mailing
lists, and social media outreach. Specifically, we considered adopting a university mailing list as
a means of reaching out to a larger number of participants. Furthermore, we posted in social
media communities and groups, such as "Domestic Violence Survivor's," "Domestic Violence
Awareness," in Facebook, and subreddits like r/abusesurvivors and r/emotionalabuse in Reddit,
to reach a large audience and gathered participants who had direct or indirect experiences with
DV. In addition, we searched online to find participants from DV organizations and academic

institutes in different cities of the U.S. with experience in DV support and advocacy.

A diverse range of experiences and awareness of DV are revealed in the demographic data
(Table5.1). The data indicates a notable inclination among young individuals and females to
have discussions about DV, with 44.4% of respondents being betwe2h di&d 75% being
females. There is broad representation among the respondents in terms of racial and ethnic
backgrounds, with the majority identifying themselves as White (55.26%). In terms of personal
connections to DV, a significant percentage of participadentify as victims/survivors

(61.11%),whereasan identical percentage identify as family or friends of victims/survivors. In
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most cases, participants reported receiving support from their personal networks, mainly from
friends (27.62%) and family (24.76%), highlighting the importance of maintaining close
relationships while coping with DV. While the overall utilization of technology in DV
interventions among participants is relatively scarce, some participants have resourcefully
utilized digital tools such as online therapy sites, search engines for local services, social media
for community support, anonymous legal advice, and VPN, thus suggesting a nascent but

promising area of technological integration in DV support systems.

Participants' perceptions and useC#s differ according to their familiarity with and trust in
the technology (TablB.1). The majority of participants reported usin@A a few times a week
(47.22%), indicating regular engagement, while a smaller propouidized them less
frequently, ranging from once a week to once a month. The surveyed participants have engaged
with various CAs, predominantly ChatGPT (75.00%), Apple Siri (63.89%), Amazon Alexa
(55.56%), and Google Assistant (41.67%), bringing aewihge of experience levels to their
interactions, with 36.11% identified as beginners, 25% were intermediates, another 25% were
advanced beginners, and 13.89% were proficient, ranging from nascent familiarity to adept
usage, but none considered themselves experts. Only a few respondents have reported using
other alternatives like Bing chatbot, Hugging Chat, and Snapchat AiCPRomteractions,
WhatsApp and Facebook Messengere thepreferred platformamong participantschosen by
63.89% and 55.56% of participants, respectively, with Telegram, Slack, and other specified
platforms like Instagram and Snapchat also preferred by some participa@A foteractions.
Interestingly, participants predominantly empldyAs for textual tasks and applications
(72.22%), such as querying, content creation, summarization, and writing aids, as well as for

educational purposes (44.44%). As a whole, the participants aggedake a positive stance
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towards the use o€As, with 66.66% agreeing or strongly agreeing that they found them
comfortable and 72.22% indicating that they find them easy to use. In the same vein, participants
exhibited a moderate level of trust DA-provided information, with the largest segment,
38.89%, somewhat agreeing on its accuracy, while only 5.56% strongly Brgteparticipants,

with 55.56% strongly agreeing and 27.78% agreeing, are optimistic abadt future
prevalence, but only 19.44%idahat CAs arecapable in emergency situations, reflecting a

cautious attitude about their effectiveness.

Tableb.1: Descriptive statistics from demographic and general survey responses (N = 36)

Question Value Count (N) Percentage (%)
Age 18-25 16 44.44%
26-33 12 33.33%
3441 3 8.33%
42-49 4 11.11%
50-57 1 2.78%
58-65 0 0.00%
>65 0 0.00%
Gender Female 27 75.00%
Male 9 25.00%
Race/ethnicity American Indian or Alaskan Native 0 0.00%
Asian / Pacifidslander 6 16.67%
Black or African American 4 11.11%
Hispanic or Latino 6 16.67%
White 21 58.33%
Multiple ethnicities 1 2.78%

Connection to DV Victim or survivor ofDV 22 61.11%
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Strongly disagree 0 0.00%
Managing emergenc, Stronglyagree 0 0.00%
Situations
Agree 7 19.44%
Somewhat agree 13 36.11%
Neutral 10 27.78%
Somewhat disagree 2 5.56%
Disagree 2 5.56%
Strongly disagree 2 5.56%

5.1.6 Ethical Consideration

Beforeconducing this study,a review and approval of the protocol hdneen granted by the
Institutional Review Board (IRB) at the University of North Carolina at Charl@tel we
adhered to the approved protocol throughout the user 8RBy23-0836. The entire user study
was conducted online via a video conferencing tool (i.e., Zoom). Participants were first
prescreened and checked to see if they were eligible. Once their eligibility was confirmed, we
sent them an online research consent form encompassing the research protocol and allowing
them to provide voluntary congerThe consent form communicates to participants that their
involvement in the study is entirely voluntary. They may choose not to participate in the study,
or even if they start participating and then change their mind, they can stop it at any time.
Participants were then informed that the topic is sensitive and may lead to distressing feelings or
memories as they answer questions or read hypothetical scenarios. We offered the option of
skipping any questions they did not wish to answer or withdrawing tiherstudy if they wished
to do so. Furthermore, drawing from insights garnered in a prior study involving interviews with
domain experts in the context of D\345], a range of measures were available to address

potential crises, such as comforting them and referring them to appropriate resources. Moreover,
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we assured them that their data would remain confidential and only accessible to the research
team. Participants' identifiers (i.e., names anthad addresses) were used solely for the
purposes of initial communication, scheduling, and obtaining informed consent. They were not

used in the analysis or interpretation of research results.

5.1.7 DataAnalysis

In the quantitative analysis, we empéalyonetailed paired testsfor normally distributed
data and Wilcoxon signe@nk tess for non-normal distributed datéo evaluate our research
guestions and hypotheses. Furthén, qualitativeanalysis, we conduetia thematic analysi§Ve
usa an inductive approach that focuses on reading interview transangtsomments from the
cognitive walkthroughand extracting themes and patterns that emerge. Weoogkath sample
scripts, and then revidghe coding schema so that new categories and theooésle added.
We repeatd the process several timés achieve more refined and differentiated themes until
saturation is achieved. As a final step, the entire dataastoded based on the coding schema

we developed.

5.2 QuantitativeAnalysis Results
In this section, we investigated participants' perceptions of interacting SateHaven
compared to using a traditional search engine or ChatGPT to gain deep insights into the relative
effectiveness oBafeHavenDuring our investigation, we examined multiple dimensions of the
user experience, focusing on social reactions, information quality, usability, anonymity, and
perceived trust. To test normality, we performed a Shapiitk test on each measure. We
performed a paired sampletest on normally distributed measures and a Wilcoxon stgaekd

test on nomormally distributed measures to test our hypotheses.
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We first report the results of a comparison betwsafeHaverand a search engine, followed
by a comparison betweesafeHaverand ChatGPTA summary of the results is presented in

Table5.2and Table 5.3

Tableb.2: Descriptive statistics and statistical comparisons of the effectiveness between Satatdaven
search engine

Mean (SD)
Condition Variables Z/t-value P-value
SafeHaven @ Search engine

Emotional support  5.48 (1.16)  4.02 (1.46)  Z=-3.268 0.0005***

Informationaland ¢ o (1 05y | 525(1.23)  7=-2.483 0.0065*
instrumental suppor

1 1 — *
SafeHavens. Search engin¢ Mormation quality  5.91(0.95)  5.43 (1.006) Z=-2.107  0.0175

(N=18)

Usability 74.02(18.45) 74.02 (17.34)  t=0.00 1.00
Perceived 5.80 (0.915) 5.02 (1.335) Z=-2.123  0.017*
anonymity

Perceived trust =~ 5.81(0.87)  5.32(0.88) t=2.165  0.022*
Note: *p < 0.05, *p< 0.01, **p<0.00L.

Table5.3: Descriptive statistics and statistical comparisons of the effectiveness between Satatdaven
ChatGPT

Mean (SD)
Condition Variables Z/t-value P-value
SafeHaven ChatGPT

. 6.016 (0.84) 4.47 (1.19) t=4.594 | 0.00012***
Emotionalsupport

Informational and 6.38 (0.81) 5.61(1.09) Z=-2.591  0.005**

SafeHavervs. ChatGPT instrumental support

(N=18) . . 6.31(043) 5.89(0.63) Zz=-2.287  0.011*
Information quality

Usability 83.19 (12.77) 79.30 (13.58) t=1.162 0.261
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perceived anonymity 011 (118)  6.14(070)  z=0.399  0.345

=- *%
Perceived trust 6.33 (0.53) 6.03 (0.69) Z=-2.445 0.007

Note: *p < 0.05, *p < 0.01, **p<0.001.

5.2.1 SafeHaven/s. Search Engine

5.2.1.1 EmotionalSupport
A Wilcoxon SignedRank Test results revealed that the emotional support rating for

SafeHaven (M = 5.48, SD = 1.16) was significantly higher (p = 0.0005tailed) than that for

the search engine (M = 4.02, SD = 1.46) (Figu&®. Specifically, 17 out of 18 participants rated
SafeHaven higher for emotional support than the search engine, resulting in positive rankings
with a mean rank of 9.44 and a total rank of 160.50. Thus, hypotHdsithe CA-based

intervention of DV provides greater emotional support than search engines, is supported.

The moderating effects of age and gender were examined. Compared to the search engine (M
= 3.850, SD = 1.5831), females rated SafeHaven higher regarding emotional support (M = 5.283,
SD = 1.3717) with a value of 0.012. In the same manner, males viewedCtheasa more
effective (p = 0.028) means of receiving emotional support (M = 5.883, SD = 0.4070) than
utilizing a search engine (M = 4.367, SD = 1.2675), signifying a meaningful disparity in their
preferences. The findings suggested that both femalesmahels showed a preference for
SafeHaven over a search engine in terms of emotional support. Furthermore, -tekatage
findings were noteworthy. In the group aged2B SafeHaven was more warmly receiypck
0.012)for providing emotional support (M = 6.050, SD = 0.60Z&inparedo a search engine
(M = 4513, SD = 1.6164)Moving to the 2633 age cohort, there was a preference for
SafeHaven (M = 5.243, SD = 1.3551 < 0.018 to a search engin@M = 3.486 SD =1.560.

However,the trend did not hold as strongly for-42yearolds. The averag€A support rating
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(M = 3.90Q SD =1.1139 was slightly lowercompared to earch engine$M = 4.10Q SD =

0.84895, with no significancef differencewasindicated in suclacomparisonf§ = 0.655.

Scoial reaction - Emotional support

M SafeHaven [ Search engine

Scale

Figure5.2: Boxplots of emotional support of SafeHawnrd a search engine

5.2.1.2 Informationaland Instrumental Support

Based on the Wilcoxon Signdtank Test, a substantial difference was found in perceptions
of informational and instrumental support provided $gfeHavenas compared to the search
engine (Figure.3). Specifically, we foundSafeHaverwas ratedsignificantly higher (M = 6.00,
SD = 1.05 p = 0.006% than a search engine (M = 5.25, SD = 1.23) in providing survivors with
the support that facilitates the acquisition of healthcare and shelter, sharing vital information,
provides options, assists survivors in afitag information about coping with traumatic
experiences, and refers them to counseling sen@afeHaverreceived a maximum rating of
7.0Q indicatingthat some participants found it to be particularly helpful. Based on the positive
ranks (M = 9.18, Sum of Ranks = 128.50), 14 out of 18 participants SdatzHavenas

providing more information than the search engine. In addiSafgeHaverwas rated lower in
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only three instances (negative ranks), with a mean of 8.17 and a total 2hk®@fandied with
the search engine in one instantle resultsprovide supporfor hypothesisH2 that theCA-
based intervention of DV provides informational and instrumental support in a more effective

manner thamsearch engine.

An in-depth analysis of the moderating effects of age and gender revealed insightful findings.
Males rated SafeHaven significantly higher (M = 6.25, SD = 0.975) than a search engine (M =
5.25, SD = 1.10)with a p= 0.026, inferring that males prefer tltA in terms of seeking
informational and instrumental suppoAlthough females perceived SafeHaven to be more
helpful for information and instrumental assistance (M = 5.875, SD = 1.105) than a search
engine (M = 5.25, SD = 1.33@je difference betweehe two platformsvas notsignificant(p =
0.118). Furtherwhencomparing the preference for informational and instrumental support from
SafeHaven with a search engine across age groups, 1B& &¢e group showed a statistically
significant preference fahe CA(M = 6.36, SD = 0.79, p = 0.018). Other age groups, including
1825 and 4249, showed no significant differences in the way they rated SafeHaven and a

search engine.

Social reaction - Informational and instrumental support

M safeHaven [ Search engine

P

Scale

Figure5.3: Boxplots of informational anthstrumental support of SafeHaven and a search engine
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5.2.1.3 InformationQuality
We analyzed the perceived information quality between SafeHaven and a search engine
across the 12 AIMQ variables. SafeHaven achieved a higher overall score (M =5.91, SD =
0.951) in comparison with that of a search engine (M = 5.43, SD =)].@&tailed p =
0.0175). SafeHaven also outperformsshrch engineacross all items (TablB.4). However,
only some of the differences were statistically significant, including accessibility (p = 0.0320),
consistent information representation (p = 0.0490), and -&eercontent p= 0.0005).

Therefore, we can conclude that hypothétiss partly supported.

An examination of the moderating effects of age and gender was condRegarding
gender, we found that female participants had mean scores of 5.8 for SafeHaven and 5.6 for a
search enginebut the pvalue was 0.328, suggesting that neither medium is significantly
preferred. For mal es, however, SafeHavends m
search engine's mean of 5.0, as indicated byaye of 0.046. Regarding age, and according to
the results, we did not observe any significant difference bet@afHaverand a search engine
among participants of different ages. The average ratings were comparable for2heads
group with SafeHavenscoring 6.22 compared to a search engine score of 5.78. Likewise,
participants aged 283 ratedSafeHaverat 5.95compared to @earch engine at 5.3@ith both
age groups showed no significant differences, as indicatedvaups of 0.160 and 0.237,
respective}. Similarly, those aged 429 did not display any significant preference, as indicated
by a pvalue of 0.317. It appears that age is not a decisive factor in the preference for using

SafeHaveroverasearch engine when it comes to information quality.
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Tableb.4: Descriptive statistics and statistical comparisons of user perceptions of information quality

Item

Information is easily accessible

Information is of sufficient volume for my

needs

Information is believable

Information is sufficiently complete for my

needs

Information is presented concisely

Information is represented in a consistent

format.

Information is easy to manipulate to meet

my needs.

Information is correct.

It is easy to interpret what information

means.

Information is useful to the task at hand.
Information is sufficiently timely.

Information is easy to understand.

Overall (average)
Note *p < 0.05, **p < 0.001

betweerSafeHaven and search engine

SafeHaven
(Mean (SD))

6.22 (0.943)

5.56 (1.338)

6.06 (1.162)

5.61 (1.335)

5.61 (1.577)

5.89 (1.278)

5.67 (1.138)

6.17 (0.707)

5.89 (1.278)

6.22 (1.003)
5.89 (1.451)
6.17 (1.098)

5.91 (0.951)

Search Engine
(Mean (SD))

5.50 (1.249)

5.44(1.580)

5.61 (1.195)

5.28 (1.179)

5.11 (1.568)

5.22 (1.555)

5.17 (1.618)

5.39 (0.778)

5.39 (1.539)

5.89 (0.758)
5.44 (1.097)
5.72 (1.364)

5.43 (1.006)

5.2.1.4 Usability

z

-1.852

-0.196

-1.469

-1.064

-0.952

-1.652

-1.181

-3.276

-1.082

-1.303

-1.517

-1.218

-2.107

P-value (one
tailed)

0.0320*

0.4225

0.0710

0.1435

0.1705

0.0490*

0.1190

0.0005***

0.1395

0.0965
0.0645
0.1115

0.0175*

The SUS scores ddafeHaverand a search engine turned out to be the same (74028

1.00 (Figure5.4), and both exceeded the minimum threshold of38#]. Therefore, it can be

inferred from these results that participants saw BaifleHaveranda search engine as practical

and usable. Thetest indicagéd no significant difference in usability betweasearch engine and

SafeHaven
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In a comparative analysis, the study investigated usability preferences for SafeHaven and a
search engine based on gender. According to female participants, a search engine received a
mean usability rating of 79.16 (SD = 17.38hd SafeHaven had a mean of 73.75 (SD = 20.04)
while no statistically significant difference was observed (p = 0.317). Males, however, found
SafeHaven more usable than a search engine, with a mean score of 74.583 (SD = 16.53) versus
63.75 (SD = 13.11), though this difference was not statistically significant (p = 0.293). As a
result of paired-tests conducted across a variety of age groups, detailed findings regarding both
SafeHaven and a search engine usability have been uncovered. In the analysis, participants aged
18 to 25 showed almost equal usability ratings for SafeHaven and a search engine (73.75 and
73.125), with no distinction between them (p = 0.951). For those aged 26 to 33, SafeHaven
received an average rating of 77.5, while a search engine received an average rating of 76.071. It
was foundput no significant difference (p=0.817) existed between theplatiorms Based on
the results, among 429-yearolds, search engines scored 57.5 compare8afeHaven 50,
suggesting a preference for search engines, although this discrepancy did not reach statistical

significance (p = 0.374).

Usability
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Figure5.4: Boxplots of usability of SafeHaven and a search engine
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5.2.1.5 PerceivedAnonymity
The descriptive statistics showed that participants deliigher level of anonymityvith
SafeHaven (M = 5.80, SD = 0.91p = 0.017 compared to a search engine (M = 5.02, SD =
1.335) (Figures.5). Specifically, 11 out of 18 participants gave a higher rating to SafeHaven,
five participants felt a search engine was more anonymous, and two participants reported no

preferences. Based on these findings, the results support hypothesis H7.

Based on the analysis of the moderating effects of gender, we found females rated the
anonymity of SafeHaven at an average of 6.00, compared to an average of 5.06 for a search
engine with a statistically significant difference based on the results of a Wilcoxon Signed
Ranks Test (p = 0.026). Similarly, male participants viewed SafeHaven as more anonymous than
a search engine, scoring 5.40 on average for SafeHaven versus 4.93 for a searchugiigene,
difference was not statistically significant ¢ 0.684). The analysis results of perceived
anonymity for SafeHaven vs. a search engine between different age groupsl shatthe
patterns varied by age. The younger cohortd38 significantly (p = 0.046) leaned toward
SafeHaven (M = 6.150) over a search engine (M = 4.850), valuing the anonymity that SafeHaven
offers. In contrast, the group of -&3-yearolds did not exhibit a marked preference for a more
anonymous medium, with both SafeHaven and a search engine scoring nearly equally (M =
5.686 and 5.543espectively; p = 0.866). In addition, although the4@2age group perceived
SafeHaven (M = 5.20) as more anonymous over a search engine (M = 4.10), this preference is
not statistically significant (p = 0.180), suggesting that perceived anonymity has little influence

on their preferences
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Figureb.5: Boxplots of the perceived anonymity of the SafeHaven and a search engine

5.2.1.6 Perceivedlrustworthiness
The trust score was computed by averaging the positive items and reverse coding of the
negative items, with higher values indicating greater ff841]. Figure 5.6 shows the mean
score for positive and negative trust items, as well as the overall trust score. Based on the paired
t-test results, participants perceived SafeHdedremore trustworthy (M= 5.81, SD = 0.87p =
0.022), in comparison to a search enginexM.32, SD = 0.88). Thus, the results suppdt H
positing that theCA-based intervention of DV would be viewed as more trustworthy than a

search engine counterpart.

We examined the moderating effect of gender. Based on the paired sateptagsults, both
genders exhibited a higher level of trust in SafeHaven over a search engine when seeking
assistance regarding DV. In particular, female participants rated SafeHaven as more trustworthy,
with an average of 5.80, compared to a search engine with an average of 5.46. However, the

difference was not statistically significant (p = 0.187). In parallel, when searching for assistance
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with DV, male participants were more likely to trust SafeHaven (M = 5.80) than a search engine
(M = 5.04). However, like the female participants, there was no significant difference in the
ratings of male participants (p = 0.167). We further investigated how age influences the outcome.
According to the results, the &% age group showed a slightly higher degree of trust in
SafeHaven with a rating of 5.94, compared to a rating of 5.44 for a search engine-3hadggt

group demonstrated a clear preference for SafeHaven, scoring 5.80 against 5.23 for a search
engine; the 429 age group had the smallest preference difference (5.00 versus 4.75). Despite
this, the preferences for SafeHaven across different age groups did not show statistically

significant results (p > 0.5)

Perceived trust

M SafeHaven M Search Engine
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Negative Positive Overall
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Figure5.6: Bar charts of perceived trust of SafeHaven and a search engine

5.2.2 SafeHaven vs. ChatGPT
5.2.2.1 EmotionalSupport
The results of the pairedtasts reveal thabafeHavenwas rated significantly higher (p

0.001 for its ability to provide emotional support (M = 6.016, SD = 0.847) than ChatGPT (M =



221

4.47, SD = 1.198) (see Figuke7). Among the multiple dimensions of emotional support are

S af e Hacapahiliies to listen attentively, its ngqudgmental nature, its ability to show
understanding and empathy, as well as its overall acceptance and support (p<0.001). Thus, the
results support hypothesi$3, that the CAbased intervention of DV is perceivéal be more

emotionally supportive than ChatGPT.

By analyzing the moderating effects of gender, SafeHaven outperforms ChatGPT in terms of
emotional support. According to the results, females reported a mean score of 5.947 for the
SafeHaven compared to 4.513 for ChatGPT, which is statistically significant, witralae of
0.003 and a mean difference of 1.4333 for SafeHaven CA. Males exhibited an even stronger
perception of offering emotional support-vplue of 0.01), scoring 6.367 for SafeHaven and
4.267 for ChatGPT. Across different age groups, participants reported a significant difference
between the emotional support offered by SafeHaven and ChatGPT. Notably, the younger cohort
(18-25) showed a clear preference toward SafeHaven CA over ChatGPT, scoring an average of
6.40 compared to ChatGPT's 3.76, with -®apue below 0.001. Further, those aged434
preferred SafeHaven over ChatGPT, as evidenced by average scores of 5.00 and 4.35,
respectively, showing a significant level of 0.049 on average. In contrast, other age groups,
including both 2633 and 4249 groups, perceived SafeHaven as providing more emotional

support than ChatGPT, yet neither was statistically significant 0.364 , p = 0.5respectively

).
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Figure5.7: Boxplots of emotional support &afeHaven and ChatGPT

5.2.2.2 Informationaland Instrumental Support
The descriptive statistics of informational and instrumental support are reported in3=&yure
The results of the Wilcoxon Signdthnk Test show that SafeHaven is perceivegrasiding
higher levels (p = .005) of informational and instrumental support (M = 6.38, SD = 0.81) in
comparison with ChatGPT (M = 5.61, SD = 1.09)
support more favorably, 3 participants preferred ChatGPT, and the remaining three had no
preference. Thus, these findings robustly support hypothigsithat the CAbased intervention

of DV outperforms ChatGPT in providing both informational and instrumental support.

According to an analysis of how females and males perceived informational and instrumental
support from SafeHaven in comparison with ChatGPT, data shows that female participants rated
SafeHaven higher (M = 6.31) than ChatGPT (M = 5.83), showing a marginally significant p
value of 0.053. In addition, males scofgafeHaverhigher than the ChatGPT, with a mean score
of 6.75 compared to 4.50, although avglue of 0.109 indicates that this finding is not

statistically significant. While both genders seemegrefer theCA, no significant difference
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was observed. In the same context, based on the comparison of the perceived informational and
instrumental support betweeSafeHavenand the ChatGPT across different age groups,
SafeHaverreceived higher mean scores than the ChatGPT across all age groups. According to
the results, participants between the ages e25 8coredSafeHaverat 6.46, compared to 5.56

for ChatGPT, with a {walue neassignificant at 0.075. Also, in the 28 age groupSafeHaven

was perceived to provide more information and practical assistance (mean score of 6.70 versus
5.80 for ChatGPT), but with ayalue of 0.285, indicating less significant differences. Among

the 3441 and 4249 age groupsSafeHaverhad an average of 4.87 and 6.87, while ChatGPT
rated 4.37 and 6.00 respectively. AlthouggifeHaverwas not statistically significant, there was

a slight preference for it.
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Figure5.8: Boxplots of informational and instrumental supporSafeHaven and ChatGPT

5.2.2.3 InformationQuality
The results of the Wilcoxon signednk test show that the overall information quality score
for SafeHaven (M= 6.31, SD = 0.431) was significantly higher (p0011) than that for

ChatGPT (M= 5.8981, SD = 0.6313). Specifically, some items of information quality showed
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significant superiority of SafeHaven over ChatGPT, including the concise presentation of
information (p = 0.0085), the ease of understanding the information provided (p = 0.017), and
the sufficient volume of information (p = 0.038f)able 5.5). Thus, hypothesi$i6 is partly

supported.

In our examination of age and gender moderating effects, we compared how different genders
perceive the quality of information provided by SafeHaven @hdtGPT. According to the
Wilcoxon Signed Ranks Test, females gave higher ratings to SafeHaven (M = 6.3167) than to
ChatGPT (M = 6.05), with a-palue of 0.041. Likewise, males rated SafeHaven higher than
ChatGPT (M = 6.27 vs. M = 5.36); despite this, there was no significant statistical variance (p =
0.28) between the two mediums. In the same context, when comparing how different age groups
perceived the information quality of SafeHaven versus ChatGPT, we found those betvi2éen 18
years viewed SafeHaven to offer higher information quality with an average at 6.34, slightly
higher than ChatGPT at 5.90. For the3age group, SafeHaven had an average of 6.30 against
5.93 for ChatGPT. Participants aged&8Urated SafeHaven at 6.33, more than ChatGPT at 5.29.
Lastly, the 4249 age group rated SafeHaven at 6.13 and ChatGPT at 5.75. Despite these
consistent preferences of SafeHaven, the differences weren't statistically significant; with p

values above the significance of 0.05 across all age groups.

Tableb.5: Descriptive statistics and statistical comparisons of user perceptions of information quality
between SafeHaven and ChatGPT

Item SafeHaven ChatGPT z P-value (one
(Mean, (SD)) (Mean, (SD)) tailed)
Information is easily accessible  6.39(0.698 5.83(1.383 -1.502 0.067

Information is of sufficient

- *
volume for my needs 6.17(0.989 5.44(1.723 1.767 0.039

Information is believable 6.50(0.618 6.28(0.669 -1.265 0.103
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complete for my needs 6.22(0.732 5.56(1.617 -1.439 0.076
Information is presented 6.39(0.698 5.56(1.381) -2.388 0.009**
concisely

Information is represented in a

consistent format 6.61(0.509 6.33(0.689 -1.518 0.065
Information is easy to 5.33(1.609 4.94(1.434 -1.462 0.073
manipulate to meet my needs

Information is correct 6.39(0.502 6.06(0.802 -1.387 0.083
Itis easy to interpret what 6.44(0.616 6.00(0.907 1576 0.058
information means

Information is useful to the task 6.44(0.989 6.06(0.802 1530 0.063
at hand

Information is sufficiently 6.33(0.767) 6.56(0.61 0832  0.203
timely

Information is easy to i .
understand 6.50(0.619 6.17(0.5149 2.121 0.017
Overall (average) 6.31(0.43)) 5.8981(0.63]) -2.287 0.011

Note: *P < 0.05, **P < 0.01, indicating statistical significance.

5.2.2.4 Usability
Using paired tests, we compared the SUS scores of SafeHaven and Chat@@analysis
results show that the SUS score viigher for SafeHaven (M 83.194, SD= 12.7708) than
ChatGPT (M= 79.306, SD= 13.58) (Figure5.9), yet the difference was insignificant (p =
0.261). Given that the SUS scores for both SafeHaven and ChatGPT were well above the

usability benchmark of 68ydicating that participants found both tools usable.

We looked at how gender and age moderate the effects. Having examined the gender
moderation effect, we found that females preferred SafeHaven (M = 81.33) to ChatGPT (M

79.00), whereas males were more likely to prefer SafeHaven (M = 92.50) over ChatGPT (M =
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80.83). Nevertheless, there were no notable variances in the usability ratings based on gender, as
indicated by the qwalues surpassing the significance threshold of (0350.522 for females, p =

0.349 for males In terms of age, perceived usability scores varied between SafeHaven and
ChatGPT, but no statistically significant differences were discovered. For clarification, those
aged 185 ratedSafeHaverwith an average of 83.12 versus 79.68 for ChatGP¥ (p562).
Similarly, those who are 283 ratedSafeHavenwith an average of 90 compared to 85 for
ChatGPT (p= 0.326). Interestingly, the age group-8% viewed ChatGPT to be more usable,
presenting scores of 63.75 f8afeHaverand 65 for ChatGPT, with no significant difference (p

= 0.967).

Usability

M SafeHaven ChatGPT

100.0
_1

90.0

80.0

70.0

60.0

50.0 °

Score

40.0
30.0
20.0
10.0

0.0

Figureb.9: Boxplot of usability of SafeHaven and ChatGPT

5.2.2.5 PerceivedAnonymity
The descriptive statistics of perceived anonymity are reported in Fgl@eshowing a slight
difference between ChatGPT (M = 6.144, SD = 0.7090) and SafeHaven (M = 6.111, SD =
1.1866). However, the Wilcoxon Sign&hnk Test results did not yield any significant

difference (pvalue = 0.345). Specifically, eight participants felt that SafeHaven offered more
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anonymity (a mean rank of 8.38), seven favored ChatGPT (a mean rank of 7.57), and three

showed no preference. As a resHIB is not supported.

We investigated the effect of gender and age. Thexe genderbased difference in the
perceived anonymity of SafeHaven versus ChatGRe$pite the fadhat these differences were
not statistically significant. SafeHaven was rated more anonymous by male participants (M =
6.60) than ChatGPT (M = 5.80), but no significance was noted (p = 0.180), as shown in the
Wilcoxon Signed Ranks Test. However, female participants perceived ChatGPT as slightly more
anonymous (M = 6.21) than SafeHaven (M = 6.0#)t no significant difference was found
between the two mediums (p = 0.861). In terms of age, participants' ratings of SafeHaven CA
were not statistically signdant compared to those of ChatGPT. We found that participants
between the ages of % and 2633 reported SafeHaven exhibited higher levels of anonymity
when compared to ChatGPT, receiving average scores of 6.40 and 6.28 compared to 6.17 and
5.88, respectively. Nonetheless, theghues suggest a lack of statistical significance. In contrast,
participants in the age groups-84 and 4249 rated ChatGPT as more anonymous, with mean
scores of 6.50 and 6.00 against SafeHaven 4.90 and 5.50 respectively.tigawvalue did not

indicate a significant difference
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Figure5.10: Boxplotsof perceived anonymity of SafeHaven and ChatGPT

5.2.2.6 Perceivedlrustworthiness

The descriptive statistics of perceived trust are reported in Figade The results of the
Wilcoxon SigneeRank Test show that the perceived trust is higher (p = 0.008&dm@mHaven
(M =6.3331, SD= 0.5346) than ChatGPT (M 6.0316, SD= 0.6907). This is evidenced by 13
respondents ratinggafeHavenmore favorably, leading to an average rank of 9.85 and an
aggregate rank of 128.00 f@afeHaven On the other hand, ChatGPT was preferred by four
respondents, with an average rank of 6.25 and a cumulative rank of 25.00, and one respondent
remained neutral. Based on these findings conclude that CAased intervention of D¥an be

viewed as more trustworthy than ChatGPT. Thus, H10 is supported.

We studied the moderation effect of age and gender. For gender, we noted that females rated
SafeHaven as more trustworthy (M = 6.32) than ChatGPT (M = 6.09), and this difference
reached statistical significance (p = 0.047). Males also evalGatietHaveras more trustworthy
(M = 6.36) than ChatGPT (M = 5.72), but the difference wasn't statistically significant (p =

0.285). As for age, a comparison of trust ratingsSafeHaverand ChatGPT across different
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age groups reveals a general preference fo€CtAeirastworthiness, even though no statistically
significant differences have been obsenafeHaverwas rated higher by participants aged 18

25 (M = 6.3229) than ChatGPT (M = 6.1242), with -#gbue of 0.090, closest to statistical
significance. FurtherSafeHavenscored higher than ChatGPT in the-Z&% and 3441 age
groups, with mean scores of 6.43 and 6.37, compared to 6.10 and 5.33, respectively, but with p
values of 0.216 and 0.180, showing no significant differences. In H4® 4@e group, scores

were nearly identical on both mediums<p.655).
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Figure5.11: Bar charts of perceived trust of SafeHaven and ChatGPT

5.3 QualitativeAnalysis Results

5.3.1 Cognitive WalkthrouglResults
The following section summarizes the cognitive walkthrough of each of the six tasks
conducted by participants. Each task was structured around the action(s), and each action was
evaluated based upon the expectation that participants would achieve the desired outcome, the
recognition of the required action, the connection between the description of the action to what

was being attempted, the observation of progress toward solving the task, and whether or not the
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action was ultimately success{B44]. As part of the analysis of cognitive walkthrough results, a
gualitative analysis is conducted to synthesize participants' interactions, expectations, and
feedback into coherent themes that identify areas for improvement and highlight stf28@ths

Key steps include the compilation of data, the assessment of action success rates, the
identification of patterns in participants?o
gualitative insights. We provide a detailed analysis of specific usability issues followed by a set

of practical recommendations.

According to the cognitive walkthrough analysis results, participants' evaluations of
SafeHaverdesigned for DV interventions revealed several key insights. Participants, primarily
composed of DV survivors, family members of survivors, or counselors, provided feedback that
highlighted SafeHaved sinformative and empathetic, ngmdgmental conversation style.
However, they also highlighted areas needing improvement, specifically the ability to handle
complex queries and address navigational issues. bdbéeimmarizes the challenges identified

across all tasks, as well as the corresponding suggestions for improvement.

An interesting observation from the cognitive walkthrough relates to the variety of navigation
methods utilized by participant&mong participantseight exclusively used buttons to navigate
between different modules &afeHaven17 participants navigated through text inpatd the
remaining 11 participants used both text input and buttons when navi§atielgavenDiverse
navigation preferences draw attention to the need to provide multiple methods of interaction to
accommodate a wide range of user preferences and needs, ensuring @watishieoth user

friendly and accessible.

Throughout this section, we will discuss key points for each of the actions within each task.
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Table5.6: Challenges, Tasks, and Recommendation&iproving User Experience with SafeHaven

Challenges Task Suggestio(s)

1 Ensure that clear instructions are provided at the
beginning of the conversation
1 Enhance the intuitiveness of the interface
Unclear presentation of informatiol Task 1, Task 3 | § Improve question phrasing and information clari
1 Training theCA to include a wider range of
keywords, terms and responses.
Inadequate handling of unique or Task 1, Task2, ¢ Develop an algorithm for understanding semant

Inability to navigate to the correct  Task 1, Task 3,
module or difficulty starting Task 4

unexpected user prompts Task3, Task 4 of user responses.
1 Implement a feedback loop that learns from eve
interaction.
1 Provide more specific, actionable instructions or
Generalized or nespecific tips or Task 3. Task 4 information that is tailored to the user's situation
information provided by th€A ’ 1 Developing more specialized modules to addres

users' specific needs.

Data input issues (multiple or Task 2 1 Clarify data input instructions

incomplete inputs) 1 Enhance data handling capabilities

Information on external resources 1 Embedded features or an internal sophisticated
. Task 2 . i .

not comprehensive database that contain adllatedinformation

The overuse of emojis may affect Task 5 1 Maintain a balance between emotional tone and
the seriousness of the content emoji usage

Limited emotional support 1 Enhance language sensitivity and provide more
o Task 6 o
capabilities othe CA encouragement and validation

5.3.1.1 Taskl: DevelopaDV Safety Plan

The analysis of the cognitive walkthrough provided deep insight into the participants'
perceptions of their interactions with SafeHaven when performing Task 1. In action 1 (i.e.,
identify where to click/write to start the plan), 86% of participants anticipated achieving the
desired result, while a few did not (P1, P2, P5, P12, P30). For example, we observed that P1
navigated through several modules until she reached the safety plan module. Further, we noted
that one participant faced an initial challengestairting the plan when she entered (e.g., How do
| leave my boyfriend safely?), and the CA did not recognize her input, perhaps due tedhke out
scope issue (P12). After a few attempts, the participant was able to navigate to the safety plan

module successfully. Similarly, when P14 entered an unrelated phrase (e.g., Risk management),
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and the participant was directed to a different module (i.e., Risk assessment). P30 also found it
di fficult to start the Itwas&ljtle @fScultdohfindwumereitmm t h e
startand clickoni® Thi s may be attributed to a | ack of
SafeHaven's home page. It is also possible that individual differences in technological
proficiency or familiarity with theCA may play a role in this challenge (P30). Almost all
participants connected the description of the desired action to what was being attempted, and
they observed progress toward accomplishing the task. Overall, most of the participants
demonstrated a thorough understanding of where the safety plan should begin, with a success

rate of 97%.

Action 2 (clicking the designated button or typing a text to initiate the plan) demonstrated
exemplary performance, with all participants successfully completing it (success rate: 100%). In
addition to the intuitive navigability of the system, participants were able to correlate the action

description with the task easily.

In the same vein, whilenost participants could answer the questions successfully (success
rate: 94%) in action 3 (i.e., answer questions about the pheamg was a minority of participants
who were not satisfied with the outcome of the presentation of the questions and answering and
did not find it easy to procee@ome participants noted that the presentation of the information
or questions was unclear (Figsel?). The unclear presentation noted by participants was due
both tothe issues with question phrasing and to the inclusion of irrelevant capplicable
guestions. For instance, P13 mentioned in the action n@igBcUlt to answer some questions if
| had never thought of them before like who could pick you up from work? | said nobody,

everyone else is working too, and that phrase was on the safety pPlaB added in the
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interview, 'With the chatbot, when asked if you're alone, who would you stay with? That

guestion was very confusing to me."

During the review plan action (action 4), a high rate of action success was observed (97%), as
participants were able to review the summarized safety plan effectively. The survivor's answers
are included in the plan template, which facilitates easy reading and comprehension. As an
exampl e, PERS towfindo dcteon iteris. Nonet hel es s, there we
highlighted critical limitations in SafeHaven system's handling of user input. A particular
observation from P5, P11, P13, P27, P28, and P31 has brought to light the concern that when a
survivor enters unique or unexpected response
guestions in the context of a safety plan, these responses are immediately included in the
summary without providing contextual interpretation or validation (Figui®. For instance,
P28 explained in the action notdf,there was 'nobody' as a response option, it did not follow up.
It just added 'nobody' as an option in the safety plan. BIG isSimilarly, in the case of P9, an
i ssue was raised when a survivor mentioned Or
provide adequate interactive o Qhatbat dicsnotthave addr e
interactive options for not being employed. As anot her exampl e, dur i
SafeHaven, specifically after reviewing the safety plan, it was noted thaCAheid not
recognize certain positive acknowledgments, such as "Thank you," from P10. This could
potentially lead to confusion in the course of communication.

In response to these issues, a couple of suggestions were provided to improve the flow,

presentation, and interpretation of information in Task 1.

1 Improving readability: P19 recommended consolidating sentences within one single

paragraph rather than scattering them across separate texts. This improves readability
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and minimizes potential interruptions from reading the preceding text as the screen
scrolls upward with each new message.

Enhaning contextual interpretation: To address the contextual interpretation issue,
P11 suggested that if a survivor does not hawerasource, it would be helpful to
provide him/her with a poepp or a suggestion link instead of having "no one" or
"unknown"response the plan. This issue could also be addressed by developing an
algorithm capable of understanding the semantics of user responses, ensuring that the
final summary plan remains coherent and
[347].

Incorporating dvanced interactive elements: It is suggested that SafeHaven may
introduce advanced interactive elements where survivors can review and modify their
inputs if theCA flags them as potentially problematic or out of context.

More guidanceon task initiation: Enhancing the guidance features in this task,
particularly clarifying where and how a survivor can initiate the plan, is essential (P12,
P14, P30). To ensure a smooth and clear initiation of the task for all survivors, a more
prominent cue or introductory guide will be necessary.

Improving information presentation: Adaptive questioning techniques can be used by
the CA to address the issue of unclear presentation of information and irrelevant
guestions (P13). Also, providing an option for users to skip questions or indicate "not
applicable" can help avoid confusion and ensure the conversation flow is relevant.
Enhancing the CA's c a p:aTthe luset of eaglvanced Natural Language
Understanding (NLU) techniques can enable SafeHaven to recognize and process

diverse user inputs, including affirmative responses (P10) and complex queries (P12),
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thereby improving its capabilities. Expanding the CA's training data to include a wider
range of responses and employing robust fallback mechanisms can further refine the

CA's responsiveness and interaction quByg], [349]

@ SafeHaven el =
@ cally replies instant

Now, let's get started @.

First, let's talk about safety at home
&.: there are a few things you can do
to make your home a safer place.

These practices include:

W/ creating a list containing local
police, shelters, and crisis lines["],
W/ arranging to stay with friends or
family If necessary$§,

v and creating a code word with
family/friends when assistance is
needed s .

You can organize your plan by
answering the following questions

What phrase or word can you use as
a code in a phone call or text
message to ask your family, friends,

or neighbors for help=?

When you're alone at home, who can

you stay with€? @

@J My mom| I =

Figure5.12: Question formding issue (Highlighted in red rectangle)
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@ SafeHaven @

public restaurant?

@ If you need to speak with someone afterward, who can you reach , ?
friend
@ Thank yougs . The safety plan is now available.

4 You may want to consider taking a screenshot of your plan |, or printing it
@ (ctrl+P, or command+P ) and keeping it in a safe place I .

@ Here is your Interactive Safety Plan ~.

--PART 1 OF MY SAFETY PLAN--
@My code words that | will use whenever | need assistance: chenga
@My code word with my children: Jurassic park
@ Whenever | need assistance, | can rely on these peoplegj ...
' At home: my kids.
W If | have to leave my job: frienf.
 If | need a ride and am stranded: friend.
+ When deciding to end a relationship: friend.
| v When I need childcare: nobody. |
@ &4 1o speak with a National Hotline advocate, | will call 1-800-799-7233.

Figure5.13: Responses display issue (Highlighted in red rectangle)

5.3.1.2 Task 2: Find a D\Ghelter
The cognitive walkthrough analysis offered valuable insigintéiow participants perceived
their engagement with SafeHavetile completingTask 2. In the first action, participants were
tasked with identifying where to click or write to find a DV shelter. Participants acknowledged
the availability of the desired action and monitored progress toward accomplishing their task by
associating the action descriptions with their own objectives throughout the prDesgite
some initial uncertainties, all participants were successful in identifying where to click or write

to find a shelter (100%).

In action 2, the focus was shifted to the actual engagement with SafeHaven to initiate the
shelterfinding process. According to the responses, participants have mixed expectations
regarding the outcome, with some expecting a different outcome than what they had anticipated
when they clicked or wrote to locate a shelter. Despite this, all participants were aware of the

required action, correlated it to their task, and observed progress, which ultimately resulted in the



237

action being regarded as successful (100%). Thus, while there may be initial hesitation or
skepticism about the effectiveness of the action, SafeHaven system's design, along with feedback

mechanisms, are adequate for users toward successful outcomes.

During Action 3, participants were asked to provide their location, an important element of
providing personalized shelter recommendations. Despite mixed expectations of participants, the
data indicates that almost all of them reported success regarding this action (100%). For instance,
according to P5, the process was straightforward, indicating that sharing location was not a
barrier, and SafeHaven assisted well with the process. Meanwhile, some other participants (e.g.,
P1, P16, and P27) indicated that they did not anticipate achieving the desired outcome, indicating
potential concerns or uncertainties about this step, potentially related to the clarity of instructions

on sharing locations.

In the last action or the final step of the task, participants were tasked with viewing a list of
nearby shelters. While most participants expected to attain the desired outcomes, few did not
have high expectations for success (P1, P16, P22, and P27). Further, it was evident that all
participants recognized the necessary steps, perceived a sense of progress, and ultimately marked
this action as successful (100%). On the other hand, the participants also noted some issues. A
specific weakness waS a f e H ainaleility &os handle multiple or incomplete inputs, which
yielded inaccurate or no results (P8, P13). For example, P8 noteslaflekiaverwas unable to
handle two ZIP codes in the user input, indicating possible confusion or lack of clarity regarding
multiple inputs, even though this issue can be resolved through the linked external website
(Figure5.14 . P8 report ed]lputnntwolzie codes, but ibprovidedanssvers for i
one zip code, which made sense to me. | saw that | could go maailg fix the zip code issue

andresearcho P13 al so mentioned a similar point i

n
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may result in inaccurate results (Figird5. This indicates that merely mentioning a city can

lead to inaccurate results because it may lack the specific context needed for the accurate
retrieval of geographic information. A second weakness reported by P19 concerned the linked
external website to DV shelters. It was noted that the website provid&afbidaverdid not

contain shelter addresses despite showing a list of shelters, indicating that the information
provided may not be s ufThisisextemallby the grovited pagel 9 me
doesn't show the address of the shelbers.| n addi ti on, one partici
regarding the navigation process witl8afeHavenSpecifically, P22 stated that he expected to

be able to conduct shelter searches directly withinGAés interface rather than having to

navigate to an external website. A technical glitch was reported by P28, highlighting a disruption

in conversational flow. When a button is pressed during a dial®@afeHavermay trigger an
unintended action that disrupts the conversation and results in overlapping responses from
variousSafeHavermo d u | e s . P28 wr ot isterruptive bptioa (arothér buttam n ot e

in the middle of one action) is not well supporbted

Based on participant feedback, several potential improvements should be considered to

enhance SafeHaven's functionality and user experience.

1 Accurate input fields: P13 suggested including a State ifietdidition toa city name
to enrich location details in user prompts. This would enable the implementation of a
more precise locatiehased search function

1 Integrated user experience: P22's expectation for the shelter location to be displayed
within SafeHaven interface rather than being redirected to an external website
indicates that the user desires an integrated experience. This need may be addressed by

enhancing SafeHavenos interface to provi
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through an embedded feature or an internal sophisticated database that contains all
shelter information.

Clear instructions for ZIP code input: To address the issue of multiple ZIP codes, as

reported in P8's feedback, SafeHaven should provide clearer instructions on inputting

a single ZIP code. This approach will help minimize user confusion and enaklA the

to offer precise assistance.

. SafeHaven — X
e a— —

| may be able to assist
you in finding a local DV
shelter in your area .

Would you please write
down the city you live in
@ or your zip code ©?

| live in 92705 but | want to
be closer to 90620 where my

mom is

®

Figure5.14: Multiple zip code inputs issué¢l{ghlighted in red rectangle)

@ SafeHaven oo -
P AR o
resourcesiy.

@iHere are a few tips to consider:
, Make a safety plan
, Keep a list of emergency contacts
, Get your "escape bag" ready
, Lastly, If you feel in danger, call
911

| may be able to assist you in finding
a local DV shelter in your area .

Would you please write down the city
@) you livein or your zip code #?

Thanks&s. By clicking on the

following button, you can find a list
of domestic violence shelters near
you that may be of assistance to you
v

Find a shelter &+
® °°* |

Figureb.15: Missing city and state information issue (Highlighted in red rectangle)
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5.3.1.3 Task 3: Gather Evidence

As part of this task, participants were expected to learn how to collect evidence using
SafeHaven. In action 1, participants had to know what to click or wrisgattthe task. It was
evident that most participants were anticipating the desired outcome and were aware of the
available actions, suggesting that the interface was generally intuitive and in accordance with
their expectations. In addition, participants observed progress toward completing the action,
which contributed to a high success rate (92%). Nevertheless, some participants encountered
some navigational difficulties and experienced uncertainty about how to begin (P4, P18, P13,
P23, P25, P35). As per P25, it was challenging to navigate to evidence resources, highlighting
the need for a more intuitive user interface. In addition, it is noteworthy that despite P4 entering
inputs multiple timesSafeHaverfailed to recognize them until the word 'evidence' was included
into the input. Further, P23 reported that understanding rights did not precisely align with
gathering evidence, suggesting a potential mismatch between user expectations and the
information available in the menu. We also observed that two participants (P13, P18) found it
challenging to navigate to the designated module, 'Know my rights," and inadvertently selected

other modules before finding the correct one (Figui€).

Action 2, in which participants interacted more directly with SafeHaven through clicking
buttons or writing, showcased a design that achieved a high level of success (97%), recognition
of available action, and observation of progress in achieving the desired outcomes. However,
some participants pointed out some issues with this action. For instance, P13 discussed
inaccuracies in sharing location options for legal services and irrelevant suggestions, highlighting

the importance of providing accurate and eatually relevant information. Further, P19's
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confusion with the provided options further indicates that wBaéeHavemmight be guiding
users effectively, the clarity and relevance of those options can be improved to ensure they are
intuitive and directly appllémapett itrog tdhebittas

which options are part of the main menu and which are inside secondary enenus.

In the final action, participants viewed tips on how to gather evidence. Although the majority
of participants considered the tips helpful and believed they woeilld achieve the desired
outcomes, three expressed uncertainty or skepticism, indicating a possible communication or
perception gap (P1, P6, P22). Further, all participants recognized that the tips were available and
intended to assist them in gathering evidence. All participants except for two were able to
understand and relate the description of viewing tips to their objective of gathering evidence. All
participants also felt that they made progress toward completing the task if the desired action was
performed, and they were able to complete their intended actions ®aferaversuccessfully

(100%).

The participants reported numerous positive comments. For instance, P33 valued the approach
of inquiring about the need for further information instead of providingxmaustivdist all at
once. Il n addition, P34 shared a poVeiyhdpiule expe
It helps me know how to successfully build evidence and a case against my abuser and to prove
my defense in coudt. On t he ot her hand, tsdveralispuas: Eor c i p an
example, P11, P22, and P31 noted in action notes that the tips for collecting evidence were too
gener al , suggesting the need for mor eThespeci f
information was more general for the chatbot than the search engine. For example, the search
engine told me to screenshot missed calls or threatening text messages. However, the chatbot

was more general and did not really tell me what to look for specificallyP 2 7 and P31 st



242

similar observation about the inclusion of specific tips within the context rather than general tips.
(Figure5.17) . P31 expl ai ne d@Givingrspetific tps an tidwitodimd out the tgps , f
of evidence that is wanting to be collected would be uéefulFur t her mor e, P5 i
survivors may expect the outcome to be the provision of legal agencies rather than solely tips.
P17 also noted that while interacting wiBafeHavenand learning about tips for gathering

evidencejt was unable to recognize some affirmative responsesYigs, " Sure’, and 'OK".

Throughout all actions, participants' notes and experiences reveal a consistent theme of

seeking more specific, useful, and contextually relevant information

i Tailored and specialized informatiohi: has been suggested that SafeHaven should
provide more specific and tailored information and tips, thereby empowering
survivors and providing clear guidance based on their specific iBdd$11, P22,

P27, P31). This can be accomplished by creating more specialized modules for
Saf eHaven, enabling it to address surviywv
details of evidence they seek to understand. This would enable SafeHaven to utilize a
more targeted set of information for its responses. Moreover, advanced machine
learning techniques can be utilized in the CA to implement a feedback loop that
learns from every interaction, enhancing its capability to provide relevant and useful
information over time.

1 Enhancing clarity and navigation: There has been a request for a clear distinction
between the main menu items and secondary menu itethe [BafeHavemterface
to enhance the navigability of ti@A (P19). This can be addressed by utilizing clear
and intuitive icons alongside descriptive labels for all menu items and maintaining a

consistent layout throughout the interface that places the main menu options in the
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same location, such as the top navigation bar and the secondary items in dropdown
menus or side navigation panels. Furthermoreyais recommended that the terms
used inthe SafeHavesystem (e.g., Know my rights) be clarified to accurately reflect
the actions survivors are expected to take (P23). Therefore, it is crucial to review and
revise the language uség the CA to ensure that all terms and definitions are clear
and precise,use plain language that is easily understandable, and avoid technical
terms that might confuse survivors.

EnhancingCAb gecognition:Based onP4 6s exper i e®@a&fee Haevxepnabnsd
training dataset by incorporating a broader range of keywords and phrases related to
gathering evidence could enhance its ability to recognize diverse inputs. Intent
recognition algorithms can also be refined to help @#e better understand the
context and relevance of user inputs. Similarly, regarding the recognition of
affirmative responses (P17), enhanciBgfeHavencould involve improving its
natural language processing capabilities and training it to identify a broader range of
affirmative responses. Providingwith a larger dataset of affirmative phrases and
continuously improving its machirearning algorithms will enhance its ability to
interpret user responses more accurately.

Improving actionable legal guidancdt is expected that direct links to agencies
specializing in legal assistance for gathering evidence will be provided (P5). The
latter is crucial to obtaining accurate information and admissible evidence,

strengthening a survivor's case in court.
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Safehaven

4Please take a moment to review such resources and select

one

'n some cases, Domestic Violence (DV) may not be as obvious
as you might think: o).

4 This is due to the fact that DV involves controlling someone's
mind and emotions as much as inflicting physical harm on them.

§Many survivors are unaware of the nature and danger of DV
= and believe it to be a natural phenomenon, thus remaining in an
| abusive relationship for a Iong time 3

S : o B In this part of SafeHa;gen we WI|| discuss a number of topics

Figure5.16. Navigation issue (Highlighted in red arrow)

valcge. 15:34

¥ Keeping a personal journal of both physical and non-physncal
incidentsji§. 34

¥ Medical reports of stress-induced injuries and ilinesses i

¥ Witnesses' accounts and testimony3). 1544

¥ Evidence of abuse (i.e., threat, injury, abuse incident) might be
found in different places. Do you want to learn it?

Yes®
No, thanks@®

No problem@. | hope you find the information above useful @.
You might want to learn more about your rights or explore other
informational and appraisal resources that are relevant to your
interestsfi. 1534

Know my rights

Info resources

¥ Domestic violence incidents almost always occur in private;
therefore, no witnesses are generally present3). 153

¥ The only evidence you have is likely to be your own word,
which can be denied by the abuser.

Figure5.17: Inefficient responsiveness to specialized tips (Highlighted in red rectangle)
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5.3.1.4 Task4: LearnHow to Protect Survivorrom Cyberstalking

In this task, participants were asked to learn how to protect survivors from cyberstalking. A
cognitive walkthrough reveals several noteworthy findings. In action 1, where participants were
asked to identify where to click or write to start the task, they had mixed expectations about
achieving the desired outcome, suggesting issues with navigation or a partial understanding of
the interface features and functionality. Nevertheless, most participants acknowledged the
availability of the desired action, and all participants were able to observe the progress of the
desired action as a result of their actions. This was confirmed by the high success rate of this
action (94%). Despite this, one participant mentioned confusion about two menus (main and
resources main), which suggests that the initial step of identifying where to click or write to learn
about cyberstalking protection might pose a challenge, as well as identifying the information

contained within each menu (P19).

During action 2, participants were asked to click a designated button or write a text to learn
about protection. They exhibited a more positive attitude about their abilities and generally
expected to succeed in the task, indicating that confidence may have been fostered by the
interface design or previous experiences. The participants' recognition of the available action,
along with notable progress and success rates (92%), indicate that clicking the designated button
and writing a text were both successful ways to navigate to the cyberstalking protection module.
Only on a few occasions, some participants, like P1 and P34, either clicked on a button
redirecting them to a different module or encountered issues with the CA not recognizing their

inputs accurately, such as 'cyberbullying' or 'digital harassment.’

In action 3, where participants viewed tips about cyberstalking protection, mixed expectations

were once again noted, as in action 1, which indicates that participants viewed the tips from
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different perspectives. Participants recognized the action, connected it to the desired outcome,
and observed progress, indicating clear guidance and feedback within the interface. In addition,

the action had a high success rate (94%). Both positive and negative messages were noted in the
action notes. Some participants appreciatedGAés tips regarding cyberstalking protection
(P13, P33, P34, P36) . Th one felhtsetmast straightfofvar@andt o mme
easily accessible of the tasks3®B wr ot e i n tlliked havcthey gave addibonag s , A
information to websites that can help protect you against cyberstalking via mobile phone and
resources on how to speak with a professional about this dopicHo we v er , some pa
encountered some limitations, and their expectations were not met when viewing the
cyberstalking protection tips (P5, P8, P11, P22). For example, P8 expressed concern about
SafeHavels lack of detail and repetition. When the participant asked about securing their
passwordjt did not respond appropriately (Figusel8. In a similar vein, P27 inquired about

antivirus software, butSafeHavenwas unable to respond. This may suggest an issue in
delivering detailed and adequate tips on cyberstalking protection and inefficient responsiveness

in handling specialized tips. Furthermore, it was noted that some tips about cyberstalking
protection are general and not applicable if the abuser owns the device (P11). One participant
(P22) experienced a mismatch between expecmtand outcomes when he expected specific
information on preventing cyberstalking but received general Internet privacy advice instead.
P22 n ohe ehdthot gave me a different answer than what | expected. | asked the chatbot on
how to prevent being cyberstalked. However, the chatbot gave me a response about general
Internet privacy instead. This information did not answer my questionrWe not ed t hat
participant inquired about preventing cyberstalking specifically on social media platforms, he

was provided with identical tips that applied to averting cyberstalking on mobile devices. Such a
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lack of tailormade tips may lead to confusion and diminish the effectiveness of the guidance

provided.

Participants' feedback points out the oppor

and functionality.

1 Enhanced detail and variety in responses: As a means of enriching the learning
experience and maintaining user engagement, more detailed and diverse responses
should be provided t&afeHavenwhile avoiding redundant responses (P8, P27).
SafeHavenfor example, may respond to survivors' inquiries about a specific topic by
providing additional information, relevant examples, or even links to external
resources. This approach would enhanceQ#e dirdormational value and make the
user interaction dynamic and insightful.

1 Improve resource connectivity: P5's suggestion was to facilitate access to external
resources, educational materials, or lectures on cyberstalking prot&difetiaven
can be paired with additional resources to extend the scope of learning and. support

1 Personalization of tips: The note from P11 about considering ownership of
technology accounts (e.g., in DV situations) underscores the necessity of
personalizing tips to fit the survivor's specific circumstances. By determining account
ownership at the beginning of tlBA's session, its tips can be tailored to better suit
the survivor's ability to implement them.

1 Interface clarity and intuitiveness: P19's confusion regarding the navigation menus
indicates the need for a more intuitive interface design. Simplifying the menu
structure and clearly indicating where different types of technology safety

information can be found will enhance navigation for users.
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1 Accuracy in response to queries: Based on our observation and in efforts to improve
S a f e H autiligy,ntGssimperative to refinats ability to recognize and respond to
diverse user inquiries (P1, P22, P3afeHavershould be trained with an extensive
and evolving related set of keywords and terms to discern and accurately respond to
varied user inquiries and link them to the appropriate module. Additionally, it would
be advantageous to develop a comprehensive guide and various modules, coupled
with connectinghe CAto these modules with programming, which concentrates on
cyberstalking prevention techniques specific to different technologies like social

media, mobile devices, and the Internet.

. SafeHaven v = R

pnone s onine accounts
are secure (Google or
iCloud) 1

, Protect your phone

with anti-virus software

«
4

, Ensure that location
sharing is turned off ®

So what if he always figures
out my passwords?

Sorry, | didn't get that.
Can you rephrase?

Figure5.18: Inefficient handling of specialized tips (Highlighted in red rectangle)

5.3.1.5 Task 5: Read &urvivor Story
In this task, participants were asked to find a DV survivor story and read it to gain insight into

the challenges they face and their methods of coping. To evaluate the usability and effectiveness
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of SafeHaven's functionality in this task, a cognitive walkthrough was conducted to assess the
main actions taken by participants. The following analysis delves into action 1, which involves
identifying where to click or write to read a survivor story. Based on our analysis, 91.67% of
participants anticipated achieving the desired outcome, and a slightly higher percentage believed
the action was available. Further, it was observed by most participants that the description of the
desired action correlated with the action being attempted and that progress was being made
toward completing the action. Overall, 97% of participants rated this action as successful. We
can infer from the data that the interface and conversation flow were generally clear, enabling
participants to identify the necessary steps to read a survivor's story. However, a few instances of
failure were observed (noticed by P5 and P6), indicating that, despite its effectiveness, the CA

may not be intuitive or accessible to all users.

In action 2, participants were assessed based on their ability to click the designated button or
write text to start the task. Data shows that the action had a perfect success rate of 100%. In
addition, approximately 91.67% of them expected to achieve the desired outcome. All
participants agreed to recognize the action, connect the action description to what was being
attempted, and monitor progress toward completing it. This may indicate -desajhed user

interface regarding action visibility and feedback.

The third action in th€A cognitive walkthrough is to read the story of a survivor. The data
shows that 94.44% of participants expected that their desired outcome would be achieved, and
100% of participants were aware that the action was available, connected the description of the
action to what they were attempting, and observed progress toward solving the task. Analysis of
the participantsdéd action notes indicates a

Specifically, P13, P34, and P36 regaitpositive experiences. For example, P34 noted the

m



250

i mportance of reading survivors' st orOthers t o ¢
domestic violence stori eso hlesl pae dc rmet ifceaell cloi nkpe
aimed to provide support amtformation to a wide audience, P36 valued the inclusion of stories

from diverse male and female perspectives. Further, P13 emphasized the clarity and conciseness

of the task. Nevertheless, some participants raised some specific concerns. As an example, P5
was expecting longer DV stories, indicating a potential gap between what was expected and what
was del i v er Ehdsurvilbbstowy wastn@ as eXpected. | thought it would've been a
longer story. It was just like a brief description. | thought it would be linked to another site with

many stories to read &urther, P11's experience suggests an issue with the natural language
processing capabilities of th@A. The CA failed to correctly interpret the phrase "coping with
domestic violence" when used by the participant, as it directed the participant to another module.
However,it was able to correctly direct the participant to the appropriate content when the
participant provided input that contained a "survivor story." In addition, P19's comment
regarding the overuse of emojis suggests that while these elements can add a human touch to a
message, they may also distract from its seriousness if used excessively @it@re
Furthermore, P20 found it challenging to locate specific information, such as coping strategies,
within one story but found them in another, suggesting a more coherent content structure might

be needed.

The cognitive walkthrough analysis reveals several areas for potential improvement in

SafeHavends functionality and user experience

1 Long and extensive stories: There was a call for mogepth content (P5). Rather
than offering short narratives of DV survivoiSafeHavencould provide long and

more comprehensive narratives or possibly link to external resources that may include
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full-length testimonials, narratives, interviews, articles, or related support resources

that offer extended insights into the survivors' experiences and coping strategies.

NLP enhancement: I n r eSafeHavesneedstt@ underhd 6 s
additional training with various phrases and expressions relating to the stories of DV
survivors, such as "coping strategies" or "methods of coping" to ensure th@Athe
can identify the intents of the users. This will enhanceCti#eGability to comprehend

and act upon a wide range of user queries.

Emotional tonebalance: After reviewing P19's critique on the overutilization of
emaojis, it is evident that th€A should balance the use of emotive elements while

maintaining the seriousness of the subject matter.

Incorporating coping strategies: P20's feedback suggestSdfettiavels content be
enriched by including detailed insights into the coping strategies survivors employed
to cope with trauma. By doing so, all survivor stories would provide not only
narratives but also valuable information on managing and overcoming adversity,

ultimately inspiring users and offering practical advice.
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SafeHaven @

Demi's story

&

, Demi is 31 and was raised by caring parents.

®

, Even though she was an only child and had a happy childhood, her life
took a big turn in 2006 when she was abused by her first ex-abuser, which
caused her physical and mental pain |

7o\
©)

, This terrible experience happened again with a second ex-abuser who
hurt her severely with both verbal and physical violence | <

, After leaving these abusive situations, she struggled with eating disorders

, Through determination, education, and exercise, sTe found the strength
rebuild her life againg. <—

, She found that exercising, talking to her family and friends, and telling her
@ story were the most effective treatments for heril . <=

Figureb5.19: Excessive use of emojis (Highlighted in radows)

5.3.1.6 Task 6: FindWNords ofEncouragementComfort, andEmpathy for theSurvivor

During this task, participants were asked if they found words of encouragement, comfort, and
empathy while communicating with SafeHaven. This task concerns the delivery of emotional
support, which can be a sensitive and complex interaction due to the nature of the support
offered. In reviewing the participants' responses to the main questions of the cognitive
walkthrough, different nuanced experiences emerge. First, we noted a low expectation rate for
achieving the desired outcome (approximately 77.78%ijclwbuggests that some participants
approached the CA with skepticism about its ability to provide emotional support. Nevertheless,
there was a high recognition rate of the desired action and a strong connection to the description
of the action. In addition, most participants (approximately 94%) observed words of
encouragement and comfort from the CA, reminding the survivor that they are not alone and that

their feelings are valid as well. Further more
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in offering emotional support, such as reminding them that they are not alone (P8, P22) and

creating a sense of safety (P34).

Based on the analysis, some participants feel that some aspeStfebfavencould be

improved in relation to this task.

1 Providing more encouragement and validation: P11's feedback highlighted the need to
provide ample validation and support, especially considering that DV survivors may
require additional validation to counteract experiences such as gaslighting. Additional
validation words and acknowledgments i ndi
offering empathy to acknowledging and validating the survivor's feelings and
experiences.

1 Language Sensitivity: P13 advocated for using survoemtric language, avoiding
generalized terms (Figu20. P13 commentedSome language was not survivor
centered and changed terms which can be confusing like 'spouse’ or 'partner’ are not
always interchangeable. Some validation claims can feel backhanded like "survivors
feel isolated” that's not always true for every person so making sure the consistency
of Omany sur vi v d midightfofetasl recommendatiomsSafeHaveres! . '
| anguage should be carefully chosen to re
broad statements or phrases that may not accurately represent their personal
experiences.

While opinions on the CA's ability to provide emotional support varied among participants,
one distinctly expressed a preference for human interaction when dealing with sensitive subjects
( P1) . Plunderstand tleat thefthatbot was providing me with resources but with an issue

like this | want to speak w/ a live person as it is a sensitive subjecT hi s may poi nt



254

inherent challenge for Al, especially in certain scenarios, to fully meet the complex demands of
emotional support for DV survivors.

@ SafeHaven o =
@

Local services and support groups

® Fan

i
Find shelter 3+
Find local program|.

Find support group 28

#3DV survivors often feel helpies_s
and alone. Some might stay with

abusers due to lack of resources,

custody issues or fear of retribution
“

®A knowledgeable attorney will help

prevent recurrence of violence and

act as an advocate for you and your
@) family@ Q.

©)

Figure5.20: Language sensitivity issue (Underlined in red)

5.3.2 InterviewsResults
We transcribed all the interviews after omitting all identifiable information. A thematic
analysis was conducted on the interview transcripts, resulting in their thematic connections. In
particular, we used an inductive method for identifying themes and patterns from interview
transcripts[237]. Sample transcripts were first opended, followed by creating a coding
schema and refining and revising it to include additional categories and themes. We repeated the
above process for several rounds until the themes reached saturation. Finally, all data was coded

with the finalized coding schema.

The summary of interviews is divided infive sections: advantages of SafeHavdentified

issuesof SafeHaveralong with recommendations for improving SafeHaven performance and
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user experiengeuser preferences, losigrm healing and recovergnd privacy and security

concerns. We will discuss each of them in detail next.

5.3.2.1 Strengthof SafeHaven
SafeHaven was praised for islucational materials, usgrendly interface, and effective
information search capabilities, positioning it as a vital resource in cases of DV. Participants
appreciated its specialized features, emphasis on privacy and security, and assistance in

developing custom safety pla(fegure5.21). In this part, we will delve deeper into the benefits.

Efficiency,
Privacy and security straightforwardness, Educational value
and accessibility

~_ 1

Humanlike interaction ¢ Strengths of >
and emotional support SafeHaven

v

Guidance in
formulating plans

Tailor-made tool

Figure5.21: A summary oftrengthf SafeHaven

M Education value:

Beyond immediate assistan@gfeHaven was viewed as a valuable educational resource,
providing information related to DV, especially for those who are uncertain whether or
not they are experiencing it (P6, P7, P8, P12, P15, P16, P17, P19, P25, P26, P34, P36). It
was considered instrumental in raising awareness and understanding of DV, a vital first
step. This CA's educational function plays a pivotal role in empowering individuals with
the ability to identify abuse, enhance their awareness, and seek further assistance. P16

s a i @hatGPM would not be able to really make them aware that they are in that
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situation. Whereas with the chatbot, again, it goes into a lot of detail about how it's not
your fault. It goes into how it just, it just goes into a lot more detail. And | think it would
just really benefit any victim a lot more. Because there they will be able to read the
information on there and even go into more information because you know, it keeps
popping up with you know, do you want to learn more? Do you want to learn more? |
think it would just all around, make a victim more aware of their situation and that they
can get out of that situatiom. Unl i ke Chat GPT, which require
needs, SafeHaven allows survivors to browse through information, offering greater
convenience when they are uncertain about the specific information that they require. P15
me nt i dmeengssenger did provide the ability to look through all of the information
and understand what you could ask. Whereas the ChatGPT, you did kind of have to know

what you were looking for, to be able to use it.

1 Efficiency, straightforwardness, and accessibility

o Accessibility and availabilitySafeHaven enables immediate access to vital
DV resources and is available all times, a crucial feature in emergencies (P1,
P2, P3, P4, P6, P10, P11, P18, P19, P29, P30, P31, &88 a CAis not a
real human, it proves even more useful by offering information and support at
any time, including late hours or when human assistance may not be available.
As st at e s nbtywn aetdaPhuman also means that you can use it at
any moment. And you do not like, you know Mou could be using in the
middle of the night getting answeys. P 1 0 afllsto' ss ajiuds,t as i f
substitute for talking with a therapist maybe if you don't have access to a

t h er a pccassibiliy and availability were highlighted as one of
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SafeHavends key advantages, especially
where a survivor needs access to a tool that is immediately available. P11

me nt i dfnl'm dn,a sifuation where | if it's an emergency situation or

situation where I've looked like a trauma brain, and | don't have the patience

and ability to just click on a bunch of different websites, | need something

quick, fast, reliable, and easy to click around. chatbot did a great job abthat.

In the same vein, SafeHaven was perceivecethuce the amount of time it

takes to access these resources since it does not require the completion of

l engthy forms or wait i ngthefinlormatamwasa ns wer
much more readily available, especially in a situation where you might need to

look something up or get information, just within a few minatesT he mi ni ma
typing needed facilitates rapid access to information in SafeHaven. P33

e x p | alithowght jt was really quick. | liked that | didn't have to do a lot of

typing and thigs clicked througle. P29 echoed the same po
offers information that is readily structured and built, making it easier and
guicker to | ocat dthibhklwahna clatba ielikergave yoa n g i n €
the information like, already built. For the search engine, you had to like

search foritmoré@@ | n additi on, owing to the CA
various social media platforms, it is seen as an advantageous solution
compared to alternative technologies, significantly streamliatogssibility.

P 3 0 <sBacause it isfalready on social media, | think it will be easier to use

it compared to other chatbots | mean, already you have it on your social

media, so you can reach it at any time. The i ntegration of
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widely used platforms such as Telegram and Facebook enhances its
accessibility, allowing for more practical usage by survivors in need. P31
e x p | ait'smor like telegram and Facebook, where a lot of people are also
able to access because they have their accountsdor it.

o Efficient information retrieval: The utilization of SafeHaven facilitated
efficient and straightforward retrieval of targeted information without
excessive verbosity. Relevant DV information can be retrieved easily
throughout SafeHaven without needing to navigate multiple websites or access
different sources of information (P3, P4, P6, P7, P12, P23, P26, P29, P35). P3
me nt i dmeehdthot was much easier to wagknerally, though it is a bit
fragmented with a chatbot it makes it actually makes it easier to specifically
find information related to what I needtodo. I n t he same cont e
filt provided the needed information in comparison to the search engine, which
was very broad, and there are a lot of the resources sometimes | couldn't be
sure of that piece of information that | found online.

o Authenticity and relevance: As a means of raising awareness about DV, the
authenticity and relevance of the information are crucial (P8, P16, P17, P28,
P34). For instance, authentic survivor stories contribute to the educational
value of SafeHaven by providing reahccuate, relatable, and impactful
insights. Thiscontrasts witlChatGPT's creation of fictional stories, which may
lack relatability or impact as they are not based onlifeakxperiences. P8
s t a tTkedother fhing | really wanted to poiatt was that the chatbot used

an actual survivor story. That was really brief but uplifting, and ChatGPT
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dislike made up a story and told me that it just like made up the story, and |
didn'treally likethat 6 A si mi |l ar conclusion coul d
and resources about DV th&afeHavenprovides, which were found to be
more reliable and efficient than those provided by ChatGPT. P28 explained,
AChatGPT gave me some websites, | tried to go on the websites. But among the
five websites that it showed me, only two are working. On the other hand, the
chatbot actually gave me websites that most of them are warkind. n  t h e
pursuit of effective support and resources for DV victims, the trustworthiness
of data 1 s cr Becauseallknow i 8bo@hdt@rRT that
sometimes the links and the stuff do not work very well in there. And in the
case of a domestic violence victim, this can be really bad in terms of feeling
helplessness, like | can get given options, but they don't work or something. So
the trustworthiness of data is definitely better in a chatbot as | think foronow.
Offering authentic and relevant educational content or resource referrals
empowers survivors with the knowledge and skills required for managing
trauma and making informed decisions.

Non-overwhelming source: It was noted that some participants found
SafeHaven to be advantageous for its ability to convey information without
overwhelming the user. Theontrasts witlChatGPT or search engines, which
tend to provide more extensive information and detail (P3, P8, P27, P28). As
outlined by P8 in describing SafeHavert, does not overwhelm you with
information like ChatGPT doésSafeHaven offered a more controlled flow of

information, by allowing survivors to selectively explore options atap
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when satisfied. In contrast, ChatGPT may overwhelm users with a large
amount of i nf orTheaGhat@Pm was,R thidk, a katimdre in A
volume, about all the different suggestions. If you put one thing, one topic in
ChatGPT, it will give you like a bunch of options like 7 8 9, and other options
to explore. But in the chatbot, you get to choose between the options, and you
can stop it like yes, | want to learn more now. So | thought that sense of being
in control somewhat, was more than in the chatbot compared to the ChatGPT.
The volume of information was definitely way more in ChatGPTBYy st eer i t
clear of complex and extensive information often found in broader information
sources, survivors may find the CA that provides straightforward answers and
controlled experience more advantageous.

Conciseness:SafeHaven was deemed to deliver information concisely,
enabling survivors to find the necessary details about DV (P6, P25, P32). P25
noted, The chatbot where the information was more concisely organized, you
know, versus the search engine you have to search through, you have to look
through everything. Like because of the Chatbot technology, it's just more
concise0 P 32 al s dThefixspadvantageeigithat | found the chatbot

to be more concise. It gave me exactly the information that | needget.to
Right. So | asked the question, | get the exact information that | feel like | want
to get. But when | did that with the ChatGPT, | asked the question, and just, it
comes back at me with so much information that | didn't feel the need to
actually knono Overal |l , It i's vital to provi

technological tool, especially for DV survivors, as this facilitates clear, direct
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advice to be provided quickly, which is vital during potentially stressful or
emergency situations.

o Userfriendlinessand understandability: Some participants found SafeHaven to
be useifriendly and easy to comprehend, appreciating the simplicity of the
language and the clarity of the content (P20, P24, P30). By using simple
language and an intuitive CA interface, survivors could access information and
support mor e r ead.il wi say tha® the @hatlbot) tike d o u't
summarize everything that | found in the search engine. So | will say that that's
an advantage. And it was, like, easier to read compared to the words that like
the search engine was using. | n t he same context, P3!
dropdown menus were uskiendly, straightforward, and less stressful,
particularly for survivors who are under stress or experiencing abuse, since this
met hod i s easier to use thaTherdweremul at i
there was like drop down menus, you didn't have to just type? You can, you
know, it's | think it's easier for people, especially when they're under stress or
experiencing abuse to be able to just kind of click through things instead of
trying to form their own words.

1 Privacy and security

o0 Anonymity: The CA's anonymity is crucial in situations where maintaining
secrecy is vital for safety, ensuring that DV survivors can seek help without
fear (P4, P15, P20, P22, P23, P32). As indicated by P20, SafeHaven allows the
user to choose the name they prefer, thus enhancing their anonymity

t hroughout t Htaid letane ehease aanameol wantedito go by,
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which could be a little bit more anonymaus. The same poi nt
di s c us s e @he bther ting that | ndticed is security. So, in the survey,

| got some questions regarding security, do you feel that check if it is secure is
Do you feel that your identity will be revealed? Somehow? | didn't feel that
with a chatbot. Because once I'm done, everything is going to be there's going
to be lost right? In the beginning, it asks me What's my nakfename do |

want to be called? Right3o,l could have just given any name. | didn't need to
give my correct name. But in the case of ChatGPT, | was using my | use? |
mean, if | were to use it correctly, not in the in the settingpuld be using my

own email, right? Yeah. Sowould keep this information. And then if someone
somehow gets into my email or hacks my email and then opens ChatGPT
While preserving anonymity during such interactions, tkehnological
intervention support system can foster a trust relationship with survivors,
promoting their recovery and safety.

Secure environment: Many participants percgiSafeHaven as a more secure,
confidential, and private environment than search engines and ChatGPT for
discussing DWrelated information. The experience felt more secure than
calling a hotline and explaining the situation to someone on the other end,
particularly in complex or sensitive cases (e.g., sexual abuse) (P11, P18, P23,
P26, P29, P32). The design of SafeHaven makes it appear less like a tool for
soliciting assistance regarding DV, which is advantagemuserms of

di scr et i onlhat cRatbtt deesn't Idok likéi you're getting domestic

violence assistance. So, it looks just to the eye like if my abuser were to walk
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by me real quick, and he's just glancing over my shoulder, it does. It doesn't
look like I'm doing anything that he would perceive as insidious. So that was
helpfu0 There were a number of strategies
privacy and security of survivors via SafeHaven, such as ways to exit the
conversation and deAncalse the fact thatRHe@ waso mme r
like in the beginning of the chatbot conversation, it gave immediate, like, exit
strategies for how to exit the website, or just, you know, no longer show the
website anymore. It saidt even saidit would redirect to a neutral website.
ChatGPT does not have those options.
1 Humanlike interaction and emotional support

o0 Humanlike interaction: Many participants perceived SafeHaven to offer a
humanlike and personalized experience, thereby creating a sense of
companionship and understanding (P10, P16, P20, P22, P23, P26, P31). In
contrast with receiving automated, impersonal responses as with ChatGPT,
many participants experienced the CA as capable of understanding and
responding as if it were a human. Its ability to offer conversational support and
understanding, especially in situations when immediate human assistance may
be | acking, mak es i tltfel likevyadreitalbong & at o o |
person who actually understands you, especially if you don't actually have
much support around you. So definitely is comforting in thatavayAl t h o u g h
participants recognized they were interacting with Ak 6A's engaging
naturecould offer a sense of companionship, as talking to a friend, which can

reduce feelings of l onel i nléke that.dted 1 s o
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like I'm talking to like a friend if, because of the emojis, and that's why that's

why | recommend 0

Empathetic and comforting responses: A number of participants reported that
SafeHaven provided responses that offered reassurance and validation of their
experiences (P6, P8, P10, P12, P16, P19, P20, P23, P26, P27, P28, P30, P31,
P33).Based on their experiences, such emotional support provided by the CA

is crucial in creating an environment that is supportive and understanding. For

i nstance, P I3hink theebigdest thingethaat, | noficed the difference

in was the chatbot was a lot more like, like impassionate, | guess, would be the
closest thing | can describedt. | t was appreciated that
some reassuring messages, such as affirmations of not being alone and that the
situation isn't their fault, wlhidch wer
like how it did say in a few points like you're not alone. It's not your fault,

where the search engine did not do that. The CAG&6s <conversat
allows for a more personal interaction, providing emotional support in the
absence of an immediate human interaction (P6, P16). Incorporating emojis
into SafeHavenés interactions all ows f
interactions with the C8oonecadvantagenop at h e f
the chatbot in comparison to the ChatGPT in my opinion, was the fact that it

had more empathy towards the situation where the use of emojis and that, you
know, showing expressions through those emojis kind of maskesiir to

discuss with the chatbot.
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o Nonjudgmental demeanor. SafeHaven was also perceived to be
nonjudgmental and unbiased. Due to the perception of lack of judgment,
survivors feel more comfortable seeking assistance or information about their
situati on f r omldort#inkGithis tie€ s9mesne walild bef
comfortable to discuss something with someone related to them online or even
talking to a person. So | think the chatbot was better than that term, because
it's, you're talking to an Al understands you without judging without nothing.

1 Tailor-made tool

0 Specialized tool: According to many participants, SafeHaven was viewed to be
particularly effective in delivering information tailored to unique or rare DV
scenarios, ensuring appropriate support and guidance are provided based on
individual needs and experiences. Contrary to generic information sources (i.e.,
search engines, ChatGPT), SafeHawas perceived to be more specialized
and targeted (P16, P17, P19, P24, P26, P31, P32, P34, P35). P19 indicated, for
example, that ChatGPT did not provide sheltéorimation when requested,
fithe chatbot was way more like specific, like, there were a couple of times with
ChatGPT, in which I, I think it was when | asked for shelters, and another time
in which it could not provide me theformation. So | feel like the chatbot is
was like more specialized. P 3 4 a I woold sayathie cadvantages of the
chatbot would be that they create the information that youénedad they're
giving you exactly what you asked @or. A capabi l ity |ike
important for those who are experiencing atypical forms of domestic abuse or

those who are in unique circumstances where general advice or information



266

may not be adequat e o rthe bhathoe dan alwags| . P1
provide more accurate information and can always give advice based on or
based on specific questions, and the data is much better than the search engine
because the search engine can only give us some, | think it only gave us some
universal responses, which are not very speaoific.

o Information and resources hub: SafeHaven was viewed by some participants as
a central hub of information and resources regarding DV (P18, P31, P36). This
consolidation of resources into an accessible platform streamlines the search
process for survivors in need of specific P&ated information or assistance.
P18 me nltthink ihtee ahatbot in the future will be similar to the one we
used today, | think it's going to be helpful. And as | said before, all the
resources are in one place. | don't have to search for each one individually
P31 referred tAnditwasall theranie ong macen Whereds
some other things might not have all the information you need. But this kind of
gave you an overview on everything you need for, like leaving to finding
support to what to do after the fawt.

1 Guidance in formulating plans:

A log of participants regarded SafeHaven as a valuable tool in the development of safety
plans, particularly for those with little or no experience with such plans (P3, P6, P7, P12,
P14, P18, P19, P27, P32, P34). It has been highlighted as particularly valuable that

SafeHaven is able to assist in constructing personalized safety plans tailored to each

ot

individual ' s uni gMnen | seédthe,ahe chatlot. It pPotided raeawithd ,

a lot of resources and information that | didn't know about, f@neple, the safety plan
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that we created. Actually, | didn't know about the safety plan and what a safety plan is,
and how to created. P32 echoedhitghhel isgehnttiinnge ntthhe CAOG s
creating a safety plahrough its use of the targeted questions and tailored responses. He

n ot &3dt,for dhatbot, it just gave me exactly the information | needed. It asked me
guestionslt was alwayssking the right questions. And based on my answers, it just gave

me the safety plan that | needed. And it was much, much better than the one that | was

able to create through ChatGRiT.

5.3.2.2 Issues an@uggestiongor Improvement
Despite SafeHaven's perceived effectiveness in providing DV support, many participants
encountered challenges in forming user queries on the basis of DV terminology, which makes
keyword identification and response functions challengkgrthermore, concerns regarding
slow reaction times, difficulty navigating, and inadequate coverage of topics indicate that
improvements must be made in the speed, comprehensiveness of information, and usability of
the user interface (Figu®22). In this section, wevill discussdrawbacksf SafeHavenpalong

with potential areas for further development
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Effective query understanding | - Question phrasing and
/ and response o~ - wording sensitivity
P Timeliness and information
/ Speed and instant support |« retrieval Y\
Suggestions for Issues of SafeHaven
Improvement \ Lack of topic expansion and /
Enhance information delivery pIC EXp
/ information overlozd
- . User interface and
Provision of in-depth navigation challenges
information
Clarity and organization of Conversational depth and
responses tone
Introduction of live
silhouette and visual
elements
Human-like interaction
features
Incorporating more
affirmative and empathic
messages
Incorporating multimedia
Grammatical and language
precision and emaji
balance
Advanced security features
Ensuring anenymity and
safety

Figure5.22: A summary of SafeHavdarsueswith suggestiongor improvement
1 Question formulation and wording sensitivity
0 Limitations
A Outof-vocabulary phrases in DV scenarioSeveral participants
notedchallenges in completing some tasks with SafeHaven, primarily due
to its limited capability to respond comprehensively to specific complex
inquiries related to DV. In spite of the CA being integrated \@togle
Dialogflow and having been trained to recognize a variety of keywords,
several participants felt it lacked certain response capabilities, especially
for terms and scenarios related to DV (P1, P4, P7, P11, P12, P21, P22,

P23, P30). This was rooted in its reliance on specific keywords to function
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properly. When these keywords or phrases are not used or recognized, the

CA might be unable to respond comprehensively to those inquiries. In
P46s r espons e Justsning to figere duk wohat eéodout, yéu

know, as far as my question, or what | was looking for, | didn't always
understand. You know, what | was asking, so | had to retype it and try to
figure outhowtosayd. It i s noted that SafeHave
openended questions in some cases, which can be a hindrance to those
who prefer direct communication, whereas ChatGPT performed well in
this regard. P12 feel lkecwitlh thee chatbbthyiols p o i
couldn't really like free like, opeended questions. Just a question in that

| think ChatGPT does reallywadl. Some participants ex
sometimes may be required to rephrase their queries in order to obtain
satisfactory answers, and the process can be-dimsuming and
potentially fr ust rOaeoftheglisadwargdages there ed b
was, it gave me an answer | did not expect. So | was thrown off. In a
search engine, if one of the things was not what | wanted, | could just go

to the next website, or go to the next website. But so maybe that's one
thing that I'm like, is a disadvantage.

Common expressions recognition limitation: Some participants referred to

Saf eHavenos inability t o correctly
expressions. For example, it was noted by some participants that basic
acknowledgments, such as "thank you,” were not recognized and

appropriately responded to, impacting the natural flow of the conversation
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(P8, P17) . Phére weeeratfew dimes where Rjust said like,
thank you or just like basic, like phrases. And the chatbot didn't seem to
understand like thank you, or thanks in. And it didn't understandT h i s
Limitation can be attributed to its dependence on predetermined responses
and keywords, along with the framework of models that are yet to be
trained to recognize such common expressions.
0 Recommendation

A Effective query understanding and response: Some participants called to
enhance SafeHavenoés capabilities
gueries effectively. This is crucial for enhancing user experience, as
highlighted by participants P4, P8, P13 and P17. For instance, P4 and P13
noted the importance of improving the language style of SafeHaven so
that it correctly interprets user queries and takes into account bath the
literal meaningand context of us éthinkjust ke t .
| said, communicating, asking the questions the right way. Maybe a little
more user friendly, kind of stumbling and guessing, how to ask what, |
need to get that information. Because, like, if you use your phone, you
know, you do, you know, Google voice assist, or whatever they call that
really, you know, go on there and say, | don't know, nearest restaurants,
you know, near me or whatever. It'll pull up that way. But if you don't ask
it properly, you might get something that you don'tevantdo |1t may
possible to address this issue by providing more instruction at the

beginning of conversation regarding how to formulate a query, while

t

(0]

P4
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simultaneously training the CA with related keywords and utilizing

advanced NLP techniques to grasp the nuances of various questions. In the

same context, P8 and P17 emphasize the importance of SafeHaven being
able to recognize common phrases and simple affirmations suglesis "

"no, " Thafikk yoy 0 ©OHK." THis understanding helps reduce user
frustration and maintain a ndheur al c
only recommendation is that | recommended that maybe improve the
chatbots recognition like some common words like okay, y@&s nd. t i s
possible to reduce survivors' frustration and maintain a natural
conversation flow by training the CA to recognize commonly used phrases
and simple acknowledgment. One approach is to use machine learning
algorithms to analyze a large dataset of conversations and identify patterns
in how survivors respond to them.

1 Timeliness and information retrieval

0 Limitations

A Slower response: Although some participants preferred to slow the pace at
which survivors received information (PB13), others have pointed out
SafeHaven's slower response time as a shortcoming compared to search
engines/ or ChatGPT (P2, P3, P9, P18, P23). This may pose a challenge in
urgent situations that require the quick retrieval of information, such as
locating DV shelters, in order to ensure that survivors are safe and are able
to meet their immediate needs. For instance, when we asked about the

sltortcomings of Saf igddadvbe abit toB Sowabots we r e
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that's just me, because | can make | can lead fairly quickly, per se. | mean,
at least to me, it was a bit slaw.

A Lengthy responses: A notable limitation of SafeHaven identified by some
participants is its tendency to provide lengthy responses to questions
regarding DV (P17, P18). This may confuse survivors seeking direct
i nformati on and i nstant thirkstteiosly ance.
disadvantage is that sometimes the chatbot it gives some very lengthy
responses, but with the search engines always give us some very short and
straightforward responses.

0o Recommendations

A Speed and instant support: Several participants (P2, P3, P22, P18 and P29)
recognized that quick responses are an essential feature of SafeHaven. It is
especially advantageous for survivors in an emergency situation to receive
prompt responses from ti@®A, so that they could obtain information and
support immediately, regardless of whether they are searching for shelter,
making safety plans or connecting wi
think the chatbot would just have just be quicker, just becawgasiia lot
of steps just to find one answer rather than a search engine was so fast.
You just have to Google. itdn the same context, P3 suggested a speed
option for users, allowing them to select the pace of interactivity based on
t heir per s orMaKethespeed sbit fastet |east for nie, or,

maybe like, show them not gage, but have the user like, select a speed
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optono6 This helps address concerns r
providemoreefficient support

A Enhance information delivery: This theme explores both the content and
presentation of DWelated information (i.e., how much and how it's
delivered). There is a suggestion for reducing text length (P18). This refers
to making individual responses shorter and more concise. Lengthy
responses can be difficult to digest, especially when they are being viewed
on mobile devices or in cases where survivors are seeking immediate
assistance.|thihkiBs justh kttle bitflangthy so jult reduce
the amount of texd.

1 Lack of topic expansion and information overload
0 Limitations

A Limited breadth: Some participants reported that SafeHaven sometimes
lacked the ability to expand comprehensively on certain topics (P3, P27,
P28 P31, P35). For instance, SafeHaven was perceived to provide less
detailed and less informative responses compared to ChatGPT, as
hi ghl i ght iwas less deRiB8, lessiinformation available. A
few participants also encountered the initial difficulty of navigating
SafeHaven, particularly when entering additional queries beyond the
scope of the tasks. Thisnitation may hinder theC A Geffectiveness in
responding to more complex or specific inquiries. P27 explained this when
she tried to sear ch f dwishahattifil couldr us s

ask them further, more about something they would expand, like, | was
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talking about the antivirus software. And | asked him to, like, expand a
little more on to that. And it, | don't think he understood my message. So |
am kind of hoping that the chatbot would maybe soon be able to have
additional information about everything it providestousinaway.l n t he
same vein, two participants noted that even though SafeHaven offered a
customized plan, it lacked refinement in its responses, as it seems it was
not able to address situations such as having nobody to care for children at
ri sk (P28, P 3 3And in & chatbotes Itmerdionedd like A
they're giving me it's giving me a plan, customized plan, but | thought
when it asked me who can look up, look after your kids, while you're not
home, or you're in danger, | typed nobody. And it gave me a plan that has
nobody in the plan. And that is like a huge thing that | would say. Because
if I don't have an don't have anyone that should be addressed incthere.
Therefore it is still necessary to improve the review and finalization of
plans, delving comprehensively into more complex or specific user needs
and scenarios. Overall, this limitation in exploring topics in greater
breadth based on participants' requests is due BAledevelopment and
implementation, which may not encompass a broad range of topics and
keywords to deal with complex and specific inquiries. They suggest that
improvements can be made by incorporating a broader spectrum of
information into theCA and training it with a more extensive array of

keywords to address the issue effectively.
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A Perceived limited resources: There was a perception among some
participants that SafeHavends range
was limited or incomplete, implying that it may not include all aspects or
details (P25, P26, P27). Even though SafeHaven is specifically tailored for
DV matters, this perceived constraint in its resource pool might impede its
ability to offer thorough support to individuals in need of assistance or
i nformation r el at e dWe tmentiobed the iBe2a®f c | ar
having limited resources, because if using chatbot would actually provide
with the needed, like minimum needed information. And that's it. However,
the search engines would open new gate, like there are a lot of multiple
resources. A lot of information probably leads here to different like,
topics 0

A Information overload: One participant pointed out that SafeHaven
displayed an extensive amount of information at once, which may result in
the user feeling overwhelmed (P16). Nevertheless, this participant also
indicated that SafeHaven gives the user the option to choose whether to
receive this additional information, thereby helping alleviate the issue. P16
s a i The onlfi thing | could really say is that it is just like, you'll ask a
guestion, and it will give the answer, but then it will keep giving more
information. So sometimes, it can just be a little overwhelming. It can just
be a little too much on the screen. But at the same time, it gives you the
option of whether you want more informati@u,| guess in that way, you

can choose not to, and then you avoid that proldem.
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0 Recommendatian

A Provision of indepth information: There armsuggestions to improve the
SafeHaven's content by not onlproviding summary responses to
survivors but also offering them comprehensive-@\ated resources and
more indepth and breadth information to really help them understand and
cope with their situations (P3, P5, P8, P21, P24, P27, P31l). As an
example, P3 indicated the importance of offering expanded safety plans or
additional development options based on the information provided at the
begi nni ng. Iff8 wantltoanrake fa bigger safetiamp, like you
know, expand it, expand it after you get the starting points down there.
Maybe ask if you want to continue developing it or if you want to show it.
P5 and P21 also pointed to improving
comprehensive information and providing links to additional national DV
related resources. Similarly, P31 stressed the importance of improving
SafeHaven's ability to expand on its answers and provide detailed and
specific information to survivors who may not be aware of vhdbok
for i n specific Isgudsajast likeo specificatith3ol st a
stuff, because like | mentioned earlier, how, when | was talk, or whatever,
| asked a chatbot about, like, what evidence | should get. And it came back
with the one about finances, and | asked it, well, how am | supposed to
know? And it just returned the same answers again. | think just because
some people like | genuinely didn't know, like, what | was supposed to

look for. So | thought that'd be a good thing to ask itl ®ink that being
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able to provide specific information, or at the very least, like examples,
that would be definitely goaul.

Along the same line, a suggestion from P24 was to include more questions
that delve into the specific circumstances of thevivors. SafeHaven
could thus gain a better understanding of the survivor's needs, and then
offer them responses tailored to their specific situation. Furthermore, P8
and P27 advocated for the addition of more branches and options for
elaboration, enhancing SafeHaven's capability to providgepth and
specific information. In this way, the CA would be able to provide
survivors with advice tailored to their scenarios, without having to use the

i nternet to search for more i Hfor mat
there were more branches into the question, like if some information is
provided, and if someone asks about that specific piece of information, |
feel like it'd be kind of cool, if there could have been some more options
that they could elaborate on. | think that would be really cool because
then it would be used more in depth where the | think the victim can get
more knowledge from the chatbot without having to move away to the
internet and search more things by themsetves.Consi der i ng
suggestions collectively emphasizes the importance of SafeHaven
providing comprehensive answers, which potentially increases its
effectiveness as a tool for providing survivors with detailed and tailored
guidance.

1 User interface and navigation challenges
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0 Limitations

A Learning curve for new users: For survivors, especially the elderly, who
are not wellversed in the CA technology, understanding and using the CA
i nterface may present a chall dtnge
was new for me to use a chatbot, like in Messenger or even in Telegram.
And | think it was kind of difficult for me. | mean, after some tasks, | got
used to it, but maybe for someone like, old, like an older person, it can be
difficultd6 Thi s complexity is |likely to
new technology from fully benefiting from its assistance. In the same
regard, due to the novelty and unfamiliarity of the CA, concerns have been
rai sed regarding i tits unfamiliai and,i new t vy .
technology. So you don't know how reliable ibis?

A Navigation issues: Some participants encounter navigational issues
namely moving through the various modules of SafeHaven, hindering
their interaction and experience (P15, P19, P23, P30). It is exacerbated by
the difficulty in identifying different modules and sections of SafeHaven,

which might be due to a lack of sufficient clarity, thereby impacting its

usability and ef f e ctha chatbotevassa.littleFolt 9 ¢

confusing at times. Like, it wasn't intuitive for me, like, | think it was main
resources and Main Menu, like | wouldn't intuitively know the difference,
or what | can find under which of them | feel like, you know, like the
structure was confusing somehow, like, which information would be under

which topic gets set up.
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A Excessive processes: SafeHaven, in some instances, necessitates
navigating through multiple steps to yield results, a process that
participants found to be less efficient (P2, P23). In situations where quick
information retrieval is crucial (e.g., DV), the medtep procedure may
impede survivors who are accustomed to the immediate results provided
by conventional s e ar c hyouehadgto click ®n P23
things multiple times, or, like, there were like, subsections of things you
had to like click to in order to be able to find certain thidgs.

A Comprehension issues: One observation noted a drawback that survivors
could potentially face in grasping the full range of functionalities offered
by SafeHaven when seeking information about DV (P6). A survivor may
initially find it difficult to comprehend what the CA can do, which aspects
of DV it can provide information on, and how to interact with it
effectively. P6 di scudddntealizhatfast poi nt
that it had so much information in so many ways that you could input
different things to get information from the bot. But once you realize you
can type in anything, it'll actually give you real results back then that's
when it started to become very easy toase.

A Trust issue: A further shortcoming was pointed out by P36, who explained
that since the CA is not a human, it may not be able to understand a
survivor's particular situation, even if it appears to do so, thereby
negatively affect i hggesstardisadtantagdPc®dllbd me n't

be that it's a bot and on actual person, because even though it can show
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that it understands you, you might not necessarily feel completely
understood about your specific situation.
0 Recommendatian

A Clarity andorganization of responses: As far as the need to enhance user
experience is concerned, there was a focus on improving the clarity and
organization of SafeHaven's responses and features (P9, P12, P16, P19,
P23, P24, P28, P30, P33). These suggestions covered the layout, format,
navigation, features and the quality of communication of SafeHaven. For
exampl e, P12 discussed the i mportanc
such as the safety plan, to ensure that survivors understand the purpose of
the feature bef or e elggeasghatike, |@idnt h i t .
really understand what a safety plan was explained to after I clicked it, but
my only concern is would someone not click on that option if they didn't
know whatitwas® P28 al so suggested refininc
finalizing a safety plan, ensuring the inputs are meaningful and providing
points of contact with backup options.
There was an emphasis on the need to improve the layout or format of a
conversation, particularly by Improving the information presentation in
menus to enhance clarity and organization while retaining those elements
that contribute to user comfort (P16). In the same context, P9 discussed
the point of including explicit prompts informing survivors that they may
either select a button or type freely, thus providing a mix of guided options

andoperended i nput S dHere evére a couple Bf Parts ai d,
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where | wish it had reminded me that | could type something. It was just

said, like, you know, pick a button or it could have said, like, pick a button

or tell me what's on your mind. What do you need help with? Here are

some options or type anything you want? P30 ref erred to
recommendation, suggesting that clicking buttons and writing
queriess houl d bot h be available to acc:«
preferences.

One suggestion foimproving the navigability of SafeHavens to

implement a single, neembedded menu instead afultiple menus and

submenus, meaning for a more intuitive user experience (P19, P35).
Further, incorporating a visual map or guide could also further assist in
navigatingS a f e Harwoedrud se s (P 1 aybe neth&ve themmt e d , |
like the menus embedded into one another? Just like one single menu,
maybe that would be easier. Or, | don't know, maybe providing some sort
ofmapd Ther e disaussiomdorearning the importance of having

a consistent presentation Histrttmss al |
first question when it says, like, how are you feeling? Why does it give you

a different like button, as opposed to the rest of the questions? Like if that

could be, if that could give you the same menu as the rest of the
guestion® Anot her suggestion was made L
sidebar would be a valuable complement to SafeHaven. This sidebar
would allow survivors to seandsly switch between different

conversations and topics (e.g., safety plan, finding shelters), even while
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the CA is generating responses. This would enable them to multitask
within the chat, accessing various information sources without losing track
of their current maybelkesarsidehdr ofoatlikeaP 2 3 s
collapsible one, but like aoncollapsiblesidebar of like the main menu
where you could flip in between topics, even when the chatbot is
generating response, | felt like that would have been easier to use than
waiting for it to generate response and then give you the option to go back
to the main menu to look at something @se.Si mi | ar | y, P25 r ¢
improving user experience of SafeHaven by making the top menu more
visible and easier to navigate. In summary, improving user experience,
particularly for firsttime users, involves enhancing clarity, organization,
and navigational ease by improving layout, explicit prompting, and
intuitive features such as sidebars and single menus.
1 Conversationatlepth andone
0 Limitations
A Lack of personalizati on: Whil e many
personalized approach, some felt that its responses lacked the depth and
nuance associated with human interactions (P7, P14). Despite tailored
responses, these participants felt that the CA's responses lacked detailed
engagement that resembled vkal f e conver s &tifsaots . P7
really personalized yet. | can see | mean, personalized in the future,

though more, the more that, you know, they work on it.
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A Conversational tone: Although some participants praised the incorporation
of emojis throughout the conversation as they made communication feel
more personal and approachable, others indicated that emojis were used
more often and made the CA's conversational tone appear informal (P9,
P12, P16, P19, P23, P33). It was felt that the incorporation of emotive
symbols affected the naturalnkss of
thought | thought there were a lot of emojis everywhere. And to me, that
just kind of feels fake, | guess.

0 Recommendations

A Introduction of live silhouette and visual elements: Some participants have
expressed the need for a more personalized CA experience (P1, P7). One
suggestion discussed the use of a live silhouette to create an illusion of
speaking with a real person, which can foster a deeper sense of
understanding and c o nHow ¢ot be oanmoré P 1) .
personalized experience. Be able to have like a live person on there, like,
are maybe like, a live silhouette of a person so that you think that you're
talking to a live persoro Anot her suggestion by
recognizable and familiar faces, perhaps using emojis or some other visual
elements, as a wayf enhanthg engagement and personatize
i nt eract i on sSomeking te reqodniael In thal chatbit. Like,
one familiar face. Lady or man or, maybe like a familiar face or
something like that. That personalized, like with the emojis. | love that. |

do love that. But like maybe some of them. T h e essence o f
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recommendations revolves around not only delivering practical support in
DV scenarios but also offering a more human touch in their interactions.
By incorporating live silhouettes and familiar visual cues to enhance the
anthropomorphic cues, tHeéA can promote a sense of empathy toward
DV survivors[350].

Humantlike interaction features: Providing an experience akin to speaking
with a friend or family member was also suggestied improve
SafeHaven's humdike features (P26, P28). An illustration of this
concept would involve adjusting the tone of SafeHaven according to the
context of the conversation and to maintain a conversationalligtylinat

of a huma nlthinlPtAey cas hei edhancead by making it more
human like imagine like, because the feeling that you have talking to a
friend or a family member or your mom like the person you're talking to
has a soul and that soul like brings more feelings and sensation when you
talk to someone.

Incorporating more affirmative and empathic messagisere was a
suggestion that more affirmative and empathic messages are needed in
SafeHaven (P14, P19, P34). This type of message can help survivors feel
assured and validated, which may contribute to a more humane and
empathetic interaction. THeA might respond, for example, with "It is not
your fault” or "You are not alone." These statements may allow survivors
to feel heard and validated, allowing them to speak freely and seek

support . IPwdud saytmaybe after thély give the information,
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like, um, helped me devise a safety plan, the chatbox gives like the safety
plan details and then validates their situation like again, I'm sorry for
what happenedtoyau. | n t he same context, i mm:
should be accessible to survivors, serving as a remingiotitize their
safety. P 1 ®aylme enoré emphagsdbecalse | did see that. It's
like sometimes, but more emphasis on if you are in danger right now. Hold
on one. You know, Chatbot. And like, don't feel guilty for callingd®11.
The CA, with its thoughtful and empathic composed messages, offers
validation and affirmation to DV survivof29].

Incorporating multimedia: Expanding on the theme of personalization
features, there has been a suggestion of integrating multimedia features
into SafeHaven (P14, P28). In particular, it was recommended to
incorporate elements that may improve the survivor's mood throughout the
CA interaction, such as music, voice or video features, to increase its
ability to demonstrate empathy. For example, P28 explained in her
response the potential of incorporating music or video features into
Saf e HaMagba suggéstm something nice, just to make them feel
good. Maybe your music, maybe a video like, Okay, you're done with your
safety plan. Now try to relax and enjoy this funny thing, or nice music like
just to distract people, because the people who are asking for a safety
plan, they're obviously distressed, and you're trying to introduce the
concept of empathy, and sympathy and humanistic words of affirmation,

that might be a thing, just hey, | helped you with this. Now, just let me help
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you lift your mood. That could be one thing, because | realize you're
focusing on the humanistic characteristics and a chatbot. So that could be
one thing you could think about integratiog. Mul t i medi a ff eat
enhance the social interaction experience in {354].

Grammatical and language precision and emoji balance: There was an
emphasis on enhancing SafeHavenods i
language and grammar, along with a balanced use of emojis (P6, P9, P16,
P22, P23, P28, P33, P35). The call for grammatical precision, as
highlighted by P6, P9, and P33, underscores the importance of adhering to
proper grammatical standards in SafeHaven's responses. For example, P9
mentionedi Ther e wer e aherelothink there wete isamg s
grammatical errors in the way that it had in the way that it was wridten.
Attention to linguistic precision transcends mere accuracy; it is essential to
enhance the professional demeanor and perceived credibility of the
information conveyed. This, in turn, promotes a sense of trust and
assurance among survivors seeking dependable and accurate assistance
from the CA in matters of DV. In the same context, P22 discussed the
point of simplifying the language to facilitate easier understanding.
Concurrently, there wasstrong advocacy, noted by a number of
participants (P6, P9, P16, P23, P28, P33, P35), for a balanced approach to
the use of emojis and address the tone of SafeHaven. For instance, P28
n ot évdype gi easy on using the emojis, it might distract some people.

It distracts me, because I'm not a big fan of emojis. But | also understand



287

that's a standard practice. Emoj i s may add perso
relatability to the CA conversation, making the CA more approachable
and useffriendly. However, there's a delicate line to tread, especially in
contexts like DV, where the overuse of emojis might undermine the
seriousness of the subject matter and potentially discourage survivors. In
summary, maintaining proper grammar and using emojis in a balanced
manner are vital for creating engaged CA interactions. The CA must be
acutely aware of survivors' emotional and informational needs and
efficiently communicating information.
1 Security and privacy measures
0 Proactive enhancement

A Despite not being explicitly identified as a limitation, the importance of
strengthening security and privacy measures in SafeHaven cannot be
overstated, especially given the sensitive nature of DV interactions.

0 Recommendation

A Advanced security features: Incorporating advanced security features into
SafeHaven, as recommended by P11, is of paramount importance when it
comes to sensitive interactions, particularly those involving DV. One key
recommendation by P11 is implementing a robust verification process
(e.g., multifactor authentication) to enhance the CA's security framework
and ensure secure login. This goes beyond common security questions
since abusers are often familiar with survivors' personal information. P11

explained | think maybe beyond that a to verification. To get into the
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chatbot, like it being more than just an email because again, if he hacks
that email, and if he has access to my phone number, like and it's like, you
know, share point like, | need there to be some kind of verification process
where that would be something my abuser would not be able to get into.
And not the whole, what's your mother's maiden name, stuff like that?
Because again, abusers know their victims really well, usually. So,
keeping that information secure and safe from somebody that knows you
as wdl, as youknowyourself is very, very difficult to do. So, | would say
something along those lines, like multiple steps of verification.l n
addition to a password, survivors may be asked to enter a code that is sent
to their email address, answer a secret question, or scan their fingerprints
as part of multifactor authentication. In the same vein, P11 gave another
recommendation by introducing the concept of utilizing unique codes for
accessing different sections within the chat interface to compartimenta

and safeguard sensitive information. This strategy prevents unauthorized
access, while at the same time minimizing the risk in the event that certain
parts of the CA are compromiAed. P1.
then also, | think, maybe a little code like ChatGPT, there's the individual
like little chat titles on the side on the left, maybe a code to get into each
one of those. So when you click on that to even access it, you need to have
a code. That would be helpful, because that would mean & he did
access the entire like site, he couldn't get into each of those little &chats.

Overall, implementing more robust and advanced security measures is
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crucial for creating a safe and secure environment when communicating
with SafeHaven. Survivors feel more comfortable sharing their personal
and confidential stories with the CA when they know their information is
safe from any unauthorized acc¢352)].

A Ensuring anonymity and safety: Throughout our interviews, there was a
call for more anonymity and safety when communicating with SafeHaven
(P25). P25 proposed to begirieractions with upfront inquiries about the

survivor's current safety andustdesi r e
the thing with the security and the safety, like anonymity saying, you know,

do you want to remain anonymous? Are you safe now before you start the
chatd® Such a feature would allow suryv
discretion, which may enable the CA to adjust its interaction protocol
accordingly. As an example, if a survivor indicates his/her ddsire
anonymity, the CA may not store personal data or conversation logs, or

may provide the option to exit the chat immediately or delete the chat

history. In this way, survivors are offered control over their information

and interaction as well as a proactive stance used to ensure their safety.

5.3.2.3 User Preferences, LoAilerm Recovery, and Privacy Concerns

5.3.2.3.1 User PreferenceSafeHaven Vs. Search Engine/ ChatG&1DV Assistance

1 SafeHaven preferenck:emerged that 21 out of 36 participants favored using SafeHaven
over other tools like search engines or ChatGPT, mainly due to its specialized approach

as well as personalized interactions tailored to DV issues. These participants expressed
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appreciation for the CA's ability to deliver pertinent and specific information regarding
DV, such as local support services and informational tips and advice, in a way that
fostered companionship and comprehension among the chatter's users.

Search engine preferencBmong the participants, six participants indicated that they
preferred search engines over SafeHaven for acquiring information or seeking assistance
regarding DV. Search engines provide a wide range of information regarding DV with
efficiency, which explains this preference. The ease of use and familiarity also play a
significant role in this preference. Search engines are a familiar tool, and participants
have been using them for a long time, making them more accessible. When dealing with
sensitive issues such as DV, this familiarity with search engines fosters comfort and
reliability. In addition, their usefriendly and simple interfaces and the large amount of
search results make search engines a preferred source for some participants.

ChatGPT preferenceOnly two participants indicated a preference for ChatGPT
compared to SafeHaven. These participants perceived ChatGPT to be less restrictive and
capable of processing complete questions more efficiently. Its direct answers and ability
to handle complex questions made ChatGPT patrticularly appealing for providing more
detailed information about the DV topic or providing technical advice regarding safety
measures (e.g., mobile safety, online safety, cyberstalking prevention). They found that
ChatGPT provided more relevant answers addressing the entire context of the query,
rather than focusing on a limited set of keywords. It was observed that the ability of
ChatGPT to consider the entire statement, preventing dominant terms such as "domestic
abuse" from overshadowing other essential aspects of the query, was especially

advantageous.
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1 Mixed preferences based on situation and nkeglas observed that six participants had
mixed preferences. The choice between SafeHaven, search engines, or ChatGPT,
depended on the specific situation, the type of information sought, the emotional status,
or the case urgency. Among the factors influencing their decisions was the nature of the
DV inquiry, the level of detail that was required, and the context of the information
search (e.g., providing assistance to a victim versus gathering information for a friend or
family member, the preference of detailed information vs. general information).
Participants acknowledged that each platform offers unique advantages, but their
platform preference may depend upon their immediate needs and emotional distress.

91 Preference fordirect communication with experts: As compared with all other
participants, one participant expressed a preference for direct communication with
knowledgeable professionals, instead of utilizidgs or other technological tools. The
preference highlights the importance placed on the depth of knowledge and personal
touch that arises from communicating with experts in the field. Such communication
offers nuanced insights and tailored advice and may reflect a level of expertise and

empathy that may not be fully captured by technolbgsed solutions.

5.3.2.3.2 Conversationahgents:Facilitating Long-term Recovery for DVSurvivors
The participants exhibited diverse perspectives on how CAs may contribute to fostering long
term recovery for DV survivors. Some participants believed that CAs can provide survivors with
essential resources and referrals. Others felt that CAs could provide emotional support and act as

a source of comfort and guidance. Finally, some thought CAs could simplify the recovery
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process and offer guidance, especially in the initial stages. More details will be discussed in this

section.

1 Resourceprovision andreferrals: Several participants underscored the potential of
CAs in providing essential resources and referrals, a key component in therong
recovery process for DV survivors (P4, P5, P6, P7, P11, P12, P17, P18, P20, P22, P25,
P29). The participants perceive CAs as a potential resource hub that enables a survivor
to access a variety of information and resources. A few examples are given in P4, P5,
P22, and P23, which emphasize the importance of chatbots in guiding survivors to
vital services such as hotlines, shelters, and counseling services. P4 mentioned, "
think just having different resources available and you know you had the 800 hotline
and shelters and, you know, people to talk to every everything that you might need to
help you recover? | think it was very thorough. | don't think they left anything out.
They don't. Further elaborating on this theme, P6, P7, P11, P12, and P18 emphasize
the CA's role in facilitating connections with support groups. This element facilitates
the connection between survivors who have undergone similar traumas, fostering a
sense of ¢ ommuguess chatboteah link woa, iyod can like use chatbot
to find maybe | could chat and | can like to type in their online support groups. And
I'm sure chatbot would like bring up some online support groups that | can click that |
can just click directly to and then boom, | have acce®d5, P17, P25, P27, P28, and
P34 further suggested that CAs might share stories of past survivors, thus gravidin
sense of hope and c o mBysharing tleernsuccess Istbriescob mme n
other people who are in the situation, it helps to it helps to show them that they're not

that they're not just the one person that this has happened to the there is a chance for
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healing, and there is a chance to get things so there's a chance that things will get
betterc Anot her insight is that CAs can enha
to resources such as uplifting videos, music, and inspirational stories. This approach
aims to deliver a more humanized and engaging experience, extending beyond
traditional textbased interactions and multimedia. It will also include a supportive
aspect that creates a deeper emotional resonance with DV survivors. P28 commented,
AiSo in terms of providing resources, | think if the chatbot would give me some videos,
or link to some YouTube videos, or free access tools, like music gonna give me like,
Hey, if you're feeling kind of sad, this, check out this music, it might lift you up, or
check out this inspiring story, not just sending me text all the time, but maybe funny,
or kind of uplifting video or music, or something that involves seeing another human
being instead of just seeing texts all the time, because no matter what it doesn't do, it
will always be bought, there's not a person. So sometimes seeing a person in there, it's
kind of helpfub Counseling referrals are another
highlight the role ofCAs in providing information about them and facilitating access

to such services (P4, P5, P6, P12, P17, P20, P29). Participants ass&sthate the
potential to refer survivors to DV professionals or psychological services, which is
crucial forlongt er m r ec ov er y | knawhas it enxtlpete,cbidefirgtely, A
counseling. Maybe different, like, communities of support where they have like
meetings. | feel like the main one is counseling and therapy, affordable counseling and
therapyo CAs can compassionately connect DV survivors with treatment for their
ongoing needs by offering timely referrals and valuable information about counseling

options.
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1 Emotional support andaffirmation. Many partici pants discuss:

provide emotional support and affirmation as a means of facilitatingteonghealing

for DV survivors (P8, P9, P10, P15, P22, P23, P24, P26, P27, P30, P34, P35).
Empathetic components o€As assist DV survivors in understanding their
circumstances, emphasizing that they are not at fault, and affirming their victim status.

By providing immediate reassurance and information regarding available resources,
this approach significdly contributes to healing during its early stages. For instance,

P8 demonstrated the importance of continuous affirmations and reassurances,
especially for survivors that rTagwhole e ong
message of it's not your fault. It's never deserved. No one deserves to go through that.
That's something that a DV survivor like, even after years of not being abused, like

still needs to hear going on. So it's not like just like, when you're leaving the situation,

do you need hpl like, you need help for years, you know, so having like emotional
support, like online that can remind you of like the good things and remind you that

it's not your fault is really positive. |t was suggest edCAbig P9, F
general may be enhanced to function as companions by providing features such as
journaling, check n s , memory recall, a nMaybd iyoh y af f
had like a messaging or a journaling feature, if there was a memory for different
users, and you couldcheck in, and my chatbot could message you and ask you how
yourefeelingg |t pointed out the i mpGAstwhichce of
can be demonstrated by understanding survivors' circumstances and periodically
inquiring about their welbeing, even if &A is believed to be an Al program. In the

same vein, it is suggested that if a survivor shargber situation that may require
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more empathic language, @A can intelligently understand and respond with
increased empathy and e motfiyauncauld havemad er st a
conversation with it, like not specifically asking for stuff, but like kind of telling them
your situation, would it kind of still continue to show like more empathy and
emotions®

Simplification and guidance in early stagéZarticipants like P29, P31, and P32
pointed out the importance of CAs in simplifying the recovery process, especially in
the initial stages.t was emphasized that while CAs are currently focused on
addressing immediate needs, they haveptiential to offer comprehensive resources

for longterm recovery, including basic information and general safety plans.
Participantsviewed the potential benefits of CAs in providing plans and guidance
during the postrisis period. For instance, a CA can provide adwnewhat to do

next, what safety precautions to take in future, and how to maintain privacy. P31
expl ained S 0 there wax then pforenation orii how to like prevent
cyberstalking in the future with like, keeping up with apps on your phone regularly
and keeping sure are making sure all your passwords are kept secure, and things like
that. But | don't know, maybe there's like, there could be another like section or a
subsection in that main menu to talk about, like, what to do after the fact. | llaink t
would definitely be helpful. Because for trying to find the Preventing cyber stalking, |
had to, like manually type it in which I like, as soon as | did it, it came up, obviously.
But | do think that having like another section subsection for feet, like how to account
for what might happen in the future would be usefu.,P32 di scussed a si

CAs may keep survivorso recospdmslorgtimde of f er
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such as a coupl ditoarfkeep eeecords for th& 3p2cifis pensot,,or
have that been going through and then like, gives a plan for instead of like a safety
plan for what you need to do now, or first, the plan that you need to use whenever you
need, they're not something for the future. Okay? So like a 10 steps, process, right?
You do this and this and this. And then when you get to tihestp, that would be

like two or three years in the futuce.

Limitations and future potentialSome participants expressed skepticism about the
effectiveness of current CAs in promoting letegm healing for DV survivors, citing
limitations in their present applications and capabilities (P1, P3, P13, P33, P36). In
their opinion, CAs could address immediate needs. However, to maintaitelomg
recovery, human advocates and féméace interactions such as therapy and support
groups would be considered essential. When asked about how chatbots can promote
longtermh@ | i ng f or DV s ur viident realy thirk 88y canels po nd
don't think there's a replacement for human therapy.P13 al so added i n
filn terms of like longer term support, like | couldn't, I don't think like | would use a
chatbot to then be like, Hey, this is what my story is, how can you help me because it
wouldn't recognize or understand that. And like with some of the emotional validation,
like, there are definitely some key points that you don't see in search engines. But |
also think like, those key points can be misconstrued where it feels very robotic, and
like not genuine to be like, you're not the only one who is experienesgriHike,

during tough times. But | also think like domestic violence is very nuanced. And
there's no great way to offer like, empathy. In a like, general statement like that, like,

that's what makes domestic violence advocates so importanR 36 was al so s
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about the ability oCAsto contributetolong er m heal i ng flteel DV s
like people would have to go through lots of therapy in order to actually address the
issues and to work through them. So no, | don't seeothatO v evhila huiman

advocates are irreplaceable due to their nuanced understanding and emotional
validation in DV situations,CAs could complement their efforts by facilitating

ongoing recovery and offering additional support.

5.3.2.3.3 Privacy andSecurity Concerns of SafeHaveBearchEngines, and ChatGPT
Our interviews revealed several concerns about privacy and data security concerning

SafeHaven, search engines, and ChatGPT.

1 Privacy and security concerns®éfeHaven

On one hand, some participants (P4, P5, P16, P26, P29, P31, P34) reported that they had
no privacy or security concerns using SafeHaven, which mefect their confidence in

the technology, their choice of platforms, or perhaps their lack of understanding of
potential privacy risks. On the other hand, despite the implementation of various safety
and privacy measures intended to reduce risks for survivors, concerns about the use of

SafeHaven still persist.

o Search history and information being discovered
A Risk of abusers discovering information: A common concern was that
abusers could discover survivors' chat histories or search information and
track their activities, a scenario that could escalate the danger for survivors

(P1, P2, P8, P11, P14, P15, P17, P24, P25, P33, P35, P36). This
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apprehension was particularly heightened when the chatbot was integrated
with personal social media accounts. There was a fear that such integration
could allow abusers to track a survivor's online activities and see all past
conversati ons Itwdld be the>ompy tixei onlye abncerniil
would have is that it would be linked to a Facebook or linked to an
account that if my abuser ever discovered that he might have access to all
of that information, and that is verycaryo P1 referred to
c o n c ¢jushwant fo make sure that my attacker is going to come after
me and like find out like that | did this his back. | just don't want him to go
on my computer and find out information. | think it is probably my number
oneconcernlsee. | n the same context, one pa
about survivors inadvertently disclosing their identities if they are not
explicitly instructed to stay anonymous or use fake names, especially if
they are asked for a name tef assessing safety (P25). Engaging in such
discourse may heighten the risk of abusers discovering their victims. P25
descri bed hwould sayy whereitr asks, wifiat you want to be
called, have maybe put a little bit further instruction that says use a, you
know, use a name that no one can identify, use a name that is, you know,
anonymous or something like that, just because it when you first, you
know, say let's get started with the chatbot. It doesn't say like, it asks you
after your name, if yore safe, or if you feel safe. So maybe have it ask
those questions first. And if you say no, then say, Okay, what code name?

Would you like? Something like that? Because not, not everybody could
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understand that that's where it is going. And they might end up, you know,
revealing themselvas. Sur vi v @d sonceens @boet spstential
discovery by their abusers, underscoring the need for heightened security
measures in such sensitive applications.

A Concerns about deleting chat histories: Some participants were concerned
about the ability to delete chat histories, as traumatized individuals may
not remember how to delete the chat history (P13, P15, P18). This concern
was particularly pronounced in platforms like Facebook Messenger, where
there's a perceived risk of past conversations being accessed by others. In
her response, P15 questioned about the capability of the CA to delete a
chat h Dosst the rchat, deldie once you close it because if not, then
the abuser if they're or controlling the person's social media can look and
see that the person was looking for help, which could put the person in
i mmedi at eln ligha of this, whilé SafeHaven offers an option to
delete chats and provide instructions for survivors, it may be more crucial
to consistently remind them of this feature and improve the methods for
facilitating chat deletion.

o Platformspecific privacy concernsParticipants expressed diverse opinions
regarding the security of different messaging platforms used in conjunction
with SafeHaven (P3, P10, P11, P13, P14, P19, P22, P30, P33). A notable point
of discussion was the perceived security of Telegram (P3, P19, P22). The
platform’s robust encryption protocols were regarded as more secure by the

participants, which provided better protection tbéir communications and
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personal information. On the other hand, there were significant concerns

regarding the use of Facebook Messenger among the other participants (P10,

P13, P14, P19, P22, P30, P33) because it could lead to data breaches or

inadvertent sharing of sensitive informatioMost of such concerns were

associated with Facebook's data handling practice. Given the platform's

extensive reach and its historical privacy issues, participants were worried

about how their data might beTheised or

issues might be that they steal data. So | wasn't really thinking of that when

using the chatbot. Because it's, it's like a message. It's one oS@fhien not

thinking of privacy. But in the back of my mind, knowing that it was Facebook,

| guess | was thinking that maybe my information will be stored

o The risks of hacking, data breaches, and surveillance

A Risk of hacking and data breaches: Due to the sensitive nature of
information typically shared in D¥¢ituations, some participants expressed
concerns over security breaches and hacking (P14, P20, P21, P22, P27).
Specifically, they were concerned about unauthorized individuals (i.e.,
abusers) who could gain access to their personal conversations by hacking
or stealing their usernames, emails or passwords, and other sensitive data,
leading to further victimization or security compromise. P14 commented,
fiPublic concern was you know how people can hack into your Facebook
account, for example? Or wondering if they could, by any chance? Since
you did send touch for use messenger with a chatbot? Where if somebody

ends up, you know, packet into your Facebook account itself, will they be
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able to see what you have in the past? And then that gives that information
against you on your social med@m? Si mi | ar | vy, P27 thoug
the CA but had some worries about the possible leakage of data via
emai | s. |BMiBK/ovesal | dd thinkiit's very, like safe to use. | was
just asking about the email just in case like if someone's worried about
their information getting leaked, but | think that's pretty good oveéxatb.
address such concerns, a robust approach to security, featurifigctao
authentication and erb-end encryption, as well as secure data storage,
must be implemented on these online platforms

Location tracking and red@ime monitoring: A further concern raised by
participants P13, P32 and P36 revolves around the possibility of tracking
location and monitoring red@ime internet connections. It is possible that
locationbased services, whether activated intentionally or inadvertently,
could reveal the location of the survivor, potentially placing them at risk.
P13 n asked me tdishare my location. Because if your computer or
your cell phone doesn't have locatisarvicesenabled, and thetike it

pops that up, it could accidentally open it for like, all of g&vices
again, are like all of your apps again. | also didn't like that it took you to a
new window to share your locatian. | n a d dtimé moaitoring af e a |
an internet connection poses a significant threat to the safety and privacy
of a survivor. Unauthorized individuals (e.g., abusers) may be able to
intercept and read communication as it occurs, potentially exposing

survivors to increased risk and undermining the confidiggtiaf such
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scenari os. P I13n2not suwenifrthés nstthés dvould e the case
or something if someone was pulling on my connection, while I'm using
the chatbot, and would get information that I'm sending immediately to the
chatbot. o

1 Privacy and security concerns of search engines

The use of search engines has raised concerns about the privacy of participants seeking
information or assistance of DV. According to the responses fpanticipants, we
identified a broad spectrum of concerns, particularly those related to search history,
disclosure of personal information, compromised websites, targeted ads, IP tracking, and

cookies. The following are major concerns highlighted by participants

o Exposure of personal information and search histdrge apprehension
regarding the exposure of personal information and search history was a
prevalent concern among a significant number of participants (P1, P2, P5, P6,
P9, P14, P17, P18, P25, P29, P30, P33), highlighting the potential risks
associated with the use of search engines. They were concerned that their
search engine activities, including all links clicked and search terms
enteredcould easily be discovered by their abusers, thereby complidhgng
matter and putting them at Qfeeklka er roi
there would be a lot more information about me, given doing web searches, as
well, as like | said, it's easy to see what somebody has been searching on the
internet, like as far as websites from your service prowdeP9 also
me nt i ot wauld just $ee every link that you clicked on, and every search

term that you put on there would be accessible to someone if they wanted to
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seeito The fear goes beyond | ust enteri
associated data, such as a survivor's location and email account, which may
al so be compr dwmilsaywhen yda frydandsfiadilikee a shélter,

so they'll probably ask for your location if | allow it or not. Or if | say if | do

go search. And I'm still connectedto my email.| n spite of the g
expressed by several participants regarding the discovery of their search
histories, one participant did not perceive search engines as a threat to privacy.
There was a sense of control expressed by P13 regarding search histories,
especially when using features such as incognito tabs, suggesting that some
users believe they are capable of managing their privacy effectively while
searching online. Overall, despite the variety of attitudes toward search engine
privacy, ranging from confidence in personal management strategies to deep
rooted fears of exposure, there is a prevailing fear regarding the need for
greater safeguards when pursuing sensitive personal information, such as DV
assistance, online. Online tracking and privacy concerns are compounding this
underlying fear.

Cookies, IP tracking, and shared device riskBe concerns surrounding
cookies, IP tracking, and the use of shared devices, as highlighted by some
participants. P2, P9, P10, P14, P17, P25 and P29, point to aaiteg
anxiety about the vulnerability of personal data in the digital realm. These
participants expressed unease over how search engines and websites use
cookies and IP tracking, which not only track their online activities but also

potentially expose their search preferences and history acrgsplendevices
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connected to the same Wii net wor k. Alse Raving comkies dr if e d , f
you search something on your computer, then whatever you search for might
come up on a different device just because it's you're using the\8aRmieso

that would be a concem. Some participants expresse
search results might be visible to others when using a search engine on a public
computer if the browsing history has not been cleared (P17, P29). P17
me nt i &onmetdnes ifiive use public computers, then the sudden our search
history might be available to other people, if they opens a search elagihe

as you carsee, it has a list of the items that we have searoh€&tis kind of
surveillance may pose a privacy concern due to the possibility of
unintentionally sharing sensitive information via the same device or network.
An additional concern is the possibility of being tracked by one's IP address.
Individuals seeking information about sensitive topics such as DV should be
particularly concerned about this matter (P10). It was brought to P14's
attention that cookies are frequently mandated on certain websites; although
they may seem innocuous, they have the ability to not only track and record
user activity but also introduce a risk of malicious software or viruses being
downloaded onto computers. To summarize, these concerns mirror a prevalent
unease regarding the technological mechanisms associated with digital
monitoring and surveillance, particularly when using search engines,
emphasizing the need for greater privacy protection.

Online security threats and compromised websitesar surrounding online

security threats was a significant issue raised by participants P5, P21, and P33,
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illustrating a complex web of digital vulnerabilities. A range of potential online
risks were articulated, starting with the concern that personal information could
be compromised. In addition to the fear of the exposure of search data, such
breaches may compromise more sensitive personal information of a survivor
(P5). There is also the risk of encountering compromised or fake websites that
can be used by malicious actors to steal information such as credentials or
personal information (P21). Moreover, P33 highlighted the issue of privacy
breaches and cyberstalking, especially when logged into personal accounts. In
her response to the concerns using search engines for DV assistance, P33 said,
Al would say if you're like signed into, like your Google account, and then just

if things get like hacked, as well, that information can become known. And then
the search history is still available unless you go in and like learn how to clear

all of that. And with the cyberstalking aspect of it, dbo. As observed,
concern is twofold: one is the fear that personal accounts may be hacked,
leading to further exposure of sensitive information, and the other is the risk of
being cyberstalked based on search activities. Due to the participants' concerns,
increased awareness and strong security measures are needed regarding online
security threats and compromised websites, particularly for those seeking
sensitive information like DV.

Targeted advertising and misuse of détayrowing concern about the invasive
nature of digital tracking, and its implications for privacy and security, is
evident in participants P22, P25, and P26 concerns related to targeted

advertising and possible misuse of data. In particular, P22 and P25 drew
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attention to the uncomfortable reality that one is being tracked through browser
advertisements and trackers, where search histories are not just kept, but
actively used for adverHRoitmeiseargh epgine,poses
the concerns are mainly just having information like so into ads or so it's
similar problem, | guess, to the chatbot. But | was more concerned about the
search engine than the chatbot because the search engine kept giving results
thatweread®a P25 also refer to tltheadsenme poi
browsers that can track your searching and stuff, the things that will track you
because if you are using, like, you know, if a violent person got on your device

and saw like the history, the search history, like you know, ads suggested for

you and stuff like that, and then it could cause issuesDe s pi t e it s se¢
harmless nature, this practice may take on a more sinister tone for a
survivordiscussing sensitive topics, like assistance with DV. Another
viewpoint is offered by P26, who raises concerns regarding the social
implications of disclosing search data. There is a fear that personal stories and
searches may be exploited, judged, or misinterpreted by others. P26 explained,

Al believe that sometimes it was a using search engines are a little bit more
exploit. | feel like sharing information there. might bring some judgment.
Besidesthat, the information that | read there, it's, | don't trust them. D V
survivors may suffer unintended and possibly harmful consequences as a result

of data tracking and targeted advertising, as indicated by these voices.
Therefore, digital privacy practices and measures should be adopted.

1 Privacy and security concerns of ChatGPT
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The participants hold a diverse range of opinions on ChatGPT's privacy and security in the
context of DV. Most of the concerns centered around potential risks associated with
linking email addresses to user accounts, the lack of transparency regarding the handling
of user data, and inadequate safety meas@esversely many participantsvoiced no

privacy concerns, attributing theiustto ChatGPT's anonymity, as it does not typically
require any personal information from its users. It is possible that their confidence is based
on their trust in the platform’s security measures, their lack of awareness of potential risks,
or their belief that communications on ChatGPT do not involve the exchange of sensitive
information. Based on the range of perceptions, the privacy concerns of users and
perceived security measures of digital platforms such as ChatGPT are intricately

intertwined. Below, we will discuss key concerns that the participants raised.

o Association of email and account identit¢hatGPT has raised privacy
concerns among some participants, particularly when it comes to the
association of email addresses (P3, P11, P23, P24, P27, P32, P35, P36). For
example, P3, P27 and P36 pointed out the risk of personal identification,
noting that logging into ChatGPT with an email address could associate the
account with a specific individual. For instance, P36 commented about her
concer ns wi jush makimgasarestRal my idéntity and my family's
identity would be secure while using it. Not be tracked. Thi s poses a
risk in DV situations in which anonymity is paramount. Even though deleting
search history may mitigate this risk, personal identification information
remains a concern (P27). Moreover, P11, P32, and P35 highlighted the threat

of email hacking. A possibility has been raised that an abuser could hack into
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an email account and obtain sensitive information, such as a safety plan
detail ed i n a c hathinknteveusdgugtde likePllhddtes t at e
log into that right with using. | think for me, it would be if my abuser,
whatever, or whenever he eventually will hack an email account, would he be

able to access the ChatGPT account, and then once you have all of that
information, especially with this safety plan, he'll be able to read my safety

plan and know a play by play what I'm going to be doing and where I'm going

to be in that safety plan. And that as a domestic violence survivor, safety plans

are not easily changedl. Si mi | ar |l vy, P32 noted that
interactions associated with the user's email account, so sensitive conversations
(i.e., DV related conversations) could be recorded. These records may be
accessible if someone were to hack this account unless the user deletes their
chat history proactively. In the same context, conchave beemaised about

the traceability of search history (P12, P23, P24, P27). Even with precautions,

the possibility that one's search history, especially regarding sensitive topics

like DV, could be traced or accessed remains a significant concern. P27

e x p | alt'squstdhe fadt that using an email, when searching that it can like

show up on your search history, but | guess you can delete it hey exhi bi
significant fear among survivors regarding privacy when using ChatGPT,
suggesting that it is essential to implement robust privacy measures like end
to-end encryption to secure conversations, recommending a survivor to delete
conversations and use anonymous account, implementing strong user

authentication methods, and regularly updating and patching security software.
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o Lack of clarity and transparency in data usdg@me participants in the study
voiced worries about the lack of clarity and transparency regarding how
ChatGPT collects, stores, and uses data (P8, P16). In particular, P8 expressed
concern regarding the unclear purposes for storing personal information and
was concerned about whether personal information might be misused or sold to
third parties, highlighting a general mistrust and uncertainty regarding data
handling. P16 also perceived a lack of transparency and clarity in ChatGPT's
privacy and security policies. Such ambiguity may severely undermine the
trust of DV survivors in the platform, a sentiment that is likely heightened
when the platform is used to d$odcuss ¢
wasn't really thinking about the privacy concerns when | was using ChatGPT.
But after using the chatbot, and seeing how upfront they were about privacy
concerns and everything, it makes me wonder how, how safe or you know,
private conversations are with ChatGPT just because they are not as upfront
about it. If I was currently a victim going through something, | would probably
not trust ChatGPT as much just because they're not what's the word? You
know, they're not relieving my fears right off the bat, whereas the chatbot
does The overall trend of these <conce
ChatGPT need to communicate clearly and explicitly regarding their data
usage policies and practice, so that a survivor feels confident in the privacy and
security of their data.

0 Lack of safety measure€hatGPT's design presents a critical limitation with

regard to the safety of DV survivors, which was flagged by one participant. A
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specific reference was made to the absence of safety measures during a
conversation with ChatGPT. According to P23, the lack of immediate exit
strategies or the ability to rapidly redirect users to neutral websites
compromises survivors' safety and security. As part of her response to
Chat GPT' s pr i vacy Theofactctleartmse wasPke 3 thet at e c
beginning of the chatbot conversation, it gave immediate, like, exit strategies

for how to exit the website, or just, you know, no longer show the website
anymore. It saidit even said itwould redirect to a neutral website. ChatGPT

does not have those options. So in that, in that way, | feel a little less secure
and less tailored for victims and survivors of domestic abuseT o addr es s
concern, more thoughtful, useentered design is necessary for such a

platform to ensure the immediate safety and peace of mind of DV survivors.
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6 DISCUSSION AND CONCLUSION

The primary objectiveof this dissertation was toonceptualizegdevelop and evaluate a CA
specifically designed to provide comprehensiseppot to DV survivors. It demonstrated the
potentialof technologydriven interventions$o assistsurvivorsin addressingheir diverseneeds.
SafeHaverservesas a promising todbr DV interventionby providing informational guidance,
emotional comfort, and practical assistantke tool has proven its abilitio function as an
invaluable resource for DV survivgrsffering assistance and empowerment through features
such as personalized feedback, empathetic conversational interactions, safety planning modules,

and resource referrals.

In this chapter, we delve into the critical examination of the findings, elucidating the
implications and significance of SafeHaven in providing support to DV survivors. It examines
the nuanced interactions between the CA and empathAHsasedsupport system, anonymity
and trustworthiness. We also provide a discussion of some of the technological and societal

implications of our study, as well as its limitations and future research.

6.1 Main Findings
In this dissertation, the primary objective was to investigate the role and effectiveness of
technologybased interventions in supporting DV survivors, with a specific focus on T#es.
growing prevalence of technology and advances in mobile andbasbd applications present a
unigue opportunity to provide essential support for survivors of DV. As detailed in the research,
technological interventions are becoming more accepted due to their accessibility,
confidentiality, and ability to provide redime, personalized assistance (RQ1). For educational

and therapeutic purposes, a variety of digital platforms have been developed, such as mobile
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apps, wekbased tools, and CAs. Different features have been incorporatedsich
technologiesas safety planning, risk assessment, emotional support, and rekaammoved

their effectiveness in the wdbeing of survivors.

In this dissertation, the key findings are centered on-negfairements, design principles, and
evaluation of SafeHave(RQ2-RQ4). Expert consultations led to the identification of essential
design requirements, includinmformational, emotional and instrumentalsupport, active
listening, safety advice, resource referrated building trustRQ2) As part of the research,
opportunities were identified that could be provided by CAs, such as continuous availability,
impartiality, and anonymity, whereas challenges that include concerns about privacy, usability,
and provision of adequate emotional support should be taken into considdratight of the
expert consultations, SafeHaven has been designed with specific features to address these needs,
including modules for greeting and safety assurance, abuse identification, safety planning,

sharing survivor stories, and providing referrals to available reso{(RE3, RQ4)

Based on an evaluation of SafeHaven, its enhanced functionality was demonstrated over
conventional search engines and ChatGR®D5). Compared to traditional search engines and
ChatGPT, the CA system demonstrated superior performance as a means of providing emotional,
informational, and instrumental support. SafeHaven has also demonstrated a strong ability to
maintain user anonymity and build trust.was found that SafeHaven's evaluation, though
positive in many aspects, also revealed several areas in which it needs to be improved, including
difficulties in formulating queries, delays in responding, and navigational isGwesall, the
results of this dissertation confirm the efficacy of CA as a tailored support tool for survivors of

DV, thereby establishing a benchmark for future-Rased interventions in this domain.
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6.1.1 EmotionalSupport

Designedspecifically to meet the needs of DV survivors, SafeHaames as a solution and
source of emotional supporexemplifying an effectiveuse of technology with empathy.
Participantsfelt SafeHaven as having a profound understanding of the emotional turmoil and
psychological challenges they faced, unlike conventional search engines or CAs (e.g., ChatGPT).
Participantgperceivedthe interactive, compassionate, and empathetic interface of SafeHaven as
a closeresemblance tbuman interactionUpon further analysis, participanerceiveda higher
level of emotional support from SafeHaven than from search engines or Chat@&@dless of
their genderIn addition younger users were significantly more appreciative of SafeHaven's
emotional supporthan older usersA younger generation may be more open to new forms of
technology and innovative ways to receive support, such-asivdn emotional support, than an

older generation, wlhnmay prefer conventional communication methods.

A few participantdn our study acknowledged that SafeHawemuld not completely replace
human empathy. Considering DV's tradimaexperience SafeHaven's design mustrike a
balancebetweemutomated empathgndhuman empathyhile offering emotional supportDV
survivors often require emotional support in addition to dselgking [280]. Thus, when
SafeHaven is unable to offer adequate comfort, it should transfer the responsibility of providing

emotional support to human professionals.

Further, none of the participants experienced emotional distress during interactions with
SafeHaven's emotional support messages. Some participants said that more affirmation was
needed during the conversation (e.g., at the beginning, middle, and end of the conversation).
Thus, even if the CA's interactions are predominately informationakagsacity foremotional

supportshouldnot be overshadowed. One participanggestd that after providing information



314

(e.g., a safety plan), the CA could validate the survivor's situativough empathetic

acknowledgments, such as expressyigpathyfor their experiences.

6.1.2 Usability
SafeHaven as well as search engines and ChasG&t€d above the benchmark for usability.
Compared to traditional search engin&afeHaven's usability was identicaCompared to
ChatGPT SafeHavels usability was slightlyhigher despite no significant differencén
addition, only males show a marginal preference for SafeHaven over search engines and
ChatGPT.However, SafeHaven did not significantly differ from the other tbeisigevaluated

when analyzed across age groups.

Following a thorough analysis of the usability scale, we found that SafeHaven was favored for
its ease of use, better integration of functions, and consistency. In contrast, a search engine was
perceived to require less initial learning and instill more confidence in users. In the sanm vein,
the usability comparison between SafeHaven and ChatGPT, SUS scores indicate that both
platforms exhibit distinct strengths. Specifically, SafeHaven was favored due to its lower
complexity, higher level ointegration of functionsand consistency, all of whicimay suggest
an easier and more intuitive user experience. Participants also felt more confident and needed
less technical supporfis far as ease of use, and the learning curve for ChatGPT, they were

comparable to those of SafeHaven.

We provideseveral explanations for ttebovefindings First, SafeHaven meets modern user
expectations byoffering a familiar and intuitive experience. Secondly, SafeHafalows
integrated design principldsy combiningthe straightforwardness and efficiency afearch
engine with ChatGPT's conversational desifgmose characteristics enhance the usability of the

CA by enabling easy informaticsccess as well as more usable experiendeurther, as users



315

become more familiar with various digital platforms and more-sastvy, they are more capable

of navigating these platforms easily.

6.1.3 Anonymity and Trustworthiness
Anonymity and trustworthiness afeundational to SafeHaven's design principlegich
directly address the privacy and safety concéraguentlycited by DV survivors.This study
provides strongempirical evidencdor the strengths ofafeHaven in terms of anonymity and
trust. The design of anonymity in SafeHavgreatly lessened the a r t i cconpeans absud
being judged or stigmatizetoreover, the articipantsrated the level oanonynity higher for
SafeHavernthanfor a searchengine.This could be attributed tihe lack of mechanisms provided
by search engineto ensureanonymity and secuty [353]. Searchenginesoften track user
activity, stoe search histories, and personalizsults, which compromise the anonymity of
users,particularly DV survivors. Furthermore, ChatGPT was perceit@de comparable to
SafeHavenn terms of anonymityThe similarity could beattributed tothe commonnature of
these platforms. In botlnstances participantsengagewith a CA, an environment vene
physical identity is lesprominent, leadingparticipantsto feel disassociated from their real

world identity.

Similarly, SafeHavenwas perceived asignificantly more trustworthy tham search engine
and ChatGPTThis finding can be attributed to several design featureSatéHaven. First
focuses specifically on the context and concern regarding DV, participants may perceive it as
safer, more private, and more empathic. The findings suggest that technologies designed with a
focus on the specific needs of their target audiences are more likely to be t&etedd,
SafeHaven provides enhanced privacy and #gcteatures that contribute to its higher trust

ratings, especially when compared to generic platforms such as ChatGPT and search engines.
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For instance, SafeHaven builds pnivacy features (such as exitirrgchat room, deleting or
hiding a chat, and storing datacurely)andanonymity options, andventhe overall design of
SafeHaverhas the goal of protenfy user privacy and providing a safe forum for discussing
sensitive issuesThird, SafeHaven'sability to tailor conversations andgesponsedo meetthe
needsof the peopleinvolved could alsocaffect user trustSafeHaven helped individuals in
creating personalized safety plans suited to their specific situations. Moreover, SafeHaven can

provide personalized assistance based onghs specific location, needs, and situation.

A critical insight emergedegardingthe capabilities of CAs during an emergency. According
to the survey, less than 20% of participants believe that the current CAs can respond to
emergencies efficiently, indicating significant reservations about the reliability, deoisikimg,
and rapid response capabilities of these systems undepiEgbure conditions. There is a gap in
existing CA systems, which indicates the need for robust CA technologiesatihatespond
effectively in urgent situations, especially for critical applications such as DV interventions in

which timely response is vital.

6.2 ResearcltContributiors
This dissertation research contributes to the HEl and DV literature, which can be

categorized in three folds.

First, we identify the requirements and principles for designing a CA for DV survivors.
Moreover, we identify the opportunities for CAs to provide instrumental, informational, and
emotional support tailored to the needs of DV survivors, determine the major challenges of their
utilizing CAs and offer suggestions to overcome these challenges. These requirements and
principles include a broad range of capabilities and features, providing appropriate support to DV

survivors. In particular, the CA can be enhahwath design features in terms of conversational
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elements, language, support, and trust. CA has the potential to offer informational, emotional,
and instrumental support, serve as a good starting point for survivors, provide an anonymous
space, and be always available and accessible. Additional design implications are provided

concerning the development of &fased intervention of DV.

Second, we detail the CA design process with the goal of inspiring researchers and designers
to develop systems to assist DV survivors. In particular, we outline the flow of the prépased
basedsystem and delineate each phase a user may go through during their conversatios with
CA. Furthermore, we identify essential features and functions of an application aimed at aiding
DV survivors in addressing their needs. Additionally, we operationalize the design guidelines
with a prototype system, detailing its major modules anehsotbules, including assuring safety,
screening and identifying abuse, developrgafety plan, and providing resources. These design
and development processes of the CA can guide practitioners and researchers in creating such

systems to address the needs of DV survivors.

Third, this is the first research that evaluates the effectiveness of CAs in assisting individuals
affected by DV. The evaluation focuses on whether CA can help DV survivors manage the
negative impacts of DV through various forms of support, including emotional, informational,
instrument al support in a convenient and eff
lives. Additionally, we conducted a comparison between the CA and both search engines and
ChatGPT to determine the most suitable platfornmsémking assistance, along with the strengths
and weaknesses of each technology. Our study revealed that SafeHaven provided nuanced
support customized to the unique needs of DV survivors, surpassing the effectiveness of
conventional search engines and emerging ChatGPT. This analysis not only highlights the

specialized functions of SafeHaven but also sheds light on the strengths and weaknesses of
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different technological approaches in facilitating DV intervention. Such insights will be

instrumental in guiding the development of future-@dven support systems for DV survivors.

6.3 Implications

The findingsof this dissertatiomave implicationgor a wide range of stakeholderscluding
CA developersacademic researchef3y organizations and support groups. For CA developers,
this dissertation holslconsiderable significance for the conceptualization and implementation of
CA-based interventionsf DV, thereby contributing to the advancement of CA design and
implementationin a specialized aredncorporatingour derived DPs into the development of
CAs helps improve thengagemenand support oDV survivors. Consideringfactors such as
language preferences, emotional states, and individual needsnbance theelevarte and
effectiveness of CA intervention©ur DPs can help guide the conception, development, and
implementation of CAs that are empathetic ardponsivecapable of responding to crisis
situations and providing appropriate suppdtie tone and style of the conversation should be
adjusted as needed to deliver tailored interventions to survinoasldition to mimickingypical
in-personconversations in DV intervention§As can alsoprovide innovative interventions,
such as crisis interventions or re@he detection of suicidal thoughts, whistay not beachieve
through traditional interactionvith the same human experts or workefsr instance,tiis
worthwhile for CA developers to incorporate a featof@etecing changes in mood, language,
and behavior that indicate tlhegentneed for immediate assistanmg extending statef-the-art
machine learning techniqueSA developers might aldeveragdarge language models (LLMs)

such as GPT that enable more natural and dynamic converdatimiter suit thel s enmeeds

For DV organizations and support groupse findings of this dissertationan be utilized to

offer survivors additional sources of information, empathy, anonymity, and trustworthiness as
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forms of supportBuilding onthe insightsgainedfrom the research, organizations and groups
may inegrate CAs to augmenttraditional interventionmethodsBy adopting proactive and
technologically advanced approaches, support services ceombemore inclusive and
accessible to survivors whoight otherwisefeel marginalizedfearful, or unable to access

conventionabkerviceq22].

The dissertatiorholds great social significance, especially in raising public awareness about
and enhancing community understandaidV. CA canserve as a valuable initial resourfoe
survivors seekingto enhance theiunderstanding of their circumstancess an information
repository CA canprovide access teducational resources and support graigpsurvivors as
well as those who suspect they avevivors toassist them in understanding abuse dynamics and
identifying signs of unhealthy relationships.addition by facilitating connections with support
groups and services, CAke SafeHaven have the potential to enhance social connectivity and
support networkg354]. This, in turn enablessurvivorsto cultivate stronger social support
networks. This is especially valuable for individuals who face barriers to accesslated

support, such as language barriers, cultural stigma, and resource shortages.

In addition to DV intervention, our study may have implications for mental health and other
sensitiveissues The derived principlescombinedwith the evaluatiorresultsof SafeHaven,
suggest that the principles of anonymity, accessibility, and empathetic interaction can be applied
to other retvantcontexts (e.g., mental healindsubstance abuseli view that stigma, privacy
concerns, and accessibility pose common obstacles across these d85&%jrike design of CA
has the potential to overcome these obstacles, thereby bringing about positive changes to the
lives of the most vulnerable. For instanaggividualswith depression or anxietyeed a safe,

stigmafree environment to addregkeir mental health issues. Similkgy the nonjudgmental
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support and resource guidamevided by CAs caempower individualsvho experience sexual
assault or substance abuseaccess the assistanttat they needunderthosesituations[29],

[356]

6.4 Limitationsand Future Work
This dissertatiorshows severdimitations thatmerit consideration fofuture researchfirst,
we recruited DV domain experts aur study that focused adentifying the meta requirements
and designprinciples of the CA for survivors Future research may consider engaging DV
survivors directly by adopting survivaentered, traumanformed approachg857]. Our sample
size was relativelysmall butcomparable to other interview studigg29], [252] and was
considered sufficiengiven thatthe primary goal of this study is to identify design principles and

CA capabilities.

Second SafeHaven was evaluatetboutits shortterm impact and singlsession use, which
may notfully representall significant outcomesr shed light on londerm changes in behavior
or continued improvements in the user experience andbe#ly. Therefore, conduttg long-
term studies on the impact of d#asednterventions over a longer period of tirm@nprovidea

more comprehensivenderstanding of their effectiveness.

Third, in view of several technical limitations of SafeHaven, including navigation, timeliness
of responsedopic expansion, conversation depth and language processing issues, as participants
pointed out in this study, future improvements could include refining the interface of SafeHaven
to facilitate easier navigation and impnog timelinessof responseand information retrieval. It
is suggested that incorporating advanced machine learning techniques, such as transformer
models (e.g., BERT)and LLMs, waild enhance the responsiveness and output accuracy of

SafeHaven.With these sophisticated techniques, the CA can navigate between modules or
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submodules effectively and generate more accurate outputs, particularly in critical functions such

as screening and abuse identification

Fourth, future research could involve conducting a more comprehensive comparison between
our system and other GChased interventions designed to assist DV survivors. While we have
compared our system with general tools like search engines and ChatGPT, a direct comparison
with similar CA-based interventions could provide moredepth insights. However, it is
important to note that existing systems remain scarce. Among the few systems that were
available, they either had very limited functionality, were still in the design stage and not yet
implemented, or have been implemented in contexts outside the U.S., all of which could impact

the outcomes of such comparisons.

Fifth, despite the fadhat some measurement tools have proven effective in assessing certain
aspects of technology use, they may not keep up with the rapid pace of technological
advancement. For example, even though there are valuable insights that can be gained from the
Jian trust scal¢341] in terms of trust and distrust in polar opposite directions on a single
dimension, a measurement tool such as this may not fully reflect technology's rapid
advancement. As technology evolves, factors that influence user trust and distrust also change.
Considering this, future research should take this into account by utilizing or adapting the latest
measurement tools that are more capable of responding to technological advatiesame
context, other measures, (e.g., Technology Acceptance Model), might also be helpful in
assessing the perceptions of participants about the technology that they use in a more

comprehensive way.
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6.5 Conclusion
This dissertation explored the potential of CAs in supporting DV survivors, offering insights

into the requirements, desigprinciples implementation, and evaluation of sutype of
technology Following the design requirements and principlas, developmerdénd deployment

of SafeHaven underscores the feasibilityadbptingadvanced technological solutions to offer
emotional, informational, and instrumental support to DV survivors. In additiorevideation
results from the user study demonsttatg CA carserve as nonrjudgmental, anonymous, and
confidential platformfor survivors. They also suggest theed tofurther enhance language
processingtechniquesand the depth of interaction and navigation. Timaings of this
dissertation provide a theoretical framewoskd practical guidefor CA researchers and

developers tadvancesupportsystemdor DV survivors.
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APPENDICES

APPENDIX A: INTERVIEW PROTOCOL FOR STUDY 1
Introduction My name is Abdulrahman Al dkheel, and
currently working on my dissertation on technolegpported domestic violence intervention.
The primary objective of my research is to design a conversational agent (chatbot) that assists
victims of domestic violence who choose to disclose their victimization experience on social

media.

Objective The goal of this interview is to understand the needs of domestic violence victims
based on your experience of interacting with them. This understanding will help inform the

features and interaction design of the conversational agent.

Answers to any of the questions are neither right nor wrong. | would like to hear your
perspectives and opinions based on your own experieAckstionally, | would like your
permission to audio record this session to have a copy of our @utes.the transcriptions have
been completed, all identifying information will be deleted from our recordings, and the original

recording will be destroyed. Would you mind if we recorded the meeting?

Before we start the interview, we will begin with brief introductions about your job experiences

and background.

1 Kindly, can you tell us your job title, as well as the number of years you have worked with
domestic violence survivors?
1 In what capacity do your work with those survivors? Please describe your most typical

experiences.
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1 Have you encountered survivors who have used -riglelted intervention (online

intervention, social media, mobile app, etc.)? If so, please share an example with us.

We have three dimensions to discuss. The needs and goals of victims, The design of the

chatbot, SeHdisclosure to social media, and ti&tbot.

1 Whatarethe waysfor you to getin touchwith the survivors?Who typically initiatesthe
contact?

1 Whatquestionsdo DV victims typically ask?What areyour typical responses$o eachof
thosequestions?

1 Whatarethemostcommontypesof abusethatyou haveobserved?

1 Whatarethe moststagesf domesticviolencerelationshipghatyou haveobserved?

1 Whatarethe mostcommontypesof supportthatthevictims areseeking?

1 Whataretheexpectation®f DV victims from interactingwith you?

1 Whatareyourexpectation®f DV victims from interactingwith thenf?

1 What main outcomesdo victims expectto achieve through interacting with police
departmentandadvocacygroups?

1 Whatarethe mostchallengingaspect®f interactingwith aDV victim?

1 How theonlinecounselingliffers from faceto-facecounseling?

In this part we want to discover somtms regarding the conversation and features that

could help us structure the design of the chatbot to be more helpful to the survivors.

Description of the chatbot: A chatbot is an automated system that is designed to simulate human
communication or "chatter" using texts or voices. It allows people to interact directly with digital

devices as if they were conversing with a human being. A chatbot could act as a counselor and
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can be used as an effective tool for addressing health and social issues such as domestic violence.
The chatbot is not intended to replace human expersiworselordike you. However, it can be

viewed as a complementary tool to existing domestic violence services.

1  What proceduredo you follow in interactingwith DV victims? Or how do you
structuretheflow of conversation?

1 How doyou startaconversationow do you endaconversation?

1 How to designthe scriptof questions®o you haveanexistingtemplateyou use?

1  Whatarethe bestpracticedor establishingapportwith DV victims?

1 What are the major questionsthat you recommendaskingsurvivorsbeforereferring
themto support?

1 Are thereany principlesor guidelinesthatyou typically follow in preparingresponses
tov i c tqueastors?

T How to build a relationship between the situation and the direction of the
conversationAny availableguidance?

T What languagedo you recommendising when designingthe chatbot(i.e., Friendly,
traumainformedlanguage)?

T  Whatarethe maincapabilities/featurethatthe userneeddrom a chatbot?

T What types of interventions,counseling,and support could a chatbot potentially
provide(i.e., informationalsupport,emotionalsupport,instrumentakupport)?

1 When we make the chatbot more intelligent, what intelligence featureswould the
survivorexpectto see?

1 In designinga chatbot,which typesof questionsare more usefulto ask users,open

endedguestionsor closeendedquestions?
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Do you perceiveany strengthf usinga chatbotto supportDV victims comparedo a
humanexpert?

Whatquestionghe chatbotshouldavoidwheninteractingwith theuser?

What typesof DV victims are mostlikely to benefitfrom the chatbot?In terms of
abuseype?Stageof relationshipAge?Gender?

What main outcomesdo you expectthatvictim canachievethroughinteractingwith a
chatbot?

If we hada chatbotthat caninteractwith DV victims asa humancounselordoes,do
you think the victim would preferto interactwith the chatbotor the humanexpert?

Whatdo you think aboutimplementingsafetydecisionaids?

In the last part we want to discussthe self-disclosurebehavior of survivors when they

disclosetheir storieson differenttechnologicaplatforms.

il

What are the main challengesand burdensthat DV victims might facein disclosing
theirexperiencen socialmedia?

What are the main benefits/advantagethat usersmight get after the disclosureon
socialmedia?

What are the main challengesand burdensthat DV victims might facein disclosing
theirexperiencdo a chatbot?

What are the main benefits/advantagethat usersmight get from disclosureto a
chatbot?

How likely arethevictims to disclosetheir storieson socialmedia?

How likely arethevictims to disclosetheir storiesto a chatbot?
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T How do the degreesof disclosureto chatbotscomparewith social media, and
disclosureto a chatbotcomparewith humanexperts)?

T In generalwhenthedisclosurds beneficial,andwhy?
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APPENDIX B: SURVEY INSTRUMENTS

Social Reaction Questionnaire (SRQ30]:

Emotional support

1 Assuring the survivor that they were not to blame.

1 Telling the survivor that they did not do anything wrong.

1 Telling the survivor it is not their fault.

1 Comforting thesurvivor by telling them it would be all right.

1 Showinganunderstanding of the survivor's experience.

1 Reframing the survivor's experience.

1 Seeing the survivor's side of things and maekingjudgments.
1 Being able to accept the survivor's accourthefr experience.
1 Feeling sorry for the survivor.

1 Seeming to understand the survivor's fealing

Informationaland instrumentaupport

T Helping the survivor obtain health care or shelter.

1 Sharing information and offering options.

1 Assisting the survivor in obtaining information regarding how to cope with the
traumatic experience

1 Encouraging the survivor to seek counseling services.

AIMQ information quality assessmej336]:

9 Accessibility This information is easily accessible.

1 Appropriate AmountThis information is of sufficient volume for our needs.
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Believability: This information isbelievable

CompletenessThis information is sufficiently complete for our needs.

Concise Representationhis information is presented concisely.
ConsistenRepresentatiant his information is represented in a consistent format.
Ease of OperatioThis information is easy to manipulate to meet our needs.
Free of Error This information is correct.

Interpretability It is easy to interpret what this information means.
Relevancy This information is useful to our work.

Timeliness This information is sufficiently timely.

UnderstandabilityThis information is easy to understand.

The System Usability Scale SUE37]:

il

| think that | would like to use this systgehatbot/search engineChatGPY)
frequently.

| found the systenfchatbot/search engineChatGP7) unnecessarily complex.

| thought the systerfchatbot/search engirleChatGPY) was easy to use.

| think that | would need the support of a technical person to be able to use this system
(chatbot/search engineChatGP7Y.

| found the various functions in this systéomatbot/search engineChatGPY were
well integrated.

| thought there was too much inconsistency in this sygtdatbot/search engire
ChatGP7.

| would imagine that most people would learn to use this sygthatbot/ search

enginé ChatGPY) very quickly.
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| found the systenfchatbot/search engineChatGPJ very cumbersome to use.
| felt very confident using the systgeghatbot/search engineChatGP7.
| needed to learn a lot of things before | could get going with $yistem

(chatbotsearchenginé ChatGP7.

Perceived anonymit{839]:

1 | am confident that others do not know who | am when | use the chatbot (search
engine/ ChatGPT).

71 | believe that my personal identity remains unknown to others when | use the chatbot
(search engine/ ChatGPT).

1 | am easily identified as an individual by others when | use the chatbot (search engine/
ChatGPT) (Reverse coded).

1 Others are likely to know who | am when | use the chatbot (search engine/ChatGPT)
(Reverse coded).

1 My real personaidentity can be guessed or known by people when | use the chatbot
(search engineChatGP7 (Reverse coded).

Perceived trugi341]:

1 The system is deceptive.

1 The system behaves in an underhanded manner.

T | am suspicious of the system's intent, action, or outputs.

1 | am wary of the system.

1 The system's actions will have a harmful or injurious outcome.

1 | am confident in the system.
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The system provides security.
The system has integrity.

The system is dependable.
The system is reliable.

| can trust the system.

| am familiar with the system.
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APPENDIX C: SCREENING TOOL FOR DV

HITS screening todiB42]

How often does your partner:

=

physically hurt you?
T insult you or talk down to you?
1 threateryou with harm?
f scream or curse at you?
5-point frequency format: never, rarely, sometimes, fairly offezquently A score of 15 is
assigned to each item. Therefore, the score ranges from 4 to 20. Positive scores are those greater

than 10.
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APPENDIX D:INTERVIEW PROTOCOL FOR STUDY
The objective of the interview: The goal of this interview is to discuss your perception and
experience withSafeHavenand online search/or ChatGPT for supporting domestic violence

survivors.

Letds start with the questions now.

1 In your opinion, what are the advantages of ussajeHavencompared with the
search engine (or ChatGPT) when seeking information or support about domestic

violence?

T What are the disadvantages of using SafeHaven compared with the search engine (or

ChatGPT) when seeking information or support about domestic violence?

T Would you/or someone you know prefer to use SafeHaven or a search @mgine
ChatGP7 in the future when seeking information or support about domestic violence?

Why?

1 How difficult was it to complete tasks using SafeHaven compared aviébarch
engine (or ChatGPT)? Did you encounter any technical difficulties when using

SafeHavenf

T In general, wat do you think about usirggchatbotfor domestic violence intervention

as compared to other forms of technology (such as mobile apps or social media)?

1 What are some domestic violence situations that can benefit more from esiatpat

than a search engine (or ChatGPT)?
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In your opinion, how cachatbotshe used to promote lortgrm healing and recovery

processes for domestic violence survivors, beyond just providing immediate support?

What privacy or security concerns do you have when using SafeHaven to search for

help or information regarding domestic violence?

What privacy or security concerns do you have when using search engines (or

ChatGPT) to search for help or information regarding domestic violence?

What are your recommendations or things that need to be improved on SafeHaven?



APPENDIX E:COGNITIVE WALKTHROUGH: AN ILLUSTRATION

Survey

Task: Find a DV shelter

Did you expect to
achieve the desired
outcome?

Yes No

Did you recognize
that the desired
action is
available?

Yes No

Did you connect the
description of the
desired action to
what was being

attempted?

Yes No

Have you observed
progress toward
solving the task if

the desired action is

performed?

Yes No

Action Success (S)
[Failure (F)

%
-

Action: Identify where to
click/write to find a
shelter

Action: Click the
designated button/ or
write a text to find a
shelter

Action: Share the
location

Action: View a list of
nearby shelters

Actions Notes:

O O

O @)

O O
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