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Abstract
The increasing integration of artificial intelligence in healthcare services has raised 
concerns about privacy, accountability, and public trust, particularly for vulnerable 
populations. This study examines state-level governance frameworks regulating ar-
tificial intelligence in the United States healthcare. It analyzes 141 enacted state 
laws to identify key regulatory themes, including data privacy, electronic health re-
cords, patient consent, biometric data, and algorithmic transparency. Findings reveal 
regional disparities and fragmented legal protections, suggesting that regulatory 
inconsistency may undermine public trust and exacerbate healthcare inequalities. 
The paper concludes with theory-informed policy recommendations to strengthen 
governance frameworks while supporting responsible innovation.

Keywords  Artificial Intelligence Governance · Healthcare Privacy · Public Trust · 
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Introduction

The rapid integration of artificial intelligence (AI) in healthcare is reshaping patient 
care through improved diagnostic accuracy, streamlined administrative workflows, 
and data-driven decision-making (Floridi & Cowls, 2019). Electronic health records 
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(EHRs), initially introduced to replace fragmented paper-based systems, have become 
central to this transformation, allowing for real-time accessibility and integration 
with AI. However, as healthcare systems digitized, early concerns about institutional 
misuse of patient records and regulatory oversight emerged (Morihara, 1981). These 
foundational issues continue to influence the evolving landscape of AI-driven health-
care. AI-powered technologies, such as predictive analytics, EHRs, and telemedicine 
platforms, offer significant advancements in healthcare efficiency and accessibility. 
However, these innovations introduce critical privacy, security, and ethical concerns, 
particularly regarding the storage, access, and sharing of sensitive health information 
(Wang et al., 2018). While federal regulations, including the Health Insurance Por-
tability and Accountability Act (HIPAA) and the Health Information Technology for 
Economic and Clinical Health (HITECH) Act, establish foundational privacy protec-
tions, they fail to address the growing complexities of AI governance in healthcare 
(Shoghli et al., 2024; Williamson & Prybutok, 2024). Additionally, state-level incon-
sistencies in AI and health data regulation create gaps in privacy protections that dis-
proportionately impact vulnerable populations—children, women, and seniors (Bari 
& O’Neill, 2022; Hester, 2024).

There are several examples of AI-related privacy vulnerabilities. For instance, 
following the Dobbs decision EHRs received criticism for exposing private infor-
mation, because state-level legal inconsistencies allowed private organizations and 
third parties to access sensitive patient information that could be used against women 
(Francis, 2024). This issue is not limited to reproductive health. State laws governing 
EHR access, AI-assisted diagnostics, and health surveillance systems remain frag-
mented, with some states implementing strict privacy regulations while others pro-
vide little to no oversight (Francis, 2024). Private entities managing patient records 
further complicate this landscape, as they are often not bound by HIPAA but still 
engage in data sharing with healthcare providers, insurers, and government agencies 
(Zeadally & Badra, 2015).

Beyond legal inconsistencies, AI’s growing influence in healthcare raises con-
cerns about fairness, accountability, and transparency. Many AI-driven health sys-
tems operate as “black-box” models, where decision-making processes are opaque 
and difficult to audit (Konnoth, 2024; Price & Nicholson, 2021; Shumway & Hart-
man, 2024). This lack of transparency is particularly concerning in public healthcare 
settings, where AI models may reinforce systemic biases, restrict access to care, or 
produce unreliable medical recommendations for vulnerable groups (Sciarretta et al., 
2022). Governance mechanisms remain underdeveloped at both the federal and state 
levels, with limited regulatory oversight on AI’s role in clinical decision-making and 
patient data security (Dizon, 2020).

This study investigates how state government can bridge the widening gap between 
AI-driven healthcare innovation and public trust. Through a comparative comprehen-
sive analysis of healthcare laws adopted across U.S. states, the research identifies pat-
terns and gaps in legislation related to key areas such as health data privacy, patient 
consent, telemedicine, biometric data protection, and data security. By categorizing 
these laws thematically, the study reveals the uneven adoption of critical privacy 
protections and highlights regions and policy areas where governance gaps persist. It 
evaluates how existing regulatory structures align—or fail to align—with the ethical 
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integration of AI in healthcare. Drawing on collaborative governance theory (Ansell 
& Gash, 2008), the study explores how stakeholder engagement, including policy-
makers, healthcare providers, and advocacy organizations, can shape governance 
strategies to address these policy gaps and build public trust. Case studies, including 
EHR privacy post-Dobbs, AI-driven maternal health tracking, and elder care moni-
toring, illustrate the real-world consequences of weak governance and inform policy 
recommendations. Through this multi-layered analysis, the study underscores the 
importance of multi-stakeholder collaboration, transparency, and accountability in 
advancing responsible AI adoption in public healthcare systems.

Research Questions

1.	 What are the key challenges that governments and healthcare organizations face 
in balancing AI innovation with privacy and trust concerns?

2.	 What is the landscape of healthcare-related AI policy across the American states?
3.	 What governance strategies are promising for enhancing trust and innovation in 

healthcare-related AI?

AI in Healthcare Opportunities

AI technologies are reshaping healthcare delivery across multiple levels—from 
clinical care to public health governance. Providers use AI to enhance diagnostics, 
personalize treatment planning, and monitor patients remotely through machine 
learning and predictive analytics (Coleman et al., 2022). Health systems increasingly 
rely on AI-driven EHRs, telemedicine, and mobile health (mHealth) applications to 
improve efficiency and accessibility, particularly for underserved populations (Jiang, 
2021;  Sunyaev et al., 2015) where automated analysis could improve health out-
comes for folks that are currently not receiving a high level of care. Public health 
agencies leverage digital tools such as automated triage systems, natural language 
processing (NLP), and blockchain-based data sharing to improve surveillance, com-
pliance, and coordination across the healthcare ecosystem (Magnuson & Dixon, 
2014). While these advancements promise greater precision and responsiveness, they 
also raise serious concerns around privacy, data security, algorithmic bias, and ethical 
oversight.

AI in Healthcare Risks

The privacy risks associated with AI-driven healthcare technologies extend beyond 
traditional concerns of data breaches and unauthorized access. The transition from 
paper-based records to EHRs marked a significant shift in healthcare administration, 
introducing both efficiencies and vulnerabilities. Early discussions on medical data 
privacy emphasized the risks of institutional misuse and the necessity of regulatory 
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protections to prevent exploitation (Maveal, 1990). Emerging AI applications rely 
on vast amounts of sensitive patient data. Many of these systems operate outside 
of HIPAA’s jurisdiction, exposing patients to risks of algorithmic bias, third-party 
data sharing, and limited user control over personal health information (Fang, 2019). 
Vulnerable populations—who often rely on government healthcare services—face 
heightened risks of discrimination, surveillance, and privacy violations due to gaps 
in governance. For example, children’s health data collected through AI-powered 
educational and medical monitoring tools is often shared without adequate parental 
consent, while AI-driven maternal health tracking raises concerns about data sur-
veillance, particularly in states with restrictive reproductive healthcare laws (Jiang, 
2021). These concerns are amplified by recent reductions in firewalls between Fed-
eral databases (Nihill, 2025). Similarly, AI-assisted elder care and remote patient 
monitoring systems raise concerns about digital literacy barriers, privacy breaches, 
and the lack of oversight in algorithmic decision-making (Sciarretta et al., 2022).

Several mHealth solutions, such as RFID-based hospital tracking systems and 
mobile apps for chronic disease management, provide significant benefits in patient 
monitoring but also raise privacy concerns due to their reliance on wireless data 
transmission and cloud storage (Zeadally & Badra, 2015). This regulatory loophole 
has enabled third-party data brokers to aggregate and sell patient data to advertisers, 
law enforcement agencies, and corporate entities, often without patient knowledge or 
consent (Kerasidou & Kerasidou, 2023).

Smart home sensors, wearable biosensors, and AI-assisted diagnostic systems 
now enable real-time patient monitoring without direct user engagement, raising 
significant privacy concerns (Shafi & Mallinson, 2023). The lack of state govern-
ment oversight over private health data repositories further exacerbates these risks, as 
uHealth systems collect and transmit sensitive health data in real time, often without 
explicit patient consent. This transition from user-controlled health data to AI-driven, 
environment-embedded monitoring necessitates stronger regulatory frameworks to 
ensure ethical AI governance, transparent consent mechanisms, and clear account-
ability structures in digital healthcare (Kerasidou & Kerasidou, 2023). Without 
regulatory intervention, both mHealth and uHealth risk exposing patients—particu-
larly those from vulnerable populations—to unauthorized data sharing, algorithmic 
exploitation, and increased surveillance risks.

Beyond privacy concerns, AI-driven healthcare raises critical ethical challenges 
related to algorithmic bias and transparency. Many AI-based diagnostic systems 
and predictive models function as “black-box” algorithms, meaning their decision-
making logic is opaque and not easily interpretable by clinicians, policymakers, or 
patients (Sciarretta et al., 2022). This lack of explainability and oversight raises con-
cerns about accountability, clinical reliability, and legal responsibility. Furthermore, 
studies indicate that AI models trained on biased datasets can reinforce racial, gen-
der, and socioeconomic disparities in clinical decision-making (Robles et al., 2025; 
Shumway & Hartman, 2024). Without regulatory requirements for explainability, 
bias audits, and fairness monitoring, healthcare AI systems risk perpetuating health 
inequities and undermining public trust in digital healthcare innovations. Current 
regulations do not require AI developers to disclose their training data sources, bias 
mitigation strategies, or decision-making logic, making it difficult for policymakers, 
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healthcare providers, and the public to assess whether AI systems are making ethical 
and equitable decisions.

These concerns came alive in 2025 when the popular consumer genetic testing ser-
vice 23andMe filed for bankruptcy (Alder, 2025). Suddenly, original privacy agree-
ments about genetic data were questioned and worries persisted that this non-HIPAA 
protected dataset could be sold for applications including training artificial intelli-
gence models (Kwon, 2025).

AI in Healthcare Governance Challenges

Beyond mHealth, the emergence of uHealth (ubiquitous health) introduces additional 
governance challenges in AI-driven healthcare ecosystems. While mHealth requires 
active user interaction, uHealth relies on AI-powered IoT devices, real-time cloud 
computing, and passive monitoring technologies to provide continuous, automated 
health tracking (Zeadally & Badra, 2015). For example, certain uHealth applications 
use motion-tracking sensors in therapeutic interventions for children with autism, 
analyzing their interactions through AI-driven facial recognition systems.

Additionally, there are health apparatuses that change status, such as the change 
of hearing aids for mild hearing loss in adults from requiring a prescription to being 
reclassified as Over the Counter (OTC) products (US FDA, 2023). These policy 
changes will allow users to experiment with rapidly maturing AI technologies outside 
of professional care, meaning that many policies previously put in place to protect 
consumers will no longer apply (Chung & Zeng, 2024).

While these innovations provide valuable behavioral insights, they also collect 
and transmit sensitive data to cloud-based platforms, often without clear oversight on 
data storage, consent policies, or third-party access (Zeadally & Badra, 2015). The 
lack of standardized regulations for uHealth technologies, especially those involving 
real-time, passive data collection, heightens the risk of unauthorized data sharing, 
privacy breaches, and AI-driven profiling of vulnerable populations. Without stron-
ger governance frameworks, both mHealth and uHealth pose ethical and security 
concerns, reinforcing the need for explicit data protection policies and AI account-
ability mechanisms in digital healthcare (Kerasidou & Kerasidou, 2023).

While AI-driven healthcare technologies hold immense potential for improving 
patient outcomes, their widespread adoption has outpaced existing regulatory frame-
works, leaving significant gaps in privacy protection, data security, and liability over-
sight. Addressing these challenges requires a closer examination of governance gaps 
at both the federal and state levels, where inconsistencies in policy enforcement and 
legislative protections have created a fragmented landscape of patient’s data regu-
lation in healthcare. Without cohesive governance strategies, AI-driven healthcare 
innovations may amplify existing inequalities rather than resolve them (Francis, 
2024; Sharko et al., 2022).
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Governance Gaps at the Federal and State Levels

Federal regulation on AI has set some baseline principles on control and transpar-
ency, but this has led to a fragmented and experimental governance landscape (Mal-
linson et al., 2025). For example, Executive Order 13,960 set some foundational 
federal policy for AI use outside of national security contexts in the first Trump 
administration and tasked the Office of Management and Budget with issuing policy 
guidance. This rolled out in 2021, though compliance across agencies varied. Later, 
Biden issued EO 13985, which mandated an equity review and required agencies 
to identify and eliminate systemic barriers that limited underserved communities 
and groups (Winters, 2022). This order was enhanced in 2023, requiring agencies 
to publish Equity Actions Plans that helped institutionalize data equity and transpar-
ency. In 2025, under the second Trump Administration, EO 14179 effectively halted 
the Biden AI risk-management framework, directing a deregulatory approach and 
removed or revoked oversight mechanisms other conflicting AI policies in favor of 
“AI leadership”. There have been some very recent legislative developments (July 
2025), including the “AI Accountability and Personal Data Protection Act”, which 
has aimed to bolster data privacy and accountability, and allow individuals to sue AI 
firms over misuse of personal or copyrighted content (S. 2367, 119th Cong., 2025).

Many of today’s regulatory challenges stem from unresolved debates about patient 
data transparency and institutional control that date back to the early discussions on 
EHRs (Maveal, 1990). These concerns persist in modern governance, where HIPAA 
and other federal laws struggle to regulate AI-driven predictive analytics, automated 
diagnostics, and EHR data-sharing practices across states (Hodge, 2003). HIPAA was 
designed for traditional healthcare settings and does not regulate AI-driven predic-
tive analytics, automated diagnostics, or AI-assisted decision-making models, leav-
ing significant gaps in privacy protection, algorithmic transparency, and data security 
(Wang et al., 2018). Additionally, many consumer health applications, such as 
mHealth apps and wearable devices, operate outside HIPAA’s jurisdiction, allowing 
third-party companies to collect and share patient data without clear patient consent 
(Fang, 2019; Mallinson & Shafi, 2022). Many regulatory and oversight bodies have 
fallen short in addressing the growing complexities of AI governance in healthcare 
because they were designed for electronic recordkeeping rather than dynamic, data-
driven technologies. HIPAA and similar frameworks (like the HITECH Act) primar-
ily regulate the collection, storage, and disclosure of patient information, but they 
provide little guidance on the secondary use of health data for training algorithms 
or the governance of AI-driven diagnostics and predictive tools. Moreover, they do 
not adequately address cross-institutional data flows that modern AI applications 
require, leaving accountability fragmented across jurisdictions. They also tend to 
overlook emerging risks, such as algorithmic bias, lack of transparency, and the need 
for continuous oversight of automated decision-making systems. The Federal Trade 
Commission (FTC) has attempted to address some of these concerns by enforcing 
data protection policies against deceptive practices, but its authority is limited, and 
enforcement remains largely reactive rather than proactive (Jiang, 2021).

The legal ambiguities surrounding AI liability in healthcare further exacerbate 
governance challenges. There is no clear legal framework determining who is respon-
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sible when an AI-powered healthcare system makes an incorrect diagnosis or treat-
ment recommendation (Shumway & Hartman, 2024). Under existing laws, medical 
malpractice statutes are structured to hold human clinicians accountable, but they do 
not account for cases where AI algorithms are responsible for clinical decision-mak-
ing (Dizon, 2020). This regulatory gap discourages healthcare providers from fully 
adopting AI-driven diagnostics, as uncertain liability frameworks increase legal risks 
for both practitioners and hospitals (Sciarretta et al., 2022). Additionally, AI develop-
ers and private technology firms often disclaim responsibility for errors, arguing that 
healthcare providers should bear the burden of oversight and compliance (Francis, 
2024). Without clear legal standards for AI accountability, healthcare AI systems will 
continue to operate in a legal gray area, raising ethical concerns about transparency, 
fairness, and patient safety.

Some governments have begun implementing regulatory strategies that address 
both AI and digitalization holistically. The European Union’s (EU) General Data Pro-
tection Regulation (GDPR) and Artificial Intelligence Act set global precedents for 
balancing AI innovation with data security, emphasizing transparency and account-
ability. In the U.S., states like California have introduced digital governance initia-
tives, such as the California Consumer Privacy Act (CCPA), which extends data 
protection to AI-driven digital platforms. However, most state and federal policies 
remain fragmented, with little coordination between AI oversight and broader digi-
tal transformation governance. Without standardized policies that integrate AI and 
digitalization governance, public institutions risk creating policy silos that fail to 
protect citizens from emerging threats in automated decision-making and data secu-
rity (Francis, 2024). While regulatory gaps expose vulnerable populations to privacy 
risks, a significant portion of the problem lies beyond government oversight—within 
private organizations and data brokers that collect, store, and sell health data with 
minimal restrictions. The increasing commercialization of patient information by 
private entities raises critical concerns about consent, transparency, and the ethical 
responsibilities of AI developers and healthcare providers.

The Role of Private Organizations and Data Brokers in AI Healthcare 
Privacy

The growing involvement of private organizations and data brokers in AI-driven 
healthcare has introduced major governance challenges, as many operate outside tra-
ditional HIPAA protections and under inconsistent state regulations (Sciarretta et al., 
2022). AI-powered healthcare tools—such as mHealth apps, telemedicine platforms, 
and remote monitoring systems—often collect, store, and sell patient data to third 
parties, raising additional concerns over unauthorized access, commercial exploi-
tation, and diminished patient autonomy (Fang, 2019; Francis, 2024; Jiang, 2021). 
The largely unregulated data broker industry compounds these risks by reselling 
sensitive health data—including EHR activity, wearable device outputs, and digital 
health app behaviors—for purposes ranging from marketing to insurance profiling 
and law enforcement (Sciarretta et al., 2022). While some states like California, New 
York, and Maryland have enacted robust consumer data protections, others—such as 
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Texas, Georgia, and Mississippi—lack restrictions, enabling unchecked third-party 
data sales.

Reproductive healthcare is especially vulnerable to data commercialization. Pri-
vate brokers aggregate information from period-tracking apps, pharmacy transac-
tions, and geolocation data, making it accessible to advertisers, insurers, and even 
law enforcement in states with restrictive abortion laws (Ebeling, 2024). Corporate 
partnerships between major tech firms and healthcare institutions—such as Google’s 
Project Nightingale with Ascension—have sparked further concerns, particularly 
when data is used to train AI systems without explicit patient consent (Francis, 2024; 
Sharko et al., 2022; Shumway & Hartman, 2024). These collaborations can yield 
clinical benefits, like predictive modeling, but also blur lines of data ownership and 
transparency. The persistence of “phantom data”—health information that continues 
to circulate and be repurposed even after users delete apps or revoke consent—inten-
sifies public fear of AI-driven surveillance and loss of control over deeply personal 
information (Ebeling, 2024). These fears are not new: public alarm was already evi-
dent more than a decade ago when a Target analytics program inferred a teenager’s 
pregnancy from her shopping habits and sent her targeted advertisements—before 
her father knew (Hill, 2012).

Enforcement gaps further complicate the landscape. The fragmented patchwork 
of U.S. privacy laws means many AI-powered health tools remain beyond the reach 
of HIPAA, and while the Federal Trade Commission (FTC) occasionally intervenes 
in deceptive data practices, its authority is limited and inconsistently applied (Fran-
cis, 2024; Sciarretta et al., 2022; Shumway & Hartman, 2024). This regulatory void 
allows private firms to dominate AI-driven healthcare with minimal oversight, fuel-
ing a growing erosion of public trust. Without stronger national governance frame-
works that prioritize fairness, accountability, and patient inclusion, confidence in 
AI-assisted healthcare will continue to decline. Effective oversight must close these 
gaps, ensuring transparency and patient protection are not sacrificed in the name of 
technological advancement.

Building Public Trust in AI-Driven Healthcare Systems

Public trust in AI-driven healthcare systems is shaped by broader digitalization trends 
that influence how citizens interact with public services. The digital transformation 
of health infrastructure—such as cloud-based records and AI-assisted diagnostics—
has improved efficiency but also raised concerns over transparency, fairness, and the 
replacement of human decision-makers in sensitive areas (Sciarretta et al., 2022). 
Trust depends heavily on governance strategies that emphasize ethical AI practices, 
robust data privacy protections, and regulatory oversight (Shumway & Hartman, 
2024; Wang et al., 2018). Yet, inconsistent state-level regulations and the lack of 
standardized governance frameworks have led to unequal patient protections (Fran-
cis, 2024). These disparities are particularly troubling in areas like reproductive care 
and pediatric health, where sensitive data is vulnerable to misuse in the absence of 
federal safeguards (Sharko et al., 2022). Granted, the political framing of these prob-
lems will differ from state to state (e.g., reproductive rights in conservative states), 
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whereas privacy and notification issues have broader non-partisan concern (Robles 
& Mallinson, 2025).

Methods

To systematically assess how U.S. states address privacy, data security, and ethi-
cal governance in AI-driven healthcare, this study employs a comparative thematic 
analysis of state-level healthcare laws. Given the fragmented nature of privacy 
protections and AI governance across states, a comparative approach offers a clear 
framework to evaluate disparities, highlight policy adoption trends, and expose gaps 
in regulatory oversight (Xu et al., 2021). By examining healthcare legislation across 
all 50 states, the analysis identifies which states have adopted specific legal pro-
tections—such as health data privacy, patient consent rights, and electronic health 
record (EHR) security—and which states lack these crucial safeguards. This method 
is particularly valuable for understanding how the uneven distribution of these laws 
impacts vulnerable populations and influences public trust in government-led health-
care innovation (Xu et al., 2021).

Each healthcare law was classified under one of several predefined thematic cate-
gories, informed by prior literature and existing regulatory frameworks (NCSL, 2024; 
Xu et al., 2021). Themes include Health Data Privacy, Medical Record Retention, 
Data Security & Breach Notification, Patient Consent & Access Rights, Electronic 
Health Records, Biometric & Genetic Data Privacy, and Telehealth & Digital Health 
Regulation. By mapping legislative adoption by theme and region, this comparative 
analysis reveals patterns of governance strengths and weaknesses. This method not 
only illustrates how fragmented governance frameworks affect healthcare equity and 
patient protection but also provides actionable insights into areas where collabora-
tive, multi-stakeholder policy efforts are most urgently needed.

The data for this analysis were collected from multiple sources to ensure accuracy 
and comprehensive coverage of healthcare laws across all U.S. states. A total of 141 
healthcare laws were compiled and analyzed. Specifically, 62 laws were obtained 
from the National Conference of State Legislatures (NCSL, 2024) and 35 laws from 
the American Health Law Association’s, and Standard Law School publicly available 
healthcare law tracking tools.1 To verify the accuracy and completeness of the col-
lected laws, an additional 21 laws were sourced directly from individual state gov-
ernment legislative websites, with cross-verification through the AI Privacy website, 
Lexis Nexis State, Westlaw, and Bloomberg Law databases. This multi-source verifi-
cation process ensured the inclusion of recent updates, legislative variations, and dis-
crepancies in state legislation. Furthermore, to categorize each law under a specific 
theme, the study utilized context and summaries provided by the NCSL and Multi-
state databases, ensuring that each law’s classification was informed and consistent.

Thematic analysis was selected as the most appropriate method for this study 
due to the fragmented and varied nature of state-level healthcare laws concerning 
AI and privacy (Tiako et al., 2023). Unlike quantitative coding schemes or purely 

1 https://www.americanhealthlaw.org.

https://www.americanhealthlaw.org
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numerical summaries, thematic analysis allows for a nuanced examination of how 
laws differ across states not just in quantity, but in scope, focus, and regulatory intent. 
This approach enables the identification of recurring themes (e.g., data privacy) that 
may manifest differently depending on the political, economic, and social contexts 
of each state. The flexibility of thematic analysis accommodates the legal complexity 
of healthcare and AI regulations, providing a richer understanding of policy gaps and 
strengths. Furthermore, it facilitates cross-comparison between states and regions, 
supporting the study’s aim to evaluate how governance variations impact public trust 
and responsible innovation (Xu et al., 2021).

Results

The results of the analysis (Table 1) affirm the fragmented and uneven nature of 
healthcare law adoption across the United States. To reduce redundancy on closely 
related topics, several ones were merged into standardized categories. For example, 
Medical Record Retention and Protection (“Medical Record Retention,” “Medical 
Record Provisions,” and “Medical Records Protection”). Another group combine 
group is Consumer Data Privacy (“Consumer Data Privacy,” “Consumer Privacy 
Protection,” and “Online Privacy”) with similar themes (topics). The next combine 
group is Health Data Privacy (Non-HIPAA) (“Health Data Provisions,” “Health Data 
Privacy,” and “Health Privacy Provisions”) with too many overlapping topic names. 
And specialized categories such as Genetic Data Privacy, Biometric Data Privacy, 
and AI in Health Governance were retained separately to highlight emerging areas of 
regulation. This standardization ensured the presentation of laws and understanding 
of the current situation across US States.

While Health Data Privacy receives relatively more legislative attention (with 49 
laws passed, or 34.8% of the total), the analysis reveals significant gaps in protections 
critical to safeguarding individual EHRs and regulating emerging AI-driven health-

Table 1  Healthcare Law Adoption in State Governments by Theme: Summary Statistics
Theme Total 

Laws
No of 
States

Laws 
Passed

(%) Median Std 
Dev

Mean

Health Data Privacy (Non-HIPAA) 141 24 49 34.8 0 1.4 1.0
Medical Record Retention and Protection 141 24 26 18.4 0 0.6 0.5
Consumer Data Privacy 141 20 25 17.7 0 0.7 0.5
Biometric Data Privacy 141 5 10 7.1 0 0.8 0.2
Electronic Health Records 141 5 6 4.3 0 0.4 0.1
Consent and Access Rights 141 4 5 3.5 0 0.4 0.1
Health Information Exchange 141 5 5 3.5 0 0.3 0.1
AI in Health Governance 141 3 3 2.1 0 0.2 0.1
Genetic Data Privacy 141 3 3 2.1 0 0.2 0.1
Health Insurance and Utilization Review 141 2 2 1.4 0 0.2 0.0
Mental Health Privacy and Services 141 2 2 1.4 0 0.2 0.0
Security and Breach Notification 141 2 2 1.4 0 0.2 0.0
Telehealth and Digital Health 141 2 2 1.4 0 0.2 0.0
Health Data Access 141 1 1 0.7 0 0.1 0.0
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care technologies. Themes like Telehealth & Digital Health Regulation, Patient Con-
sent & Access Rights, and Biometric & Genetic Data Privacy show minimal adoption 
rates, each comprising less than 10% of all state healthcare laws. This patchwork of 
laws underscores our central argument: that current state-level governance frame-
works provide limited and inconsistent protections, particularly for technologies such 
as mHealth applications, telemedicine platforms, AI-assisted diagnostic systems, and 
predictive analytics tools—many of which operate outside the scope of federal regu-
lations like HIPAA. Moreover, key areas affecting vulnerable populations—includ-
ing children, women, and the elderly—remain significantly underregulated. Low 
adoption rates in categories like Reproductive Privacy, Mental Health Privacy, and 
Sensitive Health Data Segregation illustrate the lack of comprehensive, uniform 
protections, leaving these groups particularly vulnerable to privacy breaches, data 
misuse, and algorithmic discrimination. The absence of cohesive, transparent gover-
nance structures not only exposes patients to harm but also erodes public trust in AI-
driven healthcare innovations. Without stronger, harmonized policies to bridge these 
gaps, both the ethical use of AI technologies and the legitimacy of public healthcare 
systems remain at risk.

Many of the earliest healthcare laws were not designed with artificial intelli-
gence or similar technologies in mind. Most of these statutes originally focused on 
traditional electronic data, record keeping, patient rights, or general privacy con-
cerns. Over time, many states have updated or expanded their laws to address mod-
ern healthcare systems. This paper has considered how modern healthcare systems 
include digital health tools, electronic health records, and AI applications.

Figure  1 visualizes the fragmented nature of healthcare policy adoption across 
U.S. states, showing significant variation in the percentage of enacted healthcare 
laws from 1984 to 2025. States like New York, Massachusetts, California, and Texas 
have enacted a higher proportion of healthcare laws compared to other states, par-
ticularly those focused on privacy, data security, and AI-driven healthcare technol-
ogies. In contrast, many states across the Midwest, South, and Mountain regions 

Fig. 1  Comparative Analysis of Health Laws Adoption Across States
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exhibit minimal legislative activity, reflected by lighter shades on the map indicat-
ing lower percentages of enacted laws. This geographic disparity illustrates the lack 
of a coordinated national approach and highlights how protections for electronic 
health records, mHealth technologies, telemedicine platforms, and AI applications 
are unevenly distributed. Such inconsistencies exacerbate vulnerabilities, particularly 
for populations residing in states with weaker regulations. The map underscores not 
only the policy gaps but also the broader governance challenges in creating uniform 
healthcare protections.

Table A1 shows how states cluster around certain priorities but leave large holes. 
Starting with the Northeast, New York has passed strong protections through the 
Health Information Privacy Act and the newer NY HIPA. These laws regulate health 
data beyond HIPAA and extend to consumer-facing apps (New York State Senate, 
2025). Yet in the same region, states like New Hampshire have focused on broad 
consumer privacy rights without adding clear health-specific duties (Stanford Law 
School, 2025). This means residents in some states receive explicit protection for 
reproductive and mental health data, while others must rely on general privacy rules 
that do not address telehealth records, biometric information, or online medical ser-
vices. This policy analysis corresponds with the research findings on how many 
AI-driven health tools like EHR systems and mHealth applications operate outside 
HIPAA, exposing patients to significant risks of data misuse (Fang, 2019).

In the Midwest, most new laws still emphasize medical record retention rules. 
For example, Kansas requires ten years of storage, and Nebraska ensures access for 
Social Security claims (Kansas Administrative Regulations, 2008; Nebraska Legis-
lature, 2023). These measures are important for continuity of care but do not address 
how EHRs are transferred across networks or how AI is entering patient decision-
making. Illinois has moved forward with the Wellness and Oversight for Psychologi-
cal Resources Act. This Act bans healthcare entities from using AI to make therapy 
decisions. Yet surrounding states have no comparable rules for mental health AI, 
biometric safeguards, or telemedicine oversight. This policy gap leaves a wide varia-
tion in protections across the region. This reflects broader concerns that AI diagnostic 
tools function as “black box” systems, where the lack of transparency raises serious 
accountability and oversight issues (Sciarretta et al., 2022).

The South shows a mixed picture. Texas has laws on biometric privacy and 
has recently added a bar on AI systems that incite self-harm or violence. Tennes-
see passed the Information Protection Act, which grants data access and correction 
rights. Still, many southern states focus mainly on retention or consumer privacy 
and lack strong safeguards for AI in health coverage decisions, electronic telehealth 
services, or mobile health applications. The gap is clear when compared to Maryland 
policies. The legislators continue to regulate how insurers may use AI in utilization 
review and sets limits on electronic health record sharing. These discoveries align 
with scholarship showing that inconsistent governance leaves vulnerable groups 
exposed. In many instances, these individuals face greater risks of bias, discrimina-
tion, and privacy violations (Jiang, 2021). Patients in most southern states remain 
without these protections.

The West demonstrates the most experimentation but still with blind spots. Cali-
fornia’s Physicians Make Decisions Act requires human oversight of AI in health-
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care, while Washington’s My Health My Data Act extends protections to consumer 
health data beyond HIPAA. Nevada has acted with new laws restricting the use of 
AI in public schools for mental health duties and requiring interoperable EHRs. Yet 
many western states still rely on broad consumer privacy acts without appropriate 
response protocols, biometric protections, or requirements for AI testing in health-
care. This reinforces earlier findings that the rapid spread of modern health systems 
(i.e., uHealth and mHealth technologies) has outpaced oversight. This creates serious 
privacy and accountability risks (Kerasidou & Kerasidou, 2023). This policy analy-
sis confirms that even the most advanced states have not closed these gaps, leaving 
uneven protection for patients depending on where they live.

AI Governance Strategies for Enhancing Trust and Innovation in 
Healthcare

To address the identified governance gaps and strengthen public trust while foster-
ing responsible AI innovation in healthcare, this section proposes a set of compre-
hensive strategies. Grounded in the thematic analysis findings and informed by best 
practices in AI ethics, data privacy, and healthcare policy, the proposed strategies 
emphasize the importance of transparent, equitable, and accountable AI systems that 
prioritize patient rights and ethical data use. The current absence of a unified national 
regulatory framework leaves patient data exposed to exploitation, as private entities 
may exploit regulatory inconsistencies by operating in states with weaker protec-
tions (Fang, 2019; Jiang, 2021). Without comprehensive laws governing AI-driven 
health data collection, commercialization, and cross-state data transactions, these 
vulnerabilities persist, disproportionately impacting vulnerable populations who lack 
resources to contest misuse (Francis, 2024). Mitigating these risks and building pub-
lic trust requires stronger transparency mandates, stricter consent requirements, and 
clearer legal accountability mechanisms that address both public organizations and 
private actors involved in AI-driven healthcare. Practical implementation efforts in 
low-resource settings like Zanzibar further underscore the challenges of operation-
alizing informed consent and data protections when health systems lack adequate 
infrastructure, trained personnel, or culturally appropriate communication tools (Li 
et al., 2024). These findings highlight the importance of adapting governance frame-
works to the capacities and lived experiences of local healthcare contexts, ensuring 
that consent and data use policies are both effective and equitable.

To foster trust, these governance strategies must move beyond technical com-
pliance and integrate participatory approaches that include diverse stakeholders—
especially patients—in shaping AI policy. Studies show that trust increases when 
individuals have input in technology development and understand how their data 
is used (Amann et al., 2023). However, the current lack of patient representation 
in AI governance contributes to perceptions that healthcare AI prioritizes efficiency 
and profit over equity, particularly in underserved communities (Fang, 2019; Fran-
cis, 2024; Jiang, 2021). Transparency, legal accountability, and community engage-
ment are critical, as is the need for bias audits and disclosures about AI training data 
and decision mechanisms to ensure fairness (Sharko et al., 2022). Independent eth-
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ics review boards can reinforce non-discrimination and human rights protections in 
healthcare AI.

Stakeholder collaboration is also critical for developing effective and equitable 
healthcare policies, particularly in areas involving privacy, data security, and the use 
of AI technologies (Cancela-Outeda, 2024; Price et al., 2023). By actively involv-
ing patients, healthcare professionals, privacy advocates, and technologists in the 
policymaking process, governments can ensure that policies are both practical and 
reflective of real-world needs (Duberry, 2022; Robles & Mallinson, 2025). Public 
consultations, advisory committees, and feedback forums provide structured avenues 
for these stakeholders to voice their concerns, offer expertise, and contribute to shap-
ing policies that prioritize patient safety and data protection. The GDPR exemplifies 
this approach by ensuring individuals’ rights to control their personal data and requir-
ing transparency in how that data is used, fostering public involvement in data gov-
ernance decisions (Cancela-Outeda, 2024). Furthermore, the GDPR has reinforced 
the idea that individuals must have a seat at the table when decisions about their 
personal health data are made, setting a model for participatory governance in AI-
related policies.

Robles and Mallinson (2025) emphasize that fostering inclusive stakeholder 
engagement is vital for building public trust in AI governance, especially in contexts 
where decisions are complex and opaque. Including marginalized and vulnerable 
populations in these conversations is essential to address disparities and promote 
inclusivity. Their participation helps to ensure that healthcare policies do not inad-
vertently perpetuate inequities and instead foster trust and transparency across all 
segments of society. This collaborative approach ultimately leads to more robust and 
widely supported policy adoption, as public trust is recognized as a key mechanism 
for successful governance and policy implementation (Duberry, 2022; Robles & Mal-
linson, 2025).

Several international organizations have emphasized the importance of ethical 
certification programs to ensure responsible AI development and deployment. The 
OECD promotes the adoption of trustworthy AI through its AI Principles, which 
encourage transparency, accountability, and respect for human rights, though it stops 
short of offering formal certification programs (OECD, 2024a). Similarly, the Inter-
national Organization for Standardization (ISO) is developing AI-related standards, 
focusing on ethical guidelines and societal impacts, laying the groundwork for orga-
nizations to seek compliance certification based on these standards (ISO, 2024). In 
the European context, the GDPR mandates strong data protection practices and sup-
ports the creation of certification mechanisms that demonstrate compliance, fostering 
ethical AI practices through initiatives such as the Euro-privacy certification seal 
(European Data Protection Board, 2024). Such certification programs serve a dual 
purpose: they establish accountability standards and act as signaling mechanisms 
that reassure the public about the ethical integrity of AI systems (Robles & Mallin-
son, 2025). Implementing voluntary or mandatory ethical AI certification programs, 
based on these frameworks, can verify adherence to privacy and ethical standards. 
Displaying these certification labels publicly not only increases transparency but 
also empowers patients and users to make informed decisions regarding AI-driven 
healthcare services. This visibility further encourages healthcare providers to main-
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tain high ethical standards and fosters healthy competition centered on accountability 
and fairness.

Public awareness campaigns play a crucial role in fostering public trust and accep-
tance of AI technologies in healthcare. International organizations like the OECD 
advocate transparency and public engagement by encouraging governments to edu-
cate citizens on how AI systems operate, how patient data is protected, and the ethi-
cal guidelines governing AI use (OECD, 2024a). Similarly, the ISO underscores the 
importance of clear communication and stakeholder involvement in its AI standards 
development process, aiming to ensure the public understands both the benefits and 
risks associated with AI technologies (ISO, 2024). The GDPR emphasizes individu-
als’ rights to information about how their data is used, which supports public aware-
ness initiatives by ensuring that people are informed about data protection practices 
(European Data Protection Board, 2024). Additionally, the National Institute of 
Standards and Technology (NIST) in the U.S. has developed resources like the AI 
Risk Management Framework, which not only guides organizations in deploying 
trustworthy AI but also emphasizes the importance of public education to mitigate 
fears and combat misinformation (NIST, 2023). Demystifying AI technology through 
targeted education initiatives is critical to counteract misinformation, alleviate public 
anxieties, and foster a more informed citizenry capable of engaging with AI poli-
cies (Mallinson et al., 2025). Launching public awareness campaigns based on these 
international guidelines will be essential not only to demystify AI technologies but 
also to address public concerns about fairness, privacy, and bias, thus improving 
public confidence in AI-driven healthcare services.

Improving national standards for AI accountability in healthcare necessitates 
the establishment of federal-level baseline regulations to ensure consistency across 
states. The OECD (2023) emphasizes that applying risk management frameworks 
and accountability mechanisms throughout the AI system lifecycle can foster trust-
worthy AI systems and clarify liability in cases of AI misuse or errors. Addition-
ally, the ISO 31000 risk management framework outlines how risk assessments and 
audits can be effectively incorporated into healthcare settings to mitigate potential 
harm (ISO, 2018). Thus, U.S. federal and state regulations should mandate routine 
AI impact assessments and audits to ensure AI tools used in healthcare meet strict 
accountability benchmarks. This approach aligns the best international practices with 
national priorities and creates a safety net that both protects patients and holds devel-
opers and healthcare providers accountable for AI-related outcomes.

Promoting transparency in AI-driven healthcare services involves enhancing 
reporting on how AI algorithms influence decision-making. The OECD’s (2024a) 
Tools for Trustworthy AI recommends using transparency-enhancing tools to ensure 
fairness, explainability, and trust in AI applications. Encouraging open-source AI 
models and mandating disclosure of data sources and potential biases align with these 
guidelines, empowering healthcare users to better understand and trust AI systems. 
Robles and Mallinson (2025) contend that transparency is a foundational element in 
legitimizing AI governance, ensuring that both policymakers and the public can scru-
tinize the inputs and outcomes of AI systems. Transparent reporting mechanisms also 
facilitate independent evaluations of AI systems, allowing policymakers and over-
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sight bodies to assess whether AI models comply with ethical standards, safeguard 
against discriminatory practices, and genuinely improve healthcare outcomes.

Strengthening data privacy and consent frameworks is also crucial, particularly 
in harmonizing patient consent procedures across states for sensitive health and 
biometric data. The GDPR mandates stringent data protection rights, ensuring indi-
viduals have control over how their personal data is collected, used, and transferred 
(European Data Protection Board, 2024). Incorporating GDPR-inspired opt-in mech-
anisms, data portability, and access rights strengthens patient trust and safeguards 
privacy in AI-driven healthcare systems. Robust privacy frameworks not only protect 
individual rights but also function as a trust-building mechanism, encouraging greater 
public acceptance of AI technologies. Clear and harmonized consent frameworks 
also prevent inconsistent applications of privacy laws across jurisdictions, which can 
otherwise hinder the ethical use of AI in healthcare by creating legal uncertainty and 
undermining patient confidence.

Finally, facilitating federal-state collaboration and public–private partnerships is 
vital for ethical AI adoption in healthcare. The OECD (2024b) stresses that mod-
ernizing regulation and promoting multi-level cooperation enhances responsible AI 
deployment, particularly through collective action involving federal agencies, state 
governments, and private healthcare providers. Strong collaboration frameworks 
encourage sharing best practices, aligning regulatory goals, and pooling resources to 
ensure equitable access to AI-driven healthcare services nationwide. Thus, fostering 
intergovernmental and cross-sector partnerships is crucial for overcoming fragmented 
governance approaches, ensuring that ethical standards are uniformly implemented. 
Additionally, incentivizing AI systems that prioritize patient safety, equity, and trans-
parency aligns with international recommendations to improve healthcare outcomes 
through ethical innovation, creating a healthcare environment where innovation does 
not come at the expense of human rights.

This study certainly has limitations. We have coded state AI laws using several 
important policy databases, but full-text analyses may reveal additional insights into 
the specific components of these laws that are missed by such summaries. More also 
needs to be done surrounding how these laws are implemented by regulators. While 
the laws provide the statutory structure for regulating AI use in healthcare settings, 
state departments of health may issue additional relevant regulations that are not 
captured in this analysis. Future research should leverage full text analysis, as well as 
expanded regulatory review to gain an even deeper understanding of state efforts to 
regulate AI in the healthcare sector, as well as to facilitate its growth.

Conclusion

This study has highlighted the fragmented and inconsistent nature of AI governance in 
healthcare across U.S. states, revealing significant gaps in privacy protections, algo-
rithmic accountability, and patient consent frameworks. Through a thematic analysis 
of 141 state-level healthcare laws, the paper underscores the disproportionate impact 
these regulatory disparities have on vulnerable populations, particularly children, 
women, and seniors. States like California and New York have implemented stronger 
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privacy laws, while others, like Texas and Georgia, lag, leaving patient data exposed 
to exploitation (Sharko et al., 2022). The analysis further demonstrates how these 
gaps not only hinder the ethical deployment of AI-driven healthcare technologies 
but also erode public trust in government-led healthcare initiatives (Francis, 2024; 
Sciarretta et al., 2022).

The findings suggest that without coordinated federal and state efforts to harmo-
nize healthcare privacy laws and regulate emerging AI applications, AI-driven inno-
vations risk exacerbating healthcare inequalities and reinforcing algorithmic biases 
(Konnoth, 2024; Wang et al., 2018). This study advocates the implementation of 
comprehensive governance strategies, including stronger transparency mandates, 
stakeholder participation mechanisms, ethical AI certification programs, and national 
standards for AI accountability. These strategies are essential not only to safeguard 
patient rights but also to foster public trust in AI-powered healthcare systems (Amann 
et al., 2023; Robles & Mallinson, 2025). To ensure ethical, safe, and trustworthy AI 
in healthcare, a coordinated national governance framework is essential—one that 
balances innovation with privacy, equity, and public accountability (Francis, 2024; 
Corea & Ferrucci, 2022; Truby, 2020). Stronger patient protections and responsible 
AI development will be key to maintaining public trust and safeguarding patient 
rights (Wang et al., 2018).

Ultimately, building trust in AI healthcare services requires moving beyond com-
pliance-based oversight toward participatory, transparent, and ethical governance 
models. Future research should explore how stakeholder engagement, public edu-
cation initiatives, and global regulatory frameworks—such as those established in 
the EU and Singapore—can inform more unified and effective U.S. healthcare AI 
governance (Magnuson & Dixon, 2014; Zuiderwijk et al., 2021). Additionally, more 
empirical studies are needed to assess the real-world effectiveness of public trust 
mechanisms and evaluate how well AI governance frameworks protect vulnerable 
populations in diverse healthcare settings.
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